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| ESG Not e

Thi s docunent specifies two mat hematical algorithns for identity
based encryption (IBE). Due to its specialized nature, this docunent
experienced limted reviewwithin the | ETF. Readers of this RFC
shoul d carefully evaluate its value for inplenentation and

depl oynent .

Abst ract

Thi s docunent describes the algorithnms that inplement Boneh-Franklin
(BF) and Boneh-Boyen (BB1) Identity-based Encryption. This docunent
is in part based on IBCS #1 v2 of Voltage Security’'s ldentity-based

Crypt ography Standards (1BCS) docunents, from which sone irrel evant

sections have been renpved to create the content of this docunent.
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1

| ntroducti on

Thi s docunent provides a set of specifications for inplenenting

i dentity-based encryption (IBE) systenms based on bilinear pairings.
Two cryptosystens are described: the IBE system proposed by Boneh and
Franklin (BF) [BF], and the | BE system proposed by Boneh and Boyen
(BB1) [BB1]. Fully secure and practical inplenentations are

descri bed for each system conprising the core IBE algorithns as well
as ancillary hybrid conponents used to achi eve security against
active attacks. These specifications are restricted to a famly of
supersingular elliptic curves over finite fields of large prine
characteristic, referred to as "type-1" curves (see Section 2.1).

| mpl enment ati ons based on other types of curves currently fall outside
the scope of this docunent.

IBE i s a public-key technol ogy, but one which varies from other
public-key technologies in a slight, yet significant way. In
particular, |IBE keys are cal cul ated instead of being generated
randomy, which leads to a different architecture for a system using
I BE than for a system using other public-key technologies. An
overvi ew of these differences and how a systemusing | BE works is

given in [| BEARCH] .

I dentity-based encryption (IBE) is a public-key encryption technol ogy
that allows a public key to be calculated froman identity, and the
corresponding private key to be cal culated fromthe public key.

Cal cul ati on of both the public and private keys in an |BE-based
system can occur as needed, resulting in just-in-time key nmateri al
This contrasts with other public-key systems [P1363], in which keys
are generated randomy and distributed prior to secure comruni cation
conmencing. The ability to calculate a recipient’s public key, in
particular, elimnates the need for the sender and receiver in an

| BE- based nmessaging systemto interact with each other, either
directly or through a proxy such as a directory server, before
sendi ng secure messages.

Thi s docunent describes an | BE-based nessagi ng system and how t he
conponents of the systemwork together. The conponents required for
a conplete | BE nessagi ng system are the foll ow ng:

0 a Private-key CGenerator (PKG. The PKG contains the cryptographic
material, known as a nmaster secret, for generating an individual’s
| BE private key. A PKG accepts an |IBE user’'s private key request,
and after successfully authenticating themin some way, returns
the I BE private key.
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0 a Public Paraneter Server (PPS). |BE System Paraneters include
publicly sharable cryptographic material, known as |BE public
paraneters, and policy information for the PKG A PPS provides a
wel | -known | ocation for secure distribution of IBE public
paranmeters and policy information for the | BE PKG

A logical architecture would be to have a PKE PPS per nane space,
such as a DNS zone. The organi zation that controls the DNS zone
woul d al so control the PKG PPS and thus the determination of which
PKG PSS to use when creating public and private keys for the
organi zation’s nenbers. In this case the PPS URI can be uniquely
created by the formof the identity that it supports. This
architecture would make it clear which set of public paraneters to
use and where to retrieve themfor a given identity.

| BE-encrypt ed nessages can use standard nessage formats, such as the
Crypt ographi c Message Syntax (CM5) [CM5]. How to use IBEwith CM5 is
descri bed in [| BECVS].

Note that |BE algorithnms are used only for encryption, so if digita
signatures are required, they will need to be provided by an
addi ti onal mechani sm

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

1.1. Sending a Message That |Is Encrypted Using | BE

In order to send an encrypted nessage, an | BE user nust performthe
fol | owi ng steps:

1. Obtain the recipient’s public paraneters.

The recipient’s IBE public paranmeters allow the creation of
uni que public and private keys. A user of an IBE systemis
capabl e of calculating the public key of a recipient after he
obtains the public paranmeters for their IBE system Once the
public parameters are obtained, |BE-encrypted nessages can be
sent.

2. Construct and send an | BE-encrypted nessage.

Al that is needed, in addition to the |IBE public paraneters,
is the recipient’s identity in order to generate their public
key for use in encrypting nessages to them \Wen this identity
is the same as the identity that a nmessage woul d be addressed
to, then no nore information is needed froma user to send

Boyen & Martin I nf or mati onal [ Page 5]



RFC 5091 | BCS #1 Decenber 2007

sonmeone a secure nessage than is needed to send them an
unsecured nessage. This is one of the major benefits of an

| BE- based secure messagi ng system Exanples of identities can
be an individual, group, or role identifiers.

1.1.1. Sender Obtains Recipient’'s Public Paraneters

The sender of a nessage obtains the |IBE public paraneters that he
needs for calculating the IBE public key of the recipient froma PPS
that is hosted at a well-known URI. The |IBE public parameters
contain all of the information that the sender needs to create an

| BE- encrypt ed nmessage except for the identity of the recipient.

[ BEARCH] describes the URI where a PPS is |ocated, the format of |BE
public paranmeters, and how to obtain them The URI from which users
obtain | BE public paraneters MJST be authenticated in some way; PPS
servers MJST support Transport Layer Security (TLS) 1.1 [TLS] to
satisfy this requirement and MJST verify that the subject name in the
server certificate matches the URI of the PPS. [IBEARCH also
describes the way in which identity formats are defined and a nini mum
i nteroperable format that all PPSs and PKGs MUST support. This step
is shown belowin Figure 1.

| BE Public Paraneter Request
Sender PPS
| BE Public Paraneters
Figure 1. Requesting |IBE Public Parameters

The sender of an |IBE-encrypted nessage sel ects the PPS and
correspondi ng PKG based on his local security policy. D fferent PPSs
may provide public paraneters that specify different |IBE al gorithns
or different key strengths, for exanple, or require the use of PKGs
that require different levels of authentication before granting |IBE
private keys.

1.1.2. Construct and Send an | BE- Encrypted Message

To I BE-encrypt a nessage, the sender chooses a content encryption key
(CEK) and uses it to encrypt his nessage and then encrypts the CEK
with the recipient’s IBE public key (for exanple, as described in
[CMB]). This operation is shown belowin Figure 2. This docunent
descri bes the algorithnms needed to inplenment two forns of |BE

[ BECVS] describes how to use the Cryptographi c Message Syntax (CWMVS)
to encapsul ate the encrypted nessage along with the IBE information
that the recipient needs to decrypt the nessage.
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CEK ----> Sender ----> |BE-encrypted CEK

AN

Recipient’s ldentity
and | BE Public Paraneters

Figure 2. Using an |IBE Public-Key Al gorithmto Encrypt
1.2. Receiving and View ng an |BE-Encrypted Message

In order to read an encrypted nessage, a recipient of an

| BE-encrypt ed nessage parses the nmessage (for exanple, as described
in [IBECVS]). This gives himthe URI he needs to obtain the |IBE
public parameters required to performIBE cal cul ations as well as the
identity that was used to encrypt the nmessage. Next, the recipient
nmust carry out the follow ng steps:

1. Obtain the recipient’s public paraneters.

An | BE systemis public paraneters allow it to uniquely create
public and private keys. The recipient of an |IBE-encrypted
nessage can decrypt an | BE-encrypted nmessage if he has both the
| BE public paranmeters and the necessary |IBE private key. The
PPS can al so provide the URI of the PKG where the recipient of
an | BE-encrypted nessage can obtain the |IBE private keys.

2. Obtain the IBE private key fromthe PKG

To decrypt an | BE-encrypted nessage, in addition to the |IBE
public parameters, the recipient needs to obtain the private
key that corresponds to the public key that the sender used.
The I BE private key is obtained after successfully
authenticating to a private key generator (PKG, a trusted
third party that cal cul ates private keys for users. The
reci pient receives the I BE private key over an HITPS
connection. The URI of a PKG MJST be authenticated in sone
way; PKG servers MJST support TLS 1.1 [TLS] to satisfy this
requi renent.

3. Decrypt the |IBE-encrypted nessage.

The | BE private key decrypts the CEK, which is then used to
decrypt encrypted nessage.
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The PKG may al | ow users other than the intended recipient to
receive sone |BE private keys. Gving a mail filtering
appl i ance permission to obtain |IBE private keys on behal f of
users, for exanple, can allow the appliance to decrypt and scan
encrypted nessages for viruses or other malicious features.

1.2.1. Recipient Obtains Public Parameters from PPS
Bef ore he can performany IBE calculations related to the nessage
that he has received, the recipient of an |IBE-encrypted nmessage needs
to obtain the IBE public paraneters that were used in the encryption
operation. This operation is shown below in Figure 3.
| BE Public Paraneter Request
Reci pi ent PPS
| BE Public Paraneters
Figure 3. Requesting |BE Public Paraneters
1.2.2. Recipient Obtains IBE Private Key from PKG
To obtain an IBE private key, the recipient of an I BE-encrypted
nessage provides the IBE public key used to encrypt the nessage and
their authentication credentials to a PKG and requests the private
key that corresponds to the IBE public key. Section 4 of this
docunent defines the protocol for conmunicating with a PKG as well as
a mnimuminteroperable way to authenticate to a PKG that all |1BE
i npl enent ati ons MJST support. Because the security of |IBE private
keys is vital to the overall security of an IBE system |BE private
keys MUST be transported to recipients over a secure protocol. PKGs
MUST support TLS 1.1 [TLS] for transport of IBE private keys. This
operation is shown below in Figure 4.
| BE Private Key Request
Reci pi ent PKG
| BE Private Key

Figure 4. otaining an |IBE Private Key
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1.2.3. Recipient Decrypts |BE-Encrypted Message

After obtaining the necessary |BE private key, the recipient uses
that IBE private key, and the corresponding | BE public parameters, to
decrypt the CEK. This operation is shown belowin Figure 5. He then
uses the CEK to decrypt the encrypted nessage content (for exanple,
as specified in [I BECMS]).

| BE-encrypted CEK ----> Recipient ----> CEK

AN

| BE Private Key
and | BE Public Paraneters

Figure 5. Using an I BE Public-Key Al gorithmto Decrypt
2. Notation and Definitions
2.1. Notation

This section sunmari zes the notions and definitions regarding

i dentity-based cryptosystens on elliptic curves. The reader is
referred to [ECC] for the nathematical background and to [ BF],
[ BEARCH] regarding all notions pertaining to identity-based
encryption.

F p denotes finite field of prine characteristic p; F _p”2 denotes its
extension field of degree 2.

Let EF_p: y*"2 = x*"3 + a* x + b be an elliptic curve over F_p. For
an extension of degree 2, the curve E/F_p defines a group (E(F_p"2),
+), which is the additive group of points of affine coordinates (x,
y) in (F_p"2)"2 satisfying the curve equation over F p”2, with nul

el ement, or point at infinity, denoted as O.

Let q be a prinme such that E(F_p) has a cyclic subgroup GL' of order
g.

Let GL'’ be a cyclic subgroup of E(F_p”2) of order gq, and & bhe a
cyclic subgroup of (F_p”2)* of order p

Under these conditions, a mathenmatical construction known as the Tate
pairing provides an efficiently conputable map e: G’ x Gl'’ -> &
that is linear in both argunments and believed hard to invert [BF].
If an efficiently conmputable non-rational endonorphi smphi: GL' ->

Boyen & Martin I nf or mati onal [ Page 9]



RFC 5091 | BCS #1 Decenber 2007

Gl'’ is available for the selected elliptic curve on which the Tate
pairing is conmputed, then we can construct a function e : GL' x Gl'’
-> &, defined as e (A, B) = e(A phi(B)), called the nodified Tate
pairing. W generically call a pairing either the Tate pairing e or
the nodified Tate pairing e, depending on the chosen elliptic curve
used in a particular inplenentation

The foll owing additional notation is used throughout this docunent.

p - Ab512-bit to 7680-bit prinme, which is the order of the finite
field F_p.

F p - The base finite field of order p over which the elliptic curve
of interest E/F _p is defined.

#G - The size of the set G

F* - The multiplicative group of the non-zero elenents in the field
F, e.g., (Fp)* is the nultiplicative group of the finite field F_p

E/F_p - The equation of an elliptic curve over the field F_p, which
when p is neither 2 nor 3, is of the formFE/ F_p: y*"2 = x*"3 + a * x +
b, for specified a, b in F_p.

0 - The null elenent of any additive group of points on an elliptic
curve, also called the point at infinity.

E(F_p) - The additive group of points of affine coordinates (x, V),
with x, y in F_p, that satisfy the curve equation E/ F_p, including
the point at infinity O.

g - A160-bit to 512-bit prine that is the order of the cyclic
subgroup of interest in E(F_p).

k - The enbeddi ng degree of the cyclic subgroup of order q in E(F_p).
For type-1 curves this is always equal to 2.

F p”2 - The extension field of degree 2 of the field F_p.

E(F_p”"2) - The group of points of affine coordinates in F_p"2
satisfying the curve equation E/F_p, including the point at infinity
0.

Z p - The additive group of integers nodulo p.

g - The base 2 logarithm function, so that 2"l g(x) = x.

The term "object identifier" will be abbreviated "OD."
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A Solinas prine is a prine of the form2ta (+/-) 2"b (+/-) 1.
The foll owi ng conventions are assuned for curve operations.

Point addition - If A and B are two points on a curve E, their sumis
denoted as A + B

Point multiplication - If Ais a point on a curve, and n an integer,
the result of adding Ato itself a total of n times is denoted [n]A

The following class of elliptic curves is exclusively considered for
pairing operations in the present version of this docunent, which are
referred to as "type-1" curves.

Type-1 curves - The class of curves of type-1 is defined as the class
of all elliptic curves of equation E/F_p: y*2 = x*3 + 1 for al

primes p congruent to 11 nmodulo 12. This class forms a subcl ass of
the class of supersingular curves. These curves satisfy #E(F p) = p
+ 1, and the p points (x, y) in E(F_p) \ {0} have the property that x
= (y*2 - 1)™(1/3) (rmod p). Type-1 curves always have an enbeddi ng
degree k = 2.

Groups of points on type-1 curves are plentiful and easy to construct
by random sel ection of a prine p of the appropriate form Therefore,
rather than to standardi ze upon a snmall set of comon values of p, it
is henceforth assuned that all type-1 curves are freshly generated at
random for the given cryptographic application (an exanple of such
generation will be given in Algorithm5.1.2 (BFsetupl) or Al gorithm
6.1.2 (BBsetupl)). |Inplenentations based on different classes of
curves are currently unsupport ed.

We assune that the followi ng concrete representati ons of mathematica
obj ects are used.

Base field elements - The p elenents of the base field F p are
represented directly using the integers fromO top - 1

Extension field elements - The p”2 elenments of the extension field

F p~2 are represented as ordered pairs of elements of F_p. An
ordered pair (a_0, a_1) is interpreted as the conplex nunber a_0 +
al*i, wherei”2 =-1. This allows operations on elenments of F _p"2
to be inplenented as follows. Suppose that a = (a_0, a_1) and b =
(b_0, b 1) are elements of F p*2. Then a + b = ((a_0 + b_0)(nod p),
(a1l +b1)(rmd p)) and a * b =((al*bl1-a0* b 0(nmdp), (al
*b_ 0+ a0* b 1)(nmd p)).
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Elliptic curve points - Points in E(F _p”"2) with the point P = (X, y)
in F pr2 x F p*2 satisfying the curve equation E/F p. Points not
equal to O are internally represented using the affine coordi nates
(x, y), where x and y are elenments of F _p"2

2.2. Definitions
The following ternminology is used to describe an | BE system

Public parameters - The public paraneters are a set of conmon,
system w de paraneters generated and published by the private key
generator (PKG .

Master secret - The nmaster secret is the naster key generated and
privately kept by the key server and used to generate the private
keys of the users.

Identity - An identity is an arbitrary string, usually a
human- r eadabl e unanbi guous desi gnator of a system user, possibly
augnented with a time stanp and other attributes.

Public key - A public key is a string that is algorithmcally derived
froman identity. The derivation my be perforned by anyone,
aut ononousl y.

Private key - A private key is issued by the key server to correspond
to a given identity (and the public key that derives fromit) under
the published set of public paraneters.

Plaintext - Plaintext is an unencrypted representation, or in the
clear, of any block of data to be transmitted securely. For the
present purposes, plaintexts are typically session keys, or sets of
session keys, for further symretric encryption and authentication
pur poses.

Ci phertext - Ci phertext is an encrypted representation of any bl ock
of data, including plaintext, to be transnitted securely.

3. Basic Elliptic Curve Al gorithmns
This section describes algorithms for performng all needed basic
arithmetic operations on elliptic curves. The presentation is

specialized to the type of curves under consideration for sinplicity
of inplementation. General algorithms may be found in [ECC.
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3.1. The Goup Action in Affine Coordinates
3.1.1. Inplementation for Type-1 Curves

Al gorithm 3.1.1 (PointDoublel): adds a point to itself on a type-1
elliptic curve

I nput :

o Apoint Ain E(F_p*2), with A= (x, y) or O
o An elliptic curve E/F p: y*"2 = x*"3 + 1

Qut put :

o The point [2]A = A+ A

Met hod:

1. If A=0or y =0, then return O

2. Let lanbda = (3 * x*2) [/ (2 * vy)

3. Let x’ | ambda”r2 - 2 * x

4. Let y' = (x - x') * lanbda - y
5. Return (x', y’')

Al gorithm 3.1.2 (PointAddl): adds two points on a type-1 elliptic
curve.

I nput :

o Apoint Ain E(F_p"2), with A

(x_A y_A) or O
o Apoint Bin E(F p*2), with B=(x_B, y B) or 0
o An elliptic curve E/F_p: y*"2 = x"3 + 1

Cut put :

o The point A+ B

Met hod:

1. If A=0, return B
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3.

2.

2. If B=0, return A
3. If x_A=x_B

(a) If y A=-y B, return O

(b) Else return [2] A conmputed using Al gorithm 3.1.1 (PointDoubl el)
4. O herwi se:

(a) Let lanbda = (y_B- y_ A / (x_B- x_A

(b) Let x’ | anbhda”2 - x A - x_B

(c) Let ¥y = (x_ A- x') * lanbda - y_A
(d) Return (x', y)

Point Multiplication

Al gorithm 3.2.1 (Si gnedW ndowDeconposition): conputes the signed
mary w ndow representation of a positive integer [ECC.

I nput :

0o An integer k > 0, where k has the binary representation k =
{Sumk_j * 2~j, for j = 0to |} where each k j is either 0 or 1
and k I =0

0o An integer window bit-sizer >0

Qut put :

0 An integer d and the unique d-el enent sequence {(b_i, e_i), for
=0tod- 1} such that k = {Sumb_i * 2*~(e_i), for i = 0to d -
1}, each b_i = +/- 27 for some 0 <j <=r - 1 and each e_i is a

non- negative integer

Met hod:

1. Let d =0

2. Let | =0

3. Wilej <=1, do:

(a) If kj =0, then:
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i. Let j

1
+
=

(b) Else:
i. Let t =mn{l, j +r - 1}
ii. Let h_d = (k_t, k_(t - 1), ..., k_j) (base 2)
iii. If h.d > 2~(r - 1), then:
A Let bd=hd- 2r
B. Increnment the nunber (k_I, k (I-1),...,k j) (base 2) by 1
iv. Else:
A. Let b_d = h_d
v. Let e d =

vi. Let d

d + 1
vii. Let j =t +1

4. Return d and the sequence {(b_0, e 0), ...,
(b_(d - 1), e (d- 1))}

Algorithm3.2.2 (PointMultiply): scalar multiplication on an elliptic
curve using the signed mary w ndow net hod.

I nput :

o Apoint Ain E(F_p"2)

o An integer | >0

o An elliptic curve E/F p: y*"2 =x*"3 +a* x +b
CQut put :

o The point [I]A

Met hod:

1. (W ndow deconposition)

(a) Let r > 0 be an integer (fixed) bit-w se w ndow size,
e.g., r =5
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(b) Let I’ =1 where | = {Sun(l_j * 27j), for j =0 to
len_I} is the binary expansion of |, where len_| =
Ceiling(lg(l))

(c) Compute (d, {(b_i, ei), for i =0tod- 1} =

Si gnedW ndowbDeconposition(l, r), the signed 2*r-ary w ndow
representation of | using Algorithm3.2.1
(Si gnedW ndowDeconposi ti on)

2. (Preconputation)

(a) Let A1 =A

(b) Let A2 =[2]A wusing Algorithm3.1.1 (PointDoubl el)
(c) For i = 1to 2™(r - 2) - 1, do:
i. Let A(2*i +1) =A(2*1i - 1) + A2 using

Al gorithm 3.1.2 (Point Addl)
(d) Let Q= A (b_(d - 1))
3. Min |oop
(a) For i =d - 2to 0 by -1, do:
i. Let Q=1[2"e_(i + 1) - e i)]Q using repeated
applications of Algorithm3.1.1 (PointDoublel)
e (i +1) - e_i times
ii. If bi >0, then:

A Let Q= Q+ A (b_i) using Algorithm3.1.2
(Poi nt Add1)

iii. Else:

A Let Q=Q- A(-(b_i)) using Algorithm3.1.2
( Poi nt Add1)

(b) Calculate Q = [2"(e_0)]Q using repeated applications of
Al gorithm 3.1.1 (PointDoublel) e O tines

4. Return Q
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3.3. (Qperations in Jacobian Projective Coordi nates
3.3.1. Inplementation for Type-1 Curves

Al gorithm 3.3.1 (ProjectivePoi nt Doubl el): adds a point to itself in
Jacobi an projective coordinates for type-1 curves.

I nput :

o Apoint (x, vy, z) = Ain E(F_p"2) in Jacobian projective
coor di nat es

o An elliptic curve E/F p: y*"2 = x"3 + 1

CQut put :

o The point [2]A in Jacobian projective coordinates
Met hod:

1. If z=0or y =0, return (0, 1, 0) = 0, otherwi se:
2. Let lanbda_1 = 3 * x"2

3. Let z2 =2 *y * 2

4. Let |anbda_2

yn2

5. Let | anbda_3 4 * |anbda_2 * x

6. Let x’ = lanbda_1"2 - 2 * |anbda_3

7. Let lanbda_4 = 8 * | anbda_2"2

8. Let vy = lanbda_1 * (lanbda_3 - x’) - lanbda_4

9. Return (x', y', z)

Al gorithm 3.3.2 (ProjectivePoint Accunul atel): adds a point in affine
coordi nates to an accunul ator in Jacobian projective coordi nates, for
type-1 curves.

I nput :

o A point (x_ A Yy_A z_A = Ain E(F_p"2) in Jacobian
proj ective coordi nates
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o Apoint (x B, y B =BinEFpr2) \ {0} in affine
coor di nat es
0 An elliptic curve E/F_p: y*"2 = x"3 + 1
Qut put :
o The point A+ B in Jacobian projective coordi nates
Met hod:
1. If z A=0, return (x_ B, y B, 1) = B, otherwi se

2. Let lanbda_ 1

z_ A2

3. Let lanbda_2 lanbda_1 * x B

4. Let | anbda_3

X_A - lanbda_2
5. If lanbda_3 = 0, then return (0, 1, 0), otherw se:

6. Let | anbda_4

| anbda_3"2

7. Let lanbda_ 5 lanbda 1 * y B* z A
8. Let lanbda_6 = |l anbda_4 - |anbda 5

9. Let |anbda_ 7

X_A + |l anbda_ 2
10. Let lanbhda 8 =y A + | anbda_5
11. Let x’ = lanbda_6"2 - lanbda_7 * | anbda 4
12. Let lanbda 9 = lanbda 7 * lanbda 4 - 2 * X’
13. Let y' = (lanbda 9 * | anbda_6 -

| anbda_8 * |anbda 3 * lanbda 4) / 2
14. Let z' = lanbda 3 * z_ A

15. Return (x', y', z2')
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3.4. Divisors on Elliptic Curves
3.4.1. Inplenentation in F_p~2 for Type-1 Curves

Algorithm 3.4.1 (Eval Vertical 1): evaluates the divisor of a vertical
line on a type-1 elliptic curve.

I nput :

o Apoint Bin E(F p*"2) with B!=0

o Apoint Ain E(F p)

o A description of a type-1 elliptic curve EJF p
Cut put :

0 An elenent of F p”"2 that is the divisor of the vertical |ine going
through A evaluated at B

Met hod:
1. Let r = x B - x_ A
2. Returnr

Al gorithm 3.4.2 (Eval Tangent1): evaluates the divisor of a tangent on
a type-1 elliptic curve.

I nput :

o Apoint Bin E(F_p*"2) with B!=20

o Apoint Ain E(F_p)

o A description of a type-1 elliptic curve EfF p
Qut put :

0 An elenent of F p”2 that is the divisor of the line tangent to A
eval uated at B

Met hod:
1. (Special cases)

(a) If A=0, return 1
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(b) If y A=0, return Eval Vertical 1(B, A using Algorithm3.4.1
(Eval Vertical 1)
2. (Line computation)

(a) Let a =-3 * (x_ A2

(b) Let b =2*y A

(c) Let ¢ =-b*y A- a* x A
3. (Evaluation at B)

(a) Let r =a*x B+b*yB+c
4. Return r

Al gorithm 3.4.3 (Eval Linel): evaluates the divisor of a line on a
type-1 elliptic curve.

I nput :

o Apoint Bin E(F_p*"2) with B!=0

o Two points A, A’ in E(F_p)

o A description of a type-1 elliptic curve E/F_p
Cut put :

0 An elenent of F p”2 that is the divisor of the line going through
A and A’ evaluated at B

Met hod:
1. (Special cases)

(a) If A =0, return Eval Vertical 1(B, A’) using Algorithm3.4.1
(Eval Vertical 1)

(b) If A’ =0, return Eval Vertical 1(B, A") using Algorithm3.4.1
(Eval Vertical 1)

(c) If A =-A", return Eval Vertical 1(B, A') using Al gorithm
3.4.1 (Eval Vertical 1)

(d) If A = A", return Eval Tangent1(B, A) using Algorithm3.4.2
(Eval Tangent 1)
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2. (Line computation)
(a) Let a =y A - y A’
(b) Let b = x A’ - x_A
(c) Let c =-b*y A - a* x A
3. (Evaluation at B)
(a) Let r =a* x B+b*yB+c
4. Return r
3.5. The Tate Pairing
3.5.1. Tate Pairing Cal culation

Algorithm3.5.1 (Tate): conputes the Tate pairing on an elliptic
curve.

I nput :
o A point Aof order q in E(F_p)
o A point B of order q in E(F_p"2)

o A description of an elliptic curve EfF_p such that E(F_p) and
E(F_p”2) have a subgroup of order ¢

Qut put :

o The value e(A B) in F_p"2, conputed using the MIler algorithm

Met hod:

1. For a type-1 curve E, execute Algorithm3.5.2 (TateM | erSol i nas)
3.5.2. The MlIler Algorithmfor Type-1 Curves

Algorithm3.5.2 (TateM Il erSolinas): conputes the Tate pairing on a
type-1 elliptic curve.

I nput :
o A point Aof order q in E(F_p)

o A point Bof order q in E(F_p"2)
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o A description of a type-1 supersingular elliptic curve EZF_p such
that E(F_p) and E(F_p"2) have a subgroup of Solinas prine order ¢
where g = 2%a + s * 2"b + ¢, where c and s are linited to the
val ues +/ -1

Qut put :

o The value e(A B) in F_p"2, conputed using the MIler algorithm

Met hod:

1. (Initialization)

(a) Let v_num=1in F_p"2

(b) Let v_den =1 in F_p"2

(c) Let V=(xV, yV, zV) =(xA y A 1) in (F_p)~3, being
the representation of (x_A y_A) = A using Jacobian projective
coordi nat es

(d) Let t_ num=1in F_p"2

(e) Let t den =1 in F pr2

2. (Calculation of the (s * 27b) contribution)

(a) (Repeated doublings) For n = 0 to b - 1:
i. Let t_ num=t_num2

ii. Let t_den

t _den”2

iii. Let t_num=t_num?* Eval Tangent1(B, (x_V/ z_V*2, y V/
z_V"3)) using Algorithm 3.4.2 (Eval Tangent 1)

iv. Let V=(xV, yV, zV) =[2]V wusing Algorithm3.3.1
(Proj ectivePoi nt Doubl el)

v. Let t_den =t _den * Eval Vertical 1(B, (x_ V/ z_ V2, y V/
z_Vr3)using Algorithm 3.4.1 (Eval Vertical 1)
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(b) (Nornalization)
i. Let V.b = (x_(V_b) , y_(V_b))
=(x.V/ zV2, s*yV/ zV3) in (F_p)~2,
resulting in a point V.b in E(F_p)
(c) (Accunul ation) Selecting on s:
i. If s=-1:
A. Let v..num=v_num?* t_den
B. Let v_den = v_den * t_num* Eval Vertical 1(B, (x_V /
z V2, y V/ z_V*3))) using Algorithm3.4.1
(Eval Vertical 1)

ii. If s =1:

A Let v_num= v_num?* t_num
B. Let v_den = v_den * t_den
3. (Calculation of the 2”a contribution)
(a) (Repeated doublings) For n = b to a - 1:
i. Let t_num=1t_nunt2
ii. Let t_den =1t _den”2

iii. Let t_num=t_num?* Eval Tangent1(B, (x_V/ z_V*2, y_ V/
z_V*3))) using Algorithm 3.4.2 (Eval Tangent 1)

iv. Let V=(xV, yV, zV) =[2]V using Algorithm3.3.1
(Proj ectivePoi nt Doubl el)

v. Let t_den = t_den * Eval Vertical 1(B, (x_.V/ z_V*2, y_ V/
z_V*3))) using Algorithm 3.4.1 (Eval Vertical 1)

(b) (Nornmalization)
i. Let V.a=(x(V,a , y_(V,a)) =
(x VIzNvVr2, s * x VI zV3) in (F_p)"2,

resulting in a point V.ain E(F_p)
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(c) (Accunul ation)

i. Let v_.num= v_num?* t_num
ii. Let v_den = v_den * t_den
4. (Correction for the (s * 2"b) and (c) contributions)

(a) Let v_num = v_num * Eval Linel(B, V_a, V_b) using Al gorithm
3.4.3 (EBEval Linel)

(b) Let v_den = v_den * Eval Vertical 1(B, V_a + V_b) using
Al gorithm 3.4.1 (Eval Vertical 1)

(c) If ¢ =-1, then:

i. Let v_den = v_den * Eval Vertical 1(B, A) using Al gorithm
3.4.1 (Eval Vertical 1)

5. (Correcting exponent)
(a) Let eta = (p*2 - 1) / ¢
6. (Final result)
(a) Return (v_num/ v_den)”eta
4. Supporting Al gorithmns

This section describes a nunber of supporting algorithns for encoding
and hashi ng.

4.1. Integer Range Hashing
4.1.1. Hashing to an Integer Range

HashToRange(s, n, hashfcn) takes a string s, an integer n, and a
cryptographi ¢ hash function hashfcn as input and returns an integer
inthe range 0 to n - 1 by cryptographic hashing. The input n MJST
be | ess than 2~(hashl en), where hashlen is the nunber of octets
conpri sing the output of the hash function hashfcn. HashToRange is
based on Merkle's nethod for hashing [ MERKLE], which is provably as
secure as the underlying hash function hashfcn.

Algorithm4.1.1 (HashToRange): cryptographically hashes strings to
integers in a range.
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4.

. 2.

2.

I nput :

o Astring s of length |s| octets

o A positive integer n represented as Ceiling(lg(n) / 8) octets.
o A cryptographic hash function hashfcn

CQut put :

o A positive integer v in the range 0 ton - 1

Met hod:

1. Let hashlen be the nunmber of octets conprising the output of
hashf cn

2. Let v.0O =0

3. Let h 0 = 0x00...00, a string of null octets with a length of
hashl en

4. For i =1 to 2, do:
(a) Let t i =h (i - 1) || s, which is the (|s|] + hashlen)- octet

string concatenation of the strings h_(i - 1) and s

(b) Let h_i = hashfcn(t_i), which is a hashlen-octet string

resulting fromthe hash al gorithm hashfcn on the input t_i

(c) Let ai = Value(h_i) be the integer in the range 0 to
2567hashl en - 1 denoted by the raw octet string h_i
interpreted in the unsigned big-endi an convention

(d) Let v_i = 256"hashlen * v_(i - 1) + a_i
5. Let v = v_| (nod n)

Pseudo- Random Byt e Ceneration by Hashi ng
1. Keyed Pseudo- Random Byt es Cener at or
HashByt es(b, p, hashfcn) takes an integer b, a string p, and a
cryptographi ¢ hash function hashfcn as i nput and returns a b-octet
pseudo-random string r as output. The value of b MJST be | ess than
or equal to the nunmber of bytes in the output of hashfcn. HashBytes

is based on Merkle's nethod for hashing [ MERKLE], which is provably
as secure as the underlying hash function hashfcn.
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4.

4.

3.

3.

Algorithm4.2.1 (HashBytes): keyed cryptographi c pseudo-random bytes
gener at or.

I nput :

o An integer b

o Astringp

o A cryptographic hash function hashfcn
Qut put :

o Astring r conprising b octets

Met hod:

1. Let hashlen be the nunber of octets conprising the output of
hashf cn

2. Let K = hashfcn(p)

3. Let h_0 = 0x00...00, a string of null octets with a | ength of

hashl en

4. Let | = Ceiling(b / hashlen)

5. For each i in 1 to |, do:
(a) Let h_i = hashfcn(h_ (i - 1))
(b) Let r_i = hashfcn(h_i || K, where h_i || Kis the (2 *

hashl en) -octet concatenation of h_i and K

6. Let r = LeftnostCctets(b, r_1 || ... || r_l), i.e., r is formed as
the concatenation of the r_i, truncated to the desired nunber of
octets

Canoni cal Encodings of Extension Field Elenments
1. Encoding an Extension Element as a String
Canoni cal (p, k, o, v) takes an elenment v in F_p"k, and returns a
canoni cal octet string of fixed length representing v. The paraneter
0 MJUST be either 0 or 1, and specifies the ordering of the encoding.

Algorithm4.3.1 (Canonical): encodes el enents of an extension field
F p~2 as strings.
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I nput :

0 An elenment v in F_p"2

o A description of F_p”2

0 An ordering paraneter o, either 0 or 1

CQut put :

o A fixed-length string s representing v

Met hod:

4.

1. For a type-1 curve, execute Algorithm4.3.2 (Canonicall)

3.

2.

Type-1 Curve |npl enmentation

Canoni cal 1(p, o, v) takes an elenment v in F p*"2 and returns a

canoni cal representation of v as an octet string s of fixed size.
The paranmeter o MJST be either 0 or 1, and specifies the ordering of
t he encodi ng.

2007

Al gorithm4.3.2 (Canonical 1): canonically represents el ements of an

extension field F_p~2.

I nput :

0 An elenent v in F_p"2

o A description of p, where p is congruent to 3 nodulo 4

o A ordering paraneter o, either 0 or 1

Cut put :

o Astring s of size 2 * Ceiling(lg(p) / 8) octets

Met hod:

1. Let | = CE!Iing(Ig(p) /[ 8), the number of octets needed to
represent integers in Z_p

2. Let v=a+b* i, where in"2 = -1

3. Let a_(256”1) be the big-endian zero-padded fixed-1ength octet
string representation of ain Zp
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4.4.

Boy

4. Let b _(256”71) be the big-endian zero-padded fixed-|ength octet
string representation of b in Z_p

5. Dependi ng on the choice of ordering o:

(a) If o =0, thenlet s = a_(256") || b_(256"), which is the
concatenation of a_(256”71) followed by b _(256"I)

(b) If o =1, thenlet s = b_(256") || a_(256"1), which is the
concatenation of b_(256”71) followed by a (256"1)

6. Return s

Hashi ng onto a Subgroup of an Elliptic Curve
1. Hashing a String onto a Subgroup of an Elliptic Curve
HashToPoint (E, p, g, id, hashfcn) takes an identity string id, the
description of a subgroup of prime order g in E(F_p) or E(F_p"2), and
a cryptographi ¢ hash function hashfcn and returns a point Q.id of

order q in E(F_p) or E(F_p"2).

Al gorithm4.4.1 (HashToPoint): cryptographically hashes strings to
points on elliptic curves.

I nput :

0 An elliptic curve E

o Aprinme p

o Aprimeg

o Astringid

o A cryptographic hash function hashfcn

Qut put :

o Apoint Qid = (x, y) of order g n E(F_p)
Met hod:

1. For a type-1 curve E, execute Algorithm4.4.2 (HashToPoi nt1)
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4.4.2. Type-1 Curve |Inplenentation

4.

5.

HashToPoi nt 1(p, q, id, hashfcn) takes an identity string id and the
description of a subgroup of order q in E(F_p), where E y*"2 = x"3 +
1 with p congruent to 11 nodulo 12, and returns a point Q.id of order
gin E(F_ p) that is calculated using the cryptographic hash function
hashfcn. The paraneters p, q and hashfcn MJUST be part of a valid set
of public paraneters as defined in Section 5.1.2 or Section 6.1.2.

Al gorithm4.4.2 (HashToPoi nt1): cryptographically hashes strings to
poi nts on type-1 curves.

I nput :

o Aprimep

o Aprine q

o Astringid

o A cryptographic hash function hashfcn
Cut put :

o Apoint Qid of order q in E(F_p)

Met hod:

1. Let y = HashToRange(id, p, hashfcn), using Algorithm4.1.1
(HashToRange), an elenment of F p

2. Let x = (y*"2 - )MN(2* p- 1)/ 3) mdulo p, an elenment of F p
3. Let @ = (x, y), a non-zero point in E(F_p)
4. Let Q=[(p + 1) / g]Q, a point of order g in E(F_p)

Bi | i near Mappi ng
1. Regular or Mdified Tate Pairing
Pairing(E, p, g, A B) takes two points A and B, both of order q,
and, in the type-1 case, returns the nodified pairing e (A phi(B))
in F_p”"2 where A and B are both in E(F_p).

Algorithm4.5.1 (Pairing): conputes the regular or nodified Tate
pai ri ng dependi ng on the curve type.
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I nput :

o A description of an elliptic curve EfF_p such that E(F_p) and
E(F_p”2) have a subgroup of order ¢

o Two points A and B of order g in E(F_p) or E(F_p"2)
Qut put :

0 On supersingular curves, the value of e (A B) in F_p"2 where A
and B are both in E(F_p)

Met hod:
1. If Eis a type-1 curve, execute Algorithm4.5. 2 (Pairingl)

4.5.2. Type-1 Curve Inplenentation
Algorithm4.5.2 (Pairingl): conputes the nodified Tate pairing on
type-1 curves. The values of p and q MJST be part of a valid set of
public parameters as defined in Section 5.1.2 or Section 6.1.2.

I nput :

o Acurve EFF p: y*2 = x*"3 + 1 where p is congruent to 11 nodulo 12
and E(F_p) has a subgroup of order q

o Two points A and B of order q in E(F_p)
Qut put :
0 The value of e (A B) = e(A phi(B)) in F_p"2
Met hod:
1. Conpute B = phi(B), as follows:
(a) Let (x, y) in F p x F_p be the coordinates of Bin E(F _p)

(b) Let zeta = (a_zeta , b_zeta), where a_zeta = (p - 1) / 2 and
b zeta = 3*((p + 1) / 4) (nod p), an elenment of F_p~"2

(c) Let x» = x * zeta in F_p"2

(d) Let B

(x', y) in F_p*2 x F_p
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4.6.

4. 6.

2. Compute the Tate pairing e(A, B) = e(A phi(B)) in F_p"2 using
the MIler nethod, as in Algorithm3.5.1 (Tate) described in
Section 3.5

Rati o of Bilinear Pairings
1. Ratio of Regular or Modified Tate Pairings

PairingRatio(E, p, q, A, B, C, D takes four points as input and
conputes the ratio of the two bilinear pairings, Pairing(E p, q, A
B) / Pairing(E, p, g, C, D, or, equivalently, the product,
Pairing(E, p, g, A B) * Pairing(E, p, q, C -D.

On type-1 curves, all four points are of order q in E(F_p), and the
result is an elenent of order g in the extension field F_p~2 .

The notivation for this algorithmis that the ratio of two pairings
can be calculated nore efficiently than by conputing each pairing
separately and dividing one into the other, since certain

cal cul ations that would normally appear in each of the two pairings
can be conbined and carried out at once. Such cal cul ations include
the repeated doublings in steps 2(a)i, 2(a)ii, 3(a)i, and 3(a)ii of
Algorithm3.5.2 (TateM Il erSolinas), as well as the fina
exponentiation in step 6(a) of Algorithm3.5.2 (TateM Il erSolinas).

Algorithm4.6.1 (PairingRatio): conputes the ratio of two regular or
nodi fi ed Tate pairings dependi ng on the curve type.

I nput :

o A description of an elliptic curve EfF_p such that E(F_p) and
E(F_p”~2) have a subgroup of order ¢

o Four points A, B, C, and D, of order q in E(F_p) or E(F_p"2)
Qut put :

0 On supersingular curves, the value of e (A B) / ¢ (C D in F_p"2
where A, B, C, Dare all in E(F_p)

Met hod:

1. If Eis a type-1 curve, execute Algorithm4.6.2 (PairingRatiol)
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4.6.2. Type-1 Curve |Inplenentation
Algorithm4.6.2 (PairingRatiol): conputes the ratio of two nodified
Tate pairings on type-1 curves. The values of p and q MIST be part
of a valid set of public parameters as defined in Section 5.1.2 or
Section 6.1.2.
I nput :

o Acurve EFF p: y*2 = x*3 + 1, where p is congruent to 11 nmodulo 12
and E(F_p) has a subgroup of order q

o Four points A, B, C, and D of order q in E(F_p)
CQut put :

o The value of e (A B) / e (C, D = e(A phi(B)) / e(C phi(D) =
e(A, phi(B)) * e(-C phi(D), in F p"2

Met hod:

1. The step-by-step description of the optimzed algorithmis onmtted
in this normative specification

The correct result can al ways be obtained, although nore slowy, by
conputing the product of pairings Pairingl(E p, g, A B) *
Pairingl(E, p, q, -C, D by using two invocations of Al gorithm4.5.2
(Pairingl).

5. The Boneh-Franklin BF Cryptosystem

Thi s chapter describes the algorithns constituting the Boneh-Franklin
identity-based cryptosystem as described in [BF].

5.1. Setup
5.1.1. WMaster Secret and Public Paraneter Generation

Algorithm5.1.1 (BFsetup): randonly selects a nmaster secret and the
associ ated public paraneters.

I nput :
0 An integer version numnber

0 A security parameter n (MJST take val ues either 1024, 2048, 3072,
7680, 15360)
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Qut put :
o A set of public paraneters (version, E, p, q, P, P_pub, hashfcn)
o A corresponding master secret s
Met hod:
1. Depending on the selected type t:
(a) If version = 2, then execute Algorithmb5.1.2 (BFsetupl)

2. The resulting naster secret and public paraneters are separately
encoded as per the application protocol requirenments

5.1.2. Type-1 Curve Inplementation
BFset upl takes a security parameter n as input. For type-1 curves,
the scale of n corresponds to the nodulus bit-size believed [BF] of
conpar abl e security in the classical Diffie-Hellman or RSA public-key
crypt osyst ens.

Algorithm5.1.2 (BFsetupl): establishes a naster secret and public
parameters for type-1 curves.

I nput :

o A security paranmeter n, which MJIST be either 1024, 2048, 3072,
7680 or 15360

Qut put :

o A set of common public paraneters (version, p, g, P, Ppub
hashf cn)

o A correspondi ng master secret s
Met hod:
1. Set the version to version = 2.

2. Determne the subordinate security paraneters n_p and n_q as
fol |l ows:

(a) If n=1024, then let n_p = 512, n_qg = 160, hashfcn =
1.3.14.3.2.26 (SHA-1 [ SHA]
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5.

5.

2.

2.

1

(b) If n = 2048, then let n_p = 1024, n_q = 224, hashfcn
2.16.840.1.101.3.4.2.4 (SHA-224 [SHA])

(c) If n=23072, then let n_p = 1536, n_q = 256, hashfcn
2.16.840.1.101.3.4.2.1 (SHA-256 [SHA])

(d) If n =7680, then let n_p = 3840, n_q = 384, hashfcn
2.16.840.1.101.3.4.2.2 (SHA-384 [SHA])

(e) If n = 15360, then let n_p = 7680, n_q = 512, hashfcn =
2.16.840.1.101.3.4.2.3 (SHA-512 [SHA])

Construct the elliptic curve and its subgroup of interest, as
foll ows:

(a) Select an arbitrary n_g-bit Solinas prine g

(b) Select a randominteger r such that p =12 * r * g - 1 is an
n_p-bit prine

Select a point P of order q in E(F_p), as follows:

(a) Select a random point P of coordinates (x', y') on the curve
E/F p: y*2 = x*3 + 1 (nod p)

(b) Let P=1[12 * r]P

(c) If P=0, then start over in step 3a

Determ ne the nmaster secret and the public paraneters as foll ows:
(a) Select a randominteger s in the range 2 toq - 1

(b) Let P_pub =[s]P

(version, E, p, q, P, P_pub) are the public paraneters where E
yr"2 = x*"3 + 1 is represented by the O D 2.16.840.1.114334.1.1.1.1.

The integer s is the master secret
Public Key Derivation

Public Key Derivation froman ldentity and Public Paraneters

BFderi vePubl takes an identity string id and a set of public
paranmeters, and it returns a point Q.id. The public paraneters used
MJST be a valid set of public paraneters as defined by Section 5.1.2.
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Al gorithm5.2.1 (BFderivePubl): derives the public key correspondi ng
to an identity string.

I nput :

0O An identity string id

o A set of public paraneters (version, E, p, q, P, P_pub, hashfcn)
Cut put :

o Apoint Qid of order q in E(F_p) or E(F_p"2)

Met hod:

1. Qid = HashToPoint(E, p, q, id, hashfcn), using Algorithm4.4.1
(HashToPoi nt)

5.3. Private Key Extraction

5.3.1. Private Key Extraction froman ldentity, a Set of Public
Parameters and a Master Secr et

BFextractPriv takes an identity string id, a set of public
paraneters, and correspondi ng master secret, and it returns a point
S id. The public parameters used MJST be a valid set of public
paraneters as defined by Section 5.1.2.

Algorithm5.3.1 (BFextractPriv): extracts the private key
corresponding to an identity string.

I nput :

0 An identity string id

o A set of public parameters (version, E, p, q, P, P_pub, hashfcn)
Qut put :

o Apoint Sid of order q in E(F_p)

Met hod:

1. Let Qid = HashToPoint(E, p, g, id, hashfcn) using Algorithm4.4.1
(HashToPoi nt)

2. Let S.id =[s]Qid
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5.4. Encryption

5.4.1. Encrypt a Session Key Using an ldentity and Public Paraneters
BFencrypt takes three inputs: a public paranmeter block, an identity
id, and a plaintext m The plaintext MIST be a random synmetric
session key. The public paraneters used MJST be a valid set of
public paranmeters as defined by Section 5.1.2.

Al gorithm5.4.1 (BFencrypt): encrypts a random sessi on key for an
identity string.

I nput :
o0 A plaintext string mof size |m octets
o Arecipient identity string id

o A set of public paranmeters (version, E, p, q, P, P_pub, hashfcn)

CQut put :

o A ciphertext tuple (U V, W in E(F_p) x {0, ... , 255}7hashlen x
{0, ... , 255}"m

Met hod:

1. Let hashlen be the length of the output of the cryptographic hash
function hashfcn fromthe public paraneters.

2. Qid = HashToPoint(E, p, g, id, hashfcn), using Algorithm4.4.1
(HashToPoi nt), which results in a point of order q in E(F_p)

3. Select a random hashlen-bit vector rho, represented as (hashlen /
8)-octet string in big-endian convention

4. Let t = hashfcn(m), a hashlen-octet string resulting from applying
the hashfcn algorithmto the input m

5. Let | = HashToRange(rho || t, g, hashfcn), an integer in the range
O0toqg- 1resulting fromapplying Algorithm4.1.1 (HashToRange)
to the (2 * hashlen)-octet concatenation of rho and t

6. Let U=[I]P, which is a point of order g in E(F_p)

7. Let theta = Pairing(E, p, gq, P_pub, Q.id), which is an el enent of

the extension field F_p”"2 obtained using the nodified Tate pairing
of Algorithm4.5.1 (Pairing)
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8. Let theta’ = theta”l, which is theta raised to the power of | in
F _pnh2
9. Let z = Canonical (p, k, 0, theta'), using Algorithm4.3.1
(Canonical), the result of which is a canonical string

representation of theta’

10. Let w = hashfcn(z) using the hashfcn hashing algorithm the
result of which is a hashlen-octet string

11. Let V = w XOR rho, which is the hashlen-octet |ong bit-w se XOR
of w and rho

12. Let W= HashBytes(|n, rho, hashfcn) XOR m which is the bit-w se
XOR of mwith the first |nf octets of the pseudo-random bytes
produced by Algorithm4.2.1 (HashBytes) with seed rho

13. The ciphertext is the triple (U V, W

5.5. Decryption

5.5.1. Decrypt an Encrypted Session Key Using Public Paraneters,
a Private Key

BFdecrypt takes three inputs: a public paraneter block, a private key
bl ock key, and a ciphertext parsed as (U, V', W). The public
parameters used MJST be a valid set of public parameters as defined
by Section 5.1.2.

Al gorithm5.5.1 (BFdecrypt): decrypts an encrypted session key using
a private key.

I nput :
o Aprivate key point S id of order g in E(F_p)

o A ciphertext triple (U V, W in E(F_p) x {0, ... , 255}7hashlen x
{0, ... , 255}*

o A set of public paraneters (version, E, p, q, P, P_pub, hashfcn)
Qut put :

o A decrypted plaintext m or an invalid ciphertext flag
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Met hod:

1. Let hashlen be the length of the output of the hash function
hashl en neasured in octets

2. Let theta = Pairing(E, p,q, U S.id) by applying the nodified
Tate pairing of Algorithm4.5.1 (Pairing)

3. Let z = Canonical (p, k, 0, theta) using Algorithm4.3.1
(Canonical), the result of which is a canonical string
representati on of theta

4. Let w = hashfcn(z) using the hashfcn hashing algorithm the result
of which is a hashlen-octet string

5. Let rho = w XOR V, the bit-wi se XOR of w and V

6. Let m= HashBytes(|W, rho, hashfcn) XOR W which is the bit-w se
XOR of mwith the first |W octets of the pseudo-random bytes
produced by Algorithmd4.2.1 (HashBytes) with seed rho

7. Let t = hashfcn(m using the hashfcn algorithm

8. Let | = HashToRange(rho || t, g, hashfcn) using Algorithm4.1.1
(HashToRange) on the (2 * hashl en)-octet concatenation of rho and
t

9. Verify that U=TI]P

(a) If this is the case, then the decrypted plaintext mis
returned

(b) OGtherwi se, the ciphertext is rejected and no plaintext is
returned

The Boneh-Boyen BBl Cryptosystem

This section describes the algorithns constituting the first of the
two Boneh-Boyen identity-based cryptosystens proposed in [BBl]. The
description follows the practical inplementation given in [BB1].

6. 1.

6. 1.

Set up

Cenerate a Master Secret and Public Paraneters

Algorithm6.1.1 (BBsetup). Randomy selects a set of master secrets
and the associ ated public paraneters.
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I nput :
0o An integer version numnber

0 An integer security paranmeter n (MJST take val ues either 1024,
2048, 3072, 7680, or 15360)

Qut put :
o A set of public paraneters
o A correspondi ng master secret
Met hod:
1. Dependi ng on the version:
(a) If version = 2, then execute Algorithm6.1.2 (BBsetupl)

6.1.2. Type-1 Curve Inplenentation
BBset upl takes a security paranmeter n as input. For type-1 curves, n
corresponds to the nmodulus bit-size believed [BF] of conparable
security in the classical Diffie-Hellmn or RSA public-key
cryptosystens. For this inplenentation, n MUST be one of 1024, 2048,
3072, 7680 or 15360, which correspond to the equivalent bit security
level s of 80, 112, 128, 192 and 256 bits respectively.

Algorithm 6.1.2 (BBsetupl): randomy establishes a master secret and
public parameters for type-1 curves.

I nput :
0 A security paranmeter n, either 1024, 2048, 3072, 7680, or 15360
Qut put :

o A set of public paraneters (version, k, E, p, q, P, P_1, P 2, P_3,
v, hashfcn)

o A corresponding triple of master secrets (al pha, beta, gamm)
Met hod:

1. Deternine the subordinate security parameters n_p and n_q as
fol |l ows:
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(a)

(b)

(¢)

(d)

(e)

| BCS #1 December

If n = 1024, then let n_p = 512, n_g = 160, hashfcn =
1.3.14.3.2.26 (SHA-1 [ SHA]

If n = 2048, then let n_p = 1024, n_q = 224, hashfcn
2.16.840.1.101.3.4.2.4 (SHA-224 [SHA])

If n = 3072, then let n_p = 1536, n_q = 256, hashfcn
2.16.840.1.101.3.4.2.1 (SHA-256 [SHA])

If n =7680, then let n_p = 3840, n_q = 384, hashfcn
2.16.840.1.101.3.4.2.2 (SHA-384 [SHA])

If n = 15360, then let n_p = 7680, n_gq = 512, hashfcn =
2.16.840.1.101.3.4.2.3 (SHA-512 [SHA])

2. Construct the elliptic curve and its subgroup of interest as
fol | ows:

(a)
(b)

Sel ect a randomn_g-bit Solinas prine

2007

Sel ect a randominteger r, such that p =12 *r * q - 1 is an

n_p-bit prime

3. Select a point P of order qin E(F_p), as follows:

(a)

(b)
(¢)

Sel ect a random point P of coordinates (x', y') on the curve

E/F_p: y*2 = x*3 + 1 (nod p)
Let P=[12 * r]P

If P=0, then start over in step 3a

4. Determine the naster secret and the public paranmeters as foll ows:

(a)

(b)
()
(d)
(e)

Sel ect three randomintegers al pha, beta, gamm, each of them

intherange 1toq- 1

Let P_1 = [alpha]P
Let P2 = [beta]P
Let P_3 = [gamm] P
Let v = Pairing(E, p, g, P_1, P_2), which is an elenment of the

extension field F_p”"2 obtained using the nodified Tate pairing

of Algorithm4.5.1 (Pairing)
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6.

6.

6.

6.

2.

3.

3.

5. (version, E, p, q, P, P.1, P 2, P 3, v, hashfcn) are the public
par anmet er s

6. (al pha, beta, gamm) constitute the master secret

Public Key Derivation
1. Derive a Public Key froman Identity and Public Paraneters
Takes an identity string id and a set of public parameters and
returns an integer h_id. The public paraneters used MJST be a valid
set of public paraneters as defined by Section 6.1.2.
Algorithm 6.2.1 (BBderivePubl): derives the public key corresponding
to an identity string. The public paraneters used MJST be a valid
set of public paraneters as defined by Section 6.1.2.
I nput :
0 An identity string id

o A set of comon public paraneters (version, k, E p, q, P, P_1,
P_2, P_3, v, hashfcn)

Qut put :
0o An integer h_id nodulo g
Met hod:

1. Let h_id = HashToRange(id, g, hashfcn), using Algorithm4.1.1
(HashToRange)

Private Key Extraction

1. Extract a Private Key froman ldentity, Public Paraneters and a
Mast er Secr et

BBextractPriv takes an identity string id, a set of public

par ameters, and correspondi ng master secrets, and it returns a
private key consisting of two points DO and D 1. The public
paranmeters used MJST be a valid set of public parameters as defined
by Section 6.1.2.

Algorithm6.3.1 (BBextractPriv): extracts the private key
corresponding to an identity string.
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6. 4.

6. 4.

Boy

I nput :
0 An identity string id

o A set of public paraneters (version, k, E, p, q, P, P_1, P 2, P_3,
v, hashfcn)

Qut put :

o A pair of points (DO, D 1), each of which has order q in E(F_p)
Met hod:

1. Select a randominteger r in the range 1 toq - 1

2. Calculate the point DO as foll ows:

(a) Let hid = HashToRange(id, q, hashfcn) using Algorithm4.1.1
(HashToRange)

(b) Let y = alpha * beta +r * (alpha * h_id + gamma) in F_q
(c) Let DO =1[y]P
3. Calculate the point D1 as foll ows:
(a) Let D1 =1([r]P
4. The pair of points (D O, D 1) constitutes the private key for id
Encryption
1. Encrypt a Session Key Using an Identity and Public Paraneters
BBencrypt takes three inputs: a set of public paraneters, an identity
id, and a plaintext m The plaintext MIST be a random sessi on key.
The public paraneters used MUST be a valid set of public paraneters

as defined by Section 6.1.2.

Algorithm6.4.1 (BBencrypt): encrypts a session key for an identity
string.

I nput :
0o A plaintext string mof size |m octets

o Arecipient identity string id
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o A set of public paraneters (version

v, hashfcn)

| BCS #1

Cut put :

o A ciphertext tuple (u, C0, C1, vy)
{0, ... , 255} m

Met hod:

k, E p, q,

Decenmber 2007

P, P_.1, P2, P_3

in Fgx E(F p) x E(F_p) x

1. Select a randominteger s in the range 1 to q -

1

2. Let w=v”"s, whichis v raised to the power of s in F _p*"2, the
result is an elenent of order gq in F_p~2

3. Calculate the po
(a) Let CO = [5s]

4. Cal cul ate the po

(a) Let _hid = HashToRange(id, q,

(HashToRange)

nt CO0 as follows
P

nt C1 as foll ows

(b) Let y =s * h.idin F_qg

(c) Let C1 =1]y]

5. obtain canonica

(a) Let psi = Canonical (p, k, 1, w) using Algorithm4.3.1
the result of which is a canonica

(Canoni cal ),

P1+[s]P_3

hashfcn) using Algorithm4.1.1

string representations of certain el enents:

representation of w

(b) Let | = Ceili
represent int

length I:

(x_0) _(256"1)
(y_0) _(256"1)
(x_1)_(256"1)

(y_1)_(256"1)

Boyen & Martin

ng(lg(p) / 8), the

to represent the x
to represent the y
to represent the x

to represent the y

| nf or mat i ona

octet string

nunber of octets needed to
egers in F_p, and represent each of these F p
el ements as a bi g-endi an zero-padded octet string of fixed

coordi nat e
coordi nat e
coordi nate

coordi nat e

of
of
of

of

Co
Co
c1
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6. Encrypt the nessage minto the string y as foll ows:

(a) Compute an encryption key h_ 0 as a two-pass hash of wvia its
representati on psi:

i. Let zeta = hashfcn(psi) using the hashing algorithm

hashf cn

ii. Let xi = hashfcn(zeta || psi) using the hashing al gorithm
hashf cn

iii. Let hW = xi || zeta, the concatenation of the previous

two hashfcn outputs
(b) Let y = HashBytes(|ni, h’, hashfcn) XOR m which is the
bit-wise XOR of mwith the first |n octets of the pseudo-
random byt es produced by Algorithm4.2.1 (HashBytes) with seed
hl
7. Create the integrity check tag u as follows:

(a) Compute a one-tine pad h'’ as a dual -pass hash of the
representation of (w, CO0, CJ1, y):

i. Let sigma = (y_1)_(256"1) || (x_1)_(256"1) ||
(y_0)_(25671) || (x_0)_(256”1) || y || psi be the
concatenation of y and the five indicated strings in the
speci fi ed order

ii. Let eta = hashfcn(sigm) using the hashing al gorithm
hashf cn

iii. Let mu = hashfcn(eta || sigma) using the hashfcn hashing
al gorithm

iv. Let "' = nmu || eta, the concatenation of the previous
two out puts of hashfcn

(b) Build the tag u as the encryption of the integer s with the
one-time pad h'':

i. Let rho = HashToRange(h’’', g, hashfcn) to get an integer in
Z_q

ii. Let u=s + rho (nod q)

8. The conplete ciphertext is given by the quadruple (u, C0, C1, vy)
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6.5. Decryption
6.5.1. Decrypt Using Public Paraneters and Private Key

BBdecrypt takes three inputs: a set of public parameters (version, k
E, p, g, P, P.1, P 2, P 3, v, hashfcn), a private key (D 0O, D 1), and
a ciphertext (u, CO, C1, y). It outputs a nmessage m or signals an
error if the ciphertext is invalid for the given key. The public
parameters used MJST be a valid set of public parameters as defined
by Section 6.1.2.

Algorithm6.5.1 (BBdecrypt): decrypts a ciphertext using public
paranmeters and a private key.

I nput :

o A private key given as a pair of points (DO, D 1) of order g in
E(F_p)

o A ciphertext quadruple (u, CO, C1, y) in Zq x E(F p) x E(F_p) x
{0, ... , 255}*

o A set of public paraneters (version, k, E, p, q, P, P_1, P 2, P_3,
v, hashfcn)

Qut put :

o0 A decrypted plaintext m or an invalid ciphertext flag

Met hod:

1. Let w= PairingRatio(E, p, g0 CO, DO, C1, D 1), which conputes
the ratio of two Tate pairings (nodified, for type-1 curves) as
specified in Algorithm4.6.1 (PairingRatio)

2. Qbtain canonical string representations of certain el enments:

(a) Let psi = Canonical (p, k, 1, w) using Algorithm4.3.1
(Canonical); the result is a canonical octet string
representation of w

(b) Let I = Ceiling(lg(p) / 8), the nunber of octets needed to
represent integers in F_p, and represent each of these F p
el ements as a big-endi an zero-padded octet string of fixed
length |:

(x_0) _(256"1) to represent the x coordinate of CO
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(y_0) (256”71) to represent the y coordinate of CO

(x_1) _(256”71) to represent the x coordinate of C 1

(y_1) _(256"1) to represent the y coordinate of C 1
3. Decrypt the nessage mfromthe string y as foll ows:

(a) Compute the decryption key h' as a dual -pass hash of wvia its
representation psi:

i. Let zeta = hashfcn(psi) using the hashing al gorithm hashfcn

ii. Let xi = hashfcn(zeta || psi) using the hashing al gorithm
hashf cn
iii. Let h" = xi || zeta, the concatenation of the previous two

hashfcn out puts

(b) Let m= HashBytes(|y|, h', hashfcn)_XOR vy, which is the
bit-wise XOR of y with the first |y| octets of the pseudo-
random byt es produced by Algorithm4.2.1 (HashBytes) with seed
hl

4. Cbtain the integrity check tag u as follows:

(a) Recover the one-tinme pad h’’ as a dual - pass hash of the
representation of (w, CO, CJ1, y):

i. Let sigma = (y_1)_(25671) || (x_1)_(25671) || (y_0)_(256"1)
|| (x_0)_(256”1) || y || psi be the concatenation of y and
the five indicated strings in the specified order

ii. Let eta = hashfcn(sigm) using the hashing al gorithm hashfcn

iii. Let mu = hashfcn(eta || sigma) using the hashing algorithm
hashf cn
iv. Let "’ = nu || eta, the concatenation of the previous two

hashfcn out puts

(b) Unblind the encryption random zation integer s fromthe tag u
using h’

i. Let rho = HashToRange(h’’', g, hashfcn) to get an integer in
Zq

ii. Let s =u - rho (nod q)
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5.

7.

The foll owing data can be used to verify the correct operation of

Verify the ciphertext consistency according to the decrypted
val ues:

(a) Test whether the equality w = v~s hol ds
(b) Test whether the equality C 0 = [s]P holds
Adj udi cation and final output:

(a) If either of the tests perforned in step 5 fails, the
ci phertext is rejected, and no decryption is output

2007

(b) OGtherwise, i.e., when both tests perforned in step 5 succeed,

the decrypted nessage i s the output

Test Data

sel ected algorithns that are defined in this docunent.

7. 1.

Algorithm3.2.2 (PointMiltiply)

I nput :

q
p

OXfffffffffffffffffffffffffffbffff

Oxbf fffffffffffffffffffffffffcfiff3

E/'F p: y*"2 = x*"3 + 1

A = (0x489a03c58dcf 7f cf c97e99f f ef 0bb4634,
0x510¢6972d795ec0c2b081b81de767f 808)

= 0xb8bbbc0089098f 2769b32373ade8f Odaf

Qut put :

[ITA = (0x073734b32a882cc97956hb9f 7e54a2d326,
0x9c4b891aab199741a44a5b6b632b949f 7)
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7.

7.

2. Agorithm4.1.1 (HashToRange)
I nput :
S =
54:68:69: 73: 20: 41: 53: 43: 49: 49: 20: 73: 74: 72: 69: 6e: 67: 20: 77:69: 74
: 68: 6f: 75: 74: 20: 6e: 75: 6¢: 6C: 2d: 74: 65: 72: 6d: 69: 6e: 61: 74: 6f: 72
("This ASCI| string without null-term nator")
n = Oxffffffffffffffffffffeffffffffffffffffffef
hashfcn = 1.3.14.3.2.16 (SHA-1)
Qut put :
v = 0x79317c1610c1f c018e9c53d89d59¢108cd518608
3. Agorithm4.5.1 (Pairing)
I nput :

OXfffffffffffffffffffffffffffbffff

q
Oxbf fffffffffffffffffffffffffcffff3

P
E/F_p: y*"2 = x"3 +1

A = (0x489a03c58dcf 7f cf c97e99f f ef 0bb4634,
0x510c6972d795ec0c2b081h81de767f 808)

B = (0x40e98b9382e0bl1f a6747dcb1655f 54f 75,
0xb497a6a02e7611511d0db2f f 133b32a3f)

Cut put :

e’ (A, B) = (0x8b2cacl13chd422658f 9e5757b85493818,
Oxbc6af 59f 54d0a5d83c8ef d8f 5214f ad3c)

2007

Boyen & Martin I nf or mati onal [ Page 48]



RFC 5091 | BCS #1 Decenber 2007

7.4. A gorithmb5.2.1 (BFderivePubl)
I nput :
id = 6f:42: 62 ("Bob")

version = 2

p = Oxa6alf fd016103ffffffffff595f002f e9ef 195f 002f e9efb
g = Oxffffffffffffffffffffffefffiffffffff
P = (0x6924c354256acf 5a0f f 7f 61be4f 0495b54540a5bf 6395b3d,

0x024f d8e2eb7¢09104bcall6f 41c035219955237c0eacl19ab)

P_pub = (0xa68412ae960d1392701066664d20b2f 4a76d6ee715621108,
0x9e7644e75c9a131d075752e143e3f 0435f f 231b6745a486f )

Qut put :

Qid = (0x22fal207e0d19e1a4825009e0e88e35eb57ba79391498f 59,
0x982d29acf 942127e0f 01c881b5ec1b5f e23d05269f 538836)

7.5. Algorithmb5.3.1 (BFextractPriv)
I nput :
s = 0x749e52ddb807e0220054417e514742b05a0
version = 2

Oxa6alf f d016103ffffffffff595f002f e9ef 195f 002f e9ef b

p
OXffffffffffffffffffffffeffffffffffff

q

P = (0x6924c354256acf 5a0f f 7f 61be4f 0495b54540a5bf 6395b3d,
0x024f d8e2eb7¢09104bcall6f 41c035219955237c0eacl19ab)

P_pub = (0xa68412ae960d1392701066664d20b2f 4a76d6ee715621108,
0x9e7644e75c9a131d075752e143e3f 0435f f 231b6745a486f )

Qut put :

Qid = (0x8212b74ea75c841a9dlaccc914cal40f 4032d191b5ce5501,
0x950643d940aba68099bdchb40082532b6130c88d317958657)
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7.

6.

Al gorithm5.4.1 (BFencrypt)

Note: the followi ng values can al so be used to test
Al gorithm5.5.1 (BFdecrypt).

I nput :

m = 48: 69: 20: 74: 68: 65: 72: 65: 21 ("H there!")
id = 6f:42:62 ("Bob")

version = 2

Oxa6alf f d016103ffffffffff595f002f e9ef 195f 002f e9ef b

p
OXffffffffffffffffffffffeffffffffffff

q

P = (0x6924c354256acf 5a0f f 7f 61be4f 0495b54540a5bf 6395b3d,
0x024f d8e2eb7¢09104bcall6f 41c035219955237c0eacl19ab)

P_pub = (0xa68412ae960d1392701066664d20b2f 4a76d6ee715621108,
0x9e7644e75c9a131d075752e143e3f 0435f f 231b6745a486f )

Qut put :

Usi ng the random val ue rho =
0Oxed5397ff 77b567ba5ecb644d7671d6b6f 2082968, we get the
fol |l owi ng out put:

U =

(Ox1b5f 6c461497acdf cbb6d6613ad515430c8b3f a23b61c585e9a541b199%e
2a6c¢ch,

0x9bdf bedlae664e51e3d4533359d733ac9a600b61048a7d899104e826a0ec
4f a4)

V =
e0: 1d: ad: 81: 32: 6¢: bl: 73: af : ¢c2: 8d: 72: 2e: 7a: 32: 1a: 7b: 29: 8a: aa

W= f9:04: ba: 40: 30: e9: ce: 6e: ff
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7.

7.

Algorithm6.3.1 (BBextractPriv)

I nput :

al pha = 0xa60c395285ded4d70202c8283d894bad4f 0
beta = 0x48bf012dal9f 170b13124e5301561f 45053
ganma = 0x226f ba82bc38e2ced4e28e56472ccf 94a499

version = 2

p = 0x91bbe2belc8950750784bef ffffffffffff6edd41lddlel2fb
g = OXfffffffffbffffffffffffffffffffffffef
P = (0x13cc538fe950411218d7f 5c17ae58a15e58f 0877b29f 2f el,

0x8cf 7babla748d323cc601f abd8b479f 54a60belle28e18cf)

= (0x0f 809a992ed2467a138d72bc1d8931c6ccdd781lbedc74627,
Ox110933027beaaf73aa9022db366374b1068d6bf7d7a88802)

P_2 = (0xO0f 8ac99a55e575bf 595308cf eal3edb8ec673983919121b0,
0x3f ebb7c6369f 5d5f 18ee3ea6ca0181448a4f 3c4f 3385019c¢)

= (0x2c10b43991052e78f ac44f dce639c45824f 5a3a2550b2a45,
Ox6d7c12d8a0681426a5bbc36909ef54624356e2f6036a064f)

= (0x38f91032de6847a89f c3c83e663ed0c21c8f 30ce65c0d7d3,
0x44b9aal10849cc8d8987ef 2421770a340056745da8b99f ba?2)

id = 6f:42:62 ("Bob")

Cut put :

Using the randomvalue r =
0x695024¢25812112187162c08aa5f 65c7a2c, we get the foll ow ng

out put :

D 0 = (0x3264el13f eeb7c506493888132964e79ad657a952334h9e53,
Ox3eeaef cl4bal277alcd6f dea83c7c882f e6d85d957055¢c7h)

= (0x8d7a72ad06909bb3bb29b67676d935018183a905e7e8ch18,
Ox2b3460680101db638f270af915a21054f16044ab67f6040e)
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7.

8.

Al gorithm 6.4.1 (BBencrypt)

Note: the followi ng values can al so be used to test
Al gorithm5.5.1 (BFdecrypt).

I nput :

m = 48: 69: 20: 74: 68: 65: 72: 65: 21 ("H there!")
id = 6f:42:62 ("Bob")

version = 2

E y*2 =x*"3 +1

p = 0x91bbe2belc8950750784bef ffffffffffffb6ed44lddlel2fb
g = Oxfffffffffbffffffffffffffffefffffffe
P = (0x13cc538f e950411218d7f 5c17ae58al15e58f 0877b29f 2f el,

0x8cf 7babl1a748d323cc601f abd8b479f 54a60belle28e18cf)

= (0x0f 809a992ed2467a138d72bc1d8931c6ccdd781lbedc74627,
OX11C933027beaaf73aa9022db366374b1068d6bf7d7a888c2)

= (0x0f 8ac99a55e575bf 595308cf eal3edb8ec673983919121b0,
Ox3febb706369f5d5f18ee3ea60a0181448a4f304f33850190)

P_3 = (0x2c10b43991052e78f ac44f dce639c45824f 5a3a2550b2a45,
0x6d7c12d8a0681426a5bbc369c9ef 54624356e2f 6036a064f )

= (0x38f91032de6847a89f c3c83e663ed0c21c8f 30ce65c0d7d3,
0x44b9aal0849cc8d8987ef 2421770a340056745da8b99f ba?2)

hashfcn = 1.3.14.3.2.26 (SHA-1)

Qut put :

Using the random value s =

0x62759e95celaf 248040e220263f b41b965e, we get the foll ow ng
out put :

u = Oxadlebf a82edf Obcb5111e9dc08ff0737c68

, 0 = (0x79f 8f 35904579f 1aaf 51897b1e8f 1d84e1c927b8994e81f 9,
Ox1lcf 77bb2516606681laba2e2dcl4764aalb55a45836014c62)
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C 1 = (0x410cf ebObccf 1f adaf c607316c8b12f e464097b20250d684,
0x8bb76e7195a7b1980531b0a5852ce710cab5d288b2404e90)

y = 82:a6:42: b9: bb: e9: 82: c4: 57

8. ASN. 1 Mddul e

This section defines the ASN. 1 nodul e for the encodings discussed in
this document.

IBCS { joint-iso-itu-t(2) country(16) us(840) organization(1l)
identicrypt(114334) ibcs(1) nodul e(5) version(1l) }

DEFINITIONS | MPLICI T TAGS ::= BEG N

-- ldentity-based cryptography standards (1BCS):
-- supersingul ar curve inpl enentations of
-- the BF and BBl cryptosystens

-- This version only supports |IBE using
-- type-1 curves, i.e., the curve y"2 = x"3 + 1

i bcs OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l)
i denticrypt(114334) ibcs(1)

}
-- 1BCS1
-- I BCS1 defines the algorithms used to inplenment |BE
i bcsl OBJECT | DENTIFIER :: = {
i bcs ibcsi(1)
}
-- An elliptic curve is specified by an O D.
-- Atypelcurve is defined by the equation y*"2 = x*"3 + 1
typelcurve OBJECT IDENTIFIER ::= {
i bcsl curve-types(1l) typel-curve(l)
}
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Supporting types

Encoding of a point on an elliptic curve E/F_p
An FpPoint can either represent an el enent of
F_p”"2 or an elenment of (F_p)~2.

FpPoi nt ::= SEQUENCE ({
X | NTEGER
y | NTEGER
}

Boyen

The foll owi ng hash functions are supported:
SHA- 1

i d-shal OBJECT IDENTIFIER ::={
iso(l) identified-organization(3) oiw14)
secsi g(3) algorithms(2) hashAl gorithm dentifier(26)

SHA- 224

i d-sha224 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2)country(16) us(840)
organi zation(1l) gov(101)
csor(3) nistAlgorithn(4) hashAl gs(2) sha224(4)

SHA- 256

i d-sha256 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2)country(16) us(840)
organi zation(1l) gov(101)
csor(3) nistAlgorithn(4) hashAl gs(2) sha256(1)
}

SHA- 384

i d-sha384 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2)country(16) us(840)
organi zation(1) gov(101)
csor(3) nistAlgorithm4) hashAl gs(2) sha384(2)

& Martin | nf or mat i ona
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-- SHA-512

-- id-sha512 OBJECT IDENTIFIER ::= {

-- joint-iso-itu-t(2) country(16) us(840)

-- organi zation(1l) gov(101)

-- csor(3) nistAl gorithn(4) hashAl gs(2) sha512(3)

-- Al gorithms

i be-al gorithms OBJECT | DENTIFIER ::= {
i bcsl ibe-al gorithns(2)

--- Boneh-Franklin | BE

bf OBJECT IDENTIFIER ::= { ibe-algorithns bf(1) }

-- Encodi ng of a BF public parameters bl ock
-- The only version currently supported is version 2.
-- The values p and g define a subgroup of E(F_p) of order q.

BFPubl i cParaneters ::= SEQUENCE {
version | NTEGER { v2(2) },
curve OBJECT | DENTI FI ER
p | NTEGER,

q | NTEGER
poi nt P FpPoi nt ,
poi nt Ppub FpPoi nt ,
hashf cn OBJECT | DENTI FI ER

-- ABF private key is a point on an elliptic curve,
-- which is an FpPoint.
-- The only version supported is version 2.

BFPri vat eKeyBl ock ::= SEQUENCE {
version | NTEGER { v2(2) },
privat eKey FpPoi nt
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-- A BF master secret is an integer
-- The only version supported is version 2.

BFMast er Secret :: = SEQUENCE {
version | NTEGER {v2(2) },
mast er Secr et | NTEGER

}

-- BF ciphertext bl ock
-- The only version supported is version 2.

BFCi phertext Bl ock ::= SEQUENCE {
version |INTEGER { v2(2) },
u FpPoi nt ,
Y OCTET STRI NG,
w OCTET STRI NG
}

-- Boneh-Boyen (BBl) |BE

bbl OBJECT IDENTIFIER ::= { ibe-algorithms bbl(2) }

-- Encoding of a BBl public paraneters bl ock
-- The version is currently fixed to 2.

BB1Publ i cParaneters ::= SEQUENCE {
version | NTEGER { v2(2) },
curve OBJECT | DENTI FI ER
p | NTEGER
q | NTEGER
poi nt P FpPoi nt ,
poi nt P1 FpPoi nt ,
poi nt P2 FpPoi nt ,
poi nt P3 FpPoi nt ,

\% FpPoi nt ,
hashf cn OBJECT | DENTI FI ER
}

Boyen & Martin I nf or mati onal [ Page 56]



RFC 5091 | BCS #1 Decenber 2007

-- BBl naster secret block
-- The only version supported is version 2.

BB1Mast er Secret ::= SEQUENCE ({
version |INTEGER { v2(2) },
al pha | NTECER,
beta | NTEGER,
ganmma | NTEGER

}

-- BB1 private Key bl ock
-- The only version supported is version 2.

BB1Pri vat eKeyBl ock ::= SEQUENCE {
version |INTEGER { v2(2) },
poi nt DO FpPoi nt,
poi nt D1  FpPoi nt

}
-- BBl ci phertext bl ock
-- The only version supported is version 2.
BB1Ci phertext Bl ock ::= SEQUENCE {
version | NTEGER {v2(2) },
poi nt Chi 0 FpPoi nt ,
poi nt Chi 1 FpPoi nt ,
nu | NTECGER,
y OCTET STRI NG
}
END
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9.

Security Considerations

Thi s docunent describes cryptographic algorithms. W assune that the
security provided by such algorithms depends entirely on the secrecy
of the relevant private key, and for an adversary to defeat the
security provided by the algorithns, he will need to perform
conputational ly-intensive cryptanalytic attacks to recover the
private key.

We assune that users of the algorithnms described in this docunent
will require one of five levels of cryptographic strength: the

equi val ent of 80 bits, 112 bits, 128 bits, 192 bits or, 256 bits.
The 80-bit level is suitable for |egacy applications and SHOULD NOT
be used to protect information whose useful |ife extends past the
year 2010. The 112-bit level is suitable for use in key transport of
Tri pl e- DES keys and shoul d be adequate to protect information whose
useful life extends up to the year 2030. The 128-bit |evels and

hi gher are suitable for use in the transport of Advanced Encryption
Standard (AES) keys of the corresponding length or |ess and are
adequate to protect information whose useful |ife extends past the
year 2030.

Table 1 summari zes the security parameters for the BF and BBl
algorithns that will attain these |levels of security. |In this table,
| p| represents the nunber of bits in a prine nunber p, and |q
represents the nunmber of bits in a subprine q. This table assunes
that a Type-1 supersingular curve is used.

Bits of Security | pl | g
80 512 160
112 1024 224
128 1536 256
192 3840 384
256 7680 512

Table 1: Sizes of BF and BBl Paraneters Required to Attain Standard
Level s of Bit Security [SP800-57].

If an IBE key is used to transport a symetric key that provides nore
bits of security than the bit strength of the |IBE key, users should
understand that the security of the systemis then limted by the
strength of the weaker IBE key. So if an |IBE key that provides 112
bits of security is used to transport a 128-bit AES key, then the
security provided is limted by the 112 bits of security of the IBE
key.
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Note that this docunent specifies the use of the National Institute
of Standards and Technol ogy (N ST) hashing al gorithns [ SHA] to hash
identities to either a point on an elliptic curve or an integer
Recent attacks on SHA-1 [ SHA] have discovered ways to find collisions
with | ess work than the expected 2780 hashes required based on the
size of the output of the hash function alone. |If an attacker can
find a collision, then they could use the colliding preinmages to
create two identities that have the sanme | BE private key. The
practical use of such a SHA-1 [SHA] collision is extrenely unlikely,
however .

Identities are typically not randomstrings |like the prei mages of a

hash collision would be. In particular, this is true if IBE is used
as described in [IBECMS], in which conponents of an identity are
defined to be an e-nmail address, a validity period, and a URI. In

this case, the unpredictable results of a collision are extrenely
unlikely to fit the format of a valid identity, and thus, are of no
use to an attacker. Any protocol using |BE MJUST define an identity
in a way that nmakes collisions in a hash function essentially usel ess
to an attacker. Because random strings are rarely used as
identities, this requirenent should not be unduly difficult to
fulfill.

The randommess of the random val ues that are required by the
cryptographic algorithnms is vital to the security provided by the
algorithms. Any inplenmentation of these algorithms MJST use a source
of random val ues that provi des an adequate |evel of security.
Appropriate algorithnms to generate such values include [FlIPS186-2]
and [ X9.62]. This will ensure that the random val ues used to mask

pl ai nt ext nessages in Sections 5.4 and 6.4 are not reused with a
significant probability.

The strength of a systemusing the algorithns described in this
docunent relies on the strength of the mechani smused to authenticate
a user requesting a private key froma PKG as described in step 2 of
Section 1.2 of this docunment. This is analogous to the way in which
the strength of a systemusing digital certificates [ X. 509] is
limted by the strength of the authentication required of users
before certificates are granted to them |In either case, a weak
mechani sm for authenticating users will result in a weak systemthat
relies on the technol ogy. A systemthat uses the algorithns
described in this docunent MJUST require users to authenticate in a
way that is suitably strong, particularly if IBE private keys will be
used for authentication

Note that |IBE systenms have different properties than other asynmmetric

cryptographi c schemes when it comes to key recovery. |If a naster
secret is mmintained on a secure PKG then the PKG and any
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10.

11.

11.

11.

adnm nistrator with the appropriate |level of access will be able to
create arbitrary private keys, so that controls around such

admi ni strators and | ogging of all actions perforned by such

admi ni strators SHOULD be part of a functioning |IBE system

On the other hand, it is also possible to create IBE private keys
using a master secret and to then destroy the master secret, making
any key recovery inpossible. |If this property is not desired, an
admi ni strator of an |IBE system SHOULD require that the format of the
identity used by the system contain a conmponent that is short-1lived.
The format of identity that is defined in [IBECMS], for exanple,
contains information about the tine period of validity of the key
that will be calculated fromthe identity. Such an identity can
easily be changed to allow the rekeying of users if their IBE private
key i s somehow conproni sed.
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