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There is a need for vendor-specific extensions to Mbility Header
nmessages so that Mobile I Pv6 vendors are able to extend the protoco
for research or depl oyment purposes. This docunent defines a new
vendor-specific nobility option
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1

| ntroducti on

Vendor - speci fi ¢ nessages have traditionally all owed vendors to

i mpl enent extensions to sone protocols and distinguish themnmsel ves
fromother vendors. These messages are clearly marked by a Vendor ID
that identifies the vendor. A particular vendor’s inplenentation
identifies the vendor extension by recogni zing the Vendor |D

| npl enentations that do not recogni ze the Vendor ID either discard or
ski p processing the nmessage.

Mobile IPv6 [2] is being deployed and there is a need for vendor-
specific extensions to Mbility Header nessages so that vendors are
able to extend the Mbile I Pv6 protocol for research or depl oynent
pur poses.

Thi s docunent defines a new mobility option, the Vendor-Specific
Mobility Option, which can be carried in any Mbility Header message.
The Vendor-Specific nmobility option MJST be used only with a Mbility
Header nessage. Mobility options, by definition, can be skipped if
an i nmpl ementati on does not recognize the nobility option type [2].

The nessages defined in this docunment can al so be used for NEMO [ 3]
and Proxy M Pv6 [4] since these protocols also use Mbility Header
nmessages.

Vendor - speci fic protocol extensions can cause serious
interoperability issues and may in addition have adverse operationa

i mpact, if they are not designed and used carefully. The vendor-
specific option described in this docunment is meant to support sinple
use cases where it is sufficient to include some vendor data in the
st andardi zed Mobile |1 Pv6 protocol exchanges. The vendor-specific
option is not suitable for nore conpl ex vendor extensions that nodify
Mobile IPv6 itself. Although these options allow vendors to

pi ggyback additional data onto Mobile | Pv6 message exchanges, RFC
3775 [2] requires that unrecogni zed options be ignored and that the
end systens be able to process the renmining parts of the nessage
correctly. Extensions that use the vendor-specific nmobility option
shoul d require an indication that the opti on was processed, in the
response, using the vendor-specific nobility option

Vendors are generally encouraged to bring their protocol extensions
to the I ETF for review and standardi zati on. Conpl ex vendor
extensions that nodify Mobile IPv6 itself, will see |arge-scale

depl oyment or involve industry consortia, or other nulti-vendor
organi zati ons MJST be standardized in the | ETF. Past experience has
shown that such extensions of |ETF protocols are critically dependent
on | ETF revi ew and standardi zati on.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

3. Vendor-Specific Mbility Option

The Vendor Specific Mbility Option can be included in any Mbility
Header nessage and has an alignnent requirenment of 4n+2. |If the
Mobility Header message includes a Binding Authorization Data option
[2], then the Vendor Specific mobility option should appear before
the Binding Authorization Data option. Muiltiple Vendor-Specific
nobility options MAY be present in a Mbility Header nessage

0 1 2 3
01234567890123456789012345678901
S
| Type | Lengt h |
I S S T i i I NI R S S S i i i i i i i e e
| Vendor | D |
i i S T S S S s S S S i ai i i ST
| Sub- Type | Data.......
T i S i it Ui SR S S i S

Type
An 8-bit field indicating that it is a Vendor-Specific nobility
option.

Lengt h
An 8-bit field indicating the Iength of the option in octets

excluding the Type and the Length fields. Al other fields are
i ncl uded.

Vendor | D

The SM Network Managenent Private Enterprise Code of the | ANA-
nmai ntai ned Private Enterprise Nunbers registry [5].
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Sub-type
An 8-bit field indicating the type of vendor-specific information

carried in the option. The adm nistration of the Sub-type is done
by the Vendor.

Dat a
Vendor-specific data that is carried in this nessage.

4. Security Considerations
The Vendor-Specific nmobility messages should be protected in a manner
simlar to Binding Updates and Bi ndi ng Acknow edgenents if it carries
i nformati on that should not be revealed on the wire or that can
af fect the binding cache entry at the home agent or the correspondent
node. In particular, the nessages containing the Vendor Specific
nobility option MJUST be integrity protected.

5. |1 ANA Consi derations
The Vendor-Specific mobility option, defined in Section 3, has been
assigned the type value (19), allocated fromthe sane space as the
Mobility Options registry created by RFC 3775 [2].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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