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M B for the UDP-Lite Protoco
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst ract

Thi s docunent specifies a Managenent |Information Base (M B) nodul e
for the Lightweight User Datagram Protocol (UDP-Lite). It defines a
set of new MB objects to characterise the behavi our and performance
of transport |ayer endpoints deploying UDP-Lite. UDP-Lite resenbles
UDP, but differs fromthe semantics of UDP by the addition of a
single option. This adds the capability for variable-1ength data
checksum coverage, which can benefit a class of applications that
prefer delivery of (partially) corrupted datagram payl oad data in
preference to discarding the datagram
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1. Introduction

The Lightwei ght User Datagram Protocol (UDP-Lite) [RFC3828] (also
known as UDPLite) is an | ETF standards-track transport protocol. The
operation of UDP-Lite is simlar to the User Datagram Protocol (UDP)

[ RFC768], but can al so serve applications in error-prone network
environnents that prefer to have partially damaged payl oads delivered
rather than discarded. This is achieved by changing the senantics of
the UDP Length field to that of a Checksum Coverage field. |If this
feature is not used, UDP-Lite is semantically identical to UDP

The interface of UDP-Lite differs fromthat of UDP by the addition of
a single option, which communicates a |l ength value. At the sender
this specifies the intended datagram checksum coverage; at the
receiver it signifies a m ninum coverage threshold for incomng
datagrans. This length value nmay al so be nodified during the
lifetime of a connection. UDP-Lite does not provide nmechanisnms to
negoti ate the checksum coverage between the sender and receiver.
Where required, this needs to be comruni cated by anot her protocol

The Dat agram Congesti on Control Protocol (DCCP) [ RFC4340] for

i nstance includes a capability to negotiate checksum coverage val ues.

Thi s docunent defines a set of runtime statistics (variables) that
facilitate network nmanagenent/nonitoring as well as unified

conpari sons between different protocol inplenmentations and operating
environnents. To provide a comon interface for users and

i mpl ementors of UDP-Lite nmodul es, the definitions of these runtine
statistics are provided as a MB nmodul e using the SMv2 format

[ RFC2578] .

1.1. Relationship to the UDP-MB

The simlarities between UDP and UDP-Lite suggest that the M B nodul e
for UDP-Lite should resenble that of UDP [ RFC4113], with extensions
corresponding to the additional capabilities of UDP-Lite. The UDP-
Lite MB nodule is placed beneath the m b-2 subtree, adhering to the
fam liar structure of the UDP-M B nodul e to ease integration.
In particular, these well-known basic counters are supported:

0 I nDatagrans

o0 NoPorts

O InErrors

o CQut Dat agr ans
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The foll owi ng read-only vari abl es have been added to the basic
structure used in the UDP-M B nodul e:

I nPartial Cov: The nunber of received datagrams, with a valid
format and checksum whose checksum coverage is strictly |less than
t he dat agram | engt h.

| nBadChecksum The nunber of received datagrans with an invalid
checksum (i.e., where the receiver-recal cul ated UDP-Lite checksum
does not match that in the Checksumfield). Unlike NoPorts, this
error type also counts as InErrors.

Qut Parti al Cov: The nunber of sent datagrans with a valid format
and checksum whose checksum coverage is strictly less than the
dat agram | engt h.

Al'l non-error counters used in this docunment are 64-bit counters.
This is a departure from UDP, which traditionally used 32-bit
counters and nmandates 64-bit counters only on fast networks

[ RFC4113]. This choice is justified by the fact that UDP-Lite is a
nore recent protocol, and that network speeds continue to grow.

Anot her difference fromthe UDP MB nodule is that the UDP-Lite MB
nodul e does not support an |IPv4-only listener table. This feature
was present only for conpatibility reasons and is superseded by the
nore i nformative endpoint table. Two columar objects have been
added to this table:

udpl i t eEndpoi nt M nCover age: The m ni num accept abl e recei ver
checksum coverage | ength [ RFC3828]. This value may be mani pul at ed
by the application attached to the receiving endpoint.

udpl i t eEndpoi nt Vi ol Coverage: This object is optional and counts
the nunber of valid datagrans with a checksum coverage val ue | ess
than the correspondi ng val ue of udpliteEndpoi nt M nCover age.

Al t hough being otherw se valid, such datagrans are di scarded
rather than passed to the application. This object thus serves to
separate cases of violated coverage fromother InErrors.

The second entry is not required to manage the transport protocol and
hence is not mandatory. It may be inplemented to assist in debugging
application design and configuration

The UDP-Lite M B nodul e also provides a discontinuity object to help
det ermi ne whether one or nore of its counters experienced a

di scontinuity event. This is an event, other than re-initialising
the managenent system that invalidates the managenent entity’s
under st andi ng of the counter val ues.
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For exanple, if UDP-Lite is inplenmented as a | oadabl e operating
system nodul e, a nodul e | oad or unload woul d produce a discontinuity.
By querying the value of udpliteStatsDi scontinuityTine, a managenent
entity can determ ne whether or not a discontinuity event has

occurr ed.

1.2. Relationship to HOST- RESOURCES-M B and SYSAPPL-M B

The UDP-Lite endpoint table contains one col umar object,

udpl i t eEndpoi nt Process, reporting a unique value that identifies a

di stinct piece of software associated with this endpoint. (Wen nore
than one piece of software is associated with this endpoint, a
representative is chosen, so that consecutive queries consistently
refer to the sane identifier. The reported value is then consistent,
as long as the representative piece of software is running and stil
associated with the endpoint.)

The val ue of udpliteEndpointProcess is reported as an Unsi gned32, and
it shares with the hr SWRunl ndex of the HOST- RESOURCES-M B [ RFC2790]
and the sysAppl El nt Runl ndex of the SYSAPPL-M B [ RFC2287] the

requi renment that, wherever possible, this should be the native and
uni que identification nunber enpl oyed by the system

If the SYSAPPL-M B nodul e is available, the val ue of

udpl i t eEndpoi nt Process shoul d correspond to the appropriate val ue of
sysAppl El nt Runl ndex. |f not available, an alternative should be used
(e.g., the hrSWRunl ndex of the HOST- RESOURCES- M B nodul e) .
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1.3. Interpretation of the MB Variabl es

Figure 1 shows an informal survey of the packet processing path, with
reference to counter nanes in parentheses.

Recei ved UDP-Lite Datagramns

|

| +- Full Coverage --------------------- +-> Deliver

| | |

+- Valid Header--+ +- >= Rec. Coverage --+

| (I nDatagrans) |

| +- Partial ----- +

| (I'nPartial Cov) |

| +- < Rec. Coverage --+

| (Endpoi nt Vi ol Cover age) |

| |

| |

+- Header Error ---+ |

| | |

+- Checksum Error -4------------mmmmmm i +-> Discard

| (I nBadChecksum (I'nErrors)

|

- POrt Error --c-cceecccmccmaeccac e e me e naas > Discard
(NoPorts)

Figure 1. UDP-Lite |Input Processing Path

A platformindependent test of the UDP-Lite inplenmentations in two
connected end hosts may be perforned as foll ows.

On the sending side, QutDatagrans and QutPartial Cov are observed.
The rati o QutPartial Cov/ Qut Dat agranms descri bes the fraction (between
0 and 1) of datagrans using partial checksum coverage.

On the receiving side, |InDatagrans, InPartial Cov, and InErrors are

nonitored. |f datagranms are received fromthe given sender, InErrors
is close to zero, and InPartial Cov is zero, no partial coverage is
enployed. |f no datagrams are received and |InErrors increases

proportionally with the sending rate, a configuration error is likely
(a wong val ue of receiver mni mum checksum coverage).

The | nBadChecksum counter reflects errors that may persist follow ng
end- host processing, router processing, or |link processing (this
includes illegal coverage values as defined in [ RFC3828], since
checksum and checksum coverage are nutually interdependent). In
particul ar, | nBadChecksum can serve as an indicator of the residua
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link bit error rate: on links with higher bit error rates, a | ower
val ue of the checksum coverage may help to reduce the val ues of both
InErrors and | nBadChecksum By observing these val ues and adapti ng
the configuration, a setting may then be found that is nore adapted
to the specific type of link, and the type of payload. In
particular, a reduction in the nunber of discarded datagrans
(InErrors), may indicate an inproved perfornance.

The above statistics are elementary and can be used to derive the
followi ng information:

o The total nunber of incomng datagrans is InDatagrans + InErrors +
NoPort s.

o The nunber of InErrors that were di scarded due to probl ens other
than a bad checksumis InErrors - |nBadChecksum

o The nunber of InDatagrans that have full coverage is |InDatagrans -
I nParti al Cov.

o The nunber of CQutDatagranms that have full coverage is QutDatagrans
- QutParti al Cov.
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The foll owi ng Case di agram [ CASE] sunmari ses the rel ationships
bet ween the counters on the input processing path.

Transport Layer Interface

I
R R > | nParti al Cov
I
I

I

I

| \%

| Endpoi nt Vi ol Cover age
I
I
I

I
NoPorts <-------- |

Net wor k Layer |Interface
Figure 2: Counters for Received UDP-Lite Datagrans

A configuration error may occur when a sender chooses a coverage
value for the datagrans that it sends that is |less than the m ni mm
coverage configured by the intended recipient. The m ninum coverage
is set on a per-session basis by the application associated with the
listening endpoint, and its current value is recorded in the

udpl i t eEndpoi nt Tabl e. Reception of valid datagrans with a checksum
coverage value less than this threshold results in dropping the

dat agram [ RFC3828] and incrementing InErrors. To inprove debuggi ng
of such (m sconfigured) cases, an inplementer nay choose to support
the optional udpliteEndpointViol Coverage entry in the endpoint table
(Section 1.1) that specifically counts datagrans falling in this
category. Wthout this feature, failure due to m sconfiguration can
not be distinguished from dat agram processing failure.
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1.4. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Definitions

UDPLI TE-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
m b-2, Unsi gned32,
Count er32, Counter64  FROM SNWPv2- SM -- [ RFC2578]
Ti meSt anp FROM SNMPv2- TC -- [RFC2579]

MCODUL E- COVPLI ANCE,
OBJECT- GROUP FROM SNWVPv2- CONF -- [ RFC2580]

| net Addr ess,
| net Addr essType,
| net Por t Nunber FROM | NET- ADDRESS- M B; -- [ RFC4001]

udpl i teM B MODULE- | DENTI TY
LAST- UPDATED "2007121800002" -- 18 Decenber 2007
ORGANI ZATI ON "I ETF TSV Working G oup (TSW\G) "
CONTACT- | NFO
"I ETF TSV Worki ng G oup
http://ww. ietf.org/htm.charters/tsvwg-charter. htm
Mailing List: tsvwg@etf.org
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Gerrit Renker, Godred Fairhurst

El ectroni cs Research G oup

School of Engi neering, University of Aberdeen

Fraser Nobl e Buil di ng, Aberdeen AB24 3UE, WK"

DESCRI PTI ON

"The M B nodul e for nanagi ng UDP-Lite inplenentations.
Copyright (C The IETF Trust (2008). This version of
this MB nodule is part of RFC 5097; see the RFC
itself for full legal notices."

REVI SI ON "200712180000Z" -- 18 Decenber 2007
DESCRI PTI ON
"Initial SMv2 revision, based on the format of the UDP
M B nodul e (RFC 4113) and published as RFC 5097."
c:={ mb-2 170 }

udplite OBJECT IDENTIFIER ::= { udpliteMB 1 }

udpl i t el nDat agr ans OBJECT- TYPE -- as in UDP-MB

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of UDP-Lite datagranms that were
delivered to UDP-Lite users.
Di scontinuities in the value of this counter can occur
at re-initialisation of the managenment system and at
other times as indicated by the val ue of
udpliteStatsbhi scontinuityTime."

o= { udplite 1}

udplitelnPartial Cov OBJECT- TYPE -- newin UDP-Lite
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The total nunber of UDP-Lite datagranms that were
delivered to UDP-Lite users (applications) and whose
checksum coverage was strictly | ess than the datagram
| engt h.
Di scontinuities in the value of this counter can occur
at re-initialisation of the managenent system and at
other tinmes as indicated by the val ue of
udpliteStatsDi scontinuityTinme."
o= { udplite 2}
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udpl

udpl

udpl

udpl

Renker

iteNoPorts OBJECT- TYPE -- as in UDP-M B

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of received UDP-Lite datagrans for
which there was no listener at the destination port.
Di scontinuities in the value of this counter can occur
at re-initialisation of the nmanagenment system and at
other times as indicated by the val ue of
udpliteStatsbhi scontinuityTime."

o= { udplite 3}

itelnErrors OBJECT- TYPE -- as in UDP-MB
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of received UDP-Lite datagranms that could not
be delivered for reasons other than the | ack of an
application at the destination port.
Di scontinuities in the value of this counter can occur
at re-initialisation of the management system and at
other tinmes as indicated by the val ue of
udpliteStatsbDi scontinuityTine."
o= { udplite 4}

i t el nBadChecksum OBJECT- TYPE -- newin UDP-Lite

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of received UDP-Lite datagrams whose checksum
could not be validated. This includes illegal checksum
coverage values, as their use would lead to incorrect
checksuns.

Di scontinuities in the value of this counter can occur
at re-initialisation of the nanagenent system and at
other times as indicated by the val ue of
udpl iteStat shi scontinuityTime."

REFERENCE " RFC 3828, section 3.1"

c:={ udplite 5}

i t eQut Dat agr ans OBJECT- TYPE -- as in UDP-MB
SYNTAX Count er 64

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
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"The total nunber of UDP-Lite datagrans sent fromthis
entity.
Di scontinuities in the value of this counter can occur
at re-initialisation of the management system and at
other times as indicated by the val ue of
udpl iteStat sDi scontinuityTine."
c:={ udplite 6 }

udpliteCut Partial Cov OBJECT- TYPE -- newin UDP-Lite
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The total nunber of udpliteQutDatagrans whose
checksum coverage was strictly less than the
dat agram | engt h
Di scontinuities in the value of this counter can occur
at re-initialisation of the nmanagenent system and at
other tinmes as indicated by the val ue of
udpliteStatsDi scontinuityTinme."
c:={ udplite 7}

udpl i t eEndpoi nt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF UdpLit eEndpoi ntEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing information about this entity’s
UDP- Lite endpoints on which a local application is
currently accepting or sendi ng datagrans.

The address type in this table represents the address
type used for the comunication, irrespective of the
hi gher -1 ayer abstraction. For exanple, an application
using I Pv6 'sockets’ to conmunicate via | Pv4d between
c:ffff:10.0.0.1 and ::ffff:10.0.0.2 would use

| net Addr essType ipv4(1l).

Li ke the udpTable in RFC 4113, this table also all ows
the representation of an application that conpletely
specifies both | ocal and renote addresses and ports. A
listening application is represented in three possible
ways:

1) An application that is willing to accept both |Pv4
and | Pv6 datagrans is represented by a
udpl i t eEndpoi nt Local Addr essType of unknown(0) and a
udpl i t eEndpoi nt Local Address of '"h (a zero-length
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octet-string).

2) An application that is willing to accept only |Pv4
or only IPv6 datagrans is represented by a
udpl i t eEndpoi nt Local Addr essType of the appropriate
address type and a udpliteEndpoi nt Local Address of
"0.0.0.0" or '::' respectively.

3) An application that is listening for datagrams only
for a specific IP address but fromany renote
systemis represented by a
udpl i t eEndpoi nt Local Addr essType of the appropriate
address type, with udpliteEndpoi nt Local Address
speci fying the | ocal address.

In all cases where the renpte address is a w | dcard,
the udpliteEndpoi nt Renot eAddr essType i s unknown(0),
the udpliteEndpoi nt RenoteAddress is "' h (a zero-length
octet-string), and the udpliteEndpoint RenotePort is O.

If the operating systemis denultiplexing UDP-Lite
packets by renote address/port, or if the application
has ' connected the socket specifying a default rempte
address/ port, the udpliteEndpoint Renote* val ues shoul d
be used to reflect this."

o= { udplite 8}

udpl i t eEndpoi nt Entry OBJECT- TYPE
SYNTAX UdplLi t eEndpoi nt Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I nformati on about a particular current UDP-Lite endpoint.
I mpl ementers need to pay attention to the sizes of
udpl i t eEndpoi nt Local Addr ess/ Renot eAddr ess, as Obj ect
Identifiers (O Ds) of colum instances in this table nust
have no nore than 128 sub-identifiers in order to remain
accessible with SNWPv1l, SNWPv2c, and SNWPv3."
I NDEX  { udpliteEndpoi nt Local Addr essType,
udpl i t eEndpoi nt Local Addr ess,
udpl i t eEndpoi nt Local Port,
udpl i t eEndpoi nt Renpt eAddr essType,
udpl i t eEndpoi nt Renot eAddr ess,
udpl i t eEndpoi nt Renot ePort ,
udpl i t eEndpoi nt | nst ance }
::={ udpliteEndpointTable 1 }

UdpLi t eEndpoi ntEntry ::= SEQUENCE ({
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udpl i t eEndpoi nt Local Addr essType | net Addr essType,

udpl i t eEndpoi nt Local Addr ess | net Addr ess,
udpl i t eEndpoi nt Local Port | net Port Nurrber ,
udpl i t eEndpoi nt Renot eAddr essType | net Addr essType,
udpl i t eEndpoi nt Renot eAddr ess | net Addr ess,
udpl i t eEndpoi nt Renot ePor t | net Port Nurber ,
udpl i t eEndpoi nt | nst ance Unsi gned32,
udpl i t eEndpoi nt Pr ocess Unsi gned32,
udpl i t eEndpoi nt M nCover age Unsi gned32
udpl i t eEndpoi nt Vi ol Cover age Count er 32
}
udpl i t eEndpoi nt Local Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of udpliteEndpointLocal Address. Only
| Pv4, 1Pv4z, |IPv6, and | Pv6z addresses are expected, or
unknown(0) if datagrams for all local |IP addresses are
accepted.”

::={ udpliteEndpointEntry 1 }

udpl i t eEndpoi nt Local Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal |IP address for this UDP-Lite endpoint.

The value of this object can be represented in three
possi bl e ways, depending on the characteristics of the
i stening application:

1. For an application that is willing to accept both
| Pv4 and | Pv6 datagrans, the value of this object
nmust be ''h (a zero-length octet-string), with
the val ue of the corresponding i nstance of the
Endpoi nt Local Addr essType obj ect bei ng unknown(O0).

2. For an application that is willing to accept only
I Pv4 or only I Pv6 datagrans, the value of this
object nust be '0.0.0.0" or '::', respectively,

whil e the correspondi ng i nstance of the
Endpoi nt Local Addr essType obj ect represents the
appropriate address type.

3. For an application that is listening for data
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udpl

udpl

udpl

Renker

destined only to a specific |IP address, the val ue
of this object is the specific |IP address for

whi ch this node is receiving packets, with the
correspondi ng i nstance of the

Endpoi nt Local Addr essType obj ect representing the
appropriate address type.

As this object is used in the index for the
udpl i t eEndpoi nt Tabl e, inplenmentors should be carefu
not to create entries that would result in ODs with
nore than 128 sub-identifiers; this is because of SNWP
and SM limtations."

;.= { udpliteEndpointEntry 2 }

i t eEndpoi nt Local Port OBJECT- TYPE
SYNTAX | net Port Nurmber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal port nunber for this UDP-Lite endpoint."
::= { udpliteEndpointEntry 3}

i t eEndpoi nt Renot eAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of udpliteEndpoi nt Renot eAddress. Only
| Pv4, 1Pv4z, IPv6, and | Pv6z addresses are expected, or
unknown(0) if datagrans for all renote |IP addresses are
accepted. Also, note that sone conbi nati ons of
udpl i t eEndpoi nt Local AdressType and
udpl i t eEndpoi nt Renot eAddr essType are not supported. In
particular, if the value of this object is not
unknown(0), it is expected to always refer to the
sanme | P version as udpliteEndpoi nt Local AddressType. "
;.= { udpliteEndpointEntry 4 }

i t eEndpoi nt Renot eAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The renpte | P address for this UDP-Lite endpoint. If

dat agrans fromany renpte systemare to be accepted

this value is "' h (a zero-length octet-string).

O herwise, it has the type described by

udpl i t eEndpoi nt Renot eAddr essType and is the address of

& Fai r hur st St andards Track [ Page 14]



RFC 5097 M B for the UDP-Lite Protocol January 2008

udpl

udpl

udpl

Renker

the renote system fromwhi ch datagranms are to be
accepted (or to which all datagrans will be sent).

As this object is used in the index for the
udpl i t eEndpoi nt Tabl e, inplenmentors should be carefu
not to create entries that would result in ODs with
nore than 128 sub-identifiers; this is because of SNW
and SM limtations."

::= { udpliteEndpointEntry 5}

i t eEndpoi nt Renot ePort OBJECT- TYPE

SYNTAX | net Por t Nunber

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The renote port number for this UDP-Lite endpoint. |If
dat agrans fromany renmpte systemare to be accepted
this value is zero."

;.= { udpliteEndpointEntry 6 }

i t eEndpoi nt 1 nstance OBJECT- TYPE

SYNTAX Unsigned32 (1.. ' ffffffff’h)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The instance of this tuple. This object is used to
di stingui sh among multiple processes 'connected to
the sanme UDP-Lite endpoint. For exanple, on a system
i mpl enenting the BSD sockets interface, this would be
used to support the SO REUSEADDR and SO REUSEPORT
socket options."

::= { udpliteEndpointEntry 7 }

i t eEndpoi nt Process OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A uni que val ue corresponding to a piece of software
runni ng on this endpoint.

If this endpoint is associated with nore than one piece
of software, the agent should choose one of these. As
long as the representative piece of software

is running and still associated with the endpoint,
subsequent reads will consistently return the sane
value. The inplementation may use any al gorithm
satisfying these constraints (e.g., choosing the entity
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with the ol dest start tine).

This identifier is platformspecific. Werever possible,
it should use the systenis native, unique identification
nunber as the val ue.

If the SYSAPPL-M B nodule is available, the value should

be the sanme as sysAppl El nt Runl ndex. |If not avail able, an
alternative should be used (e.g., the hr SWRunl ndex of the
HOST- RESOURCES- M B nodul e) .

If it is not possible to uniquely identify the pieces of
software associated with this endpoint, then the val ue
zero should be used. (Note that zero is otherw se a
val id val ue for sysAppl El nt Runl ndex. )"

::={ udpliteEndpointEntry 8 }

udpl i t eEndpoi nt M nCover age OBJECT-TYPE -- new in UDP-Lite

SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The m ni mum checksum cover age expected by this endpoint.
A value of 0 indicates that only fully covered dat agrans
are accepted. "

REFERENCE " RFC 3828, section 3.1"

::= { udpliteEndpointEntry 9 }

udpl i t eEndpoi nt Vi ol Cover age OBJECT-TYPE -- new / optional in UDP-Lite

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of datagrans received by this endpoi nt whose
checksum cover age viol ated the m ni mum coverage threshol d
set for this connection (i.e., all valid datagrans whose
checksum coverage was strictly smaller than the m ni num
as defined in RFC 3828).
Di scontinuities in the value of this counter can occur
at re-initialisation of the management system and at
other times as indicated by the val ue of
udpl iteStatsDi scontinuityTinme."

;.= { udpliteEndpointEntry 10 }
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udpl i teStat sDi scontinuityTi me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTine at the nost

January 2008

recent occasion at

whi ch one or nore of the UDP-Lite counters suffered a

di scontinuity.

A value of zero indicates no such discontinuity has
occurred since the last re-initialisation of the |oca

management subsystem "
o= { udplite 9 }

-- Confornmance | nfornmation

udpl i t eM BConf ormance OBJECT IDENTIFIER ::= { udpliteMB 2 }
udpl i t eM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The conpliance statement for systens that inplenent

UDP-Lite.

There are a nunber of | NDEX objects that cannot be

represented in the formof OBJECT clauses in SMv2,
but for which we have the foll owi ng conpliance

requi rements, expressed in OBJECT clause formin this

description cl ause:

-- OBJECT udpl i t eEndpoi nt Local Addr essType

- - SYNTAX | net Addr essType { unknown(0), ipv4(1l),
-- i pv6(2), ipvaz(3),
-- i pv6z(4) }

-- DESCRI PTI ON

-- Support for dns(16) is not required.

-- OBJECT udpl i t eEndpoi nt Local Addr ess

- - SYNTAX | net Addr ess (Sl ZE(O| 4| 8| 16| 20))

-- DESCRI PTI ON

-- Support is only required for zero-length
-- octet-strings, and for scoped and unscoped

- - | Pv4 and | Pv6 addresses.

-- OBJECT udpl i t eEndpoi nt Renpt eAddr essType
- - SYNTAX | net Addr essType { unknown(0), ipv4(1l),
-- i pv6(2), ipvaz(3),
-- i pv6z(4) }
-- DESCRI PTI ON
-- Support for dns(16) is not required.
-- OBJECT udpl i t eEndpoi nt Renot eAddr ess
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- - SYNTAX | net Addr ess (Sl ZE(O| 4| 8| 16| 20))

-- DESCRI PTI ON

-- Support is only required for zero-length
-- octet-strings, and for scoped and unscoped
-- | Pv4 and | Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS { udpliteBaseG oup,
udpl i teParti al CsunG oup,
udpl i t eEndpoi nt G- oup }
GROUP udpl i t eAppG oup
DESCRI PTI ON
"This group is optional and provides supplenentary
i nformati on about the effectiveness of using mninmum
checksum coverage threshol ds on endpoints.”
::={ udpliteM BConformance 1 }

udpl i teM BG oups OBJECT I DENTIFIER ::= { udpliteM BConformance 2 }

udpl i t eBaseGroup OBJECT- GROUP -- as in UDP

OBJECTS { udplitelnDatagrans, udpliteNoPorts, udplitelnErrors,

udpl i t eCut Dat agr ans, udpliteStatsbhi scontinuityTime }
STATUS current
DESCRI PTI ON

"The group of objects providing for counters of
basic UDP-1ike statistics."

2= { udpliteMBG oups 1 }

udplitePartial Csum& oup OBJECT-GROUP -- specific to UDP-Lite
OBJECTS { udplitelnParti al Cov,
udpl i t el nBadChecksum
udpliteCutPartial Cov }
STATUS current
DESCRI PTI ON
"The group of objects providing for counters of
transport layer statistics exclusive to UDP-Lite."
;.= { udpliteM BG oups 2 }

udpl i t eEndpoi nt G oup OBJECT- GROUP
OBJECTS { udpliteEndpoi nt Process, udpliteEndpoi nt M nCover age }
STATUS current
DESCRI PTI ON
"The group of objects providing for the I P version
i ndependent managenent of UDP-Lite 'endpoints’."
::={ udpliteMBG oups 3}
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udpl i t eAppG oup OBJECT- GROUP

OBJECTS { udpliteEndpoi nt Vi ol Coverage }

STATUS current

DESCRI PTI ON

"The group of objects that provide application-I|eve

informati on for the configuration managenent of
UDP-Lite 'endpoints’."

::={ udpliteMBG oups 4 }

END
4. Security Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nmodule is inplemented correctly, then there is no risk that an

i ntruder can alter or create any managenent objects of this MB
nodul e via direct SNVP SET operations.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

The indi ces of the udpliteEndpoint Tabl e contain information about the
listeners on an entity. |In particular, the udpliteEndpointLocal Port

i ndex objects can be used to identify ports that are open on the
machi ne and which attacks are likely to succeed, without the attacker
having to run a port scanner. The table also identifies the
currently listening UDP-Lite ports.

The udpl it eEndpoi nt M nCover age provi des information about the

requi renents of the transport service associated with a specific
UDP-Lite port. This provides additional detail concerning the type
of application associated with the port at the receiver.

Since UDP-Lite permts the delivery of (partially) corrupted data to
an end host, the counters defined in this MB nodule may be used to
infer informati on about the characteristics of the end-to-end path
over which the datagrans are comruni cated. This infornation could be
used to infer the type of application associated with the port at the
receiver.

SNWP versions prior to SNVPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
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7.

7.

even then, there is no control as to who on the secure network is
allowed to access and CGET/ SET (read/change/create/delete) the objects
inthis MB npdul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNMPv3 franework (see RFC 3410 [ RFC3410], section 8),
i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

The M B nodule in this document uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

S o e e e e e e e +
| Descriptor | OBJECT | DENTI FI ER val ue

Fom ek o e e e e e e aa oo +
| udpliteMB | { mb-2 170 } |
T o e e e e e e oo +
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