Net wor k Wor ki ng Group J. Ot

Request for Comments: 5124 Hel si nki Uni versity of Technol ogy
Cat egory: Standards Track E. Carrara
KTH

February 2008
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Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

An RTP profile (SAVP) for secure real-tinme conmunications and anot her
profile (AVPF) to provide tinely feedback fromthe receivers to a
sender are defined in RFC 3711 and RFC 4585, respectively. This nmeno
specifies the conbination of both profiles to enable secure RTP
comuni cations w th feedback.
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1

| ntroducti on

The Real -tinme Transport Protocol, the associated RTP Control Protoco
(RTP/ RTCP, RFC 3550) [1], and the profile for audiovisua

conmuni cations with mnimal control (RFC 3551) [2] define mechanisns
for transmtting ti me-based nmedia across an | P network. RTP provides
neans to preserve timng and detect packet |osses, anbng other
things, and RTP payl oad formats provide for proper fram ng of
(continuous) media in a packet-based environnent. RTCP enabl es
receivers to provide feedback on reception quality and all ows al
menbers of an RTP session to | earn about each ot her

The RTP specification provides only rudinentary support for
encrypting RTP and RTCP packets. Secure RTP (RFC 3711) [4] defines
an RTP profile ("SAVP') for secure RTP medi a sessions, defining

nmet hods for proper RTP and RTCP packet encryption, integrity, and
replay protection. The initial negotiation of SRTP and its security
par aneters needs to be done out-of-band, e.g., using the Session
Description Protocol (SDP, RFC 4566) [6] together with extensions for
conveyi ng keying material (RFC 4567 [7], RFC 4568 [8]).

The RTP specification also provides limted support for tinely
feedback fromreceivers to senders, typically by nmeans of reception
statistics reporting in sonmewhat regular intervals depending on the
group size, the average RTCP packet size, and the avail able RTCP
bandwi dth. The extended RTP profile for RTCP-based feedback ("AVPF")
(RFC 4585, [3]) allows session participants statistically to provide
i medi at e feedback while maintaining the average RTCP data rate for
all senders. As for SAVP, the use of AVPF and its paraneters needs
to be negoti ated out-of-band by neans of SDP (RFC 4566, [6]) and the
ext ensi ons defined in RFC 4585 [3].

Both SRTP and AVPF are RTP profiles and need to be negotiated. This
inmplies that either one or the other may be used, but both profiles
cannot be negotiated for the same RTP session (using one SDP session
| evel description). However, using secure commrunications and tinely
feedback together is desirable. Therefore, this docunent specifies a
new RTP profile ("SAVPF') that combines the features of SAVP and
AVPF.

As SAVP and AVPF are |argely orthogonal, the conbination of both is
nostly straightforward. No sophisticated algorithns need to be
specified in this docunent. Instead, reference is nade to both
existing profiles and only the inplications of their conbination and
possi bl e deviations fromrules of the existing profiles are described
as is the negotiation process.
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1.1. Definitions

The definitions of RFC 3550 [1], RFC 3551 [2], RFC 4585 [3], and RFC
3711 [4] apply.

The followi ng definitions are specifically used in this document:

RTP sessi on:
An associ ation anbng a set of participants conmunicating with
RTP as defined in RFC 3550 [1].

(SDP) medi a description:
This termrefers to the specification given in a single m= |line
in an SDP nessage. An SDP nedia description may define only one
RTP session

Medi a session:
A nmedi a session refers to a collection of SDP nedi a descriptions
that are senantically grouped to represent alternatives of the
sanme communi cati ons nmeans. CQut of such a group, one will be
negoti ated or chosen for a communi cation relationship and the
correspondi ng RTP session will be instantiated. |If no common
session paraneters suitable for the invol ved endpoints can be
found, the nedia session will be rejected. In the sinplest
case, a nedia session is equivalent to an SDP nedia description
and equivalent to an RTP session

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [5].

2. SAVPF Rul es

SAVP is defined as an internediate | ayer between RTP (follow ng the
regul ar RTP profile AVP) and the transport layer (usually UDP). This
yields a two-layer hierarchy within the Real -tine Transport Protocol
In SAVPF, the upper (AVP) layer is replaced by the extended RTP
profile for feedback (AVPF).

AVPF nodifies timng rules for transmtting RTCP packets and adds
extra RTCP packet formats specific to feedback. These functions are
i ndependent of whether or not RTCP packets are subsequently encrypted
and/or integrity protected. The functioning of the AVPF | ayer
remai ns unchanged i n SAVPF
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The AVPF profile derives from RFC 3550 [1] the (optional) use of the
encryption prefix for RTCP. The encryption prefix MJIST NOT be used
within the SAVPF profile (it is not used in SAVP, as it is only
applicable to the encryption method specified in [1]).

The SAVP part uses extra fields added to the end of RTP and RTCP
packets and executes cryptographic transfornms on (sone of) the

RTP/ RTCP packet contents. This behavior remains unchanged i n SAVPF.
The average RTCP packet size cal cul ati on done by the AVPF | ayer for
timng purposes MIST take into account the fields added by the SAVP
| ayer.

The SRTP part becones active only when the RTP or RTCP was schedul ed
by the "higher" AVPF | ayer or received fromthe transport protocol
irrespective of its tinming and contents.

2.1. Packet Formats

AVPF defines extra packet formats to provide feedback infornmation.
Those extra packet fornmats defined in RFC 4585 [3] (and further ones
defined el sewhere for use with AVPF) MAY be used w th SAVPF

SAVP defines a nodified packet format for SRTP and SRTCP packets that
essentially consists of the RTP/ RTCP packet formats plus sone
trailing protocol fields for security purposes. For SAVPF, all RTCP
packets MJST be encapsul ated as defined in Section 3.4 of RFC 3711
[4].

2.2. Extensions

Extensi ons to AVPF RTCP feedback packets defined el sewhere MAY be
used with the SAVPF profile provided that those extensions are in
conformance with the extension rules of RFC 4585 [3].

Addi ti onal extensions (e.g., transforns) defined for SAVP foll ow ng
the rules of Section 6 of RFC 3711 [4] MAY al so be used with the
SAVPF profile. The overhead per RTCP packet depends on the
extensions and transforns chosen. New extensions and transfornms
added in the future MAY introduce yet unknown further per-packet
over head.

Finally, further extensions specifically to SAVPF MAY be defi ned
el sewhere
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2.3. Inplications from Conbi ni ng AVPF and SAVP

The AVPF profile ains at -- statistically -- allowing receivers to
provide tinely feedback to senders. The frequency at which receivers
are, on average, allowed to send feedback information depends on the
RTCP bandwi dth, the group size, and the average size of an RTCP
packet. SRTCP (see Section 3.4 of RFC 3711 [4]) adds extra fields
(some of which are of configurable length) at the end of each RTCP
packet that are probably at |east sone 10 to 20 bytes in size (14
bytes as default). Note that extensions and transforms defined in
the future, as well as the configuration of each field | ength, MAY
add greater overhead. By using SRTP, the average size of an RTCP
packet will increase and thus reduce the frequency at which (tinely)
f eedback can be provided. Application designers need to be aware of
this, and take precautions so that the RTCP bandw dth shares are

mai nt ai ned. This MJST be done by adjusting the RTCP variable
"avg_rtcp_size" to reflect the size of the SRTCP packets.

3. SDP Definitions
3.1. Profile Definition

The AV profiles defined in RFC 3551 [2], RFC 4585 [3], and RFC 3711
[4] are referred to as "AVP', "AVPF', and "SAVP", respectively, in
the context of, e.g., the Session Description Protocol (SDP) [3].
The conbined profile specified in this document is referred to as

" SAVPF" .

3.2. Attribute Definitions

SDP attributes for negotiating SAVP sessions are defined in RFC 4567
[7] and RFC 4568 [8]. Those attributes MAY al so be used with SAVPF.
The rules defined in [7] and [8] apply.

SDP attributes for negotiating AVPF sessions are defined in RFC 4585
[3]. Those attributes MAY al so be used with SAVPF. The rules
defined in [3] apply.

3.3. Profile Negotiation

Session descriptions for RTP sessions may be conveyed using protocols
dedi cated for nultinedia conmuni cations such as the SDP of f er/ answer
nodel (RFC 3264, [9]) used with the Session Initiation Protocol (SIP)
[15], the Real Tinme Stream ng Protocol (RTSP) [10], or the Session
Announcenent Protocol (SAP) [11], but may al so be distributed using
emai |, Net News, web pages, etc.
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The of fer/answer nodel allows the resulting session paraneters to be
negoti ated using the SDP attributes defined in RFC 4567 [7] and RFC
4568 [8]. In the follow ng subsection, the negotiation process is
described in terns of the offer/answer nodel

Afterwards, the cases that do not use the offer/answer nodel are
addressed: RTSP-specific negotiation support is provided by RFC 4567
[7] as discussed in Section 3.3.2, and support for SAP announcemnents
(with no negotiation at all) is addressed in Section 3.3.3.

3.3.1. Ofer/Answer-Based Negotiation of Session Descriptions

Negoti ations (e.g., of RTP profiles, codecs, transport addresses,
etc.) are carried out on a per-nedia session basis (e.g., per n= line
in SDP). If negotiating one nedia session fails, others MAY stil
succeed.

Different RTP profiles MAY be used in different nedia sessions. For
negoti ation of a media description, the four profiles AVP, AVPF

SAVP, and SAVPF are nutually exclusive. Note, however, that SAVP and
SAVPF entities MAY be nmixed in a single RTP session (see Section 4).
Al so, the offer/answer nechani sm MAY be used to offer alternatives
for the same nedia session and allow the answerer to choose one of
the profiles.

Provi ded that a nechanismfor offering alternative security profiles
becones available (as is presently under devel opnent [14]), an

of ferer that is capable of supporting nore than one of these profiles
for a certain nmedia session SHOULD al ways offer all alternatives
acceptable in a certain situation. The alternatives SHOULD be listed
in order of preference and the offerer SHOULD prefer secure profiles
over non-secure ones. The offer SHOULD NOT include both a secure
alternative (SAVP and SAVPF) and an insecure alternative (e.g., AVP
and AVPF) in the same offer as this may enabl e bi ddi ng down and ot her
attacks. Therefore, if both secure and non-secure RTP profiles are
offered (e.g., for best-effort SRTP [14]), the negotiation signaling
MUST be protected appropriately to avoid such attacks.

If an offer contains nultiple alternative profiles, the answerer
SHOULD prefer a secure profile (if supported) over non-secure ones.
Among the secure or insecure profiles, the answerer SHOULD sel ect the
first acceptable alternative to respect the preference of the
offerer.

If a nedia description in an offer uses SAVPF and the answerer does
not support SAVPF, the nedia session MJST be rejected.
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If a nedia description in an offer does not use SAVPF but the
answerer wants to use SAVPF, the answerer MJST reject the nedia
session. The answerer MAY provide a counter-offer with a nedia
description indicating SAVPF in a subsequently initiated of fer/answer
exchange.

3.3.2. RTSP-Based Negotiation of Session Descriptions

RTSP [10] does not support the offer/answer nodel. However, RTSP
supports exchangi ng nmedi a session parameters (including profile and
address information) by nmeans of the Transport header. SDP-based key
managenent as defined in RFC 4567 [7] adds an RTSP header (KeyMymt)
to support conveying a key managenent protocol (including keying
material).

The RTSP Transport header MAY be used to determine the profile for
the medi a session. Conceptually, the rules defined in Section 3.3.1
apply accordingly. Detailed operation is as follows: An SDP
description (e.g., retrieved fromthe RTSP server by neans of
DESCRI BE) contains the description of the nmedia streans of the
particul ar RTSP resource.

The RTSP client MIST sel ect exactly one of the profiles per nedia
streamit wants to receive. It MJST do so in the SETUP request. The
RTSP client MJUST indicate the chosen RTP profile by indicating the
profile and the full server transport address (IP address and port
nunber) in the Transport header included in the SETUP request. The
RTSP server’s response to the client’s SETUP message MJST confirm
this profile selection or refuse the SETUP request (the latter of
which it should not do after offering the profiles in the first

pl ace).

Note: To change any of the profiles in use, the client needs to
tear down this media stream (and possibly the whol e RTSP
session) using the TEARDOMN met hod and re-establish it using
SETUP. This may change as soon as nedia updating (simlar to a
SI P UPDATE or re-INVITE) becones specifi ed.

When using the SDP key managenent [7], the KeyMgnt header MJST be
included in the appropriate RTSP nessages if a secure profile is
chosen. If different secure profiles are offered in the SDP
description (e.g., SAVP and SAVPF) and different keying material is
provi ded for these, after choosing one profile in the SETUP nessage,
only the KeyMgym header for the chosen one MUST be provided. The

rul es for matching KeyMgnt headers to nmedia streans according to RFC
4567 [7] apply.

Qt & Carrara St andards Track [ Page 8]



RFC 5124 February 2008

3.3.3. Announci ng Session Descriptions

Protocol s that do not all ow negotiating session descriptions
interactively (e.g., SAP [11], descriptions posted on a web page or
sent by mail) pose the responsibility for adequate access to the
medi a sessions on the initiator of a session

The initiator SHOULD provide alternative session descriptions for
multiple RTP profiles as far as acceptable to the application and the
purpose of the session. |If security is desired, SAVP may be of fered
as alternative to SAVPF -- but AVP or AVPF sessions SHOULD NOT be
announced unl ess other security means not relying on SRTP are

enpl oyed.

The SDP attributes defined in RFC 4567 [7] and RFC 4568 [8] may al so
be used for the security paraneter distribution of announced session
descri ptions.

The security schene description defined in RFC 4568 [8] requires a
secure comuni cations channel to prevent third parties from
eavesdroppi ng on the keying paranmeters and nani pul ati on. Therefore,
SAP security (as defined in RFC 2974 [11]), S/IMME [12], HITPS [13],
or other suitable mechani sms SHOULD be used for distributing or
accessing these session descriptions.

3.3.4. Describing Alternative Session Profiles

SAVP and SAVPF entities MAY be mixed in the sane RTP session (see

al so Section 4) and so MAY AVP and AVPF entities. O her conbinations
-- i.e., between secure and insecure profiles -- in the same RTP
session are inconpatible and MJUST NOT be used toget her

I f negotiation between the involved peers is possible (as with the
of fer/ answer model per Section 3.3.1 or RTSP per Section 3.3.2),
alternative (secure and non-secure) profiles MAY be specified by one
entity (e.g., the offerer) and a choice of one profile MJST be made
by the other. |If no such negotiation is possible (e.g., with SAP as
per Section 3.3.3), inconpatible profiles MJST NOT be specified as
alternatives.

The negotiation of alternative profiles is for further study.

RTP profiles MAY be mixed arbitrarily across different RTP sessions.
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3.4. Exanples

Thi s section includes exanples for the use of SDP to negotiate the
use of secure and non-secure profiles. Depending on what keying
mechani smis being used and how it paraneterized, the SDP messages
typically require integrity protection and, for sone mechani sns, will
al so need confidentiality protection. For exanple, one could say
integrity protection is required for the a=fingerprint of Datagram
Transport Layer Security - Secure Real -tinme Transport Protoco

(DTLS- SRTP) [16], and confidentiality is required for RFC 4568 [ 8]
(Security Descriptions) a=crypto.

Exampl e 1: The followi ng session description indicates a secure
session made up from audi o and dual tone nulti-frequency (DTMF) for
poi nt -t o- poi nt comuni cation in which the DTMF stream uses Ceneric
NACKs. The key managenent protocol indicated is MKEY. This session
description (the offer) could be contained in a SIP INVITE or 200 CK
nessage to indicate that its sender is capable of and willing to
recei ve feedback for the DIM- streamit transmts. The corresponding
answer may be carried in a 200 OK or an ACK. The paraneters for the
security protocol are negotiated as described by the SDP extensions
defined in RFC 4567 [7].

® O

i ce 3203093520 3203093520 I N I P4 host. exanpl e.com

dia with feedback

0

c=I N I P4 host.exanpl e.com

mraudi 0 49170 RTP/ SAVPF 0 96

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 96 tel ephone-event/ 8000

a=fmtp: 96 0-16

a=rtcp-fb: 96 nack

a=key-mgnt : m key ui SDF9sdhs727ghsd/ dhsoKkdCQokdo7eWsnDSJD. .

—un o<
g%ll 11

Exanmpl e 2: This exanpl e shows the sane feedback paraneters as exanple
1 but uses the secure descriptions syntax [8]. Note that the key
part of the a=crypto attribute is not protected agai nst eavesdroppi ng
and thus the session description needs to be exchanged over a secure
comuni cati on channel

L O

lice 3203093520 3203093520 I N | P4 host. exanpl e. com
dia with feedback

0

c=I N I P4 host.exanpl e.com

mraudi 0 49170 RTP/ SAVPF 0 96

a=rt pmap: 0 PCMJ 8000

—un o<
I

°F
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a=rt pmap: 96 tel ephone-event/ 8000

a=fmtp: 96 0-16

a=rtcp-fb: 96 nack

a=crypto: AES CM 128 HVAC SHA1l 32
i nline:d/ 16/ 14/ NzB4d1Bl NUAvLEwW6Uz F3W5J+PSdFcGdUJShpX1Zj / 2720/ 1
132

Exampl e 3: This exanple is replicated fromexanple 1 above, but shows
the interaction between the offerer and the answerer in an
of f er/ answer exchange, again using MKEY to negotiate the keying

mat eri al :
Ofer:
v=0
o=al i ce 3203093520 3203093520 I N I P4 host. exanpl e.com
s=Medi a with feedback
t=0 0
c=I N I P4 host.exanpl e.com
a=key- mgnt : m key ui SDF9sdhs727ghsd/ dhsoKkdQokdo7eWsnDSJD. . .

mraudi o 49170 RTP/ SAVPF 0 96
a=rtpmap: 0 PCMJ 8000

a=rt pmap: 96 tel ephone-event/ 8000
a=fmtp: 96 0-16

a=rtcp-fbh: 96 nack

Answer :

ce 3203093521 3203093521 I N I P4 host. anot her. exanpl e. com
ia with feedback

oz O
o&°

N | P4 host. anot her. exanpl e. com

ey- mgnt : mi key ushdgf dhgf ui weyf hj sgdkj 2837do7eWnDSJD. . .
mraudi 0 53012 RTP/ SAVPF 0 96

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 96 tel ephone-event/ 8000

a=fmtp: 96 0-16

a=rtcp-fb: 96 nack

DO Fwnmo<
I I I I |

=~ —

Exampl e 4: This exampl e shows the exchange for video stream ng
controlled via RTSP. A client acquires a nedia description froma
server using DESCRIBE and obtains a static SDP description wthout
any keying paraneters, but the nedia description shows that both
secure and non-secure nedia sessions using (S)AVPF are available. A
mechani smthat allows explicit identification of these alternatives
(i.e., secure and non-secure sessions) in the session description is
presently being defined [14]. The client then issues a SETUP request
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and indicates its choice by including the respective profile in the
Transport paraneter. Furthernore, the client includes a KeyMynt
header to convey its security paraneters, which is matched by a
correspondi ng KeyMgymt header fromthe server in the response. Only a
single media session is chosen so that the aggregate RTSP URl is
sufficient for identification

RTSP DESCRI BE request-response pair (optional):

DESCRI BE rtsp://novi es. exanpl e. or g/ exanpl e RTSP/ 2.0
CSeq: 314
Accept: application/sdp

200 XK

CSeq: 314

Date: 25 Nov 2005 22:09:35 GMr
Cont ent - Type: application/sdp
Content-Length: 316

v=0

o=al i ce 3203093520 3203093520 I N | P4 novi es. exanpl e. com
s=Medi a with feedback
t=0 0
c=

INI1P4 0.0.0.0
+-Alternative one----------------- +
mevi deo 49170 RTP/ SAVPF 96
| a=rt pmap: 96 H263- 2000/ 90000 |
| a=rtcp-fb: 96 nack
o e m e e e e e e e e e e e +
+-Alternative two----------------- +
| mFvi deo 49172 RTP/ AVPF 96 |
| a=rt pmap: 96 H263- 2000/ 90000 |
| a=rtcp-fb: 96 nack

RTSP SETUP request-response pair

SETUP rtsp://nmovi es. exanpl e. or g/ exanpl e RTSP/ 2.0

CSeq: 315

Transport: RTP/ SAVPF; uni cast ; dest _addr=":53012"/":53013"

KeyMgnt : prot=m key; url ="rtsp:// nmovi es. exanpl e. or g/ exanpl e";
dat a="ui SDF9sdhs727ghsd/ dhsokKkdOGokdo7eWsnD. . . "

200 &K

CSeq: 315

Date: 25 Nov 2005 22:09: 36 GVII
Sessi on: 4711
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Transport: RTP/ SAVPF; uni cast ; dest addr=":53012"/":53013"
src_addr="192. 0. 2. 15: 60000"/"192. 0. 2. 15: 60001"
KeyMgnt : prot=mi key; url ="rtsp:// nmovi es. exanpl e. or g/ exanpl e";
dat a="ushdgf dhgf ui weyf hj sgdkj 2837do7eVWnDSJD. . . "
Accept - Ranges: NPT, SMPTE

Exanmpl e 5: The foll owi ng session description indicates a nulticast
audi o/ vi deo session (using PCMJ for audio and either H 261 or H. 263+)
with the video source accepting Generic NACKs for both codecs and

Ref erence Picture Selection for H 263. The paraneters for the
security protocol are negotiated as described by the SDP extensions
defined in RFC 4567 [7], used at the session level. Such a
descripti on may have been conveyed using the Session Announcenent

Pr ot ocol (SAP).

v O

[ice 3203093520 3203093520 I N | P4 host. exanpl e. com
Iticast video with feedback

3203130148 3203137348

key-mgnt : m key ui SDF9sdhs7494ghsd/ dhsoKkdOokdo7eWsnDSJD. . .
a

I

r

Q ~Fwmwo<
1 II%II 1l

udi o 49170 RTP/ SAVP O

N | P4 224.2.1.183

=rt pmap: 0 PCMJ/ 8000

nrvi deo 51372 RTP/ SAVPF 98 99
c=IN I P4 224.2.1.184

a=rt pmap: 98 H263- 1998/ 90000
a=rtpmap: 99 H261/ 90000
a=rtcp-fb:* nack

a=rtcp-fb:98 nack rps

Ilﬁ

O

4. Interworking of AVP, SAVP, AVPF, and SAVPF Entities

The SAVPF profile defined in this docunent is a conbination of the
SAVP profile [4] and the AVPF profile [3] (which in turn is an
extension of the RTP profile as defined in RFC 3551 [2]).

SAVP and SAVPF use SRTP [4] to achieve security. AVP and AVPF use
plain RTP [1] and hence do not provide security (unless externa
security nechani sns are applied as discussed in Section 9.1 of RFC
3550 [1]). SRTP and RTP are not neant to interoperate; the
respective protocol entities are not supposed to be part of the same
RTP session. Hence, AVP and AVPF on one side and SAVP and SAVPF on
the other MJUST NOT be ni xed.

RTP entities using the SAVP and the SAVPF profiles MAY be nixed in a

singl e RTP session. The interworking considerations defined in
Section 5 of RFC 4585 [3] apply.
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5. Security Considerations

The SAVPF profile inherits its security properties fromthe SAVP
profile; therefore, it is subject to the security considerations

di scussed in RFC 3711 [4]. Wen conpared to SAVP, the SAVPF profile
does not add or take away any security services.

There is a desire to support security for nmedia streans and, at the
sane time, for backward conpatibility wi th non-SAVP(F) nodes.

Application designers should be aware that security SHOULD NOT be
traded for interoperability. |If information is to be distributed to
cl osed groups (i.e., confidentially protected), it is RECOMWENDED not
to offer alternatives for a nedia session other than SAVP and SAVPF
as described in Sections 3.3 and 3.4, unless other security
mechani snms will be used, e.g., the ones described in Section 9.1 of
RFC 3550 [1]. Simlarly, if integrity protection is considered
inmportant, it is RECOVWENDED not to offer the alternatives other than
SAVP and SAVPF, unl ess other nechani sns are known to be in place that
can guarantee it, e.g., lower-layer nechani sns as described in
Section 9 of RFC 3550 [1].

O fering secure and insecure profiles simultaneously may open to
bi ddi ng down attacks. Therefore, such a mix of profile offer SHOULD
NOT be nmde.

Note that the rules for sharing master keys apply as described in RFC
3711 [4] (e.g., Section 9.1). In particular, the same rules for
avoiding the two-tinme pad (keystreamreuse) apply: a master key MUST
NOT be shared anong different RTP sessions unless the SSRCs used are
uni que across all the RTP streans of the RTP sessions that share the
same master key.

VWhen 2748 SRTP packets or 2731 SRTCP packets have been secured with
the sanme key (whichever occurs before), the key managenent MJST be
called to provide new master key(s) (previously stored and used keys
MUST NOT be used again), or the session MJST be term nated.

Di fferent nedia sessions may use a mix of different profiles,
particularly including a secure profile and an insecure profile.
However, m xing secure and insecure nedia sessions nmay revea
information to third parties and thus the decision to do so MIST be
inline with a local security policy. For exanple, the local policy
MUST specify whether it is acceptable to have, e.g., the audio stream
not secured and the rel ated vi deo secured.
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8.

8.

1

The security considerations in RFC 4585 [3] are valid, too. Note in
particul ar, applying the SAVPF profile inplies nmandatory integrity
protection on RTCP. Wile this solves the problem of false packets
from menbers not belonging to the group, it does not solve the issues
related to a malicious nenber acting inproperly.

| ANA Consi der ati ons

The foll owing contact information shall be used for all registrations
i ncl uded here:

Cont act : Joerg Ot
mail: jo@cmorg
tel: +358-9-451-2460

The secure RTP feedback profile, as a conbination of Secure RTP and
the feedback profile, has been registered for the Session Description
Protocol (specifically the type "proto"): "RTP/ SAVPF".

SDP Protocol ("proto"):

Nare: RTP/ SAVPF

Long form Secure RTP Profile with RTCP-based Feedback
Type of nane: proto

Type of attribute: Media level only

Pur pose: RFC 5124

Ref er ence: RFC 5124

All the SDP attributes defined for RTP/ SAVP and RTP/ AVPF are valid
f or RTP/ SAVPF, too.
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contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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