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Requi renents for Address Sel ecti on Mechani sims
Status of This Meno
This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlinted.
Abst r act
There are sonme probl emati c cases when using the default address
sel ection nechani smthat RFC 3484 defines. This docunent describes
addi tional requirements that operate with RFC 3484 to sol ve the
pr obl ens.
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2.

2.

| ntroducti on

Today, the RFC 3484 [ RFC3484] nechanismis widely inplemented in
maj or OSs. However, in many sites, the default address-sel ection
rul es are not appropriate, and cause a conmuni cation failure. The
probl em statenent (PS) docunent [RFC5220] |ists problematic cases
that resulted fromincorrect address selection

Though RFC 3484 nmade the address-sel ecti on behavior of a host
configurabl e, typical users cannot make use of that because of the
conpl exity of the mechani smand | ack of know edge about their network
topol ogi es. Therefore, an address-sel ection autoconfiguration
nmechani smis necessary, especially for unmanaged hosts of typica
users.

Thi s docunent contains requirenents for address-sel ecti on nechani sns
that enabl e hosts to perform appropriate address sel ection
automatical ly.

Requi rements of Address Sel ection

Addr ess-sel ecti on nmechanisns have to fulfill the follow ng el even
requi renents.

1. Effectiveness

The nmechani sm can nodi fy RFC 3484 default address-sel ection behavi or
at nodes. As docunented in the PS [RFC5220], the default rules
defined in RFC 3484 do not work properly in sone environnents.
Therefore, the nmechanismhas to be able to nodify the address-

sel ection behavi or of a host and to solve the problenmatic cases
described in the PS docunent.

2. Timng

Nodes can perform appropri ate address sel ecti on when they sel ect
addr esses.

I f nodes need to have address-selection information to perform
appropriate address sel ection, then the mechanismhas to provide a
function for nodes to obtain the necessary information beforehand.

The nmechani sm shoul d not degrade usability. The nmechani sm shoul d not
enforce | ong address-sel ection processing tine upon users.

Therefore, forcing every consuner user to manipul ate the address-

sel ection policy table is usually not an acceptable solution. So, in
this case, sone kind of autoconfiguration nechanismis desirable.
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2.3. Dynam c Behavi or Update

The address-sel ection behavi or of nodes can be dynanmi cally updated.
VWhen the network structure changes and the address-sel ecti on behavi or
has to be changed accordingly, a network adm nistrator can nodify the
addr ess-sel ecti on behavi or of nodes.

2.4. Node- Specific Behavi or

The nmechani sm can support node-specific address-sel ecti on behavi or
Even when nultiple nodes are on the sanme subnet, the mechani sm shoul d
be able to provide a nethod for the network adm ni strator to nmake
nodes behave differently. For exanple, each node nay have a

di fferent set of assigned prefixes. |In such a case, the appropriate
address-sel ecti on behavior nmay be different.

2.5. Application-Specific Behavior

The nmechani sm can support application-specific address-sel ection
behavi or or conbi ned use with an application-specific address-
sel ecti on mechani sm such as address-sel ection APIs.

2.6. Miltiple Interface

The nechani sm can support those nodes equi pped with nmultiple
interfaces. The mechani smhas to assunme that nodes have nmultiple
i nterfaces and nakes address sel ection of those nodes work
appropriately.

2.7. Central Contro

The address-sel ection behavi or of nodes can be centrally controll ed.
A site administrator or a service provider could determine or could
have an effect on the address-sel ection behavior at their users’
host s.

2.8. Next-Hop Sel ection

The nechani sm can control next-hop-sel ecti on behavior at hosts or
cooperate with other routing mechani sms, such as routing protocols
and RFC 4191 [RFC4191]. |If the address-sel ection mechanismis used
with a routing mechanism the two nechanisns have to be able to work
synchr onousl y.
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2.9. Conpatibility with RFC 3493

The nmechani sm can all ow an application that uses the basic socket
interface defined in RFC 3493 [RFC3493] to work correctly. That is,
with the basic socket interface the application can sel ect
appropriate source and destination addresses and can conmunicate with
the destination host. This requirenment does not necessarily nean
that OS protocol stack and socket libraries should not be changed.

2.10. Conpatibility and Interoperability with RFC 3484

The nmechanismis conpatible with RFC 3484. Now that RFC 3484 is

widely inplenented, it is preferable that a new address sel ection
mechani sm does not conflict with the address sel ecti on nechani sns
defined in RFC 3484.

If the solution nechani sm changes or replaces the address-sel ection
mechani sm defined in RFC 3484, interoperability has to be retained.
That is, a host with the new sol ution nechanismand a host with the
mechani sm of RFC 3484 have to be interoperable.

2.11. Security

The nmechani sm works wi t hout any security problens. Possible security
threats are described in the Security Considerations section of this
document .

3. Security Considerations
3.1. List of Threats Introduced by New Address-Sel ecti on Mechani sm

There will be sonme security incidents when conbining the requirenents
described in Section 2 into a protocol. |In particular, there are 3
types of threats: |eakage, hijacking, and denial of service.

1. Leakage: Malicious nodes may tap to collect the network policy
information and leak it to unauthorized parties.

2. Hijacking: Nodes may be hijacked by malicious injection of
illegitimate policy information. RFC 3484 defines both a source
and destination selection algorithm An attacker able to inject
mal i cious policy information could redirect packets sent by a
victimnode to an intentionally chosen server that would scan the
victimnode activities to find vul nerable code. Once vul nerabl e
code is found, the attacker can take control of the victimnode.
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3. 2.

Deni al of Service: This is an attack on the ability of nodes to
comuni cate in the absence of the address-selection policy. An
attacker could launch a flooding attack on the controller to
prevent it fromdelivering the address sel ection policy
informati on to nodes, thus preventing those nodes from
appropriately comunicating.

Li st of Recommendati ons in Wich Security Mechani sm Shoul d Be

Appl i ed

The address sel ection nechani sm shoul d be afforded security services
listed below. It is preferable that these security services are
af forded via use of existing protocols (e.g., |Psec).

1

Integrity of the network policy information itself and the
nmessages exchanged in the protocol. This is a counterneasure
agai nst | eakage, hijacking, and denial of service.

Aut hentication and authorization of parties involved in the
protocol. This is a counterneasure agai nst Leakage and
Hi j acki ng.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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