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Sieve Email Filtering: |map4flags Extension
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

Recent discussions have shown that it is desirable to set different
| MAP (RFC 3501) flags on nessage delivery. This can be done, for
exanple, by a Sieve interpreter that works as a part of a Mi
Del i very Agent.

Thi s docunent describes an extension to the Sieve mail filtering
| anguage for setting I MAP flags. The extension allows setting of
both | MAP system flags and | MAP keywor ds.
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1. Introduction

This is an extension to the Sieve | anguage defined by [SIEVE] for
setting [IMAP] flags. It adds a new tagged argunent to "keep" and
"fileinto" that describes the list of flags that have to be set when
the nessage is delivered to the specified mailbox. It also adds
several actions to help manipulate list of flags and a test to check
whet her a flag belongs to a list.

Fromthe user’s perspective, this extension provides several
capabilities. First, it allows manipul ation of sets of |IMAP fl ags.
Second, it gives the ability to associate a set of IMAP flags with a
nessage that is delivered to a nmailstore using the keep/fileinto
actions. Third, it naintains an internal variable. The interna
variabl e contains the default flags that will be associated with a
nmessage that is delivered using the keep, inplicit keep, or fileinto
actions, when the :flags tagged argunent is not specified. Wen the
Si eve [ VARI ABLES] extension is also supported by the Sieve engine, it
enabl es support for nultiple variables containing sets of | MAP fl ags.

The capability string associated with the extension defined in this
docunent is "imap4flags". Al conformant inplementations MJST

i mpl enent all Sieve actions (setflag, addflag, renoveflag), the
"hasfl ag" test, and the ":flags" tagged argunment described in this
document .

The "imap4fl ags" extension can be used with or w thout the
"variabl es" extension [ VAR ABLES]. Wen the "variabl es" extension is
enabled in a script using <require "variables"> the script can use
explicit variable nanes in setflag/addflag/renoveflag actions and the
hasflag test. See also Section 3 for nore details. Wen the
"variabl es" extension is not enabled, the explicit variable nane
paraneter to setflag/addfl ag/renovefl ag/ hasfl ag MJUST NOT be used and
MJST cause an error according to [SIEVE].

1.1. Conventions Used

Conventions for notations are as in [SIEVE], Section 1.1, including
use of "Usage:" label for the definition of action and tagged
argunents synt ax.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

Mel ni kov St andards Track [ Page 2]



RFC 5232 Si eve: | map4fl ags Extension January 2008

2.

CGeneral Requirenents for Flag Handling

The foll owing notes apply to processi ng of addfl ag/renovefl ag/setfl ag
actions, the "hasflag" test and the ":flags" tagged argunent.

A Sieve interpreter MJST ignore enpty strings (i.e., "") in alist-
of -fl ags paraneter.

A string containing a space-separated list of flag nanes is
equivalent to a string list consisting of the flags. This
requirenment is to sinplify amal gamation of multiple flag lists.

The Sieve interpreter SHOULD check the list of flags for validity as
described by [IMAP] ABNF. In particular, according to [I MAP], non-
ASCI | characters are not allowed in flag names. However, spaces MJST
al ways be allowed as delimters in strings representing a list of
flags. In such strings, multiple spaces between flag names MJST be
treated as a single space character, and leading and trailing spaces
MUST be i gnored.

If a flag validity check fails, the flag MJUST be ignored.

Note that it is not possible to use this extension to set or clear
the \Recent flag or any other special systemflag that is not
settable in [IMAP]. Any such flags MJST be ignored if included in a
flag Iist.

Actions

Al'l actions described in this specification (setflag, addflag,
renovefl ag) operate on string variables that contain a set of [|MAP]
flags. On variable substitution, a set of flags is represented as a
string containing a space-separated list of flag names.

Any setfl ag/ addfl ag/ renmovefl ag action MAY alter the flag list in any
way that | eaves its semantics as a set of case-insensitive words
unaltered. For exanple, it may reorder the flags, alter the case of
the letters in them or add or renove duplicates or extraneous
spaces. Scripts MJST NOT rmake assunptions about the ordering of
flags in lists or the preservation of their case.

Note that the paraneter specifying a variable nanme to

setfl ag/ addfl ag/ renovefl ag acti ons and the hasflag test is optional
If the paraneter is not specified, the actions operate on the

i nternal variable, which has the enpty val ue when the script starts
execution. |If the SIEVE interpreter doesn’t support the "variabl es"
ext ensi on [ VARI ABLES], the presence of the variable nane paraneter
will cause a runtinme error [SIEVE].
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The "addfl ag" action adds flags to an existing set. The "renovefl ag"
action renoves flags froman existing set. The "setflag" action

repl aces an existing set of flags with a new set. The "set" action
defined in [ VARI ABLES] can be used to replace an existing set of
flags with a new set as well. However, it should be noted that the
"set" action can't performany flag reordering, duplicate
elimnation, etc.

The :flags tagged argunent to "keep" and "fileinto" actions is used
to associate a set of flags with the current nessage. |If the :flags
tagged argunent is not specified with those two actions, the current
value of the internal variable is used instead. The value of the
internal variable also applies to the inplicit keep

Note that when keep/fileinto is used multiple tines in a script and
duplicate nessage elimnation is performed (as described in Section
2.10.3 of [SIEVE]), the last flag list value MJST w n.

3.1. Action setflag

Usage: setflag [<variabl enanme: string>]
<list-of-flags: string-list>

Setflag is used for setting [I MAP] system flags or keywords.
Setflag replaces any previously set flags.

Example: if size :over 500K {
setflag "\\Del eted";
}

A nmore substantial exanmple is the follow ng:

Exanpl e:
i f header :contains "from "boss@robnitzm exanple.edu” {
setflag "flagvar" "\\Fl agged";
fileinto :flags "${flagvar}" "1 NBOX. From Boss";
}

3.2. Action addfl ag

Usage: addfl ag [ <vari abl enane: string>]
<list-of-flags: string-Ilist>

Addflag is used to add flags to a list of [IMAP] flags. It doesn’'t

repl ace any previously set flags. This nmeans that multiple
occurrences of addflag are treated additively.
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The foll owi ng exanpl es denonstrate requirenents described in Section
2.1. The following two actions

addfl ag "flagvar" "\\Del eted";
addfl ag "flagvar” "\\Answered”;

produce the sane result as the single action
addfl ag "flagvar" ["\\Del eted", "\\Answered"];
or
addfl ag "flagvar" "\\Del eted \\ Answered"”;
or
addfl ag "flagvar” "\\Answered \\Del et ed";
3.3. Action renovefl ag

Usage: renovefl ag [ <vari abl enane: string>]
<list-of-flags: string-list>

Renoveflag is used to renove flags froma list of [IMAP] fl ags.
Renovefl ag clears flags previously set by "set"/"addflag". Calling
renoveflag with a flag that wasn't set before is not an error and is
ignored. Note that if an inplenentation doesn’t perform automatic
duplicate elimnation, it MJST renpve all occurrences of the flags
specified in the second parameter to renoveflag. Enpty strings in
the list-of-flags MJST be ignored. Also note that flag nanes are
case-insensitive, as described in [IMAP]. Miltiple renoveflag
actions are treated additively.

Exanpl e:
i f header :contains "Disposition-Notification-To"
"mel @xanpl e. cont' {
addfl ag "flagvar" "$MDNRequi red";

i f header :contains "from "imap@ac. washi ngton. exanpl e. edu” {

renmoveflag "flagvar" "$NMDNRequired";
fileinto :flags "${flagvar}" "INBOX. imap-list";
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4. Test hasflag

Usage: hasflag [ MATCH TYPE] [ COVPARATOR]
[<variable-list: string-Ilist>]
<list-of-flags: string-list>

The hasflag test evaluates to true if any of the variabl es matches
any flag nane. The type of match defaults to ":is". |If the list of
variables is onmtted, value of the internal variable is used instead.

The default conparator is "i;ascii-casemap”, which is the sanme case-
i nsensitive conparison as defined for I MAP flags by [| MAP].

The "rel ational" extension [ RELATI ONAL] adds a match type call ed
":count". The :count of a variable returns the nunber of distinct
flags in it. The count of a list of variables is the sumof the
counts of the nenber vari abl es.

Exanpl e:
If the internal variable has the value "A B", the follow ng test

hasflag :is "b A"

evaluates to true. The above test can also be witten as
hasflag ["b","A"]

Exanpl e:

If the variable "MyVar" has val ue "NonJunk Junk gnus-forward
$Forwar ded Not Junk JunkRecorded $Junk $Not Junk", the follow ng
tests evaluate to true:

hasflag :contains "My/Var" "Junk"

hasfl ag :contains "MyVar" "forward"

hasflag :contains "MyVar" ["l|abel”, "forward"]

hasflag :contains "MyVar" ["junk", "forward"]

Note that the |last of these tests can be rewitten
as

hasflag :contains "MyVar" "junk forward"
or
hasflag :contains "MyVar" "forward junk"

However, the |last two forns are not reconmended.
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5.

And the following tests will evaluate to false

hasflag :contains "M/Var" "l abel"
hasflag :contains "MyVar" ["l|abel 1", "l abel 2"]
Exanpl e:

If the variable "MFl ags" has the value "A B", the follow ng test

hasfl ag :count "ge" :conparator
"MyFl ags" "2"

i ;ascii-numeric"

eval uates to true, as the variable contains 2 distinct flags.

Tagged Argunent :flags

Thi s specification adds a new optional tagged argunent
alters the behavior of actions "keep" and "fileinto".

":flags" that

The :flags tagged argunent specifies that the flags provided in the
subsequent argument shoul d be set when fil einto/ keep delivers the
nmessage to the target mail box/user’s main mailbox. |If the :flags
tagged argunent is not specified, "keep" or "fileinto" will use the
current value of the internal variable when delivering the nessage to
the target nail box.

Usage: ":flags" <list-of-flags: string-list>

The copy of the nessage filed into the mailbox will have only flags
listed after the :flags tagged argunent.

The Sieve interpreter MJUST ignore all flags that it can’t store
permanently. This nmeans that the interpreter MIST NOT treat failure
to store any flag as a runtinme failure to execute the Sieve script.
For exanple, if the mailbox "I1NBOX. From Boss" can’t store any fl ags,
t hen

fileinto :flags "\\Del eted" "I NBOX. From Boss";
and

fileinto "I NBOX. From Boss";
are equival ent.
Thi s docunent doesn’t dictate how the Sieve interpreter will set the

[IMAP] flags. |In particular, the Sieve interpreter may work as an
| MAP client or may have direct access to the nailstore.
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6.

Interaction with O her Sieve Actions

Thi s extension works only on the nmessage that is currently being
processed by Sieve; it doesn’t affect another message generated as a
side effect of any action or any other nmessage already in the

mai | store.

The extension described in this docunment doesn’t change the inplicit
keep (see Section 2.10.2 of [SIEVE]).

Security Considerations

Security considerations are discussed in [I MAP], [SIEVE], and
[ VARI ABLES] .

This extension intentionally doesn’t allow setting [I MAP] flags on an
arbitrary nessage in the [I MAP] nessage store.

It is believed that this extension doesn't introduce any additiona
security concerns.

| ANA Consi der ati ons

The followi ng tenplate specifies the | ANA registration of the
vari abl es Sieve extension specified in this docunent:

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capabi lity name: imap4fl ags

Descri pti on: Adds actions and tests for manipulating | MAP fl ags
RFC nunber : RFC 5232

Cont act address: The Sieve discussion list <ietf-nta-filters@nt.org>

This informati on has been added to the list of Sieve extensions given
on http://ww.iana. org/assi gnnment s/ si eve- ext ensi ons.

Ext ended Exanpl e

#

# Exanple Sieve Filter

# Declare any optional features or extension used by the script
#

require ["fileinto", "imap4flags", "variables"];
#

# Move | arge nessages to a special mail box

#
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if size :over 1M

{
addfl ag "MyFl ags" "Big";
if header :is "Froni "boss@onpany.exanple.cont

{
# The nessage will be marked as "\Fl agged Bi g" when filed into
# mai | box "Bi g nessages”

addfl ag "MyFl ags" "\\Fl agged"

}
fileinto :flags "${MFl ags}" "Bi g nessages";
}

if header :is "Froni "grandma@xanpl e. nnet"

{
addfl ag "MyFl ags" ["\\Answered", "$MDNSent"];

# If the message is bigger than 1M it will be nmarked as

# "Big \ Answered $MDNSent" when filed into mailbox "grandma".
# If the nmessage is shorter than 1Mo it will be marked as

# "\ Answered $MDNSent "

fileinto :flags "${MFl ags}" "G andMa";
}

#

# Handl e nmessages fromknown nailing lists

# Move nessages from | ETF filter discussion list to filter folder
#

if header :is "Sender" "owner-ietf-nta-filters@xanple.org"

{
set "MyFl ags" "\\Fl agged $Work";

# Message will have both "\Fl agged" and $Work fl ags
keep :flags "${ WFl ags}";

}

#

# Keep all nessages to or from people in ny conpany

zlsif anyof address :domain :is ["Fronml, "To"] "conpany.exanple.cont
ﬁeep :flags "${MFl ags}"; # keep in "Inbox" folder

# Try to catch unsolicited email. |If a nessage is not to ne,

# or it contains a subject known to be spam file it away.
#
el sif anyof (not address :all :contains
["To", "Cc"] "me@omnpany.exanple. cont
header :matches "subject™
["*make*noney*fast*", "*university*dipl*mas*"])
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10.

11.

{
renove "MFl ags" "\\Fl agged";

fileinto :flags "${MFl ags}" "spant;

}
el se
{ |
# Move all other external mail to "personal™”
# fol der.
fileinto :flags "${MFl ags}" "personal";
}
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Thi s docunent and the information contained herein are provided on an
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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