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A Registry for SMIP Enhanced Mail System Status Codes
Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Conmunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nemo is unlimted.

Abst r act

The specification for enhanced mail system status codes, RFC 3463,
establi shes a new code nodel and lists a collection of status codes.
VWiile it anticipated that nore codes woul d be added over tinme, it did
not provide an explicit mechanismfor registering and tracking those
codes. This docunent specifies an I ANA registry for mail system
enhanced status codes, and initializes that registry with the codes
so far established in published standards-track docunents, as well as
ot her codes that have becone established in the industry.
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1

2.

2.

1

| ntroducti on

Enhanced Status Codes for SMIP were first defined in [RFC1893], which
was subsequently replaced by [ RFC3463]. Wiile it anticipated that
nore codes woul d be added over tinme (see section 2 of [RFC3463]), it
did not provide an explicit mechanismfor registering and tracking
those codes. Since then, various RFCs have been published and
internet drafts proposed that define additional status codes.

However, wi thout an I ANA registry, conflicts in definitions have
begun to appear.

This RFC defines such an 1ANA registry and was witten to help
prevent further conflicts fromappearing in the future. It
initializes the registry with the established standards-track
enhanced status codes from[RFC3463], [ RFC3886], [RFC4468], and

[ RFC4954]. In addition, this docunent adds several codes to the
registry that were established by various internet drafts and have
cone into comon use, despite the expiration of the docunents

t hensel ves.

As specified in [ RFC3463], an enhanced status code consists of a
three-part code, with each part being nuneric and separated by a
peri od character. The three portions are known as the class sub-
code, the subject sub-code, and the detail sub-code. 1In the tables,
a wildcard for the class sub-code is represented by an X, a w ldcard
for a subject sub-code is represented by an XXX, and a wildcard for a
detail sub-code is represented by a YYY. For exanple, 3.XXX YYY has
an unspeci fi ed subject sub-code and an unspecified status code, and
X.5.0 is has an unspecified class sub-code. (This is a change from
[ RFC3463], which uses XXX for both the subject sub-code and detai
sub-code wi | dcards.)

| ANA Consi derati ons
SMIP Enhanced Status Codes Registry

| ANA has created the registry "SMIP Enhanced Status Codes". The SMIP
Enhanced Status Codes registry will have three tabl es:

o O ass Sub-Codes
Each of the entries in this table represent class sub-codes and
all have an unspecified subject sub-code and an unspecified det ai
sub- code

0 Subj ect Sub-Codes
Each of the entries in this table represent subject sub-codes and
all have an unspecified class sub-code and an unspecified det ai
sub- code
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0 Enunerated Status Codes
Each of the entries in this table represent the conbination of a
subj ect sub-code and a detail sub-code. Al entries will have an
unspeci fied class sub-code, a specified subject sub-code, and a
speci fied detail sub-code.

Each entry in the tables will include the following. (The sub-code
tables will not have the Associated Basic Status Code entries.)
Code: The status code. For exanple,

3. XXX. YYY is a class sub-code with an
unspeci fi ed subject sub-code and an
unspeci fied detail sub-code, and X. 5.0
is an enunerated status code with an
unspeci fied cl ass sub-code.

Sunmary: or Sanple Text: For class and subject sub-codes, this
is the summary of the use for the sub-
code shown in section 2 of [RFC3463].
For enunmerated status codes, this is an
exanpl e of a nmessage that might be sent
along with the code.

Associ ated Basi c Status Code: For enunerated status codes, the basic
status code(s) of [RFC2821] with which
it is usually associated. This may
al so have a val ue such as "Any" or "Not
given". NOTE: This is a non-exclusive
list. |In particular, the entries that
i st some basic status codes for an
Enhanced Status Code nmight allow for
ot her basic status codes, while the
entries denoted "Not given" can be
filled in by updating the | ANA registry
through updates to this docunent or at
the direction of the |IESG

Descri ption: A short description of the code.

Ref er ence: A reference to the docunent in which
the code is defined. This reference
shoul d note whether the rel evant
specification is standards-track, best
current practice, or neither, using one
of "(Standards track)", "(Best current
practice)"” or "(Not standards track)".
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Submitter: The identity of the submitter, usually
t he document aut hor.

Change Controller: The identity of the change controller
for the specification. This will be
"I ESG' in the case of |ETF-produced
docunent s.

An example of an entry in the enunerated status code table woul d be:

Code: X.0.0

Sanpl e Text: Q her undefined Status

Associ at ed basic status code: Any

Descri ption: O her undefined status is the only undefined
error code. It should be used for all errors for
which only the class of the error is known.

Ref er ence: RFC 3463 (Standards track)

Subm tter: G Vaudr eui

Change controller: |ESG
2.2. Review Process for New Val ues

Entries in this registry are expected to follow the "Specification
Requi red" nodel ([RFC5226]) although, in practice, nost entries are
expected to derive from standards-track docunents. Non-standards-
track docunents that specify codes to be registered should be readily
avai l abl e. The principal purpose of this registry is to avoid
confusion and conflicts anong different definitions or uses for the
same code

2.3. Registration Updates

St andards-track registrations nmay be updated if the rel evant
standards are updated as a consequence of that action. Non-
standards-track entries may be updated by the |isted change
controller. Only the entry’s short description or references may be
nodified in this way, not the code or associated text. In
exceptional cases, any aspect of any registered entity nmay be updated
at the direction of the I ESG (for exanple, to correct a conflict).
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2.4. Initial Values

The initial values for the class and subject sub-code tables are to
be popul ated from section 2 of [RFC3463]. Specifically, these are
the values for 2. XXX YYY, 4. XXX YYY, and 5. XXX YYY for the O ass Sub-
Code table, and the values X 0.YYY, X 1.YYY, X 2.YYY, X 3.YYY,

X 4.YYY, X 5.YYY, X 6.YYY, and X 7.YYY for the Subject Sub-Code
table. The code, sanple text, and description for each entry are to
be taken from [RFC3463]. Each entry is to use [ RFC3463] as the
reference, submitted by G Vaudreuil, and change controlled by the

| ESG. There are no associ ated detail sub-code values for the class
and subj ect sub-code tables.

The initial values for the Enunerated Status Code table is to be
popul ated from

1. sections 3.1 through 3.8 of [RFC3463], (X 0.0, X 1.0 through
X. 1.8, X. 2.0 through X. 2.4, X. 3.0 through X 3.5, X 4.0 through
X. 4.7, X.5.0 through X.5.5, X. 6.0 through X. 6.5, and X. 7.0
through X 7.7),

2. section 3.3.4 of [RFC3886] (X 1.9),

3. X. 6.6 found in section 5 of [RFC4468], (but not X. 7.8 found in
the same section),

4. and X. 5.6, X 7.8, X. 7.9, X 7.11, and X. 7.12, found in section 6
of [RFC4954] (using the text fromX 5.6, 5.7.8, 5.7.9, 5.7.11
and 4.7.12).

Each entry is to be designated as defined in the correspondi ng RFC,
submitted by the correspondi ng RFC aut hor, and change controlled by
the 1ESG Each of the above RFCs is a standards-track docunent.

The initial values for the Associated Basic Status Code for each of
the above initial enhanced status codes is given in the follow ng
tabl e.

As noted above, this table is inconplete. |In particular, the entries
that have some basic status codes m ght allow for other detail sub-
status codes, while the entries denoted "Not given" can be filled in
by updating the 1 ANA registry through updates to this docunment or at
the direction of the |IESG
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| X.7.1 | 451, 454, | X.7.2 | 550 | X.7.3 | Not given

| | 502, 503, | | I I |
| | 533, 550, 551 | | | | |
| X.7.4 | 504 | X.7.5 | Not | X.7.6 | Not given

| | , | | given | | |
| X.7.7 | Not given | X.7.8 | 535, 554 | X.7.9 | 534 |
| X.7.10 | 523 | X.7.11 | 524, 538 | X.7.12 | 422, 432 |
| X.7.13 | 525 | X.7.14 | 535, 554 | | |
- oo - S - R +

Table 1

The foll owi ng additional definitions have been registered in the
enuner at ed status code table. These entries have been used in the
i ndustry without any published specification

Code: X.7.10

Sanpl e Text: Encrypti on Needed

Associ ated basic status code: 523

Descri pti on: This indicates that an external strong privacy

| ayer is needed in order to use the requested
aut hentication nechanism This is primarily

i ntended for use with clear text authentication
nmechani sns. A client that receives this nmay
activate a security layer such as TLS prior to
aut henticating, or attenpt to use a stronger
mechani sm

Ref er ence: RFC 5248 (Best current practice)
Subm tter: T. Hansen, J. Klensin
Change controller: |ESG
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Code: X.7.13

Sanpl e Text: User Account Disabl ed

Associ ated basic status code: 525

Descri pti on: Sonetimes a systemadministrator will have to

di sabl e a user’s account (e.g., due to lack of
paynment, abuse, evidence of a break-in attenpt,
etc.). This error code occurs after a successfu
authentication to a disabled account. This
inforns the client that the failure is pernanent
until the user contacts their system

adm nistrator to get the account re-enabled. It
differs froma generic authentication failure
where the client’s best option is to present the
passphrase entry dialog in case the user sinply
nm styped their passphrase.

Ref er ence: RFC 5248 (Best current practice)

Submitter: T. Hansen, J. Klensin

Change controller: |ESG

Code: X. 7.14

Sanpl e Text: Trust relationship required

Associ at ed basic status code: 535, 554

Descri pti on: The subm ssion server requires a configured trust

relationship with a third-party server in order
to access the nmessage content. This val ue

repl aces the prior use of X 7.8 for this error
condi tion, thereby updating [ RFC4468].

Ref er ence: RFC 5248 (Best current practice)
Subm tter: T. Hansen, J. Klensin
Change controller: |ESG

3. Security Considerations

As stated in [ RFC1893], use of enhanced status codes may discl ose
addi tional information about how an internal mail systemis
i npl enent ed beyond that avail able through the SMIP status codes.

Many proposed additions to the response code |ist are security

rel ated. Having these registered in one place to prevent collisions
will inprove their value. Security error responses can | eak
information to active attackers (e.g., the distinction between "user
not found" and "bad password" during authentication). Docunents
defining security error codes should make it clear when this is the
case so SMIP server software subject to such threats can provide
appropriate controls to restrict exposure.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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