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Abstract

I nternet Message Access Protocol (IMAP) version 4revl has basic
support for non-ASCI| characters in mail box nanes and search
substrings. It also supports non-ASCI|I nessage headers and content
encoded as specified by Miltipurpose Internet Miil Extensions (M M)
Thi s specification defines a collection of | MAP extensions that

i mprove international support including |anguage negotiation for
international error text, translations for nanespace prefixes, and
conparator negotiation for search, sort, and thread.
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1. Introduction

Thi s specification defines two | MAP4revl [ RFC3501] extensions to
enhance international support. These extensions can be adverti sed
and i mpl enent ed separately.

The LANGUAGE extension allows the client to request a suitable
| anguage for protocol error nessages and in conbination with the
NAMESPACE ext ensi on [ RFC2342] enabl es namespace transl ations.

The 1 18NLEVEL=2 extension allows the client to request a suitable
collation that will nodify the behavior of the base specification's
SEARCH command as wel |l as the SORT and THREAD ext ensi ons [ SORT].

This |l everages the collation registry [ RFC4790]. The | 18NLEVEL=1

ext ensi on updat es SEARCH SORT/ THREAD to use i ;uni code- casemap
conparator, as defined in [UCM. |18NLEVEL=1 is a sinpler version of
| 18NLEVEL=2 with no ability to select a different collation

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The formal syntax uses the Augnented Backus-Naur Form ( ABNF)
[ RFC5234] notation including the core rules defined in Appendi x A

The UTF-8-rel ated productions are defined in [ RFC3629].

In exanples, "C.:" and "S:" indicate lines sent by the client and
server respectively. If a single "C" or "S:" label applies to
multiple lines, then the Iine breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.

3. LANGUAGE Extension

| MAP al | ows server responses to include human-readable text that in
many cases needs to be presented to the user. But that text is
l[imted to US-ASCII by the | MAP specification [RFC3501] in order to
preserve backwards conpatibility with depl oyed | MAP inpl enentati ons.
This section specifies a way for an I MAP client to negotiate which

| anguage the server shoul d use when sendi ng human-readabl e text.
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The LANGUAGE extension only provides a nmechanismfor altering fixed
server strings such as response text and NAVESPACE fol der nanes.
Assigning | ocalized | anguage aliases to shared mail boxes woul d be
done with a separate mechani sm such as the proposed METADATA

ext ensi on (see [ METADATA]).

3.1. LANGUAGE Extension Requirenents

| MAP servers that support this extension MJST |ist the keyword
LANGUAGE in their CAPABILITY response as well as in the greeting
CAPABI LI TY dat a

A server that advertises this extension MJST use the | anguage
"i-default" as described in [RFC2277] as its default |anguage unti
anot her supported | anguage is negotiated by the client. A server
MUST include "i-default" as one of its supported | anguages. | MAP
servers SHOULD NOT advertise the LANGUAGE extension if they discover
that they only support "i-default".

Clients and servers that support this extension MJST al so support the
NAMESPACE ext ensi on [ RFC2342] .

The LANGUAGE command is valid in all states. Cients SHOULD i ssue
LANGUAGE before authentication, since sone servers send val uabl e user
i nformation as part of authentication (e.g., "password is correct,
but expired"). |If a security layer (such as SASL or TLS) is
subsequently negotiated by the client, it MJST re-issue the LANGUAGE
conmand in order to nake sure that no previous active attack (if any)
on LANGUAGE negoti ation has effect on subsequent error messages.

(See Section 7 for a nore detail ed explanation of the attack.)

3.2. LANGUAGE Command
Arguments: Optional |anguage range argunents.

Response: A possi bl e LANGUAGE response (see Section 3.3).
A possi bl e NAMESPACE response (see Section 3.4).

Resul t: K - Conmand conpl et ed
NO - Coul d not conpl ete conmmand
BAD - Argunents invalid

The LANGUAGE conmand requests that hunan-readable text emtted by the

server be localized to a | anguage matchi ng one of the | anguage range
argument as described by Section 2 of [RFC4647].
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If the conmand succeeds, the server will return human-readabl e
responses in the first supported | anguage specified. These responses
will be in UTF-8 [ RFC3629]. The server MJST send a LANGUAGE response
speci fying the | anguage used, and the change takes effect imrediately
after the LANGUAGE response.

If the command fails, the server continues to return human-readabl e
responses in the language it was previously using.

The special "default" |anguage range argunent indicates a request to
use a | anguage designated as preferred by the server adm nistrator.
The preferred | anguage MAY vary based on the currently active user

I f a language range does not match a known | anguage tag exactly but
does match a | anguage by the rules of [RFC4647], the server MJST send
an unt agged LANGUAGE response indicating the | anguage sel ect ed.

If there aren’t any argunents, the server SHOULD send an unt agged
LANGUACGE response listing the |anguages it supports. |If the server
is unable to enunerate the list of |anguages it supports it MAY
return a tagged NO response to the enuneration request. |If, after
recei ving a LANGUAGE request, the server discovers that it doesn't
support any | anguage other than i-default, it MJST return a tagged NO
response to the enuneration request.

< The server defaults to using English i-default responses unti
the user explicitly changes the | anguage. >

C. A001 LOG N KAREN PASSWORD
S: A001 OK LOG N conpl et ed

N

Client requested MJL |anguage, which no server supports. >

C. A002 LANGUAGE MJUL
S: A002 NO Unsupported | anguage MJL

N

A LANGUAGE command with no argunments is a request to enunerate
the list of |anguages the server supports. >

A003 LANGUAGE
* LANGUAGE (EN DE IT i-default)
A003 K Supported | anguages have been enuner at ed

BO01 LANGUAGE
BOO1 NO Server is unable to enunerate supported | anguages

wo wuo
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< Once the client changes the | anguage, all responses will be in
that | anguage starting after the LANGUAGE response. Note that
this includes the NAMESPACE response. Because RFCs are in US-

ASCI I, this docunent uses an ASCI| transcription rather than
UTF-8 text, e.g., "ue" in the word "ausgefuehrt" >

C. C001 LANGUAGE DE

S: * LANGUAGE (DE)

S: * NAMESPACE (("" "/")) (("Other Users/" "/" "TRANSLATI ON'

(" Andere Ben&APwtzer/"))) (("Public Folders/" "/"
" TRANSLATI ON' (" Gemei nsanme Postf &AMB-cher/")))
S: C001 K Sprachwechsel durch LANGUAGE- Bef ehl ausgefuehrt

< If a server does not support the requested primary | anguage,
responses will continue to be returned in the current |anguage
the server is using. >

C. D001 LANGUACGE FR

S: D001 NO Di ese Sprache ist nicht unterstuetzt

C. D002 LANGUAGE DE-IT

S: * LANGUAGE (DE-1T)

S: * NAMESPACE (("" "/"))(("Other Users/"™ "/" "TRANSLATI ON'
(" Andere Ben&APwtzer/"))) (("Public Folders/" "/™
"TRANSLATI ON' (" Genei nsanme Postf &AMB-cher/")))

S: D002 K Sprachwechsel durch LANGUACE- Bef ehl ausgefuehrt

C. D003 LANGUACE "default"

S: * LANGUAGE (DE)

S: D003 K Sprachwechsel durch LANGUAGE- Bef ehl ausgefuehrt

< Server does not speak French, but does speak English. User

speaks Canadi an French and Canadi an English. >

C. E001 LANGUACE FR-CA EN-CA
S: * LANGUAGE (EN)
S: EO01 OK Now speaki ng English

3.3. LANGUACGE Response
Contents: A list of one or nmore | anguage tags.

The LANGUACGE response occurs as a result of a LANGUAGE command. A
LANGUAGE response with a list containing a single | anguage tag

i ndi cates that the server is now using that |anguage. A LANGUAGE
response with a list containing nultiple | anguage tags indicates the
server is comunicating a |ist of available |anguages to the client,
and no change in the active | anguage has been nade.
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3.4. TRANSLATI ON Extension to the NAMESPACE Response

If localized representations of the namespace prefixes are avail able
in the selected | anguage, the server SHOULD include these in the
TRANSLATI ON ext ensi on to t he NAMESPACE response.

The TRANSLATI ON extension to the NAMESPACE response returns a single
string, containing the nodified UTF-7 [ RFC3501] encoded transl ation
of the nanmespace prefix. It is the responsibility of the client to
convert between the nanespace prefix and the translation of the
nanespace prefix when presenting mail box names to the user.

In this exanple, a server supports the | MAP4 NAMESPACE command. |t
uses no prefix to the user’s Personal Nanespace, a prefix of "Qher
Users" to its Other Users’ Namespace, and a prefix of "Public

Fol ders” to its only Shared Namespace. Since a client will often

di splay these prefixes to the user, the server includes a translation
of themthat can be presented to the user.

C. A001 LANGUAGE DE-IT

S: * NAMESPACE (("" "/")) (("Other Users/" "/" "TRANSLATI ON'
("Andere Ben&APwtzer/"))) (("Public Folders/" "/"
" TRANSLATI ON' (" Gemei nsanme Postf &AMB-cher/")))

S: A001 OK LANGUAGE- Bef ehl ausgef uehrt
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3.5. Fornmal Syntax

The foll owi ng syntax specification inherits ABNF [ RFC5234] rules from
| MAP4revl [ RFC3501], | MAP4 Nanespace [ RFC2342], Tags for the

I denti fyi ng Languages [ RFC4646], UTF-8 [ RFC3629], and Col |l ected
Extensions to | MAP4 ABNF [ RFC4466] .

conmand- any =/ | anguage- cnd
; LANGUAGE command is valid in all states

| anguage- cnd = "LANGUAGE" *(SP | ang-range-quot ed)
response-payl oad =/ |anguage-data

| anguage- dat a = "LANGUAGE" SP "(" lang-tag-quoted *(SP
| ang-tag-quoted) ")"

nanespace-trans = SP DQUOTE " TRANSLATI ON' DQUOTE SP " (" string ")"
; the string is encoded in Mdified UTF-7.
; this is a subset of the syntax permtted by
; the Nanespace- Response-Extension rule in [ RFC4466]

| ang-range-quoted = astring
; Once any literal wrapper or quoting is renoved, this
; follows the | anguage-range rule in [ RFC4647]

| ang-t ag- quot ed = astring
; Once any literal wrapper or quoting is removed, this follows
; the Language-Tag rule in [ RFC4646]

resp-text = ["[" resp-text-code "]" SP ] UTF8- TEXT- CHAR
*(UTF8- TEXT-CHAR / "[")
; After the server is changed to a | anguage ot her than
; i-default, this resp-text rule replaces the resp-text
; rule from [ RFC3501].

UTF8- TEXT- CHAR = %20-5A / 9%&5C-7E / UTF8-2 / UTF8-3 / UTF8-4
; UTF-8 excluding 7-bit control characters and "["
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4. | 18NLEVEL=1 and | 18NLEVEL=2 Ext ensi ons
4.1. Introduction and Overvi ew

| MAP4revl [ RFC3501] includes the SEARCH conmand that can be used to

| ocate nessages matching criteria including human-readable text. The
SORT extension [SORT] to IMAP allows the client to ask the server to
deterni ne the order of nessages based on criteria including human-
readabl e text. These nmechanisns require the ability to support non-
English search and sort functions.

Section 4 defines two | MAP extensions for internationalizing | MAP
SEARCH, SORT, and THREAD [ SORT] using the conparator franmework
[ RFC4790] .

The 1 18NLEVEL=1 ext ensi on updat es SEARCH SORT/ THREAD t o use
i ;uni code-casemap conparator, as defined in [UCM. See Sections 4.2
and 4.3 for nore details.

The | 18NLEVEL=2 extension is a superset of the |18NLEVEL=1 extension
It adds to | 18NLEVEL=1 extension the ability to determ ne the active
conparator (see definition below) and to negotiate use of comparators
usi ng the COVPARATOR conmand. It also adds the COMPARATOR response
that indicates the active conparator and possibly other avail abl e
conparators. See Sections 4.2 and 4.4 for nore details.

4.2. Requirenments Common to Both | 18NLEVEL=1 and | 18NLEVEL=2

The term "default comparator” refers to the comparator that is used
by SEARCH and SORT absent any negotiation using the COVWARATOR
conmand (see Section 4.7). The term"active conparator” refers to
the conparator which will be used within a session, e.g., by SEARCH
and SORT. The COVPARATOR conmand is used to change the active
conpar at or.

The active conparator applies to the followi ng SEARCH keys: "BCC
"BODY", "CC', "FROM', "SUBJECT", "TEXT", "TO', and "HEADER'. |If the
server al so advertises the "SORT" extension, then the active
conparator applies to the foll owing SORT keys: "CC', "FROM
"SUBJECT", and "TO'. |If the server advertises THREAD=CRDEREDSUBJECT,
then the active conparator applies to the ORDEREDSUBJECT t hreadi ng
algorithm If the server advertises THREAD=REFERENCES, then the
active conparator applies to the subject field conpari sons done by
REFERENCES t hreadi ng al gorithm Future extensions nay choose to
apply the active conparator to their SEARCH keys.
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For SORT and THREAD, the pre-processing necessary to extract the base
subj ect text froma Subject header occurs prior to the application of
a conparator.

A server that advertises |18NLEVEL=1 or | 18NLEVEL=2 extensi on MJST
i npl enent the i;unicode-casemap conparator, as defined in [UCM.

A server that advertises |18NLEVEL=1 or | 18NLEVEL=2 extensi on MJST
support UTF-8 as a SEARCH charset.

4.3. |118NLEVEL=1 Extension Requirenents

An | MAP server that satisfies all requirements specified in Sections
4.2 and 4.6 (and that doesn’t support/advertise any ot her

| 18NLEVEL=<n> extension, where n > 1) MJST list the keyword

| 18NLEVEL=1 in its CAPABILITY data once | MAP enters the authenticated
state, and MAY list that keyword in other states.

4.4. | 18NLEVEL=2 Extension Requirenents

An | MAP server that satisfies all requirements specified in Sections
4.2, 4.4, and 4.6-4.10 (and that doesn’t support/advertise any ot her

| 18NLEVEL=<n> extension, where n > 2) MJST |list the keyword

| 18NLEVEL=2 in its CAPABILITY data once | MAP enters the authenticated
state, and MAY |list that keyword in other states.

A server that advertises this extension MJST inpl enent the

i ;uni code-casemap conparator, as defined in [UCM. It MAY inpl enment
ot her comparators fromthe | ANA registry established by [ RFC4790] .
See al so Section 4.5 of this document.

A server that advertises this extension SHOULD use i;uni code-casemap
as the default conparator. (Note that i;unicode-casemap is the
default conparator for |18NLEVEL=1, but not necessarily the default
for 118NLEVEL=2.) The selection of the default conparator MAY be

adj ustabl e by the server adm nistrator, and MAY be sensitive to the
current user. Once the | MAP connection enters authenticated state,
the default conparator MJUST remmin static for the remai nder of that
connecti on.

Note that since SEARCH uses the substring operation, | MAP servers can
only inmplenment collations that offer the substring operation (see

[ RFCA790], Section 4.2.2). Since SORT uses the ordering operation
(which in turn uses the equality operation), |MAP servers that
advertise the SORT extension can only inplenent collations that offer
all three operations (see [RFC4790], Sections 4.2.2-4.2.4).
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If the active collation does not provide the operati ons needed by an
| MAP command, the server MJUST respond with a tagged BAD

4.5. Comnpatibility Notes

Several server inplenentations deployed prior to the publication of
this specification conply with | 18NLEVEL=1 (see Section 4.3), but do
not advertise that. Qher |egacy servers use the i;ascii-casemap
conparator (see [RFC4790]).

There is no good way for a client to know which conparator a |egacy
server uses. |If the client has to assune the worst, it nay end up
doi ng expensive | ocal operations to obtain i;unicode-casenap
conpari sons even though the server inplenents it.

Legacy server inplementations which comply with | 18NLEVEL=1 shoul d be
updated to advertise |I18NLEVEL=1. All server inplenentations should
eventual ly be updated to conply with the | 18NLEVEL=2 ext ensi on

4.6. Conparators and Character Encodi ngs
RFC 3501, Section 6.4.4, says:

In all search keys that use strings, a nmessage matches the key
if the string is a substring of the field. The matching is
case-insensitive.

VWhen perform ng the SEARCH operation, the active conparator is
applied instead of the case-insensitive matching specified above.

An | MAP server which perforns collation operations (e.g., as part of
comuands such as SEARCH, SORT, and THREAD) does so according to the
fol |l owi ng procedure:

(a) M ME encoding (for example, see [RFC2047] for headers and
[ RFC2045] for body parts) MJST be renoved in the texts being
col I at ed.

If MM encoding renoval fails for a nessage (e.g., a body part
of the nessage has an unsupported Content-Transfer-Encodi ng, uses
characters not allowed by the Content-Transfer-Encoding, etc.),
the collation of this nmessage is undefined by this specification
and is handled in an inplenmentation-dependent nanner.

(b) The decoded text from (a) MJST be converted to the charset
expected by the active conparator.
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(¢)

Newman,

For the substring operation:

If step (b) failed (e.g., the text is in an unknown charset,
contains a sequence that is not valid according in that charset,
etc.), the original decoded text from(a) (i.e., before the
charset conversion attenpt) is collated using the i;octet
conparator (see [RFC4790]).

If step (b) was successful, the converted text from(b) is
collated according to the active conparator.

For the ordering operation:

Al'l strings that were successfully converted by step (b) are
separated fromall strings that failed step (b). Strings in each
group are collated independently. Al strings successfully
converted by step (b) are then validated by the active
conparator. Strings that pass validation are collated using the
active conparator. All strings that either fail step (b) or fai
the active collation's validity operation are collated (after
applying step (a)) using the i;octet conmparator (see [RFC4790]).
The resulting sorted list is produced by appending all collated
"failed" strings after all strings collated using the active
conpar at or.

Exanmpl e: The foll owi ng exanpl e denonstrates ordering of 4

di fferent strings using the i;unicode-casemap [ UCM conparator.
Strings are represented using hexadeci mal notati on used by ABNF
[ RFC5234] .

(1) %D0 %0 9% D0 9%BD 9% D0 %B4 %Dl %80 % DO %xB5
% D0 9%B9 (| abel ed with charset =UTF-8)

(2) %Dl %81 9%DO0 995 9%&DO0 9%%A0 9%&DO %93 D0 %95
D0 %99 (| abel ed with charset =UTF- 8)

(3) %&D0 %92 9%DO 9%BO %Dl %81 9% D0 %%B8 9%xDO0 %xBB
% D0 %B8 9% FF %B9 (| abel ed with charset =UTF-8)

(4) WElL %CC % C5 9% CB 9% D3 9% C5 9CA (| abeled with
char set =KA 8- R)

Step (b) will convert string (4) to the foll ow ng sequence of
octets (in UTF-8):

D0 %90 9% D0 BB % D0 9%B5 9%&DO0 %% BA %Dl %81 9%xDO
%B5 9% DO %xB9

and will reject strings (1) and (3), as they contain octets not
al l owed i n charset=UTF-8.
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After that, using the i;unicode-casemap collation, string (4)
will collate before string (2). Using the i;octet collation on
the original strings, string (3) will collate before string (1).
So the final ordering is as follows: (4) (2) (3) (1).

If the substring operation (e.g., |MAP SEARCH) of the active
conparator returns the "undefined" result (see Section 4.2.3 of

[ RFC4790]) for either the text specified in the SEARCH comrand or the
nmessage text, then the operation is repeated on the result of step
(a) using the i;octet comnparator.

The ordering operation (e.g., | MAP SORT and THREAD) SHOULD col |l ate
the follow ng together: strings encoded using unknown or invalid
character encodings, strings in unrecogni zed charsets, and invalid
i nput (as defined by the active collation).

4.7. COVPARATOR Commrand
Argunents: Optional conparator order argunents.
Response: A possi bl e COMPARATOR response (see Section 4.8).

Resul t: K - Conmand conpl et ed
NO - No matching conparator found
BAD - Argunents invalid

The COVPARATOR conmand is valid in authenticated and sel ected states.

The COVPARATOR conmand is used to determne or change the active
conparator. Wen issued with no argunents, it results in a
COVPARATOR response indicating the currently active conparator.

When i ssued with one or nore conparator argunents, it changes the
active conparator as directed. (If nmore than one installed
conparator is matched by an argunment, the first argument wins.) The
COVPARATOR response lists all matching conparators if nore than one
mat ches t he specified patterns.

The argurment "default" refers to the server’s default conparator.
O herwi se, each argunent is a collation specification as defined in
the Internet Application Protocol Conparator Registry [RFCA790].

< The client requests activating a Czech conparator if possible,
or else a generic international conparator which it considers
suitable for Czech. The server picks the first supported
conparator. >
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C. A001 COMPARATOR "cz;*" i;basic
S: * COVMPARATOR i ; basic
S: A00O1 OK WIIl wuse i;basic for collation

4.8. COVWARATOR Response

Contents: The active conparator. An optional |ist of avail able
mat chi ng conparators

The COVPARATOR response occurs as a result of a COVPARATOR conmand.
The first argunent in the comparator response is the name of the
active conparator. The second argunent is a list of conparators
whi ch mat ched any of the argunents to the COVPARATOR conmand and is
present only if nore than one match is found.

4.9. BADCOWARATOR Response Code

This response code SHOULD be returned as a result of server failing
an | MAP conmmand (returning NO, when the server knows that none of
the specified conparators match the requested conparator(s).

4.10. Formal Syntax
The foll owing syntax specification inherits ABNF [ RFC5234] rules from

| MAP4revl [ RFC3501] and the Internet Application Protocol Conparator
Regi stry [ RFC4790] .

conmand- aut h =/ comnparat or-cnd
resp-text-code =/ " BADCOVPARATOR"
conpar at or - cnd = " COMPARATOR' *( SP conp- order - quot ed)

response-payl oad =/ conparator-data

conparator-data = "COVPARATOR' SP conp-sel -quoted [SP " ("
conp-i d-quoted *(SP conp-id-quoted) ")"]

conp-i d- quot ed = astring
; Once any literal wrapper or quoting is renmoved, this
; follows the collation-id rule from|[RFC4790]

conp-order-quoted = astring

; Once any literal wapper or quoting is renoved, this
; follows the collation-order rule from|[RFC4790]
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5.

5.

5.

5.

conp- sel - quot ed = astring
; Once any literal wapper or quoting is renoved, this
; follows the collation-selected rule from [ RFC4790]

G her | MAP Internationalization |ssues

The foll owi ng sections provide an overvi ew of various ot her | MAP
internationalization issues. These issues are not resolved by this
speci fication, but could be resolved by other standards work, such as
that being done by the EAl working group (see [I MAP-EAI]).

1. Unicode Userids and Passwords

| MAP4revl currently restricts the userid and password fields of the
LOA@ N conmmand to US-ASCI 1. The "userid" and "password" fields of the
| MAP LOG N command are restricted to US-ASCII only until a future
standards track RFC states otherwi se. Servers are encouraged to
validate both fields to nake sure they conformto the formal syntax
of UTF-8 and to reject the LOG@ N command if that syntax is violated
Servers MAY reject the LOG@ N command if either the "userid" or
"password" field contains an octet with the highest bit set.

VWhen AUTHENTI CATE i s used, sone servers may support userids and
passwords in Unicode [ RFC3490] since SASL (see [ RFC4422]) all ows
that. However, such userids cannot be used as part of enmil

addr esses.

2. UTF-8 Mail box Nanes

The nodified UTF-7 mail box nam ng convention described in Section
5.1.3 of RFC 3501 is best viewed as an transition fromthe status quo
in 1996 when nodified UTF-7 was first specified. At that tine, there
was w despread unofficial use of |ocal character sets such as | SO
8859-1 and Shift-JIS for non-ASCI|I mail box nanes, with resultant
non-interoperability.

The requirenents in Section 5.1 of RFC 3501 are very inportant if
we're ever going to be able to deploy UTF-8 numil box names. Servers
are encouraged to enforce them

3. UTF-8 Dommi ns, Addresses, and Mail| Headers

There is now an | ETF standard for "Internationalizing Donain Nanes in
Applications (IDNA)" [RFC3490]. Wile IMAP clients are free to
support this standard, an argunent can be made that it woul d be

hel pful to sinple clients if the | MAP server could performthis
conversion (the same argunent would apply to M ME header encoding
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[ RFC2047]). However, it would be unwise to nove forward with such
work until the work in progress to define the format of internationa
emai | addresses is conplete.

6. | ANA Consi der ati ons

| ANA added LANGUAGE, |18NLEVEL=1, and | 18NLEVEL=2 to the | MAP4
Capabilities Registry.

7. Security Considerations

The LANGUAGE extensi on makes a new comand avail abl e in " Not

Aut henticated" state in IMAP. Sone | MAP inplenentations run with
root privilege when the server is in "Not Authenticated" state and do
not revoke that privilege until after authentication is conplete.
Such inplenentations are particularly vulnerable to buffer overfl ow
security errors at this stage and need to inplenment parsing of this
command with extra care

A LANGUAGE command issued prior to activation of a security |ayer is
subject to an active attack that suppresses or nodifies the
negoti ati on, and thus makes STARTTLS or authentication error messages
nore difficult to interpret. This is not a new attack as the error
nessages thensel ves are subject to active attack. dients MJIST re-

i ssue the LANGUAGE conmand once a security layer is active, in order
to prevent this attack frominpacting subsequent protocol operations.

LANGUAGE, | 18NLEVEL=1, and | 18NLEVEL=2 extensions use the UTF-8
charset; thus, the security considerations for UTF-8 [RFC3629] are
rel evant. However, neither uses UTF-8 for identifiers, so the nost
serious concerns do not apply.

8. Acknow edgenents

The LANGUAGE extension is based on a previous docunent by M ke
Gahrns, a substantial portion of the text in that section was witten
by him Many people have participated in discussions about an | VAP
Language extension in the various fora of the | ETF and I nternet
wor ki ng groups, so any list of contributors is bound to be

i ncompl ete. However, the authors would like to thank Andrew M Cown
for early work on the original proposal, John Myers for suggestions
regardi ng the namespace issue, along with Jutta Degener, Mark
Crispin, Mark Pustilnik, Larry Osterman, Cyrus Daboo, Martin Duerst,
Tinmo Sirainen, Ben Canpbell, and Magnus Nystrom for their nany
suggesti ons that have been incorporated into this docunent.
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9. Relevant Sources of Docunents for Internationalized | MAP
| npl enent ati ons

This is a non-normative |list of sources to consider when inplementing
i 18n-aware | MAP sof tware.

o0 The LANGUAGE and | 18NLEVEL=2 extensions to | MAP (this
speci fication).

o The 8-bit rules for mailbox naming in Section 5.1 of RFC 3501.

o The Mail box International Nam ng Convention in Section 5.1.3 of
RFC 3501.

o M ME [ RFC2045] for message bodies.

o M ME header encodi ng [ RFC2047] for message headers.

o The | ETF EAl worki ng group

o M ME Paraneter Value and Encoded Wrd Extensions [ RFC2231] for
filenanmes. Quality | MAP server inplenentations wll
automatically conbine nultipart paranmeters when generating the
BODYSTRUCTURE. There is al so sonme depl oyed non-standard use of
M ME header encodi ng inside double quotes for filenanes.

o I DNA [ RFC3490] and punycode [ RFC3492] for donmi n names
(currently only relevant to I MAP clients).

o The UTF-8 charset [ RFC3629].
o The | ETF policy on Character Sets and Languages [RFC2277].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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