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Status of This Meno

This menmo defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this menmo is unlinited.

| ESG Not e

This RFC is not a candidate for any level of Internet Standard. It
represents the consensus of the Delay Tol erant Networking (DTN)
Research Group of the Internet Research Task Force (IRTF). It may be
consi dered for standardization by the IETF in the future, but the

| ETF di scl ai ns8 any know edge of the fitness of this RFC for any
purpose and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control
or inappropriate interaction with deployed protocols. See RFC 3932
for nore information.

Abst ract

The Licklider Transm ssion Protocol (LTP) is intended to serve as a
reliabl e convergence | ayer over single-hop deep-space radi o frequency
(RF) links. LTP does Automati c Repeat reQuest (ARQ of data

transm ssions by soliciting selective-acknow edgnent reception
reports. It is stateful and has no negotiation or handshakes. This
docunent describes security extensions to LTP, and is part of a
series of related docunents describing LTP.

Thi s docunent is a product of the Delay Tol erant Networking Research

Group and has been reviewed by that group. No objections to its
publication as an RFC were raised.
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1. Introduction

Thi s docunent describes extensions to the base LTP protoco
[LTPSPEC]. The background to LTP is described in the "notivation”
docunent [LTPMOTIVE]. Al the extensions defined in this docunent
provi de additional security features for LTP.

LTP is designed to provide retransni ssion-based reliability over

i nks characterized by extrenely |ong nmessage round-trip times (RTTs)
and/ or frequent interruptions in connectivity. Since conmunication
across interplanetary space is the nost prom nent exanple of this
sort of environment, LTP is principally ainmed at supporting "l ong-
haul " reliable transmission in interplanetary space, but has
applications in other environments as well.

Thi s docunent describes security extensions to LTP, and is part of a
series of related docunents describing LTP. Oher docunents in this
series cover the notivation for LTP and the main protoco
specification. W recommend reading all the docunents in the series
before witing code based on this docunent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [B97].

2. Security Extensions

The syntactical |ayout of the extensions are defined in Section 3.1.4
of the base protocol specification [LTPSPEC].

| mpl ementers shoul d note that the LTP extension nmechani smallows for
mul ti pl e occurrences of any extension tag, in both (or either) the
header or trailer. For exanple, the LTP authentication mechani sm
defi ned bel ow requires both header and trail er extensions, which both
use the sane tag
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Thi s docunent defines new security extensions for LTP but does not
address key nmanagenent since key nmanagenent in Del ay- Tol er ant
Net wor ki ng (DTN) remmi ns an open research question

If LTP were deployed | ayered on top of UDP, it m ght be possible to

use | Psec or other existing security mechani sns. However, in genera
DTN, |Psec’s key exchange (I KE) cannot work (e.g., where |ink del ays
are neasured in mnutes).

2.1. LTP Authentication

The LTP aut hentication nmechani sm provi des cryptographic
aut hentication of the segnent.

| npl enent ati ons MAY support this extension field. |If they do not
support this header, then they MJST ignore it.

The LTP authentication extension field has the extension tag val ue
0x00.

LTP authentication requires three new fields, the first two of which
are carried as the value of the Extensions field of the LTP segnent
header, and the third of which is carried in the segnent trailer

The fields that are carried in the header extensions field are
catenated together to formthe extension value (with the | eftnost
octet representing the ciphersuite and the remai ning octets the
KeylD). The KeylD field is optional, and is deternm ned to be absent
if the extension value consists of a single octet.

Ci phersuite: an 8-bit integer value with values defined bel ow.

Keyl D: An optional key identifier, the interpretation of which is
out of scope for this specification (that is, inplenenters MJST
treat these KeylD fields as raw octets, even if they contained an
ASN. 1 DER encodi ng of an X. 509 I|ssuerSerial construct [PKIXPROF],
for exanple).

The LTP-auth header extension MJST be present in the first segnent
fromany LTP session that uses LTP authentication, but MAY be onmitted
from subsequent segnents in that session. To guard agai nst

addi tional problens arising fromlost segnents, inplenentations
SHOULD, where bandwi dth allows, include these fields in a nunmber of
segnents in the LTP session. |If the first segnment (or any part
thereof) is retransnitted, then the LTP-auth header extension MJST be
i ncluded in the retransm ssion.
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The field carried as a trailer extension is the Authval field. It
contains the authentication value, which is either a nessage

aut hentication code (MAC) or a digital signature. This is itself a
structured field whose length and formatti ng depend on the

ci phersuite.

If for sone reason the sender includes two instances of LTP-auth
headers, then there is a potential problemfor the receiver in that
presunably at |east one of the AuthVal fields will not verify. There
are very few situations where it would nmake sense to include nore
than one LTP-auth extension in a single segment, since LTP is a peer-
to-peer protocol. |If however, keys are being upgraded, then the
sender mght protect the segnent with both the new and old keys. In
such cases, the receiver MJST search and can consider the LTP

aut hentication valid so long as one AuthVal is correct.

For all ciphersuites, the input to the calculation is the entire
encoded segnent including the AuthVal extension tag and | ength, but
not of course, including the AuthVal val ue.

We define three ciphersuites in this specification. Qur approach is
to follow the precedent set by TLS [TLS], and to "hardcode" al
algorithmoptions in a single ciphersuite nunber. This neans that
there are 256 potential ciphersuites supported by this version of
LTP-auth. Since this is a limted space, |IANA has established a
registry for LTP Ciphersuites as described in the | ANA Consi derations
section below. Current ciphersuite assignnents are:

Ci phersuite Val ue
HVAC- SHAL- 80 0
RSA- SHA256 1
Unassi gned 2-127
Reser ved 128-191
Pri vat e/ Experi mental Use 192- 254
NULL 255

1. HVAC SHAl1l-80 Ci phersuite

The HMAC- SHA1- 80 ci phersuite invol ves generating a MAC over the
LTP segnent and appending the resulting AuthVal field to the end
of the segment. There is only one MAC ng al gorithm defined for
this, which is HVAC-SHA1-80 [HMAC]. The AuthVal field in this
case contains just the output of the HVAC SHA1-80 al gorithm which
is afixed-width field (10 octets).
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2. RSA-SHA256 Ci phersuite

The RSA- SHA256 ci phersuite involves generating a digital signature
of the LTP segnment and appending the resulting AuthVal field to
the end of the segnment. There is only one signature al gorithm
currently defined for this, which is RSA with SHA256 as defined in
[RSA], Section 8.2. The AuthVal field in this case is sinply the
signature val ue, where the signature val ue occupies the ninimm
nunber of octets, e.g., 128 octets for a 1024-bit signature).

3. NULL Ciphersuite

The NULL ciphersuite is basically the sane as the HMAC- SHAL- 80
ci phersuite, but with a hardcoded key. This ciphersuite
effectively provides only a strong checksum wi t hout

aut hentication, and thus is subject to active attacks and is the
equi val ent of providing a Cyclic Redundancy Check (CRC).

The hardcoded key to be used with this ciphersuite is the

foll ow ng:
HVAC_KEY :  €37b7e64 92584340
bed12207 80894115
5068f 738

(The above is.the test vector from RFC 3537 [ WRAP] .)

In each case, the bytes that are input to the cryptographic
al gorithm consi st of the entire LTP segnment except the AuthVal.
In particular, the header extensions field that may contain the
ci phersuite nunber and the KeylD field is part of the input.

The out put bytes of the cryptographic operation are the payl oad of
the Authval field.

The foll owi ng shows an exanpl e LTP-auth header, starting from and
i ncludi ng the Extensions field.

ext tag sdnv c-s k-id
T TL T, R SR

| 0x11| 0x00| 0x02| 0x00| 0x 24|
e
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The Extensions field has the value 0x11 with the nost significant and
| east significant nibble value 1, indicating the presence of one
header and one trail er extension, respectively. The next octet is
the extension tag (0x00 for LTP-auth), followed by the Self-
Delimting Nuneric Value (SDNV) encoded |length of the ensuing data: a
one-octet ciphersuite (0x00 neani ng HVAC- SHA1-80) and the KeylID (in
this case with a short value of 0x24). The trailer extension (not
shown above) shoul d contain the AuthVal.

2.2. A Cooki e Mechani sm

The use of cookies is a well-known way to make Denial of Service
(DoS) attacks harder to nmount. W define the cookie extension for
use in environnments where an LTP inplenentation is liable to such
attacks.

The cookie is placed in a header extension field, and has no rel ated
trailer extension field. It has the extension tag val ue 0x01.

The cooki e val ue can essentially be viewed as a sufficiently |ong
random nunber, where the | ength can be determined by the

i mpl enentati on (Il onger cookies are harder to guess and therefore
better, though using nore bandw dth). Note that cookie val ues can be
derived using lots of different schenmes so |ong as they produce
random | ooki ng and hard-to-predict val ues.

The first cookie inserted into a segnent for this session is called
the initial cookie.

Not e that cookies do not outlast an LTP session

The basic node of operation is that an LTP engine can include a
cookie in a segnent at any time. After that time, all segments
corresponding to that LTP session MJST contain a good cookie value --
that is, all segnents both to and fromthe engi ne MJST contain a good
cookie. Cearly, there will be sone delay before the cookie is seen
in incomng segnents -- inplenmentations MJST determ ne an acceptabl e
del ay for these cases, and MJST only accept segnments without a cookie
until that time.

The cooki e val ue can be extended at any tinme by catenating nore
random bits. This allows both LTP engines to contribute to the
randommess of the cookie, where that is useful. It also allows a
node that considers the cookie value too short (say due to changing
circunstances) to add additional security. 1In this case, the

ext ended cooki e val ue becomes the "to-be-checked-agai nst" cookie
value for all future segnents (nmodul o the comunications del ay as
above).
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It can happen that both sides emt segnents containing an initia
cooki e before their peer has a chance to see any cookie. In that
case, two cookie extension fields MJST be included in all segments
subsequently (once the traffic has caught up). That is, the sender
and reci pi ent cookies are handl ed i ndependently. |In such cases, both
cooki e val ues MJUST be "good" at all relevant tines (i.e., nmodulo the
delay). In this case, the peer’'s initial cookie MJST arrive before
the cal cul ated delay for receipt of segnents containing this engine's
cookie -- there is only a finite wi ndow during which a second cooki e
can be inserted into the session.

A "good" cookie is therefore one that starts with the currently
stored cookie value, or else a new cooki e where none has been seen in
that session so far. Once a cookie value is seen and treated as
"good" (e.g., an extended value), the previous value is no | onger
"good".

Modul o the conmuni cati ons del ay, segnents with an incorrect or
m ssing cooki e val ue MIUST be silently discarded.

If a segnent is to be retransnmitted (e.g., as a result of a tiner
expiring), then it needs to contain the correct cookie value at the
time of (re)transmission. Note that this may differ from what was
the correct cookie value at the tine of the original transni ssion

3. Security Considerations

The extensions specified above are generally intended to help thwart
DoS attacks. For environments where | ower |ayers provide neither
integrity nor freshness, it nmakes sense to use both extensions
together. For exanple, in the case where a node extends an existing
cookie, the lack of origin authentication would allow a man in the
m ddle to | ock out the session

VWiile there are currently some concerns about using the SHA-1
algorithm these appear to only make it easier to find collisions.
In that case, the use of HVAC with SHA-1 can still be considered
safe. However, we have changed to use SHA-256 for the signature
ci phersuite.

4. | ANA Consi der ati ons

| ANA has created and now nmintains registry for knowmn LTP

ci phersuites (as defined in Section 2.1). The registry has been
popul ated using the initial values given in Sections 2.1 and 2.2
above. | ANA may assign LTP Extension Tag values fromthe range
2..127 (decimal, inclusive) using the Specification Required rule
[GQUDE]. The specification concerned can be an RFC (whet her
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6.

6.

St andards Track, Experinmental, or Informational), or a specification
fromany ot her standards devel opnent organi zation recogni zed by | ANA
or with a liaison with the |ESG specifically including CCSDS
(http://ww. ccsds. org/).
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