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Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.

Abst ract

In certain types of multimedia comunications, a Session Initiation
Protocol (SIP) request is distributed to a group of SIP User Agents
(UAs). The sender sends a single SIP request to a server which
further distributes the request to the group. This SIP request
contains a list of Uniform Resource Identifiers (URIs), which
identify the recipients of the SIP request. This URl list is
expressed as a resource list XM. docunment. This specification
defines an XML extension to the XM. resource list format that allows
the sender of the request to qualify a recipient with a copy contro
| evel simlar to the copy control |evel of existing enmail systens.

Tabl e of Contents

I ntroduction . 2
Ter m nol ogy 3
Overvi ew of Cperatlon . 3
Extensi on to the Resource Llst Data Fornat 6
XM. Schema . 8
Exanpl es . G e 9
Carrying URI Lists in SIP 10
Security Considerations 11
| ANA Consi derati ons <
9.1. Disposition Type Reg|strat|on e ¢
13
14
14
14
14
15

CONoOrWNE

9.2. XM Nanespace Registration .
9.3. XM Schema Registration
10. Acknow edgment s Coe
11. References . . .
11.1. Nornmative References .
11. 2. Informative References .

Garcia-Martin & Camarillo St andards Track [ Page 1]



RFC 5364 Copy Control Attribute in Resource Lists Cct ober 2008

1

| ntroducti on

RFC 5363 [ RFC5363] describes a generic framework for carrying Uniform
Resource ldentifier (URI) lists in SIP [ RFC3261] nessages.
Specifically, the docunent provides a comon framework for specific

i mpl enentations of URI-list services, such as conferences initiated
with INVITE requests [ RFC5366] or Miltiple-recipi ent MESSAGE requests
[ RFC5365] .

Conmmon to all URI-list services is the presence of a SIP request that
contains a collection of resources, typically expressed as an XM
resource list [RFC4826]. SIP requests carrying resource |lists can

appear either in requests received by the URI-list server, indicating
the list of intended recipients, or in each of the requests that the
URI -1ist server sends to recipients, indicating the list of

reci pients of the same SIP request.

Al t hough the XM. resource |ist [ RFC4826] provides a powerful
nmechani sm for describing a |list of resources, there is a need for a
copy control attribute to determ ne whether a resource is receiving a
SIP request as a prinmary recipient, a carbon copy, or a blind carbon
copy. This is simlar to conmon email systenms, where the sender can
categori ze each recipient as a "to", "cc", or "bcc" recipient.

Thi s docunent addresses this problemby providing an extension to the
XM. resource list [RFC4826] that enables the sender to supply a copy
control attribute that |abels each recipient as a "to", "cc", or
"bce" recipient. This attribute indicates whether the recipient is
receiving a primary copy of the SIP request, a carbon copy, or a
blind carbon copy. Additionally, we provide the sender with the

capability of indicating in the URI list that one or nore resources
shoul d be anonymi zed, so that sone recipients’ URIs are not disclosed
to the other recipients. Instead, these URIs are replaced with

anonynous URI s.

The remai nder of this docunment is organized as follows: Section 2

i ntroduces the term nol ogy used throughout this specification

Section 3 gives an overview of operation. Section 4 formally defines
an extension to URI lists. The XML schema definition is provided in
Section 5. Section 6 shows examples of the URI lists with the
extensions defined in this document. Section 7 discusses the
implications of carrying URI lists in SIP nessages.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] and indicate requirenent |levels for conpliant

i mpl enent ati ons.

URI -1ist service: SIP application service that receives a SIP
request containing a URI list and sends a simlar SIP request to
each URI in the list.

Intended recipient: The intended final recipient of the request to

be generated by URI-list service.
Copy control : An attribute assigned by the sender to a URI in an
XML resource list. |Its purpose is to indicate to the recipient

whet her he is getting a primary, carbon, or blind carbon copy of
the SIP request.

Reci pient list or recipient XM. resource |ist: An XM resource |ist
containing the list of intended recipients. The sender sets this
list in the SIP request he sends to the URI-list server.

Reci pient-history list or recipient-history XM. resource |ist: An
XM resource list containing the visible list of recipients (i.e.
t hose non-anonynous non-bcc). The URI-list server creates this

list, based on the recipient list, and includes it in each of the
SIP requests it sends to each recipient.

3. Overview of Qperation

Figure 1 depicts a general overview of the operation of a URI -1i st
server. A SIP User Agent Cient (UAC) issuer sends a SIP request
(Fl) to a URI-list server containing a recipient list. The URI-1list

server generates a SIP request to each recipient, according to the
specific SIP nmethod. Each of these SIP requests contains a
recipient-history list that indicates the visible Iist of recipients
of the SIP request.
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Figure 1. Exanple of operation

The URI-1ist mechanismallows a sender to specify nultiple targets
for a SIP request by including a recipient XM. resource |i st

[ RFC4826] in the body of the SIP request. This recipient |ist
includes the target URIs of the SIP request (the actual procedures
are net hod specific and outside the scope of this docunent). Each
target URI nay also be marked with a copy control attribute to

i ndicate the copy level in which the recipient is receiving the SIP
request. This is achieved by the sender qualifying each URI in the

URI list with a 'copyControl’ attribute. The avail able values of the
"copyControl’ attribute include "to", "cc", and "bcc" (anal ogous to
email). This is discussed in greater detail in Section 4. Wen the
URI -1ist server expands the request to each recipient, the URI -Ilist

server includes a recipient-history XM. resource list built upon the
recipient list received fromthe sender. The recipient-history XM
resource list replaces the recipient list in the SIP requests
generated by the URI-1ist server towards each recipient. The URI-
list server copies fromthe recipient list those targets that are
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marked with the "to" and "cc" copy control |evel, and pastes themin
the recipient-history list. The URI-list server explicitly excludes
fromthe recipient-history list those URIs marked with a "bcc" copy
control, although it is able to preserve the address of a "bcc"
tagged URI when it matches the URI of the recipient of the SIP
request (this is described later in Section 4). Wen a recipient
receives the SIP request containing the recipient-history XM
resource list, he is able to deternine which other visible recipients
are getting a copy of the SIP request, and whether they are marked
with the "to" or "cc" copy control level. Later, if needed, the
reci pient can generate a reply to those visible recipients.

In addition to the 'copyControl’ attribute for a URl in an XM
resource list, we define a second boolean attribute called

"anonymi ze'. The sender of a SIP request can mark a URl in a

reci pient XM_ resource list with the "anonym ze' attribute to
indicate the URI-1ist server that the URI marked with that attribute
is to be replaced with an anonynobus URI in the recipient-history XM
resource list. This provides know edge to the recipients of a SIP
request of the number of additional visible recipients whose URI's
have not been di scl osed.

There are cases when the sender nmarks several URIs with the
"anonymi ze' attribute. The URI-1ist server can group the anonym zed
URIs in a single anonym zed URI within its copy control |evel, and
provide a count of the number of anonynmized URIs. To support this
scenario, we define a new ’'count’ attribute to a URl in the

reci pient-history XM_ resource list. It is expected that the ’count’
attribute is only used with anonynous URIs, although syntactically it
is possible to add a 'count’ attribute to any URI in any XM resource
list.

Initially, it may be thought that the 'anonym ze' attribute overl aps
with the "bcc" value of the 'copyControl’ attribute. However, there
are differences between them |If the sender qualifies a URl with a
"copyControl’ attribute of "bcc" in the recipient XM resource |ist,
the URI-list server will typically renpbve that URI fromthe

reci pient-history XM_ resource list (unless the URI-list server
decides to preserve a "bcc" marked URI when that URI is itself the
reci pient of the SIP request). Recipients of the SIP request will
not notice that one or nore extra "bcc" URIs al so received the
request. However, if the sender qualifies a URl with the "anonym ze

attribute in the recipient XM. resource list, the URI-list server
will replace the URI with an anonynous one in the recipient-history
list. Recipients of the SIP request will notice that there have been

one or nore additional recipients of the same request, but their URI'S
are not discl osed.
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4.

Extension to the Resource List Data Fornat

Thi s docunent defines an extension to the XM resource |list data
format [ RFC4826] that allows the sender to indicate a copy contro
attribute that qualifies a recipient with a copy control level. W
define a new 'copyControl’ attribute to the <entry> elenent of the
resource list docunent fornmat [ RFC4826]. The 'copyControl’ attribute
has simlar semantics to the type of destination address in enmi
systenms. It can take the values "to", "cc", and "bcc". A "to" value
of the 'copyControl’ attribute indicates that the resource is
considered a primary recipient of the SIP request. A "cc" val ue

i ndicates that the resource receives a carbon copy of the SIP
request. A "bcc" value indicates that the resource receives a blind
carbon copy of the SIP request (i.e., this URl is not disclosed to
other recipients of the SIP request). The default ’'copyControl

value is "bcc". That is, the absence of a 'copyControl’ attribute
MJST be treated as if the 'copyControl’” was set to "bcc".

When creating a recipient-history list, URI-list servers use "bcc"
"copyControl’ attributes to route SIP requests. In addition, URI-
list servers behave sinmilarly to email systens [ RFC2822] with respect
to the treatment of these URIs marked with a "bcc" copy control
because they have two ways of treating "bcc" marked URIs. URI-Iist
servers MJST treat these "bcc" marked URIs in either of the follow ng
two ways:

o URI-list servers MIST renove all URIs narked with a "bcc" copy
control in recipient-history lists. This mechanismallows URI-
list servers to send the same recipient-history list to each
reci pient of the SIP request. However, recipients who are tagged
with "bcc" values are not explicitly inforned about it.

o URI-list servers MIST preserve with a "bcc" copy control in the
recipient-history list the URI that identifies the recipient (if
any) and MJUST renove the remaining URIs marked with a "bcc" copy
control. Consequently, each recipient receives a different
recipient-history list. However, recipients who have been narked
with a "bcc" copy control are explicitly informed about it.

| mpl ement ations that are able to receive recipient-history lists nust
pay attention to the contents of the list. |If the recipient’s URl is
not included in the recipient-history list or if it is included but
tagged with a "bcc" copy control, then inplenentations SHOULD prevent
the user fromreplying to all the recipients of the SIP request.

This would allow the non-blind recipients to notice the existence of
blind recipients of the SIP request.
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A new 'anonyni ze’' attribute can be included in a <entry> el enent of
the resource list docunment format [ RFC4826]. |If set to a "true"
value, it provides an indication to the URI -list server for not

di sclosing the URI itself in a URI list sent to the recipient, but
instead to anonym ze the URI (i.e., nmaking it bogus in the recipient-
history XML resource list). URI-list servers can use URIs tagged
with the "anonym ze' attribute for routing SIP requests, but MJST
convert themto the SIP URl "sip:anonynous@nonynous.invalid" in
recipient-history lists. The default value of the 'anonym ze
attribute is "fal se".

There are occasions where the URI -list server encounters the same URl
entry duplicated in a resource list, where duplicated URI entries are
tagged with the same or different values of the ’'copyControl
attribute. There are no reasonabl e usages that justify duplicated

URIs in resource lists; thus, this is considered an error. URI-Ilist
servers should not send duplicated copies of the sane SIP request to
the same intended recipient. |In case the URI-1ist server encounters

the sane URI entry duplicated in a resource list, it should send at
nost a single copy of the request to that intended recipient. For
each set of duplicated URI entries, the URI -list server MJST sel ect
the hi ghest precedence value of the 'copyControl’ attribute for the
same intended recipient. The order of precedence of the val ues of
the "copyControl’ attribute is: "to", "cc", and "bcc". Once the URI-
list server has selected a value for the 'copyControl’ attribute of
an intended recipient, the UR -list server can continue processing
the request.

Processing of URIs tagged with a ’copyControl’ attribute set to a
"bcc" val ue has hi gher precedence over the 'anonynize' attribute.
Thus, if the 'copyControl’ of a URl is set to "bcc", the URI-1list
server MJST renove that URI fromthe recipient-history list, and the
"anonymi ze' attribute will be ignored. Therefore, the ’'anonynize
attribute is only useful for those URIs tagged with a ’'copyContr ol

of "to" or "cc".

A new 'count’ attribute can be also included in an <entry> el enent of
the resource list docunment format [ RFC4826]. It provides the nunber
of equal URIs. Typically, recipient lists created by UACs will not
have equal (or duplicate) URl entries; thus, it is not expected to
contain URIs tagged with "count’ attributes. However, recipient-
history lists can contain duplicated anonym zed URIs; therefore, it
is expected that recipient-history lists will contain ’count’
attributes. The default value of the ’'count’ attribute is "1".
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The 'copyControl’, '"anonym ze', and 'count’ attributes SHOULD be

i ncluded as nmodifiers of any of the child elenments included in the
<list> elenment of a resource list (e.g., attribute of the <entry> or
<external > el enents).

Section 5 describes the format of the 'copyControl’, 'anonym ze', and
"count’ attributes. Inplenentations according to this specification
MUST support this XM. schena

| mpl ement ati ons that receive recipient-history lists nust pay
attention to the contents of the list. |If the recipient’s URl is not
included in recipient-history list or if it is included but tagged
with a "bcc" copy control, then they SHOULD prevent the user from
replying to all the recipients of the SIP request. This would all ow
the non-blind recipients to notice the existence of blind recipients
in the original SIP request.

5. XM Schemn

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema target Namespace="urn:ietf: parans: xm : ns: copycontrol "
xm ns="urn:ietf:parans: xm :ns: copycontrol "
xm ns:rls="urn:ietf:params: xm : ns: resource-1|ists”
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<Xs:annot ati on>
<xs:document ation xm :|ang="en">
Adds the copyControl, anonym ze, and count attributes
to URIs included in a resource |ist.
</ xs: docunent ati on>
</ xs: annot ati on>

<xs:imnport namespace="urn:ietf:params: xm:ns:resource-|ists"”
schemaLocati on="urn:ietf:paranms: xm : schema: resource-1lists"/>

<xs:attribute name="copyControl ">
<xs: si npl eType>
<xs:restriction base="xs:string">
<XS:enuneration value="to"/>
<Xs:enuneration val ue="cc"/>
<XS:enuneration val ue="bcc"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
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<xs:attribute nane="anonym ze" type="xs:bool ean" default="fal se"/>
<xs:attribute name="count" type="xs:nonNegativel nteger"
defaul t="1"/>

</ xs: schema>
Figure 2: XM. schena of the extension to the resource |ist fornat
6. Exanples

This section shows two exanples of URI lists that can be included in
SIP requests. The first exanple in Figure 3 shows a recipient |ist
that the UAC sends to the URI-list server. This corresponds to a
list that will be included in the flow F2 in Figure 1. The recipient
list contains a flat list according to the resource |list data fornat
specified in RFC 4826 [ RFC4826]. Each resource indicates the copy
control of a resource with a 'copyControl’ attribute. Sone of the
resources are also marked with the "anonym ze' attribute. This

provides an indication to the URI-list service for not disclosing
their URIs in a recipient-history list. The last two <entry>
elements are marked with a ’copyControl’ attribute of "bcc". This
provides an indication to the URI -list server for renoving these URI's

in the recipient-history list.

<?xm version="1.0" encodi ng="UTF-8"7?>
<resource-lists xmns="urn:ietf:parans: xm:ns:resource-|ists"
xm ns: cp="urn:ietf:parans: xm : ns: copycontrol ">
<list>
<entry uri="sip:bill @xanple.com cp:copyControl ="to" />
<entry uri="sip:randy@xanpl e. net" cp: copyControl ="to"
cp: anonym ze="true"/>
<entry uri="sip: eddy@xanpl e. comt' cp: copyControl ="t 0"
cp: anonym ze="true"/ >
<entry uri="sip:joe@xanple.org" cp:copyControl ="cc" />
<entry uri="sip:carol @xanpl e.net" cp: copyControl ="cc"
cp: anonym ze="true"/ >
<entry uri="sip:ted@xanpl e.net" cp:copyControl ="bcc" />
<entry uri="sip:andy@xanpl e. com cp: copyControl ="bcc" />
</list>
</resource-lists>

Figure 3: Recipient list sent fromthe UACto the URI-list server

Upon receipt of the SIP request containing the recipient |ist of

Figure 3, the URI-list server creates a SIP request to each of the
URIs listed in the recipient list (so, in our exanple, it creates 7
SIP requests). The URI-list server processes the recipient |ist and

creates a recipient-history list that is included in each of the
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outgoing SIP requests. The process is as follows: the URI-1li st
server creates a new recipient-history list, based on the recipient
list, but with changes. First, it copies all the URIs (<entry>

el ements) marked with the "to" or "cc" ’'copyControl’ attributes,

whi ch do not contain an ’anonym ze’' attribute (or when the
"anonymni ze' attribute is set to "false"). Then all the URIs narked
with a 'copyControl’ attribute set to "to" and 'anonynize' attribute
set to "true" are replaced with the SIP anonynous UR

"si p: anonymous@nonymous.invalid'. In this entry, the UR -1i st
server also adds the original value of the 'copyControl’ attribute
("to" in our exanple), and it adds a ’'count’ attribute containing the
nunber of anonynous entries in this group ("2" in our exanple). Then
the URI-list server does the sane operation to the URIs tagged with
the "copyControl’ attribute set to "cc" and 'anonynize' attribute set
to "true", adding also the 'count’ attribute containing the nunmber of
anonymous attributes in this group ("1" in the exanple). Last, the
URI -1ist server renoves all URIs marked with the "bcc" ’copyContr ol
attribute. The resulting recipient-history list is show in

Fi gure 4.

<?xm version="1.0" encodi ng="UTF-8""?>
<resource-lists xm ns="urn:ietf:parans: xm:ns:resource-lists"
xm ns: cp="urn:ietf:params: xm :ns:copycontrol ">
<list>
<entry uri="sip:bill @xanpl e.com cp:copyControl ="to" />
<entry uri="sip:anonynmous@nonynous. i nvalid" cp: copyControl ="to"
cp:count="2"/>
<entry uri="sip:joe@xanple.org" cp:copyControl ="cc" />
<entry uri="sip:anonynmous@nonynous. i nvalid" cp: copyControl ="cc"
cp:count="1"/>
</list>
</resource-lists>

Figure 4: Recipient-history list sent fromthe URI-1ist server to
each reci pi ent

7. Carrying URI Lists in SIP

A SIP UAC (User Agent Client) that conposes a SIP request can include
a URI list with the extensions specified in this document to indicate
the list of intended recipients. On doing so, as specified in RFC
5363 [ RFC5363], the UAC adds a Content-Disposition [ RFC2183] header
field set to the value "recipient-list’. Typically UACs send these
"recipient-list’ bodies to URI-list services (this corresponds to
flow F1 in Figure 1). A body whose Content-Di sposition type is
"recipient-list’ contains a URl list that includes the intended

reci pients of the SIP request, something known throughout this
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docunent as a recipient list. The <entry> elenent in the URl |ist
MAY al so include a 'copyControl’ and 'anonym ze' attributes, as
specified in Section 4.

To be able to informintended recipients of who else is receiving a
copy of the SIP request, we define a new nail disposition type to be
included in a Content-Disposition [ RFC2183] header field of a SIP
request. The value of this new disposition type is '"recipient-list-
history’ and its purpose is to indicate a list of recipients that a
SIP request was sent to, something known throughout this document as
a recipient-history list. A body whose Content-Di sposition type is

"recipient-list-history’ contains a URl list with the visible
(i ncluding anonyni zed) recipients of the SIP request. The <entry>
element in the URI list MAY also include a 'copyControl’ and ’count’

attributes, as specified in Section 4.

On sending a SIP request that contains a recipient-history list, if
the intended recipient does not support this specification, the SIP
request should not fail. 1In order to ensure successful receipt of
the SIP requests that include '"recipient-list-history’ bodies, User
Agents (such as URI-list servers) that build SIP requests with the
Content-Di sposition header field set to 'recipient-list-history’
SHOULD add a "handling" paraneter [RFC3204] set to "optional™

O herwi se, the SIP request could fail and never be received by the
i ntended recipient.

Even t hough "Message Body Handling in SIP" [SIP_BODY] mandates
support for multipart bodies, |egacy recipients may not support them
In such a case, if the request sent by the relay to the recipient
needs to contain another body (e.g., a MESSAGE request carrying a
nessage in its body), the relay will not be able to use this

ext ensi on because the recipient would not be able to process a

mul tipart body with the original body plus the 'recipient-Ilist-

hi story’ body.

8. Security Considerations

RFC 5363 [ RFC5363] di scusses issues related to SIP URI-Iist services.
| mpl ement ati ons of this specification MJST foll ow the security-
related rules in RFC 5363 [ RFC5363]. These rules include opt-in
lists and nandatory authentication and authorization of clients.

User Agent Clients SHOULD NOT hand SIP requests containing URI-Iist
services to unauthenticated and untrusted parties. This is to avoid
man-in-the-mddl e attacks or acquiring URI lists for perform ng spam
attacks.
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URI lists may contain private information, such as SIP URIs. It is
therefore not desirable that these URI lists are known by third
parties. Eavesdroppers are able to watch URI lists contained in SIP

requests unless the SIP nmessage is sent over a secured channel, by
usi ng any of the available SIP nechanisns, such as Transport Layer
Security (TLS) [ RRFC4346], or unless the URI-list body itself is
encrypted with, e.g., SIMM: [RFC3851]. Therefore, it is RECOVMENDED
that URI-1ist bodies are encrypted with S/M M [ RFC3851] or that the
SIP request is encrypted with TLS [ RFC4346] or any other suitable
encryption mechani sm

Note that this URI |ist does not indicate the actual participants in
the session. It indicates only the URIs invited and that m ght
accept the request. It does not assert that these parties actually
exist, that they are reachable at the given URI, or that they have
accepted the invitation. No inferences about billing should be nade
fromthis information. 1t is subject to spoofing by |oading the |ist

with falsified content.

| ssuers of SIP request use the "bcc" copy control attribute described
in Section 4 to facilitate sending SIP requests to recipients without
revealing the URIs of one or nore of the other recipients.

M shandl i ng this use of "bcc" copy control has inplications for
confidential information that m ght be reveal ed, which could
eventually lead to security problens through know edge of even the
exi stence of a particular URI. For example, if using the first

met hod described in Section 4, where the "bcc" tagged URIs are
renoved fromthe recipient-history list, blind recipients have no
explicit indication that they have been sent a blind copy of the SIP
request, except insofar as their URI does not appear in the
recipient-history list. Because of this, one of the blind URI's could
potentially send a reply to all of the shown recipients and
accidentally reveal that the nmessage went to the blind recipient.
When the second nethod from Section 4 is used, the blind recipient’s
address appears in the recipient-history Iist of a separate copy of

the list. If the "bcc" tagged URI sent contains all of the "bcc"
tagged URIs, all of the "bcc" recipients will be seen by each "bcc"
recipient. Even if a separate nessage is sent to each "bcc"
recipient with only the individual’'s URI, inplenentations still need

to be careful to process replies to the nessage as per Section 4 so
as not to accidentally reveal the blind recipient to other
recipients.
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9. | ANA Consi derations

| ANA has made registrations according to the foll owi ng subsections: a
new di sposition type, a new XM. nanespace, and a new XM. schema

9.1. Disposition Type Registration

Section 7 defines a new 'recipient-list-history’ value of the Mi
Content Disposition Values registry. This value has been registered
in the ANA registry of Mail Content Disposition Values with the
followi ng registration data:

| recipient-list-history | the body contains a list of | [RFC5364]
| | URI's that indicates the | |
| | recipients of the request | |

Table 1: Registration of the "recipient-list-history’ Miil Content
Di sposition Val ue

9.2. XM Nanespace Registration

This section registers a new XML nanmespace in the | ANA XM registry,
as per the guidelines in RFC 3688 [ RFC3688] .

URI: The URI for this namespace is urn:ietf:parans: xm :ns:copycontro

Regi strant Contact: |ETF SIPPING working group (sipping@etf.org),
M guel Garcia-Martin (mguel.a.garcia@sricsson.conj.

XM.:

BEG N

<?xm version="1.0"?>

<I DOCCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
“http://ww. w3. org/ TR/ xht m - basi ¢/ xht ml - basi c10. dt d" >

<htm xm ns="http://ww. wW3. org/ 1999/ xht m ">

<head>
<nmeta http-equiv="content-type"

content="text/htm ;charset=i so-8859-1"/>

<title>Copy Control Nanespace</title>

</ head>

<body>
<hl>Nanmespace for the Copy Control Attribute Extension
in Resource Lists</hl>
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9. 3.

10.

11.

11.

<h2>urn:ietf:parans: xm : ns: copycontrol </ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc5364.txt">
RFC5364</ a>. </ p>
</ body>
</htm >
END

XM. Scherma Regi stration

This section registers a new XM_ schema in the | ANA XM. registry per
the procedures in RFC 3688 [ RFC3688].

URI: urn:ietf:parans:xm:schema: copycontro

Regi strant Contact: |ETF SIPPI NG working group (sipping@etf.org),
M guel Garcia-Martin (mguel.a.garcia@:ricsson.conj.

The XML for this schema can be found as the sole content of
Section 5.

Acknowl edgnent s

Thanks to Dean WIllis, Jari Urpal ai nen, Pekka Kuure, Atsushi Sato,
Bri an Rosen, Mary Barnes, Janes Polk, Brian E. Carpenter, and Chris
Newran for review ng this docurment and providi ng hel pful coments.

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2183] Troost, R, Dorner, S., and K Mdore, "Comrunicating
Presentation Information in Internet Messages: The
Content-Di sposition Header Field", RFC 2183, August 1997.

[ RFC3204] Zimmerer, E., Peterson, J., Vemuri, A, Ong, L., Audet,
F., Watson, M, and M Zonoun, "M ME nedia types for |SUP
and QSI G Obj ects", RFC 3204, Decenber 2001.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Canmarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol", RFC 3261
June 2002.

[ RFC3688] Meal ling, M, "The IETF XM Registry", BCP 81, RFC 3688,
January 2004.

Garcia-Martin & Camarillo St andards Track [ Page 14]



RFC 5364 Copy Control Attribute in Resource Lists Cct ober 2008

[ RFC3851] Ransdel |, B., "Secure/Miltipurpose |Internet Mi
Extensions (S/M ME) Version 3.1 Message Specification",
RFC 3851, July 2004.

[ RFC4346] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.1", RFC 4346, April 2006.

[ RFC4826] Rosenberg, J., "Extensible Markup Language (XM.) Fornmats
for Representing Resource Lists", RFC 4826, My 2007.

[ RFC5363] Camarillo, G and A B. Roach, "Framework and Security
Consi derations for Session Initiation Protocol (SIP) URI-
Li st Services", RFC 5363, Cctober 2008.

11.2. Informative References

[ RFC2822] Resnick, P., "lInternet Message Format", RFC 2822,
April 2001.

[ RFC5366] Camarillo, G and A Johnston, "Conference Establishment
Usi ng Request-Contained Lists in the Session Initiation
Protocol (SIP)", RFC 5366, Cctober 2008.

[ RFC5365] Garcia-Martin, M and G Camarillo, "Miltiple-Recipient
MESSAGE Requests in the Session Initiation Protoco
(SIP)", RFC 5365, October 2008.

[SIP_BODY] Camarillo, G, "Message Body Handling in the Session

Initiation Protocol (SIP)", Wrk in Progress,
August 2008.

Garcia-Martin & Camarillo St andards Track [ Page 15]



RFC 5364 Copy Control Attribute in Resource Lists Cct ober 2008

Aut hors’ Addr esses

M guel A Garcia-Martin
Eri csson

Via de | os Pobl ados 13
Madrid 28033

Spai n

EMai | : miguel . a. garcia@ricsson.com
Gonzal o Camarillo

Eri csson

Hirsalantie 11

Jorvas 02420

Fi nl and

EMai | : Gonzal o. Camaril |l o@ri csson. com

Garcia-Martin & Camarillo St andards Track [ Page 16]



RFC 5364 Copy Control Attribute in Resource Lists Cct ober 2008

Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.

Garcia-Martin & Camarillo St andards Track [ Page 17]






