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Abst r act

Thi s docunent describes the conventions for using the Boneh-Franklin
(BF) and Boneh-Boyen (BB1l) identity-based encryption algorithns in
the Cryptographic Message Syntax (CMS) to encrypt content-encryption
keys. Object identifiers and the convention for encoding a
recipient’s identity are al so defined.
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1. Introduction

Thi s docunent defines the way to use the Boneh-Franklin [IBCS] and
Boneh-Boyen [IBCS] identity-based encryption (IBE) public-key
algorithnms in the Cryptographi c Message Syntax (Cvs) [CMS]. IBE is a
publ i c-key technol ogy for encrypting content-encryption keys (CEKs)
that can be inplenmented within the framework of the CVS: the
recipient’s identity is incorporated into the Envel opedData CMS
content type using the O herRecipientinfo CHOCE in the Recipientlnfo
field as defined in Section 6.2.5 of [CM5]. This docunment does not
describe the inplenmentation of the BF and BBl al gorithns, which are
described in detail in [IBCS].

I BE al gorithns are a type of public-key cryptographic algorithmin
which the public key is calculated directly froma user’s identity

i nstead of being generated randomy. This requires a different set
of steps for encryption and decryption than would be used with other
public-key algorithns, and these steps are defined in Sections 4 and
5 of this docunent, respectively.

Thi s docunent al so defines the object identifiers and syntax of the
object that is used to define the identity of a message recipient.

CVB val ues and identity objects are defined using ASN. 1 [ ASN1].
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1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

1.2. | BE Overview

In addition to the client conmponents that are described in this
docunent, the follow ng additional components are required for a
conpl ete | BE messagi ng system

0 A Private-Key Generator (PKG. The PKG contains the
cryptographic material, known as a master secret, for
generating an individual’'s IBE private key. A PKG accepts an
| BE user’s private key request and, after successfully
aut henticating themin sone way, returns their |IBE private key.

0 A Public Paraneter Server (PPS). |BE system paraneters include
publicly sharable cryptographic material, known as |BE public
paraneters, and policy information for the PKG A PPS provides
a well-known | ocation for distribution of |IBE public paraneters
and policy information for the I BE PKG

The interactions of senders and receivers of |BE-encrypted nessages
are described in [IBE]. Al communications between users of an |IBE
system and the PPS or PKG MJUST be protected using TLS [TLS] as
described in [IBE]. This provides confidentiality and integrity of
all information that is delivered to users as well as authentication
of the PPS and PKG

2. Using ldentity-Based Encryption

To use IBE, the ori field in Recipientlnfo MIUST be used. The fields
are set as follows: oriType is set to i beORI Type; oriValue is set to
i beORI Val ue.

These fields have the follow ng nmeani ngs:

i beORI Type defines the object identifier (OD) that indicates that
the subsequent ibeORlValue is the information necessary to decrypt
the nessage using IBE. This field MJST be set to the foll ow ng:

i beORI Type OBJECT I DENTIFIER ::= {
joint-iso-itu(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
i bcs(1l) cns(4) ori-oid(1l) version(l)
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i beORI Val ue defines the identity that was used in the IBE al gorithm
to encrypt the CEK. This is an IBERecipientinfo type, which is
defined as follows:

| BEReci pi entI nfo ::= SEQUENCE ({
cnsVer si on | NTEGER { v3(3) },
keyFet chiet hod OBJECT | DENTI FI ER,
reci pientldentity |BEldentitylnfo,
serverinfo SEQUENCE SI ZE (1.. MAX) OF
O Dval uePai rs OPTI ONAL,
encr ypt edKey Encr ypt edKey

}
The fields of |BERecipientlnfo MJST be set as foll ows.

The cnsVersi on MJUST be set to 3.

The keyFetchMethod is the O D that defines the nmethod of retrieving
the private key that the recipient MIJST use. This SHOULD be set to
uri PPSO D [ I BE], which is defined to be the foll ow ng:

uri PPSO D OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
pps-schemas(3) ic-schemas(1l) pps-uri(1l) version(1l)

The recipientldentity is the data that the sender used to cal cul ate
the I BE public key that the sender used to encrypt the content-
encryption key. This recipientldentity is used to calculate |IBE
public and private keys as described in [IBCS]. This MJST be a DER
encoded [DER] IBElIdentitylnfo type [IBE], which is defined as

foll ows:

| BEl dentitylnfo ::= SEQUENCE {
district | A5Stri ng,
seri al | NTEGER,

i dentityType OBJECT | DENTI FI ER
i dentityDat a OCTET STRI NG

}

The identityType defines the format that is used to encode the
information that defines the identity of the recipient. This MJST be
set to cnsldentityO D to indicate that identityData contains an

Emai | | dentityData type. The value of cnsldentityOD is the

fol | owi ng:
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cnel dentityO D OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
keyschemas(2) icschemas(1l) email (1) version(1l)

The identityData MJUST be an Email ldentityData type, which is defined
as follows:

Emai | I dentityData ::= SEQUENCE {
rf c822Nane | A5Stri ng,
tine General i zedTi ne

}

The rfc822Nanme field is the emai|l address of the recipient in the
format defined in Section 4.2.1.6 of [PKIX] for the rfc822Nane
subj ect Alt Name variant. Rules for encoding Internet nail addresses
that include internationalized donmain nanes are specified in Section
7.5 of [PKIX]

The value of the time field is the UTC tine after which the sender
wants to let the recipient decrypt the nessage, so it may be called
the "not-before" tinme. This is usually set to the time when the
nessage is encrypted, but MAY be set to a future tinme. The val ue of
"time" MJUST be expressed in Greenwich Mean Tinme (Zulu), MJIST include
seconds (i.e., tines are always YYYYMVDDHHWESZ), even where the
nunber of seconds is equal to zero, and MJST be expressed to the
near est second.

The sender of an |IBE-encrypted nessage may want to express this tine
rounded to a tine interval to create a key lifetine. A key lifetine
reduces the nunber of |BE private keys that a recipient needs to

retrieve, but still forces the IBE user to periodically re-
aut henticate. Based on the tine interval chosen a recipient would
only have to retrieve a new | BE key once during the interval. To do

this, followthe steps below. Let "tine-interval" be the nunber of
seconds in this larger time interval.

1. Find the GeneralizedTinme for the not-before val ue.

2. Convert this CGeneralizedTine into the nunber of seconds since
January 1, 1970. Call this "total-time".

3. Calcul ate reduced-tine =
(floor (total-tinme / tine-interval)) * tine-interval.

4. Convert reduced-tinme to a CeneralizedTinme to get the not-before
"time" val ue.

An exanple of this algorithmfor conputing a one-week tinme interva
is as follows.
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1. Suppose that the CeneralizedTine is 20020401000000Z.

2. Then the total-tine is 1017612000.

3. Atine-interval of 1 week is 604800 seconds.
So the reduced-tine = (floor (1017612000 / 604800)) * 604800 =
1017273600.

4. This gives the GeneralizedTine formof the reduced-tine of
200203280000002Z.

When issuing | BE private keys, a PKG SHOULD NOT i ssue themtoo far
into the future. This restriction is to prevent an adversary who
obtains an | BE user’s authentication credentials fromrequesting
private keys far into the future and therefore negating the periodic
| BE user re-authentication that key lifetine provides. For exanple,
if a one-week period is chosen for the key lifetine, then IBE private
keys shoul d not be issued nore than one week in advance. O herwi se,
once an adversary gains access to the PKG via the stolen |IBE user
credentials, they can request all future keys and negate the |BE user
aut hentication restraints in place.

The serverlnfo is an optional sequence of O D value pairs that are
defined to be the follow ng:

O Dval uePai rs ::= SEQUENCE {
fieldl D OBJECT | DENTI FI ER
fieldData  OCTET STRI NG

}

These can be used to convey any other information that m ght be used
by a PKG  Exanpl es of such information could include the user
interface that the recipient will experience. Differences in the
user interface could include |ocalization information or comercia
branding information. A client MJUST ignore any part of serverlnfo
that it is unable to process.

The encryptedKey is the result of encrypting the CEK with an |IBE
algorithmusing recipientidentity as the I BE public key.

3. Key Encryption Algorithmldentifiers

The BF and BB1 al gorithms as defined in [I1BCS] have the follow ng
object identifiers. These object identifiers are also defined in the
ASN. 1 nodule in [IBCS].

bf OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
i bcs(1l) ibcsl(1l) ibe-algorithms(2) bf(1)

Martin & Schertler I nf or mati onal [ Page 6]



RFC 5409 Using I BE with CVB January 2009

This is the object identifier that MJUST be inserted in the
keyEncrypti onAl gorithmfield in the CMS when the BF algorithmis used
to encrypt the CEK

bbl OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
i bcs(1l) ibcsl(1) ibe-algorithms(2) bbl(2)

This is the object identifier that MJST be inserted in the
keyEncryptionAlgorithmfield in the CM5 when the BBl
algorithmis used to encrypt the CEK

4. Processing by the Sender

The sender of a nmessage that uses IBE to encrypt content-
encryption keys perfornms the follow ng steps:

1. Selects a set of IBE public paraneters to use in the
subsequent steps in accordance with his local security
policy. He then determines the URI where the public
par anmeters can be obtai ned using the process described in
[IBE]. This informati on MJUST be encoded in the
| BEI dentityl nfo as described in Section 2.

2. Sets the fields of an O herRecipientlnfo object to
their appropriate values as described in Section 2.

3. Calculates an I BE public key as defined in [|BCS]
using this IBEldentitylnfo as the identity information.

4. This IBE public key is then used to encrypt the
content-encryption key (CEK), using the algorithms that are
defined in [IBCS].

5. Sets encryptedKey to the |IBE-encrypted CEK

6. Wthin the CV5, keyEncryptionAl gorithm MJST then be
set to the appropriate OD for the IBE al gorithmthat was
used (see Section 3).

5. Processing by the Receiver
Upon receiving a message that has a CEK encrypted with |IBE

the recipient perfornms the followi ng steps to decrypt the
CEK:
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1. Determnes that the CEK is | BE-encrypted by noting that
the ori Type of the OtherRecipientinfo type is set to
i beORI Type.

2. Determines that the recipientlidentity was used as the
identity in IBE encryption of the CEK

3. Determines the location of the |BE public paraneters
and the I BE Private Key Generator as described in

[1BE].

4. Cbtains the IBE public paranmeters fromthe | ocation
determined in Step 3 using the process defined in

[1BE].

5. phtains the IBE private key needed to decrypt the
encrypted CEK using the process defined in [IBE].

6. Decrypts the CEK using the IBE private key obtained in
Step 4 using the algorithns described in [IBCS].

6. ASN 1 Mdule

The following ASN. 1 nodul e summari zes the ASN. 1 definitions
defined by this docunent.

| BECMS- nodul e {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
i bcs(1l) cns(4) nodul e(5) version(1)

DEFINITIONS IMPLICIT TAGS ::= BEG N
| MPORTS | BEl dentitylnfo, uriPPSO D FROM

| BEARCH nodul e { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) identicrypt(114334) ibcs(1)
i bearch(5) modul e(5) version(1l)

| BEQt her Reci pi entInfo ::= SEQUENCE ({
ori Type OBJECT | DENTI FI ER
ori Value |BERecipientlnfo

}
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i beORI Type OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)

i bcs(1l) cnms(4) ori-oid(1l) version(l)

| BEReci pi entInfo ::= SEQUENCE ({
cnsVer si on | NTEGER { v3(3) },
keyFet chMet hod OBJECT | DENTI FI ER,
reci pientldentity |BEldentitylnfo,
serverinfo SEQUENCE SI ZE (1..MAX) OF
O DVal uePai rs OPTI ONAL,
encr ypt edKey Encr ypt edKey

O Dval uePai rs ::= SEQUENCE {
fieldl D OBJECT | DENTI FI ER,
fieldData  OCTET STRI NG

}
Encrypt edKey ::= OCTET STRI NG

Enai | I dentityData ::= SEQUENCE {
rf c822Nane | A5Stri ng,
tinme CGeneral i zedTi e

}

cnsl dentityO D OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
keyschemas(2) icschemas(1l) enmmil (1) version(1l)

END

7. Security Considerations

Thi s docunent is based on [CM5], [IBCS], and [IBE], and the rel evant
security considerations of those docunents apply.

7.1. Attacks outside the Scope of This Docunent
Attacks on the cryptographic algorithns that are used to inplenent

| BE are outside the scope of this docunment. Such attacks are
detailed in [IBCS], which defines paraneters that give 80-bit,
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112-bit, 128-bit, and 256-bit encryption strength. W assune that
capabl e adm nistrators of an | BE systemwi |l sel ect paraneters that
provide a sufficient resistance to cryptanal ytic attacks by
adversari es.

Attacks that give an adversary the ability to access or change the
informati on on a PPS or PKG, especially the cryptographic materia
(referred to in this docunent as the master secret), will defeat the
security of an IBE system |In particular, if the cryptographic
material is conprom sed, the adversary will have the ability to
recreate any user’s private key and therefore decrypt all messages
protected with the corresponding public key. To address this
concern, it is highly RECOMVENDED t hat best practices for physica
and operational security for PPS and PKG servers be foll owed and t hat
these servers be configured (sonetinmes known as hardened) in
accordance with best current practices [NIST]. An |IBE system SHOULD
be operated in an environment where illicit access to the PKG or the
ability to nodify the information distributed by the PPS is
infeasible for attackers to obtain

Attacks that require administrative access or |BE-user-equival ent
access to machi nes used by either the client or the server components
defined in this docunent are al so outside the scope of this docunent.

We al so assune that all adm nistrators of a systeminplenenting the
protocols that are defined in this docunent are trustworthy and wl|
not abuse their authority to bypass the security provided by an | BE
system This is of particular inportance with an | BE system for an
adm ni strator of a PKG could potentially abuse his authority and
configure the PKGto grant himany IBE private key that the PKGis
capabl e of calculating. To nminimze the possibility of
adnmi ni strators doing this, a systeminpl enenting | BE SHOULD i npl enent
n-out-of-mcontrol for critical administrative functions and SHOULD
mai ntai n auditable | ogs of all security-critical events that occur in
an operating |BE system

Simlarly, we assunme that users of an IBE systemwi || behave
responsi bly, not sharing their authentication credentials with
others. Thus, attacks that require such assunptions are outside the
scope of this docunent.

7.2. Attacks within the Scope of This Docunent

Attacks within the scope of this docunent are those that allow an
adversary to

o passively monitor information transmtted between users of an
| BE system and the PPS and PKG
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o nmasquerade as a PPS or PKG
o performa denial-of-service (DoS) attack on a PPS or PKG
o easily guess an IBE user’s authentication credentia

7.3. Attacks to Wiich the Protocols Defined in This Document
Are Susceptible

Al'l conmuni cati ons between users of an IBE system and the PPS or PKG
are protected using TLS [TLS]. The IBE systemdefined in this
docunent provides no additional security for the comruni cations

bet ween | BE users and the PPS or PKG  Therefore, the described |IBE
systemis conpletely dependent on the TLS security nmechani sns for

aut hentication of the PKG or PPS server and for confidentiality and
integrity of the communications. Should there be a conprom se of the
TLS security mechanisms, the integrity of all conmunications between
an | BE user and the PPS or PKG wi Il be suspect.

The protocols defined in this docunent do not explicitly defend

agai nst an attacker nasquerading as a legitimate I BE PPS or PKG The
protocols rely on the server authentication nechani smof TLS [TLS].
In addition to the TLS server authentication nechanism |BE client
software can provide protection against this possibility by providing
user interface capabilities that allows users to visually determ ne
that a connection to PPS and PKG servers is legitimate. This
addi ti onal capability can hel p ensure that users cannot easily be
tricked into providing valid authorization credentials to an
attacker.

The protocols defined in this docunment are also vul nerable to attacks
agai nst an | BE PPS or PKG Denial-of-service attacks agai nst either
conponent can result in users unable to encrypt or decrypt using |IBE
and users of an | BE system SHOULD take the appropriate
count er neasures [DOS, BGPDOS] that their use of |IBE requires.

The | BE user authentication nmethod used by an | BE PKG SHOULD be of

sufficient strength to prevent attackers from easily guessing the |IBE
user’s authentication credentials through trial and error
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