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Abst ract

Thi s specification defines the Control And Provisioning of Wrel ess
Access Points (CAPWAP) Protocol, neeting the objectives defined by
the CAPWAP Working Group in RFC 4564. The CAPWAP protocol is
designed to be flexible, allowing it to be used for a variety of

wi rel ess technol ogi es. This docunment describes the base CAPWAP
protocol, while separate binding extensions will enable its use with
additional wireless technol ogi es.
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1. Introduction

Thi s docunent describes the CAPWAP protocol, a standard,

i nteroperabl e protocol that enables an Access Controller (AC) to
manage a collection of Wreless Term nation Points (WPs). The
CAPWAP protocol is defined to be independent of Layer 2 (L2)

technol ogy, and neets the objectives in "Cbjectives for Control and
Provi si oning of Wreless Access Points (CAPWAP)" [ RFC4564].

The emergence of centralized | EEE 802.11 Wrel ess Local Area Network
(W.AN) architectures, in which sinple | EEE 802.11 WIPs are nanaged by
an Access Controller (AC), suggested that a standards-based,

i nteroperabl e protocol could radically sinplify the depl oynent and
managenment of wireless networks. WPs require a set of dynamc
managenent and control functions related to their primary task of
connecting the wireless and wired mediunms. Traditional protocols for
managi ng WIPs are either manual static configuration via HITP,
proprietary Layer 2-specific or non-existent (if the WIPs are self-
contained). An |EEE 802.11 binding is defined in [ RFC5416] to
support use of the CAPWAP protocol with | EEE 802. 11 W.AN net wor ks.

CAPWAP assumes a network configuration consisting of multiple WIPs
conmuni cating via the Internet Protocol (IP) to an AC. WPs are
viewed as renote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two nodes of operation: Split and
Local MAC (medi um access control). In Split MAC node, all L2

Wi rel ess data and managenent franes are encapsul ated via the CAPWAP
prot ocol and exchanged between the AC and the WIP. As shown in
Figure 1, the wireless franes received froma nobile device, which is
referred to in this specification as a Station (STA), are directly
encapsul ated by the WIP and forwarded to the AC.

+-+ wirel ess frames +-+
| o N
| O |
| |wireless PHY/ | | CAPVWAP | |
| | MAC subl ayer | | |

+- + +- + +- +
STA WIP AC

Figure 1. Representative CAPWAP Architecture for Split MAC

The Local MAC nobde of operation allows for the data frames to be
either locally bridged or tunneled as 802.3 franes. The latter
inmplies that the WIP perfornms the 802.11 Integration function. In
either case, the L2 wirel ess managenent franes are processed |locally
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by the WIP and then forwarded to the AC. Figure 2 shows the Loca
MAC node, in which a station transnmts a wireless franme that is
encapsul ated in an 802.3 frane and forwarded to the AC

+-+wirel ess franes +-+ 802.3 franes +-+
| [ | e |
| | | | | |
| e | e ]
| |wirel ess PHY/ | ] CAPWAP | |
| | MAC subl ayer | | |

+- + +- + +- +
STA WP AC

Figure 2: Representative CAPWAP Architecture for Local MAC

Provisioning WIPs with security credentials and managi ng whi ch WIPs
are authorized to provide service are traditionally handl ed by
proprietary solutions. Allowi ng these functions to be perforned from
a centralized AC in an interoperable fashion increases nmanageability
and all ows network operators to nore tightly control their wreless
networ k infrastructure.

1.1. Coals
The goals for the CAPWAP protocol are |listed bel ow

1. To centralize the authentication and policy enforcement functions
for a wireless network. The AC may al so provide centralized
bri dgi ng, forwardi ng, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
hi gher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wred LANs.

2. To enable shifting of the higher-level protocol processing from
the WIP. This leaves the tinme-critical applications of wreless
control and access in the WIP, maki ng efficient use of the
conputing power available in WIPs, which are subject to severe
cost pressure.

3. To provide an extensible protocol that is not bound to a specific
wirel ess technol ogy. Extensibility is provided via a generic
encapsul ati on and transport nechani sm enabling the CAPWAP
protocol to be applied to nany access point types in the future,
via a specific wrel ess binding.

The CAPWAP protocol concerns itself solely with the interface between

the WIP and the AC. Inter-AC and station-to-AC communi cation are
strictly outside the scope of this docunent.
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1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Contributing Authors

This section lists and acknow edges the authors of significant text
and concepts included in this specification.

The CAPWAP Wor ki ng Group sel ected the Lightweight Access Point
Protocol (LWAPP) [LWAPP] to be used as the basis of the CAPWAP
protocol specification. The follow ng people are authors of the
LWAPP docunent :

Bob O Hara
Enai | : bob. ohara@onputer.org

Pat Cal houn, Cisco Systens, Inc.
170 West Tasman Drive, San Jose, CA 95134
Phone: +1 408-902-3240, Email: pcal houn@i sco. com

Rohit Suri, Cisco Systens, Inc.
170 West Tasman Drive, San Jose, CA 95134
Phone: +1 408-853-5548, Enmil: rsuri @i sco.com

Nancy Cam W nget, Cisco Systens, Inc.
170 West Tasman Drive, San Jose, CA 95134
Phone: +1 408-853-0532, Emmil: ncamm ng@i sco.com

Scott Kelly, Aruba Networks
1322 Crossnman Ave, Sunnyval e, CA 94089
Phone: +1 408-754-8408, Email: skelly@rubanetworks. com

M chael denn WIlianms, Nokia, Inc.
313 Fairchild Drive, Muntain View, CA 94043
Phone: +1 650-714-7758, Email: M chael . G WII|ians@\oki a. com

Sue Hares, Geen Hlls Software
825 Victors Way, Suite 100, Ann Arbor, M 48108
Phone: +1 734 222 1610, Enmil: shares@dzh. com

Dat agram Transport Layer Security (DTLS) [RFC4347] is used as the

security solution for the CAPWAP protocol. The follow ng people are
aut hors of significant DILS-related text included in this docunent:
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Scott Kelly, Aruba Networks

1322 Crossnman Ave, Sunnyval e, CA 94089
Phone: +1 408-754-8408

Emai | : skel | y@r ubanet wor ks. com

Eric Rescorla, Network Resonance
2483 El Camino Real, #212,Palo Alto CA, 94303
Emmi | : ekr @et wor kr esonance. com

The concept of using DILS to secure the CAPWAP protocol was part of
the Secure Light Access Point Protocol (SLAPP) proposal [SLAPP]. The
foll owi ng people are authors of the SLAPP proposal

Part ha Nar asi mhan, Aruba Networks

1322 Crossnman Ave, Sunnyvale, CA 94089
Phone: +1 408-480-4716

Emai | : part ha@r ubanet wor ks. com

Dan Har ki ns

Trapeze Networks

5753 W Las Positas Blvd, Pleasanton, CA 94588
Phone: +1-925-474-2212

EMai | : dharki ns@r pz. com

Subbu Ponnuswany, Aruba Networks

1322 Crossnman Ave, Sunnyvale, CA 94089
Phone: +1 408-754-1213

Emai | : subbu@r ubanet wor ks. com

The foll ow ng individuals contributed significant security-rel ated
text to the docunent [ RFC5418]:

T. Charles O ancy, Laboratory for Tel econmuni cations Sciences,
8080 Greennead Drive, College Park, NMD 20740
Phone: +1 240-373-5069, Email: clancy@tsnet. net

Scott Kelly, Aruba Networks
1322 Crossnman Ave, Sunnyval e, CA 94089
Phone: +1 408-754-8408, Enmil: scott @yperthought.com
1.4. Term nol ogy
Access Controller (AC: The network entity that provides WIP access

to the network infrastructure in the data plane, control plane,
managenment pl ane, or a conbi nation therein
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CAPWAP Control Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC control port, WP control port, and the
transport-1layer protocol (UDP or UDP-Lite) over which CAPWAP Contro
packets are sent and received.

CAPWAP Data Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC data port, WP data port, and the
transport-1layer protocol (UDP or UDP-Lite) over which CAPWAP Dat a
packets are sent and received.

Station (STA): A device that contains an interface to a wireless

medi um (VW) .

Wrel ess Termination Point (WIP): The physical or network entity that
contains an RF antenna and wirel ess Physical Layer (PHY) to transnit
and receive station traffic for wirel ess access networks.

Thi s docunent uses additional term nology defined in [ RFC3753].
2. Protocol Overview

The CAPWAP protocol is a generic protocol defining AC and WIP contro
and data pl ane conmuni cation via a CAPWAP protocol transport
mechani sm  CAPWAP Control nessages, and optionally CAPWAP Dat a
nessages, are secured using Datagram Transport Layer Security (DTLS)
[ RFC4347]. DILS is a standards-track | ETF protocol based upon TLS.
The underlying security-related protocol nechanisns of TLS have been
successful ly depl oyed for many years.

The CAPWAP protocol transport |ayer carries tw types of payl oad,
CAPWAP Dat a nessages and CAPWAP Control mnessages. CAPWAP Data
nessages encapsul ate forwarded wirel ess frames. CAPWAP protoco
Control messages are managenent messages exchanged between a WIP and
an AC. The CAPWAP Data and Control packets are sent over separate
UDP ports. Since both data and control packets can exceed the

Maxi mum Transni ssion Unit (MIU) | ength, the payload of a CAPWAP Data
or Control mnessage can be fragnented. The fragnmentation behavior is
defined in Section 3.

The CAPWAP Protocol begins with a Discovery phase. The WIPs send a
Di scovery Request nessage, causing any Access Controller (AQ
receiving the nessage to respond with a Di scovery Response nessage.
Fromthe Di scovery Response nessages received, a WIP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WIP will need some anount of pre-
provisioning, which is specified in Section 12.5. CAPWAP prot oco
messages will be fragmented to the maxi mnum | ength di scovered to be
supported by the network.
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Once the WIP and the AC have conpl eted DTLS session establishment, a
configurati on exchange occurs in which both devices agree on version
information. During this exchange, the WIP nay receive provisioning
settings. The WIP is then enabl ed for operation.

When the WIP and AC have conpl eted the version and provision exchange
and the WIP is enabl ed, the CAPWAP protocol is used to encapsul ate
the wirel ess data franes sent between the WIP and AC. The CAPWAP
protocol will fragnent the L2 frames if the size of the encapsul ated
Wi rel ess user data (Data) or protocol control (Minagenent) franes
causes the resulting CAPWAP protocol packet to exceed the MIU
supported between the WIP and AC. Fragnmented CAPWAP packets are
reassenbled to reconstitute the original encapsul ated payl oad. MIU
Di scovery and Fragnentation are described in Section 3.

The CAPWAP protocol provides for the delivery of commands fromthe AC
to the WIP for the managenent of stations that are communicating with
the WIP. This may include the creation of |ocal data structures in
the WIP for the stations and the collection of statistica

i nformation about the conmuni cati on between the WIP and the stations.
The CAPWAP protocol provides a mechanismfor the AC to obtain
statistical information collected by the WP.

The CAPWAP protocol provides for a keep-alive feature that preserves
the communi cati on channel between the WIP and AC. If the AC fails to
appear alive, the WIP will try to discover a new AC

2.1. Wreless Binding Definition

The CAPWAP protocol is independent of a specific WIP radio
technol ogy, as well its associated wireless link |ayer protocol
El ements of the CAPWAP protocol are designed to acconmpdate the
speci fic needs of each wireless technology in a standard way.

| mpl ement ati on of the CAPWAP protocol for a particular wreless
technol ogy MJST foll ow the binding requirenents defined for that
t echnol ogy.

When defining a binding for wireless technol ogi es, the authors MJST
i ncl ude any necessary definitions for technol ogy-specific nmessages
and all technol ogy-specific nessage el ements for those nmessages. At
a mnimum a binding MIJST provide:

1. The definition for a binding-specific Statistics nessage el enent,
carried in the WIP Event Request message.

2. A message elenment carried in the Station Configuration Request
message to configure station information on the WIP.

Cal houn, et al. St andards Track [ Page 12]



RFC 5415 CAPWAP Prot ocol Specification March 2009

3. A WP Radio Infornation nessage elenent carried in the Discovery,
Primary Discovery, and Join Request and Response nessages,
i ndi cating the binding-specific radio types supported at the WP
and AC.

I f technol ogy-specific nmessage elenents are required for any of the
exi sting CAPWAP nessages defined in this specification, they MJST
al so be defined in the technol ogy bindi ng docunent.

The nam ng of bindi ng-specific message el ements MUST begin with the
nane of the technology type, e.g., the binding for |EEE 802.11
provided in [ RFC5416], begins with "I EEE 802. 11".

The CAPWAP bi ndi ng concept MJUST al so be used in any future
specifications that add functionality to either the base CAPWAP

prot ocol specification, or any published CAPWAP bi ndi ng
specification. A separate WIP Radi o Informati on nmessage el ement MJST
be created to properly advertise support for the specification. This
nmechani sm al l ows for future protocol extensibility, while providing
the necessary capabilities advertisenment, through the WP Radi o

I nformati on nmessage el ement, to ensure WIP/ AC i nteroperability.

2.2. CAPWAP Session Establishnment Overview

This section describes the session establishnment process nessage
exchanges between a CAPWAP WIP and AC. The annotated | adder di agram
shows the AC on the right, the WIP on the left, and assunmes the use
of certificates for DILS authentication. The CAPWAP protocol state
machine is described in detail in Section 2.3. Note that DTLS all ows
certain nessages to be aggregated into a single frame, which is
denoted via an asterisk in Figure 3.

[----------- begi n optional discovery ------------ ]

Di scover Request

.................................... >
Di scover Response
=<
[----------- end optional discovery ------------ ]
(-- begin DTLS handshake --)
ClientHello
____________________________________ >
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Hel | oVeri f yRequest (with cookie)

Lo e e e e e e e e e e e e e e e e e e e e e e e mm = -
ClientHell o (with cookie)
____________________________________ >
Server Hel | o,
Certificate,
Server Hel | oDone*

L e e e e e e e e e e e e m e mmm e —— - -

(-- WIP callout for AC authorization --)
Certificate (optional),
d i ent KeyExchange,
CertificateVerify (optional),
ChangeCi pher Spec,
Fi ni shed*
(-- AC callout for WIP aut horization --)
ChangeCi pher Spec,
Fi ni shed*

(-- DITLS session is established now --)

Joi n Request

[-- Join State Conplete --]
(-- assume inmage is up to date --)

Configuration Status Request

[-- Data Check State Conplete --]
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(-- enter RUN state --)

Echo Request

____________________________________ >
Echo Response
=
Event Request
.................................... >
Event Response
Cm e e e e e e e e e e e e e e e e e e m e mm e m— e — - - - - -

Figure 3: CAPWAP Control Protocol Exchange

At the end of the illustrated CAPWAP nessage exchange, the AC and WIP
are securely exchangi ng CAPWAP Control nessages. This illustration
is provided to clarify protocol operation, and does not include any
possi bl e error conditions. Section 2.3 provides a detailed
description of the correspondi ng state machine.

2.3. CAPWAP State Machi ne Definition

The followi ng state diagramrepresents the |ifecycle of a WIP-AC
session. Use of DILS by the CAPWAP protocol results in the
juxtaposition of two nom nally separate yet tightly bound state

machi nes. The DTLS and CAPWAP st ate machi nes are coupl ed through an
APl consisting of commands (see Section 2.3.2.1) and notifications
(see Section 2.3.2.2). Certain transitions in the DILS state nachi ne
are triggered by comands fromthe CAPWAP state nmachi ne, while
certain transitions in the CAPWAP state machine are triggered by
notifications fromthe DTLS state nmachine.
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Fi gure 4. CAPWAP Integrated State Machi ne
The CAPWAP protocol state machine, depicted above, is used by both

the AC and the WIP. In cases where states are not shared (i.e., not
i npl enented in one or the other of the AC or WIP), this is explicitly
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2.

3.

called out in the transition descriptions below. For every state
defined, only certain nessages are pernmtted to be sent and received.
The CAPWAP Control nessage definitions specify the state(s) in which
each message is valid.

Since the WIP only conmmunicates with a single AC, it only has a
single instance of the CAPWAP state nmamchine. The state nachi ne works
differently on the AC since it conmmuni cates with many WIPs. The AC
uses the concept of three threads. Note that the termthread used
here does not necessarily inply that inplenmenters must use threads,
but it is one possible way of inplenmenting the AC s state machi ne.

Li stener Thread: The AC s Listener thread handl es i nbound DTLS
sessi on establishnent requests, through the DTLSLi sten comand.
Upon creation, the Listener thread starts in the DILS Setup state.
Once a DTLS session has been validated, which occurs when the
state machine enters the "Authorize" state, the Listener thread
creates a WIP session-specific Service thread and state context.
The state nmachine transitions in Figure 4 are represented by
nunerals. It is necessary for the ACto protect itself against
various attacks that exist with non-authenticated franes. See
Section 12 for nore information.

Di scovery Thread: The AC s Discovery thread is responsible for
recei ving, and responding to, Discovery Request nessages. The
state nmachine transitions in Figure 4 are represented by numerals.
Note that the Discovery thread does not nmintain any per-WP-
specific context information, and a single state context exists.
It is necessary for the ACto protect itself against various
attacks that exist with non-authenticated frames. See Section 12
for nore information.

Servi ce Thread: The AC s Service thread handl es the per-WP states,
and one such thread exi sts per-WP connection. This thread is
created by the Listener thread when the Authorize state is
reached. Wen created, the Service thread inherits a copy of the
state nmachine context fromthe Listener thread. When
conmuni cation with the WIP is conplete, the Service thread is
termi nated and all associ ated resources are rel eased. The state
machi ne transitions in Figure 4 are represented by al phabetic and
punctuation characters.

1. CAPWAP Protocol State Transitions

This section describes the various state transitions, and the events
that cause them This section does not discuss interactions between
DTLS- and CAPWAP-specific states. Those interactions, and DTLS-
specific states and transitions, are discussed in Section 2.3.2.
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Start to Idle (0): This transition occurs once device initialization
is conplete.

WP: This state transition is used to start the WIP' s CAPWAP
state nmachi ne.

AC: The AC creates the Discovery and Listener threads and starts
the CAPWAP st ate nachi ne.

Idle to Discovery (1): This transition occurs to support the CAPWAP
di scovery process.

WIP: The WIP enters the Discovery state prior to transmtting the
first Discovery Request nessage (see Section 5.1). Upon
entering this state, the WIP sets the Di scoverylnterval
timer (see Section 4.7). The WP resets the D scoveryCount
counter to zero (0) (see Section 4.8). The WP also clears
all information fromACs it nay have received during a
previ ous Di scovery phase.

AC: This state transition is executed by the AC s Discovery
thread, and occurs when a Di scovery Request nessage is
received. The AC SHOULD respond with a Di scovery Response
nessage (see Section 5.2).

Di scovery to Discovery (#): 1In the Discovery state, the WP
determ nes to which AC to connect.

WIP: This transition occurs when the Discoverylnterval tiner
expires. If the WIP is configured with a list of ACs, it
transmts a Discovery Request nessage to every AC from which
it has not received a Discovery Response nessage. For every
transition to this event, the WIP increnents the
Di scoveryCount counter. See Section 5.1 for nore
i nformati on on how the WIP knows the ACs to which it should
transmt the Discovery Request nessages. The WIP restarts
the Discoverylnterval tiner whenever it transnits Discovery
Request nessages.

AC: This is an invalid state transition for the AC

Di scovery to Idle (2): This transition occurs on the AC s Di scovery
thread when the Di scovery processing is conplete.

WP: This is an invalid state transition for the WP.
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AC: This state transition is executed by the AC s Discovery
thread when it has transmitted the D scovery Response, in
response to a Di scovery Request.

Di scovery to Sulking (!): This transition occurs on a WIP when AC
Di scovery fails.

WIP: The WIP enters this state when the Discoverylnterval tiner
expires and the Di scoveryCount variable is equal to the
MaxDi scoveries variable (see Section 4.8). Upon entering
this state, the WIP MJUST start the Silentlnterval tinmer.
While in the Sulking state, all received CAPWAP pr ot ocol
nessages MJST be ignored.

AC: This is an invalid state transition for the AC

Sulking to Idle (@: This transition occurs on a WIP when it mnust
restart the Discovery phase.

WIP: The WIP enters this state when the Silentinterval tiner (see
Section 4.7) expires. The Fail edDTLSSessi onCount,
Di scoveryCount, and Fail edDTLSAut hFai | Count counters are
reset to zero.

AC: This is an invalid state transition for the AC

Sulking to Sulking (&: The Sulking state provides the silent
period, minimzing the possibility for Denial-of-Service (DoS)
attacks.

WIP: Al packets received fromthe AC while in the sulking state
are ignored.

AC: This is an invalid state transition for the AC

Idle to DILS Setup (3): This transition occurs to establish a secure
DTLS session with the peer.

WIP: The WIP initiates this transition by invoking the DTLSStart
conmand (see Section 2.3.2.1), which starts the DILS session
establishnent with the chosen AC and the WaitDILS timer is
started (see Section 4.7). Wen the Discovery phase is
bypassed, it is assuned the WIP has | ocally configured ACs.
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Upon entering the Idle state fromthe Start state, the newy
created Listener thread autonmatically transitions to the
DTLS Setup and i nvokes the DTLSLi sten conmand (see

Section 2.3.2.1), and the WaitDTLS tinmer is started (see
Section 4.7).

Di scovery to DTLS Setup (%9: This transition occurs to establish a
secure DTLS session with the peer.

WIP:

AC:

The WIP initiates this transition by invoking the DILSSt art

command (see Section 2.3.2.1), which starts the DILS session
establishment with the chosen AC. The decision of to which

AC to connect is the result of the D scovery phase, which is
described in Section 3.3.

This is an invalid state transition for the AC

DTLS Setup to Idle ($): This transition occurs when the DILS
connection setup fails.

WIP:

AC:

The WIP initiates this state transition when it receives a
DTLSEst abl i shFail notification fromDILS (see

Section 2.3.2.2), and the Fail edDTLSSessi onCount or the

Fai | edDTLSAut hFai | Count counter have not reached the val ue
of the MaxFail edDTLSSessi onRetry vari abl e (see Section 4.8).
This error notification aborts the secure DTLS session
establishment. Wen this notification is received, the

Fai | edDTLSSessi onCount counter is increnmented. This state
transition also occurs if the WaitDILS timer has expired.

This is an invalid state transition for the AC

DTLS Setup to Sulking (*): This transition occurs when repeated
attenpts to set up the DTLS connection have fail ed.

WIP:

AC:

The WIP enters this state when the Fail edDTLSSessi onCount or
t he Fail edDTLSAut hFai | Count counter reaches the val ue of the
MaxFai | edDTLSSessi onRetry vari able (see Section 4.8). Upon
entering this state, the WIP MJST start the Silentlnterva
timer. Wiile in the Sulking state, all received CAPWAP and
DTLS protocol nessages recei ved MJST be ignored.

This is an invalid state transition for the AC

DTLS Setup to DTLS Setup (4): This transition occurs when the DTLS
Session failed to be established.

WIP:

Cal houn,

This is an invalid state transition for the WP
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The AC s Listener initiates this state transition when it
receives a DTLSEstablishFail notification from DILS (see
Section 2.3.2.2). This error notification aborts the secure
DTLS session establishnment. Wen this notification is

recei ved, the Fail edDTLSSessi onCount counter is incremented.
The Listener thread then invokes the DILSLi sten comand (see
Section 2.3.2.1).

DTLS Setup to Authorize (5): This transition occurs when an i ncom ng
DTLS session is being established, and the DTLS stack needs
aut horization to proceed with the session establishnent.

WIP:

AC:

This state transition occurs when the WP receives the
DTLSPeer Aut hori ze notification (see Section 2.3.2.2). Upon
entering this state, the WIP perforns an authorization check
agai nst the AC credentials. See Section 2.4.4 for nore

i nformati on on AC aut hori zati on.

This state transition is handled by the AC s Listener thread
when the DTLS nodule initiates the DTLSPeer Aut hori ze
notification (see Section 2.3.2.2). The Listener thread
forks an instance of the Service thread, along with a copy
of the state context. Once created, the Service thread
perforns an authorization check agai nst the WIP credenti al s.
See Section 2.4.4 for nore information on WIP aut hori zati on.

Aut hori ze to DTLS Setup (6): This transition is executed by the
Li stener thread to enable it to listen for new incom ng sessions.

WIP:

AC:

This is an invalid state transition for the WP

This state transition occurs when the AC s Listener thread
has created the WIP context and the Service thread. The
Li stener thread then invokes the DTLSLi sten comand (see
Section 2.3.2.1).

Aut hori ze to DTLS Connect (a): This transition occurs to notify the
DTLS stack that the session should be established.

WIP:

AC:

This state transition occurs when the WIP has successful ly
aut horized the AC s credentials (see Section 2.4.4). This
i s done by invoking the DTLSAccept DTLS command (see
Section 2.3.2.1).

This state transition occurs when the AC has successfully
aut horized the WIP's credentials (see Section 2.4.4). This
i s done by invoking the DTLSAccept DTLS command (see
Section 2.3.2.1).
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Aut hori ze to DTLS Teardown (b): This transition occurs to notify the
DTLS stack that the session should be aborted.

WIP:

AC.

This state transition occurs when the WIP has been unable to
aut horize the AC, using the AC credentials. The WP then
aborts the DTLS session by invoking the DTLSAbort Session
conmand (see Section 2.3.2.1). This state transition also
occurs if the WAItDTLS tiner has expired. The WP starts
the DTLSSessionDelete timer (see Section 4.7.6).

This state transition occurs when the AC has been unable to
aut horize the WIP, using the WIP credentials. The AC then
aborts the DTLS session by invoking the DTLSAbort Sessi on
conmand (see Section 2.3.2.1). This state transition also
occurs if the WAIitDTLS tiner has expired. The AC starts the
DTLSSessi onDel ete timer (see Section 4.7.6).

DTLS Connect to DTLS Teardown (c): This transition occurs when the
DTLS Session failed to be established.

WIP:

AC:

This state transition occurs when the WIP receives either a
DTLSAborted or DTLSAut henticateFail notification (see
Section 2.3.2.2), indicating that the DILS session was not
successfully established. Wen this transition occurs due
to the DTLSAut henticateFail notification, the

Fai | edDTLSAut hFai | Count i s increnmented; otherw se, the

Fai | edDTLSSessi onCount counter is increnented. This state
transition also occurs if the WaitDILS timer has expired.
The WIP starts the DILSSessi onDel ete timer (see

Section 4.7.6).

This state transition occurs when the AC receives either a
DTLSAborted or DTLSAut henticateFail notification (see
Section 2.3.2.2), indicating that the DILS session was not
successful ly established, and both of the

Fai | edDTLSAut hFai | Count and Fai | edDTLSSessi onCount counters
have not reached the value of the MaxFail edDTLSSessi onRetry
variabl e (see Section 4.8). This state transition also
occurs if the WAitDTLS tiner has expired. The AC starts the
DTLSSessi onDel ete timer (see Section 4.7.6).

DTLS Connect to Join (d): This transition occurs when the DILS
Session is successfully established.

WIP:

This state transition occurs when the WIP recei ves the
DTLSEst abl i shed notification (see Section 2.3.2.2),

i ndi cating that the DILS session was successfully
established. Wen this notification is received, the
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Fai | edDTLSSessi onCount counter is set to zero. The WP
enters the Join state by transmtting the Join Request to
the AC. The WIP stops the Wi tDTLS timer.

This state transition occurs when the AC receives the
DTLSEst abl i shed notification (see Section 2.3.2.2),

i ndi cating that the DILS session was successfully
established. When this notification is received, the

Fai | edDTLSSessi onCount counter is set to zero. The AC stops
the Wait DTLS tiner, and starts the WaitJoin tiner.

Join to DTLS Teardown (e): This transition occurs when the join
process has fail ed.

WIP:

AC:

This state transition occurs when the WIP receives a Join
Response nmessage with a Result Code nessage el enent
containing an error, or if the Imge lIdentifier provided by
the AC in the Join Response nessage differs fromthe WIP' s
currently running firmvare version and the WIP has the
requested inmage in its non-volatile nenory. This causes the
WP to initiate the DTLSShut down command (see

Section 2.3.2.1). This transition also occurs if the WP
recei ves one of the follow ng DTLS notifications:
DTLSAbort ed, DTLSReassenbl yFailure, or DTLSPeer D sconnect.
The WIP starts the DTLSSessionDel ete tiner (see

Section 4.7.6).

This state transition occurs either if the WaitJoin timer
expires or if the ACtransmts a Join Response nessage with
a Result Code nessage el enent containing an error. This
causes the ACto initiate the DILSShutdown comand (see
Section 2.3.2.1). This transition also occurs if the AC
receives one of the follow ng DTLS notifications:
DTLSAbort ed, DTLSReassenbl yFailure, or DTLSPeer D sconnect.
The AC starts the DTLSSessionDelete tiner (see

Section 4.7.6).

Join to Inage Data (f): This state transition is used by the WIP and
the AC to downl oad executabl e firmare.

WI'P:

Cal houn,

The WIP enters the Image Data state when it receives a
successful Join Response nmessage and determ nes that the
software version in the Image ldentifier nessage elenment is
not the sane as its currently running inage. The WP al so
detects that the requested inage version is not currently
available in the WIP's non-vol atile storage (see Section 9.1
for a full description of the firmvare downl oad process).
The WIP initializes the Echolnterval tiner (see
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Section 4.7), and transnits the | nage Data Request nessage
(see Section 9.1.1) requesting the start of the firmnare
downl oad.

This state transition occurs when the AC receives the |Image
Dat a Request nessage fromthe WIP, after having sent its
Join Response to the WIP. The AC stops the WaitJoin tinmer.
The AC MJST transnit an I nmage Data Response nessage (see
Section 9.1.2) to the WIP, which includes a portion of the
firmnare.

Join to Configure (g): This state transition is used by the WIP and
the AC to exchange configuration information.

WIP:

AC.

The WIP enters the Configure state when it receives a
successful Join Response nessage, and deternines that the

i ncluded I mage Identifier nessage element is the sanme as its
currently running i mage. The WIP transnits the
Configuration Status Request nessage (see Section 8.2) to
the AC with nessage el ements describing its current
configurati on.

This state transition occurs when it receives the
Configuration Status Request nessage fromthe WP (see
Section 8.2), which MAY include specific nessage el enents to
override the WIP's configuration. The AC stops the WaitJoin
timer. The AC transmits the Configuration Status Response
nmessage (see Section 8.3) and starts the
ChangeSt at ePendi ngTi ner timer (see Section 4.7).

Configure to Reset (h): This state transition is used to reset the
connection either due to an error during the configuration phase,
or when the WIP deternmines it needs to reset in order for the new
configuration to take effect. The CAPWAP Reset command is used to
indicate to the peer that it will initiate a DTLS teardown.

WIP:

AC.

Cal houn,

The WIP enters the Reset state when it receives a
Configuration Status Response nessage indicating an error or
when it determines that a reset of the WIP i s required, due
to the characteristics of a new configuration.

The AC transitions to the Reset state when it receives a
Change State Event nmessage fromthe WP that contains an
error for which AC policy does not permt the WIP to provide
service. This state transition also occurs when the AC
ChangeSt at ePendi ngTi ner timer expires.
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Configure to DTLS Teardown (i): This transition occurs when the
configuration process aborts due to a DILS error

WIP: The WIP enters this state when it receives one of the
foll owi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai | ure, or DTLSPeer D sconnect (see
Section 2.3.2.2). The WP MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The
WP starts the DTLSSessionDel ete timer (see Section 4.7.6).

AC: The AC enters this state when it receives one of the
foll owi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai | ure, or DTLSPeer D sconnect (see
Section 2.3.2.2). The AC MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The AC
starts the DTLSSessionDel ete timer (see Section 4.7.6).

Image Data to Image Data (j): The Image Data state is used by the
WP and the AC during the firmwvare downl oad phase.

WIP: The WIP enters the Image Data state when it receives an
| mrmage Data Response nessage indicating that the AC has nore
data to send. This state transition also occurs when the
WIP receives the subsequent |Inage Data Requests, at which
time it resets the InmageDataStartTinmer tinme to ensure it
recei ves the next expected | mge Data Request fromthe AC.
This state transition can al so occur when the WP s
Echolnterval tiner (see Section 4.7.7) expires, in which
case the WIP transmts an Echo Request message (see
Section 7.1), and resets its Echolnterval tiner. The state
transition al so occurs when the WIP recei ves an Echo
Response fromthe AC (see Section 7.2).

AC: This state transition occurs when the AC receives the |Image
Dat a Response nmessage fromthe WIP while already in the
Image Data state. This state transition also occurs when
the AC receives an Echo Request (see Section 7.1) fromthe
WP, in which case it responds with an Echo Response (see
Section 7.2), and resets its Echolnterval tiner (see
Section 4.7.7).
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Image Data to Reset (k): This state transition is used to reset the
DTLS connection prior to restarting the WIP after an i mage
downl oad.

WIP:  When an i mage downl oad conpletes, or if the
| mmgeDataStart Tiner timer expires, the WIP enters the Reset
state. The WP MAY also transition to this state upon
recei ving an | mage Data Response nessage fromthe AC (see
Section 9.1.2) indicating a failure.

AC: The AC enters the Reset state either when the image transfer
has successfully conpleted or an error occurs during the
i mage downl oad process.

I mage Data to DTLS Teardown (l): This transition occurs when the
firmvare downl oad process aborts due to a DILS error

WIP:  The WIP enters this state when it receives one of the
foll owi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai |l ure, or DTLSPeer Di sconnect (see
Section 2.3.2.2). The WP MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The
WP starts the DILSSessionDelete timer (see Section 4.7.6).

AC: The AC enters this state when it receives one of the
followi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai |l ure, or DTLSPeer Di sconnect (see
Section 2.3.2.2). The AC MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The AC
starts the DILSSessionDel ete timer (see Section 4.7.6).

Configure to Data Check (n): This state transition occurs when the
WP and AC confirmthe configuration.

WIP: The WIP enters this state when it receives a successfu
Configuration Status Response nessage fromthe AC. The WIP
transmts the Change State Event Request nessage (see
Section 8.6).

AC: This state transition occurs when the AC receives the Change
State Event Request nessage (see Section 8.6) fromthe WP.
The AC responds with a Change State Event Response nessage
(see Section 8.7). The AC MJUST start the DataCheckTi nmer
timer and stops the ChangeStat ePendi ngTi ner tinmer (see
Section 4.7).

Data Check to DTLS Teardown (n): This transition occurs when the WP
does not conpl ete the Data Check exchange.

Cal houn, et al. St andards Track [ Page 26]



RFC 5415

WIP:

AC:

CAPWAP Prot ocol Specification March 2009

This state transition occurs if the WIP does not receive the
Change State Event Response nessage before a CAPWAP
retransm ssion timeout occurs. The WIP also transitions to
this state if the underlying reliable transport’s
Retransm t Count counter has reached the MaxRetransmt

vari abl e (see Section 4.7). The WIP starts the

DTLSSessi onDel ete tinmer (see Section 4.7.6).

The AC enters this state when the DataCheckTi ner timer
expires (see Section 4.7). The AC starts the
DTLSSessi onDel ete timer (see Section 4.7.6).

Data Check to Run (0): This state transition occurs when the |inkage
bet ween the control and data channels is established, causing the
WP and AC to enter their nornmal state of operation

WI'P:

AC:

The WIP enters this state when it receives a successfu
Change State Event Response nessage fromthe AC. The WP
initiates the data channel, which MAY require the
establ i shnent of a DTLS session, starts the

Dat aChannel KeepAlive tiner (see Section 4.7.2) and transmits
a Data Channel Keep-Alive packet (see Section 4.4.1). The
WP then starts the Echolnterval timer and

Dat aChannel Deadl nterval tiner (see Section 4.7).

This state transition occurs when the AC receives the Data
Channel Keep-Alive packet (see Section 4.4.1), with a
Session | D nmessage el enent matching that included by the WP
in the Join Request nessage. The AC disables the

Dat aCheckTinmer timer. Note that if AC policy is to require
the data channel to be encrypted, this process would al so
require the establishnent of a data channel DTLS session
Upon receiving the Data Channel Keep-Alive packet, the AC
transmts its own Data Channel Keep Alive packet.

Run to DTLS Teardown (p): This state transition occurs when an error
has occurred in the DILS stack, causing the DILS session to be
torn down.

WIP:

The WIP enters this state when it receives one of the

foll owi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai | ure, or DTLSPeer D sconnect (see

Section 2.3.2.2). The WP MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The
WP al so transitions to this state if the underlying
reliable transport’s Retransm t Count counter has reached the
MaxRetransmt variable (see Section 4.7). The WP starts
the DTLSSessionDelete tiner (see Section 4.7.6).
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AC: The AC enters this state when it receives one of the
followi ng DTLS notifications: DTLSAborted,
DTLSReassenbl yFai |l ure, or DTLSPeer Di sconnect (see
Section 2.3.2.2). The AC MAY tear down the DTLS session if
it receives frequent DTLSDecapFailure notifications. The AC
transitions to this state if the underlying reliable
transport’s Retransm t Count counter has reached the
MaxRetransmit variable (see Section 4.7). This state
transition al so occurs when the AC s Echolnterval tiner (see
Section 4.7.7) expires. The AC starts the DILSSessi onDel ete
timer (see Section 4.7.6).

Run to Run (q): This is the nornmal state of operation

WIP:  This is the WIP"s nornmal state of operation. The WP resets
its Echolnterval timer whenever it transmits a request to
the AC. There are many events that result in this state
transition:

Configuration Update: The WP receives a Configuration
Updat e Request nessage (see Section 8.4). The WP
MUST respond with a Configuration Update Response
nmessage (see Section 8.5).

Change State Event: The WIP receives a Change State Event
Response nessage, or deternmines that it nust initiate
a Change State Event Request nessage, as a result of a
failure or change in the state of a radio.

Echo Request: The WP sends an Echo Request nessage
(Section 7.1) or receives the correspondi ng Echo
Response nessage, (see Section 7.2) fromthe AC. Wen
the WIP receives the Echo Response, it resets its
Echolnterval tiner (see Section 4.7.7).

Clear Config Request: The WIP receives a Cear
Configuration Request nessage (see Section 8.8) and
MUST generate a correspondi ng C ear Configuration
Response nessage (see Section 8.9). The WIP MJST
reset its configuration back to manufacturer defaults.

WP Event: The WIP sends a WIP Event Request nessage,
delivering information to the AC (see Section 9.4).
The WIP receives a WIP Event Response nessage fromthe
AC (see Section 9.5).
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Data Transfer: The WIP sends a Data Transfer Request or
Data Transfer Response nessage to the AC (see
Section 9.6). The WIP receives a Data Transfer
Request or Data Transfer Response nessage fromthe AC
(see Section 9.6). Upon receipt of a Data Transfer
Request, the WIP transmits a Data Transfer Response to
the AC

Station Configuration Request: The WP receives a Station
Configurati on Request nmessage (see Section 10.1), to
which it MJST respond with a Station Configuration
Response nessage (see Section 10.2).

This is the ACs normal state of operation. Note that the
recei pt of any Request fromthe WP causes the AC to reset
its Echolnterval timer (see Section 4.7.7).

Configuration Update: The AC sends a Configuration Update
Request nessage (see Section 8.4) to the WIP to update
its configuration. The AC receives a Configuration
Updat e Response nessage (see Section 8.5) fromthe
WIP.

Change State Event: The AC receives a Change State Event
Request nessage (see Section 8.6), to which it MJST
respond with the Change State Event Response nessage
(see Section 8.7).

Echo Request: The AC receives an Echo Request nessage (see
Section 7.1), to which it MJST respond with an Echo
Response nessage (see Section 7.2).

Clear Config Response: The AC sends a C ear Configuration
Request nessage (see Section 8.8) to the WIP to cl ear
its configuration. The AC receives a O ear
Configurati on Response nessage fromthe WP (see
Section 8.9).

WP Event: The AC receives a WIP Event Request nessage from
the WIP (see Section 9.4) and MJST generate a
correspondi ng WIP Event Response nessage (sSee
Section 9.5).

Data Transfer: The AC sends a Data Transfer Request or Data
Transfer Response nessage to the WIP (see
Section 9.6). The AC receives a Data Transfer Request
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or Data Transfer Response nessage fromthe WP (see
Section 9.6). Upon receipt of a Data Transfer
Request, the ACtransnmits a Data Transfer Response to
the WIP.

Station Configuration Request: The AC sends a Station
Configuration Request nessage (see Section 10.1) or
recei ves the corresponding Station Configuration
Response nessage (see Section 10.2) fromthe WP.

Run to Reset (r): This state transition is used when either the AC
or WIP tears down the connection. This may occur as part of
normal operation, or due to error conditions.

WP: The WIP enters the Reset state when it receives a Reset
Request nessage fromthe AC

AC: The AC enters the Reset state when it transmts a Reset
Request nessage to the WP.

Reset to DTLS Teardown (s): This transition occurs when the CAPWAP
reset is conmplete to term nate the DTLS session

WIP: This state transition occurs when the WIP transmts a Reset
Response nmessage. The WP does not invoke the DTLSShut down
conmand (see Section 2.3.2.1). The WP starts the
DTLSSessi onDel ete timer (see Section 4.7.6).

AC: This state transition occurs when the AC receives a Reset
Response nmessage. This causes the ACto initiate the
DTLSShut down command (see Section 2.3.2.1). The AC starts
the DTLSSessionDelete timer (see Section 4.7.6).

DTLS Teardown to Idle (t): This transition occurs when the DILS
sessi on has been shut down.

WIP: This state transition occurs when the WIP has successfully
cl eaned up all resources associated with the control plane
DTLS session, or if the DTLSSessionDelete tiner (see
Section 4.7.6) expires. The data plane DTLS session is also
shut down, and all resources released, if a DILS session was
established for the data plane. Any tinmers set for the
current instance of the state machine are al so cl eared.

AC: This is an invalid state transition for the AC
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DTLS Teardown to Sulking (u): This transition occurs when repeated
attenpts to setup the DTLS connection have fail ed.

WIP. The WIP enters this state when the Fail edDTLSSessi onCount or
the Fail edDTLSAut hFai | Count counter reaches the value of the
MaxFai | edDTLSSessi onRetry variable (see Section 4.8). Upon
entering this state, the WIP MJST start the Silentlnterva
timer. Wiile in the Sulking state, all received CAPWAP and
DTLS protocol nessages recei ved MJST be ignored.

AC: This is an invalid state transition for the AC

DTLS Teardown to Dead (w): This transition occurs when the DILS
sessi on has been shut down.

WP: This is an invalid state transition for the WP.

AC: This state transition occurs when the AC has successfully
cl eaned up all resources associated with the control plane
DTLS session , or if the DTILSSessionDelete tinmer (see
Section 4.7.6) expires. The data plane DTLS session is also
shut down, and all resources released, if a DILS session was
established for the data plane. Any timers set for the
current instance of the state nachine are also cleared. The
AC s Service thread is term nated

2.3.2. CAPWAP/ DTLS Interface

Thi s section describes the DILS Commands used by CAPWAP, and the
notifications received fromDILS to the CAPWAP protocol stack

2.3.2.1. CAPWAP to DTLS Commands

Si x commands are defined for the CAPWAP to DTLS API. These
"commands” are conceptual, and may be inplenented as one or nore
function calls. This APl definition is provided to clarify

i nteractions between the DILS and CAPWAP conponents of the integrated
CAPWAP st at e machi ne.

Belowis a list of the mininmal command APIs:

o DTLSStart is sent to the DILS conponent to cause a DILS session to
be established. Upon invoking the DTLSStart conmand, the WitDILS
timer is started. The WIP initiates this DILS command, as the AC
does not initiate DILS sessions.

o DTLSListen is sent to the DTLS conponent to allow the DILS
conponent to listen for incom ng DILS session requests.
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o DTLSAccept is sent to the DTLS conponent to allow the DTLS session
establishment to continue successfully.

o DTLSAbortSession is sent to the DILS conponent to cause the
session that is in the process of being established to be aborted.
This command is also sent when the WAi t DTLS timer expires. Wen
this command is executed, the Fail edDTLSSessi onCount counter is
i ncrement ed.

o DTLSShutdown is sent to the DTLS conponent to cause session
t ear down.

o DTLSMuUpdate is sent by the CAPWAP conponent to nodify the MIU
size used by the DTLS conponent. See Section 3.5 for nore
information on MIU Di scovery. The default size is 1468 bytes.

2.3.2.2. DITLS to CAPWAP Notifications

DTLS notifications are defined for the DILS to CAPWAP API. These
"notifications" are conceptual and may be inplenmented in nunerous
ways (e.g., as function return values). This APl definition is
provided to clarify interactions between the DTLS and CAPWAP
conponents of the integrated CAPWAP state machine. It is inportant
to note that the notifications |listed bel ow MAY cause the CAPWAP
state nmachine to junp fromone state to another using a state
transition not listed in Section 2.3.1. Wen a notification listed
bel ow occurs, the target CAPWAP state shown in Figure 4 becones the
current state.

Belowis a list of the APl notifications:

0 DTLSPeerAuthorize is sent to the CAPWAP conponent during DTLS
session establishment once the peer’s identity has been received.
This notification MAY be used by the CAPWAP conponent to authorize
the session, based on the peer’'s identity. The authorization
process will lead to the CAPWAP conponent initiating either the
DTLSAccept or DTLSAbort Sessi on commands.

o DTLSEstablished is sent to the CAPWAP conponent to indicate that a
secure channel now exists, using the parameters provided during
the DTILS initialization process. Wen this notification is
received, the Fail edDTLSSessi onCount counter is reset to zero.
When this notification is received, the Wi tDTLS tinmer is stopped.

o DTLSEstablishFail is sent when the DILS session establishment has
failed, either due to a local error or due to the peer rejecting
the session establishment. Wen this notification is received,

t he Fail edDTLSSessi onCount counter is increnented.
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o DTLSAuthenticateFail is sent when DTLS session establishnment has
failed due to an authentication error. Wen this notification is
recei ved, the Fail edDTLSAut hFai | Count counter is incremented.

o DTLSAborted is sent to the CAPWAP conmponent to indicate that
session abort (as requested by CAPWAP) is conplete; this occurs to
confirma DTLS session abort or when the Wit DTLS tinmer expires.
When this notification is received, the Wi tDTLS tinmer is stopped.

o DTLSReassenbl yFailure MAY be sent to the CAPWAP component to
i ndi cate DTLS fragnent reassenbly failure

o DrTLSDecapFailure MAY be sent to the CAPWAP nodule to indicate a
decapsul ation failure. DTLSDecapFailure MAY be sent to the CAPWAP
nodul e to indicate an encryption/authentication failure. This
notification is intended for informative purposes only, and is not
i ntended to cause a change in the CAPWAP state machi ne (see
Section 12.4).

o DTLSPeerDi sconnect is sent to the CAPWAP conponent to indicate the
DTLS session has been torn down. Note that this notification is
only received if the DTLS session has been established.

4. Use of DTLS in the CAPWAP Protoco

DTLS is used as a tightly integrated, secure wapper for the CAPWAP
protocol. In this docunent, DTLS and CAPWAP are di scussed as

nom nally distinct entities; however, they are very closely coupled,
and may even be inplenmented inseparably. Since there are DILS
library inplenentations currently avail able, and since security
protocols (e.g., |Psec, TLS) are often inplenented in widely

avail abl e accel eration hardware, it is both convenient and forward-
| ooking to maintain a nodular distinction in this docunent.

This section describes a detail ed wal k-through of the interactions
bet ween t he DTLS nodul e and the CAPWAP nobdul e, via 'commands’ (CAPWAP
to DILS) and 'notifications’ (DTLS to CAPWAP) as they would be
encountered during the nornal course of operation

4.1. DILS Handshake Processing

Details of the DILS handshake process are specified in [ RFC4347].
This section describes the interactions between the DILS session

est abl i shnent process and the CAPWAP protocol. Note that the
conceptual DTLS state is shown below to hel p understand the point at
which the DTLS states transition. |In the normal case, the DILS
handshake wi ||l proceed as shown in Figure 5. (NOTE: this example
uses certificates, but pre-shared keys are al so supported.)
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WI'P AC
ClientHello ------ >
<mmmmm- Hel | oVeri f yRequest
(wi th cooki e)
ClientHello ------ >
(with cookie)
mmmmm - ServerHel |l o
<--m- - Certificate
<--e--- Server Hel | oDone

(WP cal l out for AC authorization
occurs in CAPWAP Auth state)

Certificate*

Cl i ent KeyExchange
CertificateVerify*
ChangeCi pher Spec

Fi nished  ------ >

(AC cal l out for WIP authorization
occurs in CAPWAP Auth state)

ChangeCi pher Spec
Cammme Fi ni shed

Figure 5: DILS Handshake

DTLS, as specified, provides its own retransmt tinmers with an
exponential back-off. [RFC4347] does not specify how | ong
retransm ssi ons shoul d conti nue. Consequently, timng out inconplete
DTLS handshakes is entirely the responsibility of the CAPWAP nodul e.

The DTLS i npl enentati on used by CAPWAP MUST support TLS Session
Resunption. Session resunption is typically used to establish the
DTLS session used for the data channel. Since the data channel uses
different port nunbers than the control channel, the DTLS

i mpl enentati on on the WIP MUST provide an interface that allows the
CAPWAP nodul e to request session resunption despite the use of the
different port nunbers (TLS inpl enentations usually attenpt session
resunption only when connecting to the sane | P address and port
nunber). Note that session resunption is not guaranteed to occur
and a full DTLS handshake may occur instead.

Cal houn, et al. St andards Track [ Page 34]



RFC 5415 CAPWAP Prot ocol Specification March 2009

The DTLS i npl enentati on used by CAPWAP MJST use replay detection, per
Section 3.3 of [RFC4347]. Since the CAPWAP protocol handl es
retransm ssions by re-encrypting |lost franmes, any duplicate DILS
franes are either unintentional or malicious and should be silently
di scar ded.

2.4.2. DILS Session Establishment

The WIP, either through the Discovery process or through pre-
configuration, determines to which ACto connect. The WP uses the
DTLSStart commmand to request that a secure connection be established
to the selected AC. Prior to initiation of the DILS handshake, the
WP sets the WAit DTLS tiner. Upon invoking the DTLSStart or

DTLSLi sten conmands, the WIP and AC, respectively, set the WaitDTLS
timer. |If the DTLSEstablished notification is not received prior to
timer expiration, the DILS session is aborted by issuing the
DTLSAbort Sessi on DTLS command. This notification causes the CAPWAP
nodule to transition to the Idle state. Upon receiving a
DTLSEst abl i shed notification, the WaitDTLS timer is deactivated.

2.4.3. DILS Error Handling

If the AC or WIP does not respond to any DTLS handshake messages sent
by its peer, the DILS specification calls for the message to be
retransmtted. Note that during the handshake, when both the AC and
the WIP are expecting additional handshake nessages, they both
retransmt if an expected nessage has not been received (note that
retransm ssions for CAPWAP Control messages work differently: al
CAPWAP Control nessages are either requests or responses, and the
peer who sent the request is responsible for retransm ssions).

If the WIP or the AC does not receive an expected DTLS handshake
nmessage despite of retransnmissions, the WAitDILS timer will
eventual ly expire, and the session will be termnated. This can
happen i f comuni cati on between the peers has conpletely failed, or
if one of the peers sent a DTLS Alert nmessage that was lost in
transit (DTLS does not retransnmit Alert nessages).

If a cookie fails to validate, this could represent a WIP error, or
it could represent a DoS attack. Hence, AC resource utilization
SHOULD be mi nimzed. The AC MAY | og a nmessage indicating the
failure, and SHOULD treat the nmessage as though no cookie were
present.

Si nce DTLS Handshake nmessages are potentially |arger than the nmaxi mum

record size, DILS supports fragnenting of Handshake nessages across
multiple records. There are several potential causes of re-assenbly
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errors, including overlapping and/or |ost fragnents. The DILS
conponent MJST send a DTLSReassenbl yFailure notification to the
CAPWAP conponent. \ether precise information is given along with
notification is an inplementation issue, and hence is beyond the
scope of this docunment. Upon receipt of such an error, the CAPWAP
conponent SHOULD | og an appropriate error nessage. Wether
processi ng continues or the DILS session is termnated is

i mpl ement ati on dependent .

DTLS decapsul ation errors consist of three types: decryption errors,
aut hentication errors, and mal forned DTLS record headers. Since DILS
aut henticates the data prior to encapsulation, if decryption fails,
it is difficult to detect this without first attenpting to

aut henticate the packet. |If authentication fails, a decryption error
is also likely, but not guaranteed. Rather than attenpt to derive
(and require the inplenentation of) algorithms for detecting
decryption failures, decryption failures are reported as

aut hentication failures. The DILS conponent MJST provide a
DTLSDecapFai l ure notification to the CAPWAP conmponent when such
errors occur. |If a malformed DTLS record header is detected, the
packets SHOULD be silently discarded, and the receiver MAY | og an
error message.

There is currently only one encapsul ation error defined: MU
exceeded. As part of DITLS session establishnment, the CAPWAP
conponent inforns the DTLS conponent of the MIU size. This may be
dynamically nodified at any tine when the CAPWAP conponent sends the
DTLSM uUpdat e command to the DTLS conponent (see Section 2.3.2.1).
The val ue provided to the DILS stack is the result of the MU

Di scovery process, which is described in Section 3.5. The DILS
conponent returns this notification to the CAPWAP conponent whenever
a transmission request will result in a packet that exceeds the MIuU

2.4.4. DITLS Endpoi nt Authentication and Authorization
DTLS supports endpoint authentication with certificates or pre-shared
keys. The TLS algorithmsuites for each endpoint authentication
nmet hod are described bel ow.
2.4.4.1. Authenticating with Certificates
CAPWAP i npl enent ati ons only use ci pher suites that are reconmended
for use with DILS, see [DILS-DESIGN]. At present, the follow ng
al gorithnms MJUST be supported when using certificates for CAPWAP
aut henti cati on:

o TLS RSA W TH_AES 128 CBC_SHA [ RFC5246]
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The foll owi ng al gorithns SHOULD be supported when using certificates:
o TLS DHE_RSA W TH AES 128 CBC SHA [ RFC5246]

The foll owi ng al gorithns MAY be supported when using certificates:

o TLS RSA W TH AES 256 _CBC_SHA [ RFC5246]

o TLS DHE_RSA W TH _AES 256 _CBC SHA [ RFC5246]

Addi ti onal ciphers MAY be defined in subsequent CAPWAP
speci fications.

2.4.4.2. Authenticating with Pre-Shared Keys
Pre-shared keys present significant challenges froma security
perspective, and for that reason, their use is strongly discouraged.
Several nethods for authenticating with pre-shared keys are defined
[ RFC4279], and we focus on the foll ow ng two:

o Pre-Shared Key (PSK) key exchange al gorithm - sinplest method,
ci phersuites use only symetric key al gorithms.

o DHE PSK key exchange algorithm- use a PSK to authenticate a
Di ffie-Hell man exchange. These ciphersuites give sone additiona
protection agai nst dictionary attacks and al so provi de Perfect
Forward Secrecy (PFS)
The first approach (plain PSK) is susceptible to passive dictionary
attacks; hence, while this algorithm MJST be supported, special care
shoul d be taken when choosing that nethod. |In particular, user-
readabl e passphrases SHOULD NOT be used, and use of short PSKs SHOULD
be strongly discouraged.

The foll owi ng cryptographic algorithms MJST be supported when using
pre-shared keys:

o TLS PSK W TH AES 128 CBC SHA [ RFC5246]

o TLS DHE_PSK W TH AES 128 CBC SHA [ RFC5246]

The foll owi ng al gorithns MAY be supported when using pre-shared keys:
o TLS PSK W TH AES 256_CBC SHA [ RFC5246]

o TLS DHE_PSK W TH _AES 256 _CBC SHA [ RFC5246]

Addi tional ciphers MAY be defined in foll owi ng CAPWAP speci fications.
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2.4.4.3. Certificate Usage

Certificate authorization by the AC and WIP is required so that only
an AC may performthe functions of an AC and that only a WIP may
performthe functions of a WIP. This restriction of functions to the
AC or WIP requires that the certificates used by the AC MIUST be

di stingui shable fromthe certificate used by the WIP. To acconplish
this differentiation, the x.509 certificates MJIST include the

Ext ended Key Usage (EKU) certificate extension [ RFC5280].

The EKU field indicates one or nore purposes for which a certificate
may be used. It is an essential part in authorization. |Its syntax
is described in [ RFC5280] and [1SO. 9834-1.1993] and is as follows:

Ext KeyUsageSyntax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPur poseld ::= OBJECT | DENTIFI ER

Here we define two KeyPurposeld val ues, one for the WIP and one for
the AC. Inclusion of one of these two values indicates a certificate
is authorized for use by a WIP or AC, respectively. These values are
formatted as id-kp fields.

id-kp OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) 3}

i d- kp-capwapAC  OBJECT | DENTI FI ER

{ id-kp 18 }
i d-kp-capwapWP OBJECT IDENTIFIER ::= { id-kp 19 }

Al'l capwap devi ces MJST support the ExtendedKeyUsage certificate
extension if it is present in a certificate. |If the extension is
present, then the certificate MJST have either the id-kp-capwapAC or
the id-kp-anyExt endedKeyUsage keyPurposelD to act as an AC
Simlarly, if the extension is present, a device MJST have the id-kp-
capwapWIP or id-kp-anyExt endedKeyUsage keyPurposelD to act as a WIP.

Part of the CAPWAP certificate validation process includes ensuring
that the proper EKU is included and all owi ng the CAPWAP session to be
established only if the extension properly represents the device.

For instance, an AC SHOULD NOT accept a connection request from
another AC, and therefore MJST verify that the id-kp-capwapWP EKU is
present in the certificate.

CAPWAP i mpl enent ati ons MJST support certificates where the comon
nane (CN) for both the WIP and AC is the MAC address of that device.
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The MAC address MUST be encoded in the PrintableString format, using
the well-recogni zed MAC address format of 01:23:45:67:89:ab. The CN
field MAY contain either of the EU -48 [EU -48] or EU -64 [EU -64]
MAC Address formats. This seem ngly unconventional use of the CN
field is consistent with other standards that rely on device
certificates that are provisioned during the manufacturing process,
such as Packet Cabl e [Packet Cabl e], Cable Labs [Cabl eLabs], and W MAX
[WMAX]. See Section 12.8 for nore information on the use of the MAC
address in the CN field.

ACs and WIPs MUST aut horize (e.g., through access control |ists)
certificates of devices to which they are connecting, e.g., based on
the i ssuer, MAC address, or organizational information specified in
the certificate. The identities specified in the certificates bind a
particul ar DTLS session to a specific pair of mutually authenticated
and aut horized MAC addresses. The particulars of authorization
filter construction are inplenentation details which are, for the
nost part, not within the scope of this specification. However, at
m nimum all devices MIUST verify that the appropriate EKU bit is set
according to the role of the peer device (AC versus WIP), and that
the issuer of the certificate is appropriate for the domain in
guesti on.

2.4.4.4. PSK Usage

When DTLS uses PSK Ciphersuites, the Server KeyExchange nessage MJUST
contain the "PSK identity hint" field and the dient KeyExchange
nmessage MJST contain the "PSK identity" field. These fields are used
to help the WIP sel ect the appropriate PSK for use with the AC, and
then indicate to the AC which key is being used. Wen PSKs are

provi sioned to WIPs and ACs, both the PSK H nt and PSK Identity for
the key MJUST be specified.

The PSK Hi nt SHOULD uniquely identify the AC and the PSK ldentity
SHOULD uni quely identify the WIP. It is RECOMVENDED t hat these hints
and identities be the ASCII HEX-formatted MAC addresses of the
respective devices, since each pairw se conbination of WIP and AC
SHOULD have a uni que PSK. The PSK H nt and ldentity SHOULD be
sufficient to perform authorization, as sinply having know edge of a
PSK does not necessarily inply authorization.

If a single PSK is being used for nultiple devices on a CAPWAP
networ k, which is NOT RECOVWENDED, the PSK Hint and ldentity can no
| onger be a MAC address, so appropriate hints and identities SHOULD
be selected to identify the group of devices to which the PSKis
provi si oned.
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3.

3.

CAPWAP Transport

Communi cati on between a WIP and an AC is established using the
standard UDP client/server nodel. The CAPWAP protocol supports both
UDP and UDP-Lite [RFC3828] transport protocols. Wen run over |Pv4,
UDP is used for the CAPWAP Control and Data channel s.

When run over |Pv6, the CAPWAP Control channel always uses UDP, while
the CAPWAP Data channel nmay use either UDP or UDP-Lite. UDP-Lite is
the default transport protocol for the CAPWAP Data channel. However,
if a mddlebox or IPv4 to | Pv6 gateway has been di scovered, UDP is
used for the CAPWAP Data channel

Thi s section describes how the CAPWAP protocol is carried over |IP and
UDP/ UDP-Lite transport protocols. The CAPWAP Transport Protoco
nmessage el ement, Section 4.6.14, describes the rules to use in
determ ni ng which transport protocol is to be used.

In order for CAPWAP to be conpatible with potential m ddl eboxes in
the network, CAPWAP inplenmentations MJST send return traffic fromthe
same port on which they received traffic froma given peer. Further
any unsolicited requests generated by a CAPWAP node MJST be sent on
the sane port.

1. UDP Transport

One of the CAPWAP protocol requirements is to allow a WIP to reside
behi nd a m ddl ebox, firewall, and/or Network Address Transl ation
(NAT) device. Since a CAPWAP session is initiated by the WIP
(client) to the well-known UDP port of the AC (server), the use of
UDP is a logical choice. Wen CAPWAP is run over |Pv4, the UDP
checksum field in CAPWAP packets MJUST be set to zero

CAPWAP protocol control packets sent fromthe WIP to the AC use the
CAPWAP Control channel, as defined in Section 1.4. The CAPWAP
control port at the ACis the well-known UDP port 5246. The CAPWAP
control port at the WIP can be any port selected by the WP.

CAPWAP protocol data packets sent fromthe WIP to the AC use the
CAPWAP Data channel, as defined in Section 1.4. The CAPWAP data port
at the ACis the well-known UDP port 5247. If an AC permts the

adm ni strator to change the CAPWAP control port, the CAPWAP data port
MUST be the next consecutive port nunber. The CAPWAP data port at
the WIP can be any port selected by the WP
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3.2. UDP-Lite Transport

VWhen CAPWAP is run over |Pv6, UDP-Lite is the default transport
protocol, which reduces the checksum processing required for each
packet (conpared to the use of UDP over |Pv6 [RFC2460]). Wen UDP-
Lite is used, the checksumfield MJST have a coverage of 8 [ RFC3828].

UDP- Lite uses the sane port assignnents as UDP
3.3. AC Discovery

The AC Di scovery phase allows the WIP to determ ne which ACs are
avail abl e and choose the best AC with which to establish a CAPWAP
session. The Discovery phase occurs when the WIP enters the optiona
Di scovery state. A WP does not need to conplete the AC Di scovery
phase if it uses a pre-configured AC. This section details the
mechani smused by a WIP to dynam cal |l y di scover candi date ACs.

A WIP and an ACwill frequently not reside in the sane | P subnet
(broadcast dommin). Wen this occurs, the WIP nmust be capabl e of
di scovering the AC, without requiring that nulticast services are
enabl ed in the network.

When the WIP attenpts to establish conmunication with an AC, it sends
the Discovery Request nessage and receives the Di scovery Response
nessage fromthe AC(s). The WP MUST send the Discovery Request
nessage to either the limted broadcast | P address (255.255.255. 255),
the well-known CAPWAP mul ticast address (224.0.1.140), or to the

uni cast | P address of the AC. For |Pv6 networks, since broadcast
does not exist, the use of "All ACs nulticast address" (FFOX: 0:0:0:0:
0:0:18C) is used instead. Upon receipt of the Discovery Request
nessage, the AC sends a Discovery Response nessage to the unicast IP
address of the WIP, regardl ess of whether the Di scovery Request
nmessage was sent as a broadcast, multicast, or unicast nessage.

WP use of a limted | P broadcast, nulticast, or unicast |P address
is inmplenentation dependent. ACs, on the other hand, MJST support
broadcast, multicast, and unicast discovery.

VWen a WIP transmts a Discovery Request nmessage to a unicast
address, the WIP nust first obtain the I P address of the AC. Any
static configuration of an AC s I P address on the WIP non-vol atile
storage is inplenentation dependent. However, additional dynamc
schenes are possible, for exanple:
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DHCP: See [RFC5417] for nmore information on the use of DHCP to
di scover AC | P addresses.

DNS: The WP MAY support use of DNS Service Records (SRVs) [ RFC2782]
to discover the AC address(es). 1In this case, the WIP first
obtains (e.g., fromlocal configuration) the correct donmmi n nane
suffix (e.g., "exanple.conl) and perforns an SRV | ookup with
Servi ce nanme "capwap-control" and Proto "udp". Thus, the nane
resolved in DNS woul d be, e.g., "_capwap-
control . _udp. exanple.conf. Note that the SRV record MAY specify a
non-default port number for the control channel; the port nunber
for the data channel is the next port nunber (control channel port
+1).

An AC MAY al so conmunicate alternative ACs to the WIP within the

Di scovery Response message through the AC I Pv4 List (see

Section 4.6.2) and AC I Pv6 List (see Section 4.6.2). The addresses
provided in these two nessage el enents are intended to help the WIP
di scover additional ACs through nmeans other than those |isted above.

The AC Nane with Priority message el enent (see Section 4.6.5) is used
to communicate a list of preferred ACs to the WIP. The WP SHOULD
attenpt to utilize the ACs listed in the order provided by the AC
The Nane-to-1P Address mapping is handled via the Discovery nessage
exchange, in which the ACs provide their identity in the AC Nane (see
Section 4.6.4) nessage elenment in the Discovery Response nessage.

Once the WIP has received D scovery Response messages fromthe

candi date ACs, it MAY use other factors to determ ne the preferred
AC. For instance, each binding defines a WIP Radi o I nformation
nessage el ement (see Section 2.1), which the AC includes in D scovery
Response nessages. The presence of one or nore of these nessage
elenents is used to identify the CAPWAP bi ndi ngs supported by the AC
A WIP MAY connect to an AC based on the supported bindi ngs

adverti sed.

3.4. Fragnentation/ Reassenbly

Wil e fragmentation and reassenbly services are provided by IP, the
CAPWAP prot ocol al so provides such services. Environnments where the
CAPWAP protocol is used involve firewall, NAT, and "m ddl ebox”

devi ces, which tend to drop IP fragnents to mnimze possible DoS
attacks. By providing fragmentation and reassenbly at the
application |ayer, any fragnentation required due to the tunneling
conponent of the CAPWAP protocol becomes transparent to these

i nternedi ate devices. Consequently, the CAPWAP protocol can be used
in any network topol ogy including firewall, NAT, and m ddl ebox

devi ces.
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It is inmportant to note that the fragnentati on nechani sm enpl oyed by
CAPWAP has known limtations and deficiencies, which are sinmlar to
those described in [RFC4963]. The linmted size of the Fragnment 1D
field (see Section 4.3) can cause wapping of the field, and hence
cause fragments fromdifferent datagrans to be incorrectly spliced
toget her (known as "mis-associated"). For exanple, a 100Mpbs |ink
with an MIU of 1500 (causing fragnentation at 1450 bytes) woul d cause
the Fragnent ID field wap in 8 seconds. Consequently, CAPWAP

i mpl enenters are warned to properly size their buffers for reassenbly
pur poses based on the expected wi rel ess technol ogy throughput.

CAPWAP i npl enent ati ons SHOULD perform MIU Di scovery (see

Section 3.5), which can avoid the need for fragnmentation. At the
time of witing of this specification, nost enterprise swtching and
routing infrastructure were capable of supporting "mni-junbo" frames
(1800 bytes), which elimnates the need for fragnentation (assum ng
the station’s MU is 1500 bytes). The need for fragmentation
typically continues to exist when the WIP comuni cates with the AC
over a Wde Area Network (WAN). Therefore, future versions of the
CAPWAP protocol SHOULD consi der either increasing the size of the
Fragment ID field or providing alternative extensions.

3.5. MU Discovery

Once a WIP has di scovered the ACwith which it wi shes to establish a
CAPWAP session, it SHOULD performa Path MU (PMIU) di scovery. One
recomendati on for performng PMIU di scovery is to have the WIP
transmt Discovery Request (see Section 5.1) nessages, and include
the MIU Di scovery Paddi ng nessage el enent (see Section 4.6.32). The
actual procedures used for PMIU di scovery are described in [ RFC1191]
for 1 Pv4; for IPv6, [RFCL981] SHOULD be used. Alternatively,

i mpl ementers MAY use the procedures defined in [ RFC4821]. The WIP
SHOULD al so periodically re-evaluate the PMIU using the guidelines
provided in these two RFCs, using the Primary Di scovery Request (see
Section 5.3) along with the MIU Di scovery Paddi ng nmessage el enent
(see Section 4.6.32). Wwen the MIUis initially known, or updated in
the case where an existing session already exists, the discovered
PMIU i s used to configure the DTLS conponent (see Section 2.3.2.1),
whi | e non-DTLS frames need to be fragnented to fit the MIU, defined
in Section 3.4.

4. CAPWAP Packet Formats
This section contains the CAPWAP protocol packet formats. A CAPWAP
prot ocol packet consists of one or nore CAPWAP Transport Layer packet

headers foll owed by a CAPWAP nessage. The CAPWAP nessage can be
either of type Control or Data, where Control packets carry
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signaling, and Data packets carry user payloads. The CAPWAP frane
formats for CAPWAP Data packets, and for DTLS encapsul at ed CAPWAP
Data and Control packets are defined bel ow

The CAPWAP Control protocol includes two nmessages that are never
protected by DITLS: the Discovery Request nessage and the Discovery
Response nessage. These nmessages need to be in the clear to allow
the CAPWAP protocol to properly identify and process them The
format of these packets are as foll ows:

CAPWAP Control Packet (D scovery Request/Response):

| TP | UDP | CAPWAP | Control | Message
| Hdr | Hdr | Header | Header | Elenent(s) |

Al'l other CAPWAP Control protocol nessages MJST be protected via the
DTLS protocol, which ensures that the packets are both authenticated
and encrypted. These packets include the CAPWAP DTLS Header, which
is described in Section 4.2. The format of these packets is as
fol | ows:

CAPWAP Control Packet (DTLS Security Required):

o m ot m e o e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| TP | UDP | CAPWAP | DTILS | CAPWAP | Control| Message | DTLS
| Hdr | Hdr | DTLS Hdr | Hdr | Header | Header | Element(s)| Trilr
o m o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaao o +
I aut henticated ----------- /
I T T encrypted ------------ /

The CAPWAP protocol allows optional protection of data packets, using
DTLS. Use of data packet protection is determ ned by AC policy.

When DTLS is utilized, the optional CAPWAP DTLS Header is present,
which is described in Section 4.2. The format of CAPWAP Data packets
i s shown bel ow
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CAPWAP Pl ai n Text Data Packet

| 1P | UDP | CAPWAP | Wreless |
| Hdr | Hdr | Header | Payl oad

e I N N . +
| 1P | UDP | CAPWAP | DTLS | CAPWAP | Wreless | DILS
| Hdr | Hdr | DTLS Hdr | Hdr | Hdr | Payload | Trilr
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mm o - +
\------ authenticated ----- /
Voo - - encrypted -------- /

UDP Header: All CAPWAP packets are encapsul ated within either UDP
or UDP-Lite when used over IPv6. Section 3 defines the specific
UDP or UDP-Lite usage.

CAPWAP DTLS Header: Al DILS encrypted CAPWAP protocol packets are
prefixed with the CAPWAP DTLS Header (see Section 4.2).

DTLS Header: The DITLS Header provides authentication and encryption
services to the CAPWAP payl oad it encapsul ates. This protocol is
defined in [ RFC4347].

CAPWAP Header: Al CAPWAP protocol packets use a common header that
i medi ately follows the CAPWAP preanbl e or DILS Header. The
CAPWAP Header is defined in Section 4.3.

Wrel ess Payl oad: A CAPWAP protocol packet that contains a wireless
payl oad is a CAPWAP Data packet. The CAPWAP protocol does not
specify the format of the wirel ess payl oad, which is defined by
the appropriate wireless standard. Additional information is in
Section 4. 4.

Control Header: The CAPWAP protocol includes a signaling conponent,
known as the CAPWAP Control protocol. Al CAPWAP Control packets
i nclude a Control Header, which is defined in Section 4.5.1.
CAPWAP Dat a packets do not contain a Control Header field.

Message El ements: A CAPWAP Control packet includes one or nore
nessage el enments, which are found i mediately follow ng the
Control Header. These nessage elenents are in a Type/Length/Val ue
styl e header, defined in Section 4.6.

A CAPWAP i mpl enent ati on MUST be capabl e of receiving a reassenbl ed

CAPWAP nessage of |ength 4096 bytes. A CAPWAP inpl ementati on MAY
indicate that it supports a higher nmaxi num nessage | ength, by
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i ncl udi ng the Maxi num Message Length nmessage el enent, see
Section 4.6.31, in the Join Request nessage or the Join Response
nmessage.

4.1. CAPWAP Preanbl e

The CAPWAP preanble is common to all CAPWAP transport headers and is
used to identify the header type that inmmediately follows. The
reason for this preanble is to avoid needing to performbyte
conparisons in order to guess whether or not the frame is DILS
encrypted. It also provides an extensibility framework that can be
used to support additional transport types. The fornmat of the
preanble is as foll ows:

0
01234567
T ok Ik S R

| Version| Type
S i S

Version: A 4-bit field that contains the version of CAPWAP used in
this packet. The value for this specification is zero (0).

Type: A 4-bit field that specifies the payload type that follows the
UDP header. The follow ng val ues are supported:

0 - CAPWAP Header. The CAPWAP Header (see Section 4.3)
i medi ately follows the UDP header. |If the packet is
recei ved on the CAPWAP Data channel, the CAPWAP stack MUST
treat the packet as a clear text CAPWAP Data packet. |If

received on the CAPWAP Control channel, the CAPWAP st ack
MUST treat the packet as a clear text CAPWAP Control packet.
If the control packet is not a Discovery Request or

Di scovery Response packet, the packet MJST be dropped.

1 - CAPWAP DTLS Header. The CAPWAP DTLS Header (and DTLS
packet) imediately foll ows the UDP header (see
Section 4.2).

4.2. CAPWAP DTLS Header

The CAPWAP DTLS Header is used to identify the packet as a DTLS
encrypted packet. The first eight bits include the conmon CAPWAP
Preanmbl e. The remaining 24 bits are padding to ensure 4-byte
alignment, and MAY be used in a future version of the protocol. The
DTLS packet [RFC4347] always imediately follows this header. The
format of the CAPWAP DTLS Header is as foll ows:
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0 1 2 3
01234567890123456789012345678901
ek ki o ki i e e s
CAPWAP Preanbl e Reser ved |
i o i T S i I S S s ol ST SN S

+— +

CAPWAP Preanbl e: The CAPWAP Preanble is defined in Section 4.1. The
CAPWAP Preanbl e’ s Payl oad Type field MJST be set to one (1).

Reserved: The 24-bit field is reserved for future use. Al
i mpl enentati ons conplying with this protocol MJST set to zero any
bits that are reserved in the version of the protocol supported by
that inplenmentation. Receivers MJST ignore all bits not defined
for the version of the protocol they support.

4.3. CAPWAP Header

Al'l CAPWAP protocol nessages are encapsul ated using a common header
format, regardl ess of the CAPWAP Control or CAPWAP Data transport
used to carry the nmessages. However, certain flags are not
applicable for a given transport. Refer to the specific transport
section in order to deternine which flags are valid.

Note that the optional fields defined in this section MIST be present
in the precise order shown bel ow.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| CAPWAP Preanmble] HLEN | RD | wBID | T| F] L] WM K] Fl ags|
s S S o T i i S S i (i
| Fragment |ID | Frag O fset | Rsvd

I s s i S i i S M SR S
| (optional) Radi o MAC Address

B s i S i I i S S S i i
| (optional) Wreless Specific Information
i s S i S S S S i S i
| Payl oad . ... |
I I T S i it S S S S S it SN S

CAPWAP Preanbl e: The CAPWAP Preanble is defined in Section 4.1. The
CAPWAP Preanbl e’ s Payl oad Type field MJST be set to zero (0). |If
the CAPWAP DTLS Header is present, the version nunber in both
CAPWAP Preanbl es MJUST natch. The reason for this duplicate field
is to avoid any possible tanmpering of the version field in the
preanbl e that is not encrypted or authenticated.
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HLEN: A 5-bit field containing the | ength of the CAPWAP transport
header in 4-byte words (sinilar to | P header length). This length
i ncl udes the optional headers.

RID: A D5-bit field that contains the Radio ID nunber for this
packet, whose value is between one (1) and 31. G ven that MAC
Addresses are not necessarily unique across physical radios in a
WP, the Radio lIdentifier (RID) field is used to indicate with
whi ch physical radio the nessage is associ at ed.

WBID: A 5-bit field that is the wireless binding identifier. The
identifier will indicate the type of wrel ess packet associ ated
with the radio. The follow ng val ues are defined:

0 - Reserved
1 - | EEE 802.11
2 - Reserved

3 - EPCA obal [EPCA obal ]

T: The Type 'T' bit indicates the format of the frane being
transported in the payl oad. Wen this bit is set to one (1), the
payl oad has the native frane format indicated by the WBID field.
When this bit is zero (0), the payload is an | EEE 802.3 frane.

F: The Fragment 'F' bit indicates whether this packet is a fragment.
VWhen this bit is one (1), the packet is a fragment and MJUST be
conbined with the other corresponding fragnents to reassenble the
conpl ete informati on exchanged between the WIP and AC.

L: The Last 'L’ bit is valid only if the "F bit is set and indicates
whet her the packet contains the last fragment of a fragnented
exchange between WIP and AC. Wen this bit is one (1), the packet
is the last fragment. Wen this bit is (zero) 0, the packet is
not the last fragment.

W The Wreless "W bit is used to specify whether the optiona
Wreless Specific Information field is present in the header. A
val ue of one (1) is used to represent the fact that the optiona
header is present.

M The Radio MAC 'M bit is used to indicate that the Radi o MAC

Addr ess optional header is present. This is used to conmunicate
the MAC address of the receiving radio.
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K: The Keep-Alive 'K bit indicates the packet is a Data Channe
Keep- Al i ve packet. This packet is used to map the data channel to
the control channel for the specified Session ID and to maintain
freshness of the data channel. The 'K bit MJST NOT be set for
dat a packets contai ning user data.

Flags: A set of reserved bits for future flags in the CAPWAP Header
Al inplementations conplying with this protocol MJST set to zero
any bits that are reserved in the version of the protoco
supported by that inplementation. Receivers MJST ignore all bits
not defined for the version of the protocol they support.

Fragment ID: A 16-bit field whose value is assigned to each group of
fragments making up a conplete set. The Fragnent |ID space is
managed individually for each direction for every WP/ AC pair
The val ue of Fragnent IDis increnmented with each new set of
fragments. The Fragnment ID waps to zero after the nmaxi mum val ue
has been used to identify a set of fragnments.

Fragment Offset: A 13-bit field that indicates where in the payl oad
this fragnent belongs during re-assenbly. This field is valid
when the '"F bit is set to 1. The fragnent offset is measured in
units of 8 octets (64 bits). The first fragnent has offset zero.

Not e that the CAPWAP protocol does not allow for overl apping
fragnents.

Reserved: The 3-bit field is reserved for future use. Al
i mpl enentati ons conplying with this protocol MJST set to zero any
bits that are reserved in the version of the protocol supported by
that inplenmentation. Receivers MJST ignore all bits not defined
for the version of the protocol they support.

Radi o MAC Address: This optional field contains the MAC address of
the radio receiving the packet. Because the native wireless frame
format to | EEE 802.3 format causes the MAC address of the WIP' s
radio to be lost, this field allows the address to be conmuni cated
tothe AC. This fieldis only present if the 'M bit is set. The
HLEN fi el d assunes 4-byte alignnent, and this field MJUST be padded
with zeroes (0x00) if it is not 4-byte aligned.
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The field contains the basic format:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Lengt h | MAC Addr ess
e b i T T e T S s S R S e T O i i Tk i RIS S S

Length: The length of the MAC address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Address: The MAC address of the receiving radio.

Wreless Specific Information: This optional field contains
technol ogy-specific information that nay be used to carry per-
packet wireless information. This fieldis only present if the
"W bit is set. The WBID field in the CAPWAP Header is used to
identify the format of the Wreless-Specific Information optiona
field. The HLEN field assunmes 4-byte alignnent, and this field
MUST be padded with zeroes (0x00) if it is not 4-byte aligned.

The Wrel ess-Specific Information field uses the follow ng format:

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s

| Lengt h | Dat a. .
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Length: The 8-bit field contains the length of the data field,
with a maxi mum si ze of 255.

Data: Wreless-specific information, defined by the wrel ess-
specific binding specified in the CAPWAP Header’s WBID fi el d.

Payl oad: This field contains the header for a CAPWAP Data Message or
CAPWAP Control Message, followed by the data contained in the
nmessage.

4.4. CAPWAP Data Messages

There are two different types of CAPWAP Data packets: CAPWAP Dat a
Channel Keep-Alive packets and Data Payl oad packets. The first is
used by the WIP to synchroni ze the control and data channels and to
mai ntain freshness of the data channel. The second is used to
transmt user payl oads between the AC and WIP. This section

descri bes both types of CAPWAP Data packet fornmats.
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Bot h CAPWAP Data nmessages are transmitted on the CAPWAP Data channel
4.4.1. CAPWAP Data Channel Keep-Alive

The CAPWAP Dat a Channel Keep-Alive packet is used to bind the CAPWAP
control channel with the data channel, and to maintain freshness of
the data channel, ensuring that the channel is still functioning.
The CAPWAP Data Channel Keep-Alive packet is transmitted by the WP
when the DataChannel KeepAlive timer expires (see Section 4.7.2).
VWhen the CAPWAP Data Channel Keep-Alive packet is transmtted, the
WP sets the DataChannel Deadl nterval tiner.

In the CAPWAP Dat a Channel Keep-Alive packet, all of the fields in
the CAPWAP Header, except the HLEN field and the 'K bit, are set to
zero upon transm ssion. Upon receiving a CAPWAP Dat a Channel Keep-
Alive packet, the AC transmts a CAPWAP Data Channel Keep-Alive
packet back to the WIP. The contents of the transmtted packet are
identical to the contents of the received packet.

Upon receiving a CAPWAP Data Channel Keep-Alive packet, the WP
cancel s the DataChannel Deadlnterval tiner and resets the

Dat aChannel KeepAlive tiner. The CAPWAP Data Channel Keep-Alive
packet is retransmitted by the WIP in the sane manner as the CAPWAP
Control nessages. |f the DataChannel Deadl nterval tinmer expires, the
WIP tears down the control DTLS session, and the data DTLS session if
one exi sted.

The CAPWAP Dat a Channel Keep-Alive packet contains the follow ng
payl oad i medi ately foll owi ng the CAPWAP Header (see Section 4.3).

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Message El ement Length | Message Elenent [O0..N]
B s i S i I i S S S i i

Message El ement Lengt h: The 16-bit Length field indicates the
nunber of bytes foll owi ng the CAPWAP Header, with a nmaximum si ze
of 65535.

Message Element[0..N]: The nessage el ement(s) carry the information
pertinent to each of the CAPWAP Dat a Channel Keep-Alive nessage.
The foll owi ng nessage el enents MJST be present in this CAPWAP
nessage:

Session I D, see Section 4.6.37.
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4.4.2. Data Payl oad

A CAPWAP protocol Data Payl oad packet encapsul ates a forwarded
wirel ess frame. The CAPWAP protocol defines two different nodes of
encapsul ati on: | EEE 802.3 and native wireless. |EEE 802.3

encapsul ation requires that for 802.11 franes, the 802.11
*Integration* function be perforned in the WIP. An | EEE 802. 3-
encapsul at ed user payl oad frame has the follow ng format:

The CAPWAP protocol also defines the native w reless encapsul ation
node. The format of the encapsul ated CAPWAP Data frame is subject to
the rules defined by the specific wirel ess technol ogy binding. Each
wi rel ess technol ogy binding MIST contain a section entitled "Payl oad
Encapsul ation", which defines the format of the w rel ess payl oad that
is encapsul ated within CAPWAP Data packets.

For 802.3 payload franes, the 802.3 frane is encapsul ated (excl uding
the I EEE 802.3 Preanble, Start Frane Delimter (SFD), and Frame Check
Sequence (FCS) fields). |If the encapsul ated frane woul d exceed the
transport layer’s MIU, the sender is responsible for the
fragnmentation of the frane, as specified in Section 3.4. The CAPWAP
protocol can support |EEE 802.3 franmes whose length is defined in the
| EEE 802. 3as specification [ FRAME-EXT].

4.4.3. Establishnment of a DTLS Data Channe

If the AC and WIP are configured to tunnel the data channel over
DTLS, the proper DTLS session nust be initiated. To avoid having to
reaut henti cate and reauthorize an AC and WIP, the DTLS data channe
SHOULD be initiated using the TLS session resunption feature

[ RFC5246] .

The AC DTLS inplenentation MUST NOT initiate a data channel session
for a DTLS session for which there is no active control channe
sessi on.

4.5. CAPWAP Control Messages
The CAPWAP Control protocol provides a control channel between the
WP and the AC. Control nessages are divided into the follow ng
nessage types:

Di scovery: CAPWAP Di scovery nessages are used to identify potentia
ACs, their load and capabilities.
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Join: CAPWAP Joi n nessages are used by a WIP to request service from
an AC, and for the AC to respond to the WIP.

Control Channel Managenent: CAPWAP Control channel managenent
nmessages are used to maintain the control channel

WIP Configurati on Managenent: The WP Confi gurati on nmessages are
used by the AC to deliver a specific configuration to the WP
Messages that retrieve statistics froma WP are al so included in
WP Confi guration Managenent.

Station Session Managenent: Station Session Managenent nessages are
used by the AC to deliver specific station policies to the WIP.

Devi ce Managenent Operations: Device managenent operations are used
to request and deliver a firmvare i mage to the WP.

Bi ndi ng- Speci fi ¢ CAPWAP Managenent Messages: Messages in this
category are used by the AC and the WIP to exchange protocol -
speci fi c CAPWAP managenent nessages. These nessages nay or may
not be used to change the link state of a station

Di scovery, Join, Control Channel Managenent, WP Confi guration
Managenent, and Station Sessi on Managerment CAPWAP Control nessages
MUST be i npl enented. Device Managenment QOperations nessages MAY be
i mpl ement ed.

CAPWAP Control nessages sent fromthe WIP to the AC indicate that the
WP i s operational, providing an inplicit keep-alive mechanism for
the WIP. The Control Channel Management Echo Request and Echo
Response nessages provide an explicit keep-alive nechani smwhen ot her
CAPWAP Control nessages are not exchanged.

4.5.1. Control Message For nat

Al CAPWAP Control nessages are sent encapsul ated within the CAPWAP
Header (see Section 4.3). |Imrediately follow ng the CAPWAP Header is
the control header, which has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Message Type |
s S S i I S R R e h T Tk e S S S o T S
| Seq Num | Msg El enent Length Fl ags |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| Msg Element [0..N|
R el i S e S it NI S
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4.5.1.1. Message Type

The Message Type field identifies the function of the CAPWAP Contro
nmessage. To provide extensibility, the Message Type field is

conpri sed of an | ANA Enterprise Number [RFC3232] and an enterprise-
speci fic nessage type nunber. The first three octets contain the

| ANA Enterprise Number in network byte order, with zero used for
CAPWAP base protocol (this specification) defined nessage types. The
| ast octet is the enterprise-specific message type nunber, which has
a range fromO to 255.

The Message Type field is defined as:

Message Type =
| ANA Enterprise Nunmber * 256 +
Enterprise Specific Message Type Number

The CAPWAP protocol reliability nechanismrequires that nessages be
defined in pairs, consisting of both a Request and a Response
nessage. The Response nessage MJST acknow edge the Request nessage.
The assi gnment of CAPWAP Control Message Type Val ues al ways occurs in
pairs. Al Request nessages have odd nunmbered Message Type Val ues,
and all Response nessages have even nunbered Message Type Val ues.

The Request val ue MJUST be assigned first. As an exanple, assigning a
Message Type Value of 3 for a Request nessage and 4 for a Response
nessage is valid, while assigning a Message Type Value of 4 for a
Response nmessage and 5 for the correspondi ng Request nessage is

i nvalid.

When a WIP or AC receives a nessage with a Message Type Value field
that is not recognized and is an odd nunber, the nunber in the
Message Type Value Field is increnented by one, and a Response
nessage with a Message Type Value field containing the increnented
val ue and containing the Result Code nessage el enment with the val ue
(Unrecogni zed Request) is returned to the sender of the received
nessage. |f the unknown nessage type is even, the nessage is

i ghor ed.
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CAPWAP Contro

the tabl e bel ow

4.5.1. 2.

CAPWAP Control Message
Di scovery Request

Di scovery Response
Joi n Request
Joi n Response
Configuration
Confi guration

St at us Request
St at us Response
Configuration Update Request
Configuration Update Response
WP Event Request

WP Event Response

Change State Event Request
Change State Event Response
Echo Request

Echo Response

| mmge Data Request

| mrage Data Response

Reset Request

Reset Response

Primary Di scovery Request
Primary Di scovery Response
Data Transfer Request

Data Transfer Response

Cl ear Configuration Request

Cl ear Configuration Response
Station Configuration Request
Station Configurati on Response

Speci fication

March 2009

Message Types are specified in

Message Type
Val ue

OCO~NOUA~,WNE
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Sequence Number

The Sequence Number field is an identifier value used to match

Request and Response packets.
Message Type Val ue is received,

When a CAPWAP packet with a Request
the val ue of the Sequence Number

field is copied into the correspondi ng Response nessage.

When a CAPWAP Contro

nunber

pendi ng Request nessages have the sane sequence nunber.

counter

nmessage i s sent,
i s monotonically increnmented,

Nunber field waps back to zero.

Message El enent Length

the sender’s interna

sequence
ensuring that no two
The Sequence

The Length field indicates the nunber of bytes follow ng the Sequence

4.5.1. 3.
Nurber
Cal houn,

field.

et al.
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4.5.1.4. Flags
The Flags field MUST be set to zero.
4.5.1.5. Message Elenment [0..N|

The nessage elenent(s) carry the information pertinent to each of the
control nessage types. Every control nessage in this specification
speci fies which nmessage el enents are permtted.

VWhen a WIP or AC receives a CAPWAP message w t hout a message el enent
that is specified as mandatory for the CAPWAP nessage, then the
CAPWAP nessage is discarded. |If the received nessage was a Request
nessage for which the correspondi ng Response nmessage carries nessage
el ements, then a correspondi ng Response nmessage with a Result Code
nmessage el ement indicating "Failure - M ssing Mandatory Message
Element” is returned to the sender

When a WIP or AC receives a CAPWAP nessage with a nessage el enent
that the WIP or AC does not recogni ze, the CAPWAP nmessage is

di scarded. |If the received nessage was a Request nessage for which
the correspondi ng Response message carries message el ements, then a
correspondi ng Response nessage with a Result Code nessage el enent
indicating "Failure - Unrecogni zed Message El enent” and one or nore
Ret urned Message El enment nmessage el enents is included, containing the
unr ecogni zed nmessage el enent(s).

4.5.2. Quality of Service

The CAPWAP base protocol does not provide any Quality of Service
(QS) recommendations for use with the CAPWAP Data nessages. Any
Wi rel ess-speci fic CAPWAP bi ndi ng specification that has QS

requi rements MJST define the application of QS to the CAPWAP Dat a
messages.

The I P header also includes the Explicit Congestion Notification
(ECN) bits [RFC3168]. Section 9.1.1 of [RFC3168] describes two

| evel s of ECN functionality: full functionality and linited
functionality. CAPWAP ACs and WIPs SHALL inplenment the linited
functionality and are RECOVMENDED to inplenent the full functionality
descri bed in [ RFC3168].
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4.5.2.1. Applying QS to CAPWAP Control Message

It is recormended that CAPWAP Control nessages be sent by both the AC
and the WIP with an appropriate Quality-of-Service precedence val ue,
ensuring that congestion in the network mninmzes occurrences of
CAPWAP Control channel disconnects. Therefore, a QS-enabl ed CAPWAP
devi ce SHOULD use the follow ng val ues:

802. 1Q The priority tag of 7 SHOULD be used

DSCP: The CS6 per-hop behavior Service C ass SHOULD be used, which
is described in [RFC2474]).

4.5.3. Retransn ssions

The CAPWAP Control protocol operates as a reliable transport. For
each Request message, a Response nessage is defined, which is used to
acknow edge recei pt of the Request nessage. |In addition, the contro
header Sequence Nunber field is used to pair the Request and Response
nessages (see Section 4.5.1).

Response nmessages are not explicitly acknow edged; therefore, if a
Response nessage is not received, the original Request nessage is
retransmtted.

| mpl enment ati ons MUST keep track of the sequence nunber of the |ast
recei ved Request message, and MJST cache the correspondi ng Response

nmessage. |If a retransmission with the same sequence nunber is
recei ved, the cached Response nessage MJST be retransmitted w thout
re-processing the Request. |[If an older Request nessage is received,

nmeani ng one where the sequence nunber is smaller, it MJST be ignored.
A newer Request nessage, meani ng one whose sequence nunber is |arger
is processed as usual

Not e: A sequence numnber is considered "smaller" when s1 is snaller
than s2 nodulo 256 if and only if (sl<s2 and (s2-s1)<128) or
(s1>s2 and (sl-s2)>128).

Both the WP and the AC can only have a single request outstanding at
any given tine. Retransmitted Request messages MJUST NOT be altered
by the sender.

After transmtting a Request nessage, the Retransmitlnterval (see
Section 4.7) timer and MaxRetransnit (see Section 4.8) variable are
used to deternine if the original Request nmessage needs to be
retransmtted. The Retransmitinterval timer is used the first tine
the Request is retransmitted. The tinmer is then doubled every
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subsequent tinme the sane Request nessage is retransmtted, up to
MaxRet ransmit but no nore than half the Echolnterval tiner (see
Section 4.7.7). Response nmessages are not subject to these tiners.

If the sender stops retransmitting a Request nessage before reaching
MaxRetransmt retransm ssions (which leads to transition to DILS
Teardown, as described in Section 2.3.1), it cannot know whether the
reci pient received and processed the Request or not. [|n nost
situations, the sender SHOULD NOT do this, and instead continue
retransmtting until a Response message is received, or transition to
DTLS Teardown occurs. However, if the sender does decide to continue
the connection with a new or nodified Request nessage, the new
nessage MJST have a new sequence nunber, and be treated as a new
Request nessage by the receiver. Note that there is a high chance
that both the WIP and the AC s sequence nunbers wi |l becorme out of
sync.

When a Request nessage is retransmtted, it MJST be re-encrypted via
the DTLS stack. |If the peer had received the Request nessage, and
the correspondi ng Response nessage was lost, it is necessary to
ensure that retransmitted Request nessages are not identified as
repl ays by the DILS stack. Simlarly, any cached Response messages
that are retransmtted as a result of receiving a retransmtted
Request nmessage MJST be re-encrypted via DILS.

Dupl i cate Response nessages, identified by the Sequence Number field
in the CAPWAP Control nessage header, SHOULD be di scarded upon
receipt.

4.6. CAPWAP Protocol Message El enents

Thi s section defines the CAPWAP Protocol nessage el enents that are
i ncl uded in CAPWAP protocol control nessages.

Message el ements are used to carry informati on needed in contro
nessages. Every nmessage elenent is identified by the Type Val ue
field, defined below. The total length of the nessage elenents is
indicated in the nmessage elenent’s length field.

Al of the nessage el ement definitions in this document use a di agram
simlar to the one below in order to depict its format. Note that to
sinmplify this specification, these diagrans do not include the header
fields (Type and Length). The header field values are defined in the
nmessage el enent descriptions.
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Unl ess ot herwi se specified, a control nessage that lists a set of
supported (or expected) nessage el enents MJST NOT expect the nessage
elenents to be in any specific order. The sender MAY include the
nmessage elements in any order. Unless otherw se noted, one nessage
el ement of each type is present in a given control nessage.

Unl ess ot herwi se specified, any configuration information sent by the
AC to the WIP MAY be saved to non-volatile storage (see Section 8.1)
for nore information).

Addi ti onal nessage el ements may be defined in separate | ETF
docunent s.

The format of a nessage el enent uses the TLV fornat shown here:
0 1 2 3

01234567890123456789012345678901
i T S S s S S S S i S

| Type | Lengt h |
o bm bm bo bo bm bm bm bm bo bm bo bm bm bm bm bo bm bm bo bo bo be b b b e o o o o o
| Val ue ... |
o b o o e e -+

The 16-bit Type field identifies the information carried in the Val ue
field and Length (16 bits) indicates the nunber of bytes in the Val ue
field. The value of zero (0) is reserved and MJST NOT be used. The
rest of the Type field values are allocated as foll ows:

Usage Type Val ues
CAPWAP Pr ot ocol Message El enents 1 - 1023
| EEE 802. 11 Message El enents 1024 - 2047
Reserved for Future Use 2048 - 3071
EPCA obal Message El enents 3072 - 4095
Reserved for Future Use 4096 - 65535

The tabl e below |lists the CAPWAP protocol Message El enents and their
Type val ues.
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CAPWAP Message El enent Type Val ue
AC Descri pt or 1
AC | Pv4 Li st 2
AC | Pv6 Li st 3
AC Nane 4
AC Nanme with Priority 5
AC Ti nest anp 6
Add MAC ACL Entry 7
Add Station 8
Reser ved 9
CAPWAP Control |PV4 Address 10
CAPWAP Control |PV6 Address 11
CAPWAP Local | PV4 Address 30
CAPWAP Local |PV6 Address 50
CAPWAP Ti ners 12
CAPWAP Transport Protocol 51
Data Transfer Data 13
Data Transfer Mode 14
Decryption Error Report 15
Decryption Error Report Period 16
Del ete MAC ACL Entry 17
Del ete Station 18
Reserved 19
Di scovery Type 20
Duplicate | Pv4 Address 21
Duplicate | Pv6 Address 22
ECN Support 53
[ dl e Timeout 23
| mge Data 24
I mage ldentifier 25
| mage | nformation 26
Initiate Downl oad 27
Locati on Data 28
Maxi mum Message Length 29
MIU Di scovery Paddi ng 52
Radi o Adm nistrative State 31
Radi o Operational State 32
Result Code 33
Ret ur ned Message El enent 34
Session ID 35
Statistics Tinmer 36
Vendor Specific Payl oad 37
WP Board Dat a 38
WIP Descri ptor 39
WIP Fal | back 40
WP Franme Tunnel Mode 41
Reserved 42
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4. 6.

Cal

Reser ved 43
WP MAC Type 44
WP Nane 45
Unused/ Reser ved 46
WP Radio Statistics 47
WP Reboot Statistics 48
WP Static | P Address Infornmation 49
1. AC Descriptor

The AC Descriptor nessage elenment is used by the AC to comunicate
its current state. The value contains the follow ng fields.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| St ati ons | Limt |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Active WIPs | Max WI'Ps |
s S S i I S R R e h T Tk e S S S o T S
| Security | RMAC Field | Reservedl | DILS Policy |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| AC I nformation Sub-El enent. ..
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type: 1 for AC Descriptor
Lengt h: >= 12
St ati ons: The nunber of stations currently served by the AC
Limt: The maxi mum nunber of stations supported by the AC
Active WIPs: The nunber of WIPs currently attached to the AC
Max WIPs: The maxi mum nunber of WIPs supported by the AC
Security: An 8-bit mask specifying the authentication credential
type supported by the AC (see Section 2.4.4). The field has the
foll owi ng format:
01234567
S i S

| Reserved | S| X| R|
il i S S
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Reserved: A set of reserved bits for future use. Al
i mpl enentations conplying with this protocol MJST set to zero
any bits that are reserved in the version of the protoco
supported by that inplementation. Receivers MJST ignore al
bits not defined for the version of the protocol they support.

S: The AC supports the pre-shared secret authentication, as
described in Section 12.6.

X The AC supports X. 509 Certificate authentication, as
described in Section 12.7.

R A reserved bit for future use. Al inplenentations
conplying with this protocol MJST set to zero any bits that
are reserved in the version of the protocol supported by
that inplenmentation. Receivers MJST ignore all bits not
defined for the version of the protocol they support.

R- MAC Fi el d: The AC supports the optional Radio MAC Address field
in the CAPWAP transport header (see Section 4.3). The follow ng
enuner at ed val ues are supported:

0 - Reserved
1 - Supported
2 - Not Supported

Reserved: A set of reserved bits for future use. Al
i npl enentations conplying with this protocol MJST set to zero any
bits that are reserved in the version of the protocol supported by
that inplementation. Receivers MJST ignore all bits not defined
for the version of the protocol they support.

DTLS Pol i cy: The AC conmunicates its policy on the use of DILS for
the CAPWAP data channel. The AC MAY comuni cate nore than one
supported option, represented by the bit field below. The WP
MJUST abi de by one of the options communicated by AC. The field
has the follow ng format

01234567
B e sl i S S
| Reserved | D C R
S S S e
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Reserved: A set of reserved bits for future use. Al
i mpl enentations conplying with this protocol MJST set to zero
any bits that are reserved in the version of the protoco
supported by that inplementation. Receivers MJST ignore al
bits not defined for the version of the protocol they support.

D DTLS- Enabl ed Data Channel Supported
C Cl ear Text Data Channel Supported
R A reserved bit for future use. Al inplenentations

conplying with this protocol MJST set to zero any bits that
are reserved in the version of the protocol supported by
that inplementation. Receivers MJST ignore all bits not
defined for the version of the protocol they support.

AC I nformation Sub-El ement: The AC Descriptor message el enent

contains nultiple AC Information sub-el enents, and defines two
sub-types, each of which MJST be present. The AC Information sub-
el ement has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| AC I nformation Vendor ldentifier

T L R e o o e i T M N
| AC I nformation Type | AC I nformation Length

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| AC Information Data..

B T s i I S e i S i i S S e S

AC I nformation Vendor ldentifier: A 32-bit value containing the
| ANA- assi gned "Structure of Managenent Information (SM)
Net wor k Management Private Enterprise Codes".

AC I nformation Type: Vendor - speci fic encoding of AC information
in the UTF-8 format [ RFC3629]. The followi ng enunerated val ues
are supported. Both the Hardware and Software Version sub-
el enents MJUST be included in the AC Descriptor nessage el enent.
The values listed bel ow are used in conjunction with the AC
I nformati on Vendor ldentifier field, whose value MJST be set to
zero (0). This field, conbined with the AC Informati on Vendor
Identifier set to a non-zero (0) value, allows vendors to use a
private nanespace
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4 - Har dwar e Version: The AC s hardware version numnber.
5 - Sof tware Version: The AC s Software (firmnare) version
nunber .
AC I nformation Length: Lengt h of vendor-specific encoding of AC

information, with a nmaxi num size of 1024.
AC | nformation Dat a: Vendor - speci fi ¢ encodi ng of AC i nfornmation.
4.6.2. AC IPv4 List

The AC I Pv4 List nessage elenment is used to configure a WIP with the
|atest |list of ACs available for the WIP to join.

0 1 2 3

01234567890123456789012345678901
o bm bm bm bm bm bm bo bm bo bm bo bm bm bm bm bm bm bo bo bo bo b bo b o o o o o o o
| AC | P Address][] |
o bm bm bm bm be bm be bm be bm be be be be be be be b be b be be b b b b e e e e e

Type: 2 for AC I Pv4 List
Lengt h: >= 4

AC | P Address: An array of 32-bit integers containing AC | Pv4
Addr esses, containing no nore than 1024 addresses.

4.6.3. AC IPv6 List

The AC I Pv6 List nessage elenment is used to configure a WIP with the
latest list of ACs available for the WIP to join.

0 1 2 3

01234567890123456789012345678901
T S T i S S e e R T S
| AC | P Address][] |
S T R S S S
| AC | P Address][] |
T S e T S S T T S S e i ik o S St
| AC | P Address][] |
R T T T S T S S S S el T
| AC | P Address][] |
S T R S S S
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Type: 3 for AC I PV6 Li st
Lengt h: >= 16

AC | P Address: An array of 128-bit integers containing AC | Pv6
Addr esses, containing no nore than 1024 addresses.

4.6.4. AC Nane

The AC Nane nessage el ement contains an UTF-8 [ RFC3629]
representation of the ACidentity. The value is a variable-length
byte string. The string is NOT zero term nated.

0
01234567
+- - - - - - - -+

| Nane ..
+- - - - - - -+

Type: 4 for AC Nane
Lengt h: >= 1

Nane: A variabl e-length UTF-8 encoded string [ RFC3629] contai ni ng
the AC s nane, whose nmaxi mum si ze MUST NOT exceed 512 bytes.

4.6.5. AC Narme with Priority

The AC Nane with Priority nmessage elenent is sent by the ACto the
WP to configure preferred ACs. The nunber of instances of this
nessage el enment is equal to the nunber of ACs configured on the WIP.
The WIP al so uses this nessage elenment to send its configuration to
the AC

0 1
0123456789012345
R i T S e e rh

| Priority | AC Nane. ..
b T R e

Type: 5 for AC Nanme with Priority

Lengt h: >= 2

Priority: A val ue between 1 and 255 specifying the priority order
of the preferred AC. For instance, the value of one (1) is used

to set the primary AC, the value of two (2) is used to set the
secondary, etc.
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AC Nane: A variabl e-1 ength UTF-8 encoded string [ RFC3629]
cont ai ning the AC name, whose maxi mum size MUST NOT exceed 512
byt es.

4.6.6. AC Ti nmestanp

The AC Ti nestanp nessage elenent is sent by the AC to synchronize the
WP cl ock.

0 1 2 3

01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Ti mest anp |
s S S i I S R R e h T Tk e S S S o T S

Type: 6 for AC Ti mestanp
Lengt h: 4

Ti mest anp: The AC s current time, allowing all of the WIPs to be
time synchronized in the format defined by Network Tine Protocol
(NTP) in RFC 1305 [RFC1305]. Only the npst significant 32 bits of
the NTP time are included in this field.

4.6.7. Add MAC ACL Entry

The Add MAC Access Control List (ACL) Entry nmessage el enent is used
by an ACto add a MAC ACL |ist entry on a WIP, ensuring that the WP
no | onger provides service to the MAC addresses provided in the
nessage. The MAC addresses provided in this nessage el enent are not
expected to be saved in non-volatile nmenory on the WIP. The MAC ACL
table on the WIP is cleared every tinme the WIP establishes a new
session with an AC

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i
| Num of Entries| Length | MAC Address ...
R Rt i i i i e T I I S S S R i e S R e e i s o
Type: 7 for Add MAC ACL Entry
Lengt h: >= 8

Num of Entri es: The nunber of instances of the Length/ MAC Address
fields in the array. This value MJST NOT exceed 255.
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Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: MAC addresses to add to the ACL.
4.6.8. Add Station

The Add Station nessage elenent is used by the ACto informa WP
that it should forward traffic for a station. The Add Station
nmessage el ement i s acconpani ed by technol ogy-specific binding

i nformation el enent (s), which may include security paraneters.
Consequently, the security paranmeters MJUST be applied by the WIP for
the station.

After station policy has been delivered to the WIP through the Add
Station message el ement, an AC MAY change any policies by sending a
nodi fied Add Station nessage el ement. Wen a WP receives an Add
Station nessage el ement for an existing station, it MJST override any
existing state for the station.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Radio ID | Lengt h | MAC Address ...
s S S o T i i S S i (i
| VLAN Nare. ..

il i S S

Type: 8 for Add Station
Lengt h: >= 8

Radi o | D: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31.

Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: The station’s MAC address.
VLAN Narre: An optional variable-length UTF-8 encoded string
[ RFC3629], with a nmaxi mum | ength of 512 octets, containing the

VLAN Nanme on which the WIP is to locally bridge user data. Note
this field is only valid with WIPs configured in Local MAC node.
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4.6.9. CAPWAP Control |Pv4 Address

The CAPWAP Control |Pv4 Address nessage elenent is sent by the ACto
the WIP during the Discovery process and is used by the AC to provide
the interfaces available on the AC, and the current number of WPs
connected. Wen nmultiple CAPWAP Control |PV4 Address nessage

el ements are returned, the WIP SHOULD perform | oad bal anci ng across
the multiple interfaces (see Section 6.1).

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| | P Address

s S S i I S R R e h T Tk e S S S o T S
| WP Count |

B S S i i T S

Type: 10 for CAPWAP Control |Pv4 Address

Lengt h: 6
| P Address: The | P address of an interface.
WP Count : The nunber of WIPs currently connected to the interface,

with a maxi num val ue of 65535.
4.6.10. CAPWAP Control |Pv6 Address

The CAPWAP Control |Pv6 Address nessage elenent is sent by the ACto
the WIP during the Discovery process and is used by the AC to provide
the interfaces available on the AC, and the current number of WIPs
connected. This nessage elenment is useful for the WIP to perform

| oad bal ancing across nultiple interfaces (see Section 6.1).

0 1 2 3
01234567890123456789012345678901
A T A S T S S S S S

| | P Addr ess
T T T S R i S S S
| | P Addr ess

B s i S i I i S S S i i
| | P Addr ess
A T R S T S T S S T S
| | P Addr ess
T T T S R i S S S
| WP Count |

B i S S S it s ol T S S
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Type: 11 for CAPWAP Control |Pv6 Address

Lengt h: 18
| P Addr ess: The I P address of an interface.
WP Count : The nunber of WIPs currently connected to the interface,

with a maxi num val ue of 65535.
4.6.11. CAPWAP Local |Pv4 Address

The CAPWAP Local |Pv4 Address nessage elenment is sent by either the
WP, in the Join Request, or by the AC, in the Join Response. The
CAPWAP Local |Pv4 Address nessage elenment is used to comunicate the
| P Address of the transnmitter. The receiver uses this to determni ne
whet her a m ddl ebox exists between the two peers, by conparing the
source | P address of the packet against the value of the nessage

el enent .

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| | P Addr ess
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type: 30 for CAPWAP Local |Pv4 Address
Lengt h: 4
| P Address: The | P address of the sender.

4.6.12. CAPWAP Local |Pv6 Address
The CAPWAP Local |Pv6 Address nessage element is sent by either the
WP, in the Join Request, or by the AC, in the Join Response. The
CAPWAP Local |Pv6 Address nessage element is used to comunicate the
| P Address of the transmitter. The receiver uses this to deterni ne
whet her a mi ddl ebox exists between the two peers, by conparing the

source | P address of the packet against the value of the nessage
el enent .
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0 1 2 3
01234567890123456789012345678901
T S S S S R Sl S S

| | P Addr ess
B s i S i I i S S S i i
| | P Addr ess
A T R S T S T S S T S
| | P Addr ess
T T T S R i S S S
| | P Addr ess
B s i S i I i S S S i i

Type: 50 for CAPWAP Local |Pv6 Address

Lengt h: 16

| P Address: The | P address of the sender.
4.6.13. CAPWAP Tinmers

The CAPWAP Ti mers nessage el enent is used by an AC to configure
CAPWAP tiners on a WIP.

0 1
0123456789012345
R T o T i e ks ik oI ST e TS

| Di scovery | Echo Request
B S S i i T S

Type: 12 for CAPWAP Tiners
Lengt h: 2

Di scovery: The nunber of seconds between CAPWAP Di scovery messages,
when the WIP is in the Discovery phase. This value is used to
configure the MaxDi scoverylnterval timer (see Section 4.7.10).

Echo Request: The nunber of seconds between WP Echo Request CAPWAP
nessages. This value is used to configure the Echolnterval tiner
(see Section 4.7.7). The AC sets its Echolnterval tinmer to this
val ue, plus the maxi mumretransm ssion tinme as described in
Section 4.5.3.
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4.6.14. CAPWAP Transport Protoco

VWhen CAPWAP is run over |IPv6, the UDP-Lite or UDP transports MAY be
used (see Section 3). The CAPWAP | Pv6 Transport Protocol nessage
element is used by either the WIP or the AC to signal which transport
protocol is to be used for the CAPWAP data channel

Upon receiving the Join Request, the AC MAY set the CAPWAP Transport
Protocol to UDP-Lite in the Join Response nessage if the CAPWAP
nmessage was received over |Pv6, and the CAPWAP Local |Pv6 Address
message el ement (see Section 4.6.12) is present and no mi ddl ebox was
detected (see Section 11).

Upon receiving the Join Response, the WIP MAY set the CAPWAP
Transport Protocol to UDP-Lite in the Configuration Status Request or
| mrage Data Request nessage if the AC advertised support for UDP-Lite,
the message was received over |Pv6, the CAPWAP Local |Pv6 Address
nessage el enment (see Section 4.6.12) and no m ddl ebox was detected
(see Section 11). Upon receiving either the Configuration Status
Request or the Inmage Data Request, the AC MJST observe the preference
i ndicated by the WIP in the CAPWAP Transport Protocol, as long as it
is consistent with what the AC advertised in the Join Response.

For any other condition, the CAPWAP Transport Protocol MJST be set to
uDP

0
01234567
Tl i i S
| Tr ansport |
L Th: S S S Y

Type: 51 for CAPWAP Transport Protoco
Lengt h: 1

Transport: The transport to use for the CAPWAP Data channel. The
foll owi ng enunerated val ues are support ed:

1- UDP-Lite: The UDP-Lite transport protocol is to be used for
the CAPWAP Data channel. Note that this option MJST NOT be
used if the CAPWAP Control channel is being used over |Pv4.

2 - UDP: The UDP transport protocol is to be used for the CAPWAP
Dat a channel
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4.6.15. Data Transfer Data

The Data Transfer Data nmessage el enment is used by the WIP to provide
information to the AC for debuggi ng purposes.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| Data Type | Dat a Mode | Data Length |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Data ....
B e sl i S S

Type: 13 for Data Transfer Data

Lengt h: >= 5

Data Type: An 8-bit value representing the transfer Data Type. The
foll owi ng enunerated val ues are support ed:

1 - Transfer data is included.
2 - Last Transfer Data Block is included (End of File (EOF)).
5 - An error occurred. Transfer is aborted.

Dat a Mode: An 8-bit value describing the type of information being
transmtted. The follow ng enunerated val ues are support ed:

0 - Reserved
1 - WP Crash Data
2 - WP Menory Dunp
Dat a Lengt h: Length of data field, with a nmaxi mum size of 65535.

Dat a: Data being transferred fromthe WIP to the AC, whose type is
identified via the Data Mde field.
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4.6.16. Data Transfer Mde

The Data Transfer Mde nessage el enment is used by the WIP to indicate
the type of data transfer information it is sending to the AC for
debuggi ng pur poses.

0
01234567
S S

| Dat a Mode
Tl i i S

Type: 14 for Data Transfer Mde
Lengt h: 1

Dat a Mbde: An 8-bit value describing the type of information being
requested. The foll owi ng enunerated val ues are supported:

0 - Reserved
1 - WP Crash Data
2 - WP Menory Dunp
4.6.17. Decryption Error Report
The Decryption Error Report message el ement value is used by the WP
to informthe AC of decryption errors that have occurred since the
| ast report. Note that this error reporting nmechanismis not used if
encryption and decryption services are provided in the AC
0 1 2
012345678901234567890123
B s i S i I i S S S i i
| Radio | D | Num O Entries | Lengt h | MAC Address..
i T S i i i S
Type: 15 for Decryption Error Report
Lengt h: >= 9

Radi o |1 Dt The Radio ldentifier refers to an interface index on the
WP, whose value is between one (1) and 31.

Num of Entri es: The nunber of instances of the Length/ MAC Address
fields in the array. This field MJUST NOT exceed the val ue of 255.
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Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: MAC address of the station that has caused decryption
errors.

4.6.18. Decryption Error Report Period

The Decryption Error Report Period nessage el ement value is used by
the ACto informthe WIP how frequently it should send decryption
error report messages. Note that this error reporting mechanismis

not used if encryption and decryption services are provided in the
AC.

0 1 2

012345678901234567890123
s S S I T i s s sl (T I S S S S T
| Radio | D | Report Interval |
B e T T S T e ik i BT T e R S o

Type: 16 for Decryption Error Report Period
Lengt h: 3

Radi o |1 Dt The Radio ldentifier refers to an interface index on the
WP, whose value is between one (1) and 31.

Report Interval: A 16-bit unsigned integer indicating the time, in
seconds. The default value for this nessage el enent can be found
in Section 4.7.11.

4.6.19. Delete MAC ACL Entry

The Del ete MAC ACL Entry nessage element is used by an ACto delete a
MAC ACL entry on a WIP, ensuring that the WIP provi des service to the
MAC addresses provided in the nessage.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Num of Entries| Length | MAC Address ...
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type: 17 for Delete MAC ACL Entry

Lengt h: >= 8
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Num of Entri es: The nunber of instances of the Length/ MAC Address
fields in the array. This field MJUST NOT exceed the value of 255.

Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: An array of MAC addresses to delete fromthe ACL.
4.6.20. Delete Station

The Del ete Station nessage elenent is used by the ACto informa WP
that it should no |longer provide service to a particular station

The WIP MUST term nate service to the station i mediately upon
receiving this nmessage el ement.

The transnmi ssion of a Delete Station nmessage el enent coul d occur for
various reasons, including for admnistrative reasons, or if the
station has roamed to another WP.

The Delete Station message el enent MAY be sent by the WIP, in the WP
Event Request mnessage, to informthe AC that a particular station is
no | onger being provided service. This could occur as a result of an
Idle Timeout (see section 4.4.43), due to internal resource shortages
or for some other reason.

0 1 2 3
012345678901234567890123456789¢01
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Radio ID | Length | MAC Address. .
B T s i I S e i S i i S S e S
Type: 18 for Delete Station
Lengt h: >= 8

Radi o | D: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31

Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: The station’s MAC address.
4.6.21. Discovery Type
The Di scovery Type nessage el enent is used by the WIP to indicate how

it has cone to know about the existence of the ACto which it is
sendi ng the Discovery Request nessage.

Cal houn, et al. St andards Track [ Page 75]



RFC 5415 CAPWAP Prot ocol Specification March 2009

0
01234567
R b ok SR R
| Discovery Type
T ok Ik S R

Type: 20 for Discovery Type
Lengt h: 1

Di scovery Type: An 8-bit value indicating howthe WP di scovered
the AC. The follow ng enunerated val ues are support ed:

0 - Unknown

1- Static Configuration

2 - DHCP

3 - DNS

4 - AC Referral (used when the AC was configured either through

the AC I Pv4 List or AC I Pv6 List nmessage el enent)
4.6.22. Duplicate |Pv4 Address

The Duplicate | Pv4d Address nessage elenent is used by a WIP to inform
an AC that it has detected another IP device using the same IP
address that the WIP is currently using.

The WIP MUST transnmit this nessage el enent with the status set to 1
after it has detected a duplicate | P address. Wen the WIP detects
that the duplicate |IP address has been cleared, it MJST send this
nmessage element with the status set to O.

0 1 2 3
01234567890123456789012345678901
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| | P Address |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| St at us | Length | MAC Address ...
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type: 21 for Duplicate |Pv4 Address
Lengt h: >= 12

| P Addr ess: The I P address currently used by the WIP.
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St at us: The status of the duplicate |IP address. The val ue MJST be
set to 1 when a duplicate address is detected, and 0 when the
dupli cat e address has been cl eared.

Length: The length of the MAC Address field. The formats and
| engths specified in [EU-48] and [EU -64] are support ed.

MAC Address: The MAC address of the of fending device
4.6.23. Duplicate |Pv6 Address

The Duplicate | Pv6 Address nessage element is used by a WIP to inform
an AC that it has detected another host using the sanme | P address
that the WIP is currently using.

The WIP MUST transmit this nessage elenent with the status set to 1
after it has detected a duplicate I P address. Wen the WP detects
that the duplicate |IP address has been cleared, it MJST send this
nessage elenment with the status set to O.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| | P Addr ess |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| | P Addr ess |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| | P Addr ess |
B s i S i I i S S S i i
| | P Addr ess |
e b i T T e T S s S R S e T O i i Tk i RIS S S

| St at us | Length | MAC Address ..
R T i T e e i T S L e e e i T St R S S S S s e I S R

Type: 22 for Duplicate |IPv6 Address

Lengt h: >= 24

| P Addr ess: The | P address currently used by the WIP.

St at us: The status of the duplicate I P address. The value MJST be
set to 1 when a duplicate address is detected, and 0 when the

dupl i cat e address has been cl ear ed.

Length: The length of the MAC Address field. The formats and
| engths specified in [EU -48] and [EU -64] are supported.

MAC Addr ess: The MAC address of the of fendi ng devi ce.
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4.6.24. |dle Tinmeout

The Idle Tineout nessage elenment is sent by the ACto the WIP to
provide the Idle Timeout value that the WIP SHOULD enforce for its
active stations. The value applies to all radios on the WP.

0 1 2 3
01234567890123456789012345678901
T S S S S R Sl S S
| Ti meout |
B s i S i I i S S S i i

Type: 23 for Idle Tineout
Lengt h: 4
Ti meout : The current Idle Tineout, in seconds, to be enforced by
the WIP. The default value for this nessage el enment is specified
in Section 4.7.8.
4.6.25. ECN Support
The ECN Support nessage elenent is sent by both the WIP and the ACto
i ndicate their support for the Explicit Congestion Notification (ECN)
bits, as defined in [ RFC3168].
0
01234567
T ok Ik S R
| ECN Support |
S i S
Type: 53 for ECN Support
Lengt h: 1
ECN Support: An 8-bit value representing the sender’s support for
ECN, as defined in [RFC3168]. Al CAPWAP | npl enent ati ons MJST
support the Limted ECN Support node. Full ECN Support is used if
both the WIP and AC advertise the capability for "Full and Linmited
ECN' Support; otherw se, Limted ECN Support is used.
0 - Limted ECN Support

1 - Full and Limted ECN Support

Cal houn, et al. St andards Track [ Page 78]



RFC 5415 CAPWAP Prot ocol Specification March 2009

4.6.26. |Image Data

The I mage Data nmessage el ement is present in the | nage Data Request
nmessage sent by the AC and contains the follow ng fields.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Data Type | Data ...
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Type: 24 for Image Data
Lengt h: >= 1

Data Type: An 8-bit value representing the image Data Type. The
foll owi ng enunerated val ues are support ed:

1 - |Inmage data is included.
2 - Last Image Data Block is included (EOF).
5 - An error occurred. Transfer is aborted.

Dat a: The Image Data field contains up to 1024 characters, and its
length is inferred fromthis message elenent’s length field. |If
the bl ock being sent is the last one, the Data Type field is set
to 2. The AC MAY opt to abort the data transfer by setting the
Data Type field to 5. Wen the Data Type field is 5, the Value
field has a zero | ength.

4.6.27. Image ldentifier

The I mage ldentifier message elenent is sent by the ACto the WIP to
i ndi cate the expected active software version that is to be run on
the WIP. The WIP sends the Inage Identifier nessage el ement in order
to request a specific software version fromthe AC. The actua

downl oad process is defined in Section 9.1. The value is a variable-
l ength UTF-8 encoded string [ RFC3629], which is NOT zero terninated.

0 1 2 3
012345678901 23456789012345678901
T S T S S M S S S

| Vendor |dentifier
A S S S S S
| Dat a. . .

T S S T T S S T i S e Tl A S S S S S
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Type: 25 for Inmage ldentifier
Lengt h: >= 5

Vendor ldentifier: A 32-bit value containing the | ANA-assigned "SM
Net wor k Managenent Private Enterprise Codes".

Dat a: A variable-l1ength UTF-8 encoded string [ RFC3629] contai ning
the firmvare identifier to be run on the WIP, whose | ength MJST
NOT exceed 1024 octets. The length of this field is inferred from
this message elenent’s length field.

4.6.28. Inmage Information

The I mage I nformati on nessage elenment is present in the Image Data
Response nessage sent by the ACto the WIP and contains the foll ow ng
fields.

0 1 2 3
01234567890123456789012345678901
T e R e i o T e e e el o ok S I RN

| File Size

i i S T S S S s S S S i ai i i ST
| Hash |
R e T R e s S i e T et
| Hash |
R e o o e ke e o
| Hash |
i i S T S S S s S S S i ai i i ST
| Hash |
R e T R e s S i e T et

Type: 26 for Image Information
Lengt h: 20

File Size: A 32-bit value containing the size of the file, in
bytes, that will be transferred by the ACto the WP.

Hash: A 16-octet MD5 hash of the image using the procedures defined
in [ RFC1321].
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4.6.29. Initiate Downl oad

The Initiate Downl oad nessage el enent is used by the WIP to inform
the AC that the AC SHOULD initiate a firmwvare upgrade. The AC
subsequently transmts an | nage Data Request nessage, which includes
the I mage Data nmessage el enent. This nessage el enent does not
contai n any dat a.

Type: 27 for Initiate Downl oad
Lengt h: 0
4.6.30. Location Data

The Location Data nmessage elenment is a variable-length byte UTF-8
encoded string [ RFC3629] containing user-defined | ocation information
(e.g., "Next to Fridge"). This information is configurable by the
networ k admi ni strator, and allows the WIP | ocation to be determn ned.
The string is not zero term nated.

0
01234567
T sl T N S

| Location ...
e T T NI

Type: 28 for Location Data
Lengt h: >= 1

Locati on: A non-zero-term nated UTF-8 encoded string [ RFC3629]
contai ning the WIP | ocati on, whose nmaxi num si ze MJUST NOT exceed
1024.

4.6.31. Maxi mum Message Length

The Maxi mum Message Length nessage el enent is included in the Join
Request nessage by the WIP to indicate the nmaxi num CAPWAP nessage
length that it supports to the AC. The Maxi num Message Length
nmessage element is optionally included in Join Response nmessage by
the AC to indicate the maxi mum CAPWAP nessage length that it supports
to the WIP

0 1
0123456789012345
B ik T R e R S e i o ik s e
| Maxi mum Message Length |
T el I o e S S e el st (I S SR R
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Type: 29 for Maxi mum Message Length
Lengt h: 2

Maxi mum Message Length A 16-bit unsigned integer indicating the
maxi mum nessage | engt h.

4.6.32. MIU Di scovery Paddi ng

The MrU Di scovery Paddi ng message el enent is used as padding to
perform MIU di scovery, and MJST contain octets of value OxFF, of any
| engt h.

0
01234567
+- - - - - - - -+

| Padding. ..
e I e

Type: 52 for MIU Di scovery Paddi ng

Lengt h: Vari abl e

Pad: A variable-length pad, filled with the val ue OxFF
4.6.33. Radio Adnministrative State

The Radi o Adm nistrative State nessage elenent is used to comunicate
the state of a particular radio. The Radio Administrative State
nessage elenment is sent by the AC to change the state of the WP

The WIP saves the value, to ensure that it remains across WP resets.
The WIP communi cates this nmessage el ement during the configuration
phase, in the Configuration Status Request message, to ensure that
the AC has the WIP radio current adm nistrative state settings. The
nessage el enment contains the follow ng fields:

0 1
0123456789012345
B ik T R e R S e i o ik s e

| Radio 1D | Admin State
T el I o e S S e el st (I S SR R

Type: 31 for Radio Administrative State

Lengt h: 2
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Radi o | D: An 8-bit value representing the radio to configure, whose
val ue i s between one (1) and 31. The Radio ID field MAY al so
i nclude the value of Oxff, which is used to identify the WIP. |f
an AC wi shes to change the administrative state of a WIP, it
i ncludes Oxff in the Radio ID field.

Admi n State: An 8-bit value representing the admnistrative state
of the radio. The default value for the Admn State field is
listed in Section 4.8.1. The follow ng enurerated val ues are
support ed:

0 - Reserved
1 - Enabled
2 - Disabled
4.6.34. Radio Qperational State

The Radi o Operational State nessage elenment is sent by the WIP to the
AC to comunicate a radio’s operational state. This nessage el enent
is included in the Configurati on Update Response nessage by the WP
if it was requested to change the state of its radio, via the Radio
Adm ni strative State nessage el enent, but was unable to conply to the
request. This nessage elenent is included in the Change State Event
nessage when a WIP radi o state was changed unexpectedly. This could
occur due to a hardware failure. Note that the operational state
setting is not saved on the WIP, and therefore does not remain across
WP resets. The value contains three fields, as shown bel ow.

0 1 2
012345678901234567890123
e T R e e b i ol o S R
| Radio 1D | State | Cause |
s S S I T i s s sl (T I S S S S T

Type: 32 for Radio Qperational State

Lengt h: 3

Radi o 1 D: The Radio ldentifier refers to an interface index on the
WP, whose value is between one (1) and 31. A value of OxFF is
invalid, as it is not possible to change the WIP's operationa
state.

State: An 8-bit Bool ean val ue representing the state of the radio.
The foll owi ng enunerated val ues are supported:
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Cause

reason the radio is out of service.
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Reser ved
Enabl ed
Di sabl ed

When a radio is inoperable, the cause field conta

val ues are support ed:

0

1

2

3

4.6. 35.

The Result Code nessage el enent value is a 32-bit

Nor ma

Radi o Failure

Sof tware Failure
Admi ni stratively Set

Result Code

March 2009

ns the

The foll owi ng enunerated

i nt eger val ue,

indicating the result of the Request nessage corresponding to the
sequence nunber included in the Response message.

0

1 2

3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

Result Code

I T S S e S S e S i SuE S S

Type: 33 for Result Code

Lengt h: 4

Resul t Code: The foll owi ng enunerated val ues are defined:
0 Success
1 Failure (AC List Message El enent MUST Be Present)
2 Success (NAT Detected)
3 Join Failure (Unspecified)
4 Join Failure (Resource Depletion)
5 Join Failure (Unknown Source)
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6 Join Failure (Incorrect Data)

7 Join Failure (Session ID Already in Use)
8 Join Failure (WP Hardware Not Supported)
9 Join Failure (Binding Not Supported)

10 Reset Failure (Unable to Reset)

11 Reset Failure (Firmmare Wite Error)

12 Configuration Failure (Unable to Apply Requested Configuration
- Service Provided Anyhow)

13 Configuration Failure (Unable to Apply Requested Configuration
- Service Not Provided)

14 Image Data Error (lnvalid Checksun

15 Image Data Error (lnvalid Data Length)

16 Image Data Error (OQther Error)

17 Image Data Error (lmage Al ready Present)

18 Message Unexpected (Invalid in Current State)

19 Message Unexpected (Unrecogni zed Request)

20 Failure - M ssing Mandatory Message El enent

21 Failure - Unrecogni zed Message El enment

22 Data Transfer Error (No Information to Transfer)

4.6.36. Returned Message El enent

The Returned Message Elenent is sent by the WIP in the Change State
Event Request nessage to comunicate to the AC which nessage el enents
in the Configuration Status Response it was unable to apply locally.
The Returned Message El enent nessage el enent contains a result code

i ndicating the reason that the configuration could not be applied,
and encapsul ates the failed nessage el enent.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Reason | Lengt h | Message El enent. ..
B s i S i I i S S S i i

Type: 34 for Returned Message El enent
Lengt h: >= 6

Reason: The reason the configuration in the of fendi ng nessage
el ement could not be applied by the WIP. The foll owi ng enunerated
val ues are support ed:

0 - Reserved

1 - Unknown Message El enent

2 - Unsupported Message El enent

3 - Unknown Message El ement Val ue

4 - Unsupported Message El ement Val ue

Lengt h: The I ength of the Message El enent field, which MJUST NOT
exceed 255 octets.

Message El ement: The Message El ement field encapsul ates the nessage
el ement sent by the AC in the Configuration Status Response
nessage that caused the error.

4.6.37. Session ID

The Session |ID nmessage el enent val ue contains a randomy generated
unsi gned 128-bit integer

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Session ID
B s i S i I i S S S i i
| Session ID
e s S i e S e e  t ik ok S R SR S S
| Session ID
T Lk R e T e i ik i Sl TR R o
| Session ID
B s i S i I i S S S i i
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Type: 35 for Session ID

Lengt h: 16

Session | D: A 128-bit unsigned integer used as a random sessi on
identifier

4.6.38. Statistics Tinmer

The Statistics Tiner message el enent value is used by the ACto

informthe WIP of the frequency with which it expects to receive
updat ed statistics.

0 1
0123456789012345
S i S S S S S S

| Statistics Timer |
T el I o e S S e el st (I S SR R

Type: 36 for Statistics Tinmer

Lengt h: 2

Statistics Tiner: A 16-bit unsigned integer indicating the tine, in
seconds. The default value for this tinmer is specified in
Section 4.7.14.

4.6.39. Vendor Specific Payl oad

The Vendor Specific Payl oad nessage el enent is used to conmunicate
vendor-specific informati on between the WIP and the AC. The Vendor
Speci fic Payl oad nessage el enent MAY be present in any CAPWAP
nessage. The exchange of vendor-specific data between the MJST NOT
nodi fy the behavi or of the base CAPWAP protocol and state machine.
The nessage el ement uses the follow ng format:

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Vendor |ldentifier

B s i S i I i S S S i i
| El enent 1D | Dat a. .

T S ol T o e e b i

Type: 37 for Vendor Specific Payl oad

Lengt h: >= 7
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Vendor ldentifier: A 32-bit value containing the | ANA-assi gned "SM
Net wor k Managenent Private Enterprise Codes" [RFC3232].

El ement |1D: A 16-bit Elenment ldentifier that is managed by the
vendor .

Dat a: Vari abl e-1 engt h vendor-specific information, whose contents
and fornmat are proprietary and understood based on the Elenent ID
field. This field MUST NOT exceed 2048 octets.

4.6.40. WP Board Data

The WIP Board Data nessage el enent is sent by the WIP to the AC and
contains informati on about the hardware present.

0 1 2 3
01234567890123456789012345678901
Rk o T T e e e R i i R S S S ks T S S S e e e o

| Vendor |dentifier

s i T e S s it ST T e e S e S e o o o I T
| Board Data Sub-El enent. ..

B T i T i S T T S i i S S S

Type: 38 for WIP Board Data
Lengt h: >=14

Vendor ldentifier: A 32-bit value containing the | ANA-assigned "SM
Net wor k Managenent Private Enterprise Codes", identifying the WP
hardwar e manufacturer. The Vendor ldentifier field MUST NOT be
set to zero.

Board Data Sub-El enment: The WIP Board Data message el enent contains
mul ti pl e Board Data sub-el ements, sone of which are nmandatory and
some are optional, as described below. The Board Data Type val ues
are not extensi ble by vendors, and are therefore not coupl ed al ong
with the Vendor Identifier field. The Board Data sub-el ement has
the follow ng format

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Board Data Type | Board Data Length

s S S i I S R R e h T Tk e S S S o T S
| Board Data Val ue. .

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
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Board Data Type: The Board Data Type field identifies the data
bei ng encoded. The CAPWAP protocol defines the follow ng
val ues, and each of these types identify whether their presence
is mandatory or optional

0 - WP Model Nunber: The WP Mbdel Nunber MUST be included in
the WIP Board Data nessage el enment.

1 - WIP Serial Nunber: The WP Serial Number MUST be included in
the WIP Board Data nessage el ement.

2 - Board ID: A hardware identifier, which MAY be included in
the WIP Board Data nessage el enment.

3 - Board Revi sion: A revision nunber of the board, which MAY be
included in the WIP Board Data nessage el ement.

4 - Base MAC Address: The WIP's Base MAC address, which MAY be
assigned to the primary Ethernet interface.

Board Data Lengt h: The I ength of the data in the Board Data Val ue
field, whose |l ength MUST NOT exceed 1024 octets.

Board Data Val ue: The data associated with the Board Data Type
field for this Board Data sub-el enent.

4.6.41. WP Descriptor

The WIP Descriptor nessage el enent is used by a WIP to comuni cat e
its current hardware and software (firmwnare) configuration. The
val ue contains the followi ng fields:

0 1 2 3
01234567890123456789012345678901
i o i T S i I S S s ol ST SN S
Max Radios | Radios in use | Num Encrypt |Encryp Sub-El nt|
B S i T T i S S S S e S S i i i i
Encrypti on Sub- El enent | Descri ptor Sub-El enent. ..
s i i i o i i I R S R e R R o o i S

+— +— +

Type: 39 for WIP Descri ptor

Lengt h: >= 33
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Max Radi os: An 8-bit value representing the nunber of radios (where
each radio is identified via the Radio ID field) supported by the
WIP.

Radi os in use: An 8-bit value representing the nunber of radios in
use in the WIP.

Num Encrypt : The nunber of 3-byte Encryption sub-el ements that
follow this field. The value of the Num Encrypt field MJST be
bet ween one (1) and 255.

Encrypti on Sub-El enent: The WIP Descri ptor nessage el enent MUST
contain at |east one Encryption sub-elenment. One sub-elenent is
present for each binding supported by the WIP. The Encryption
sub-el ement has the follow ng format:

0 1 2
012345678901234567890123
B e T T S T e ik i BT T e R S o
| Ressvd] WBID | Encryption Capabilities |
B T o e S i ol o T e e S e il I S NI S S

Resvd: The 3-bit field is reserved for future use. Al
i npl enentations conplying with this protocol MJST set to zero
any bits that are reserved in the version of the protoco
supported by that inplenentation. Receivers MJST ignore al
bits not defined for the version of the protocol they support.

VBI D A 5-bit field that is the wireless binding identifier
The identifier will indicate the type of wrel ess packet
associated with the radio. The WBIDs defined in this
specification can be found in Section 4.3.

Encryption Capabilities: This 16-bit field is used by the WIP to
conmuni cate its capabilities to the ACC A WP that does not
have any encryption capabilities sets this field to zero (0).
Refer to the specific wireless binding for further
specification of the Encryption Capabilities field.

Descri pt or Sub- El enent : The WIP Descri ptor nessage el enent contains
mul tipl e Descriptor sub-elenments, sone of which are nmandatory and
sone are optional, as described below. The Descriptor sub-el ement
has the foll owi ng format
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0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S

| Descri ptor Vendor ldentifier

B s i S i I i S S S i i
| Descri ptor Type | Descriptor Length
i T S i I S i S S
| Descri ptor Data. .

i I S I S i it S S S S e ok

Descri ptor Vendor Identifier: A 32-bit value containing the
| ANA- assi gned "SM Network Managenent Private Enterprise
Codes".

Descri ptor Type: The Descriptor Type field identifies the data
bei ng encoded. The format of the data is vendor-specific
encoded in the UTF-8 format [ RFC3629]. The CAPWAP protoco
defines the followi ng val ues, and each of these types identify
whet her their presence is mandatory or optional. The val ues
listed below are used in conjunction with the Descriptor Vendor
Identifier field, whose value MJST be set to zero (0). This
field, combined with the Descriptor Vendor ldentifier set to a
non-zero (0) value, allows vendors to use a private nanespace.

0 - Har dwar e Versi on: The WP hardware version nunber MJST be
present.
1- Active Software Version: The WP runni ng software version

nunber MJUST be present.

2 - Boot Version: The WIP boot |oader version nunmber MJST be
present.
3 - O her Software Version: The WP non-runni hg software

(firmnare) version nunmber MAY be present. This type is
used to comunicate alternate software versions that are
avai |l abl e on the WIP's non-vol atil e storage.

Descri ptor Lengt h: Length of the vendor-specific encoding of the
Descriptor Data field, whose | ength MUST NOT exceed 1024
octets.

Descri ptor Data: Vendor - specific data of WIP infornmati on encoded
in the UTF-8 format [ RFC3629].
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4.6.42. WP Fal | back

The WIP Fal | back nessage elenment is sent by the ACto the WIP to
enabl e or disable automati c CAPWAP fall back in the event that a WIP
detects its preferred ACto which it is not currently connect ed.

0
01234567
R h
| Mbde |
Tl i i S

Type: 40 for WP Fal | back
Lengt h: 1

Mode: The 8-bit value indicates the status of automatic CAPWAP
fall back on the WIP. When enabled, if the WIP detects that its
primary AC is available, and that the WIP is not connected to the
primary AC, the WP SHOULD automatical ly di sconnect fromits
current AC and reconnect to its primary AC. |f disabled, the WP
will only reconnect to its primary AC through manual intervention
(e.g., through the Reset Request nessage). The default value for
this field is specified in Section 4.8.9. The follow ng
enuner at ed val ues are supported:

0 - Reserved
1 - Enabled
2 - Disabled
4.6.43. WP Franme Tunnel Mde

The WIP Frane Tunnel Mbde nessage el enent allows the WIP to

conmuni cate the tunneling nodes of operation that it supports to the
AC. A WP that advertises support for all types allows the ACto
sel ect which type will be used, based on its |ocal policy.

0
01234567
B e sl i S S
| Reservd| N E] L| U
S S S e
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Type: 41 for WP Frane Tunnel Mode
Lengt h: 1

Reservd: A set of reserved bits for future use. Al
i npl enentations conplying with this protocol MJST set to zero any
bits that are reserved in the version of the protocol supported by
that inplementation. Receivers MJST ignore all bits not defined
for the version of the protocol they support.

N: Native Frane Tunnel node requires the WIP and AC to encapsul ate
all user payloads as native wireless franes, as defined by the
wi rel ess binding (see for exanple Section 4.4)

E: The 802.3 Franme Tunnel Mode requires the WIP and AC to
encapsul ate all user payload as native | EEE 802.3 franes (see
Section 4.4). Al user traffic is tunneled to the AC. This
val ue MUST NOT be used when the WIP MAC Type is set to Split
MAC.

L: When Local Bridging is used, the WIP does not tunnel user
traffic to the AC, all user traffic is locally bridged. This
val ue MUST NOT be used when the WIP MAC Type is set to Split
MAC.

R A reserved bit for future use. Al inplenentations conplying
with this protocol MJST set to zero any bits that are reserved
in the version of the protocol supported by that
i mpl enentati on. Receivers MJST ignore all bits not defined for
the version of the protocol they support.

4.6.44. WP MAC Type

The WIP MAC- Type nessage el ement allows the WIP to conmunicate its
node of operation to the AC. A WP that advertises support for both
nodes allows the AC to select the node to use, based on local policy.

0
01234567
+- - - - - - - -+
| MAC Type |
+- - - - - - -+

Type: 44 for WP MAC Type
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Lengt h: 1

MAC Type: The MAC node of operation supported by the WIP. The
foll owi ng enunerated val ues are support ed:

0 - Local MAC. Local MAC is the default npbde that MJST be
supported by all WPs. \When tunneling is enabled (see
Section 4.6.43), the encapsul ated frames MJST be in the
802.3 format (see Section 4.4.2), unless a wireless
management or control frame which MAY be in its native
format. Any CAPWAP bi ndi ng needs to specify the format of
managenent and control wireless frames.

1- Split MAC. Split MAC support is optional, and allows the AC
to receive and process native wrel ess franes.

2 - Both: WP is capabl e of supporting both Local MAC and Split
MAC.

4.6.45. WP Nanme

The WP Name message el enent is a variable-length byte UTF-8 encoded
string [RFC3629]. The string is not zero term nated.

0
01234567
i S
| WP Nane ...
R

Type: 45 for WP Nane
Lengt h: >= 1

WP Nane: A non-zero-term nated UTF-8 encoded string [ RFC3629]
contai ning the WIP nane, whose maxi mnum si ze MJST NOT exceed 512
byt es.

4.6.46. WP Radio Statistics

The WIP Radio Statistics nmessage element is sent by the WIP to the AC
to comuni cate statistics on radi o behavior and reasons why the WP
radi o has been reset. These counters are never reset on the WIP, and
will therefore roll over to zero when the nmaxi mum si ze has been
reached.
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1 2 3
1234567890123456789012345678901
B o T e e R i s i o i s

Radio 1D | Last Fail Type]| Reset Count |
i T i o S Tl s i s S S I S S S S S S
SW Fai | ure Count | HW Fai | ure Count |
s T S e i i T S e e T aE:
O her Failure Count | Unknown Fail ure Count
e T T e i o s ol i SR S SR N N S SRR S
Confi g Update Count | Channel Change Count
B i s i T T i S S S i e S i T 2
Band Change Count | Current Noi se Fl oor
T S R e L o s T e N R T ek o

0
0
+

+

=+

+

+

+-
|
+-
|
- 4-
|
+- +- +
|
+- +-

|
+-
Type: 47 for WIP Radio Statistics
Lengt h: 20

Radi o | D: The radio ID of the radio to which the statistics apply,
whose val ue is between one (1) and 31.

Last Failure Type: The ast WIP failure. The foll ow ng enunerated
val ues are support ed:

0 - Statistic Not Supported
1 - Software Failure
2 - Hardware Failure
3 - Oher Failure
255 - Unknown (e.g., WP doesn’'t keep track of info)
Reset Count: The nunber of tinmes that the radi o has been reset.

SW Fai | ure Count: The nunber of tinmes that the radio has failed due
to software-rel ated reasons.

HW Fai | ure Count: The nunber of tines that the radio has fail ed due
to hardware-rel ated reasons.

O her Failure Count: The nunber of times that the radio has fail ed
due to known reasons, other than software or hardware fail ure.
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Unknown Fail ure Count: The nunber of times that the radi o has
failed for unknown reasons.

Confi g Update Count: The nunber of times that the radio
configuration has been updated.

Channel Change Count: The nunber of tinmes that the radi o channe
has been changed.

Band Change Count: The nunber of times that the radi o has changed
frequency bands.

Current Noi se Fl oor: A signed integer that indicates the noise
floor of the radio receiver in units of dBm

4.6.47. WP Reboot Statistics

The WIP Reboot Statistics nessage elenent is sent by the WIP to the
AC to communi cate reasons why WP reboots have occurred. These
counters are never reset on the WIP, and will therefore roll over to
zero when the nmaxi mum si ze has been reached.

0 1 2 3
01234567890123456789012345678901
T S A S S I T S I S

| Reboot Count | AC Initiated Count |
Lk R e T e i i i SEI TR R
| Li nk Fail ure Count | SW Fai | ure Count |
B s i S i I i S S S i i
| HW Fai | ure Count | O her Failure Count
e s S i e S S S  h k. i R SR S
| Unknown Fail ure Count | Last Failure Type

R i et S i i oI R R e S S e T el S S S
Type: 48 for WP Reboot Statistics
Lengt h: 15

Reboot Count: The nunber of reboots that have occurred due to a WIP
crash. A value of 65535 inmplies that this information is not
avail abl e on the WIP.

AC I nitiated Count: The nunber of reboots that have occurred at the
request of a CAPWAP protocol nessage, such as a change in
configuration that required a reboot or an explicit CAPWAP
protocol reset request. A value of 65535 inplies that this
information is not avail able on the WP.
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Li nk Failure Count: The nunber of tinmes that a CAPWAP protocol
connection with an AC has failed due to link failure.

SW Fai | ure Count: The nunber of times that a CAPWAP protocol
connection with an AC has failed due to software-rel ated reasons.

HW Fai | ure Count: The nunber of tinmes that a CAPWAP protocol
connection with an AC has failed due to hardware-rel ated reasons.

O her Failure Count: The nunber of times that a CAPWAP protocol
connection with an AC has failed due to known reasons, other than
ACinitiated, link, SWor HWfailure.

Unknown Fail ure Count: The nunber of tinmes that a CAPWAP protocol
connection with an AC has failed for unknown reasons.

Last Failure Type: The failure type of the nost recent WIP failure.
The foll owi ng enunerated val ues are supported:

0 - Not Supported
1- ACInitiated (see Section 9.2)
2 - Link Failure
3 - Software Failure
4 - Hardware Failure
5 - Oher Failure
255 -  Unknown (e.g., WP doesn’'t keep track of info)
4.6.48. WP Static | P Address Information
The WIP Static I P Address Informati on nmessage el enent is used by an

AC to configure or clear a previously configured static |IP address on
a WIP. | Pv6 WIPs are expected to use dynani c addresses.
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4.

4.

4.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| | P Address |
B s i S i I i S S S i i
| Net mask |
e s S i e S e e  t ik ok S R SR S S
| Gat eway |
Lk R e T e e i e s
| Static |
T ok Ik S R

Type: 49 for WIP Static |IP Address Infornmation
Lengt h: 13

| P Addr ess: The I P address to assign to the WIP. This field is
only valid if the static field is set to one.

Net mask: The I P Netmask. This field is only valid if the static
field is set to one.

Gat eway: The I P address of the gateway. This field is only valid
if the static field is set to one.

Static: An 8-bit Bool ean stating whether or not the WIP shoul d use
a static I P address. A value of zero disables the static IP
address, while a value of one enables it.

7. CAPWAP Protocol Tiners
This section contains the definition of the CAPWAP tiners.
7.1. ChangeSt at ePendi ngTi mer

The maximumtine, in seconds, the ACwill wait for the Change State

Event Request fromthe WIP after having transmtted a successfu

Configuration Status Response nessage.

Default: 25 seconds

7.2. DataChannel KeepAlive

The Dat aChannel KeepAlive tiner is used by the WIP to determ ne the

next opportunity when it nmust transmit the Data Channel Keep-Alive,

i n seconds.

Default: 30 seconds
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4.7.3. DataChannel Deadl nt erval
The minimumtine, in seconds, a WIP MJST wait w thout having received
a Data Channel Keep-Alive packet before the destination for the Data
Channel Keep-Alive packets may be considered dead. The value of this
timer MUST be no | ess than 2*Dat aChannel KeepAl i ve seconds and no
greater that 240 seconds.
Defaul t: 60

4.7.4. DataCheckTi mer
The nunber of seconds the ACwill wait for the Data Channel Keep
Alive, which is required by the CAPWAP state nachine’s Data Check
state. The AC resets the state nmachine if this timer expires prior
to transitioning to the next state.
Defaul t: 30

4.7.5. Discoverylnterval

The minimumtine, in seconds, that a WIP MJST wait after receiving a
Di scovery Response message, before initiating a DILS handshake.

Default: 5
4.7.6. DTLSSessi onDel ete

The mnimumtine, in seconds, a WIP MUST wait for DTLS session
del eti on.

Default: 5
4.7.7. Echol nterval

The minimumtine, in seconds, between sending Echo Request nessages
to the ACwith which the WIP has j oi ned.

Default: 30
4.7.8. | dl eTi neout

The default Idle Tinmout is 300 seconds.
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4.7.9. |InageDataStartTi nmer

The nunber of seconds the WIP will wait for its peer to transmt the
| mrage Dat a Request.

Defaul t: 30

4.7.10. MaxDi scoverylnterva
The maxi mumtine all owed between sendi ng D scovery Request nessages,
in seconds. This value MJST be no less than 2 seconds and no greater
than 180 seconds.
Defaul t: 20 seconds.

4.7.11. Reportlnterva
The Reportlinterval is used by the WIP to determne the interval the
WP uses between sending the Decryption Error nessage el enents to
informthe AC of decryption errors, in seconds.
The default Report Interval is 120 seconds.

4.7.12. Retransmtlnterva

The minimumtine, in seconds, in which a non-acknow edged CAPWAP
packet will be retransmitted.

Default: 3

4.7.13. Silentlnterva
For a WIP, this is the mnimumtine, in seconds, a WIP MJST wai t
before it MAY again send Di scovery Request nmessages or attenpt to
establish a DILS session. For an AC, this is the mnimumtime, in
seconds, during which the AC SHOULD i gnore all CAPWAP and DTLS
packets received fromthe WIP that is in the Sul king state.
Default: 30 seconds

4.7.14. StatisticsTimer
The StatisticsTimer is used by the WIP to deternmine the interval the
WP uses between the WIP Events Requests it transmits to the ACto
conmuni cate its statistics, in seconds.

Default: 120 seconds
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4.

N

7.15. Wit DTLS

The maxi mumtine, in seconds, a WIP MJST wait w thout having received
a DTLS Handshake nessage froman AC. This timer MJST be greater than
30 seconds.

Default: 60

.7.16. WaitJoin

The maximumtine, in seconds, an ACw |l wait after the DILS session
has been established until it receives the Join Request fromthe WP.
This timer MJUST be greater than 20 seconds.

Default: 60

.8. CAPWAP Protocol Variables

This section defines the CAPWAP protocol variables, which are used
for various protocol functions. Sonme of these variables are
configurable, while others are counters or have a fixed value. For
non-counter-rel ated vari abl es, default values are specified.

However, when a WIP's variable configuration is explicitly overridden
by an AC, the WIP MUST save the new val ue.

8.1. Adm nState

The default Adm nistrative State value is enabled (1).

.8.2. DiscoveryCount

The nunber of Discovery Request nessages transmitted by a WIP to a
single AC. This is a nonotonically increasing counter.

.8.3. Fail edDTLSAut hFai | Count

The nunber of failed DILS session establishnent attenpts due to
aut hentication failures.

8.4. Fail edDTLSSessi onCount

The nunber of failed DILS session establishnent attenpts.
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4.8.5. MaxDi scoveries

The maxi mum nunber of Di scovery Request nessages that will be sent
after a WIP boots.

Default: 10
4.8.6. MaxFail edDTLSSessi onRetry

The maxi mum nunber of failed DILS session establishnent attenpts
bef ore the CAPWAP device enters a silent period.

Default: 3
4.8.7. MxRetransmt

The maxi mum nunber of retransm ssions for a gi ven CAPWAP packet
before the Iink | ayer considers the peer dead.

Default: 5
4.8.8. Retransm t Count

The nunber of retransm ssions for a given CAPWAP packet. This is a
nonot oni cal |y i ncreasing counter.

4.8.9. WPFal | Back
The default WP Fall back value is enabled (1).
4.9. WP Saved Vari abl es
In addition to the values defined in Section 4.8, the follow ng
val ues SHOULD be saved on the WIP in non-vol atile nenory. CAPWAP
wi rel ess bindi ngs MAY define additional values that SHOULD be stored
on the WIP.
4.9.1. Adm nReboot Count

The nunber of times the WIP has rebooted adninistratively, defined in
Section 4.6.47.

4.9.2. FranmeEncapType
For WIPs that support multiple Frame Encapsul ati on Types, it is

useful to save the value configured by the AC. The Frane
Encapsul ation Type is defined in Section 4.6.43.
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4.9.3. Last Reboot Reason
The reason why the WIP | ast rebooted, defined in Section 4.6.47.
4.9.4. WNMacType
For WIPs that support multiple MAC Types, it is useful to save the
val ue configured by the AC. The MAC Type is defined in
Section 4.6. 44.
4.9.5. PreferredACs
The preferred ACs, with the index, defined in Section 4.6.5.
4.9.6. Reboot Count
The nunber of tinmes the WIP has rebooted, defined in Section 4.6.47.
4.9.7. Static |IP Address

The static | P address assigned to the WIP, as configured by the WP
Static | P address Informati on nessage el enent (see Section 4.6.48).

4.9.8. WPLi nkFai | ur eCount

The nunber of tines the link to the AC has fail ed, see
Section 4.6.47.

4.9.9. WPLocation
The WIP Location, defined in Section 4.6.30.

4.9.10. WPNane
The WIP Nane, defined in Section 4.6.45.

5. CAPWAP Di scovery Qperations
The Di scovery nessages are used by a WIP to determi ne which ACs are
avail abl e to provide service, and the capabilities and | oad of the
ACs.

5.1. Discovery Request Message
The Di scovery Request nessage is used by the WIP to autonatically

di scover potential ACs available in the network. The D scovery
Request nessage provides ACs with the primary capabilities of the
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WP. A WIP nust exchange this information to ensure subsequent
exchanges with the ACs are consistent with the WIP's functiona
characteristics.

Di scovery Request nessages MJST be sent by a WIP in the Discover
state after waiting for a randomdelay | ess than

MaxDi scoverylnterval, after a WIP first cones up or is
(re)initialized. A WP MJST send no nore than the naxi mum of

MaxDi scoveri es Di scovery Request messages, waiting for a random del ay
| ess than MaxDi scoveryl nterval between each successive nessage.

This is to prevent an expl osion of WIP Di scovery Request nessages.
An exanpl e of this occurring is when nany WIPs are powered on at the
sane time.

If a Discovery Response nessage is not received after sending the
maxi mum nunber of Di scovery Request nessages, the WIP enters the
Sul king state and MJUST wait for an interval equal to Silentlnterva
bef ore sendi ng further Di scovery Request nessages.

Upon receiving a Discovery Request nessage, the ACwill respond with
a Discovery Response nmessage sent to the address in the source
address of the received Discovery Request nessage. Once a Discovery
Response has been received, if the WIP decides to establish a session
with the responding AC, it SHOULD perform an MIU di scovery, using the
process described in Section 3.5.

It is possible for the ACto receive a clear text D scovery Request
nmessage while a DILS session is already active with the WIP. This is
nost likely the case if the WIP has rebooted, perhaps due to a
software or power failure, but could also be caused by a DoS attack
In such cases, any WIP state, including the state machi ne instance,
MUST NOT be cleared until another DTLS session has been successfully
est abl i shed, conmunicated via the DTLSSessi onEstablished DILS
notification (see Section 2.3.2.2).

The binding specific WIP Radi o I nfornmati on nessage el enent (see
Section 2.1) is included in the Discovery Request nmessage to
advertise WIP support for one or nore CAPWAP bi ndi ngs.

The Di scovery Request nessage is sent by the WIP when in the
Di scovery state. The AC does not transmt this nessage.

The foll owi ng nessage el enents MJUST be included in the D scovery
Request nessage:

o Discovery Type, see Section 4.6.21
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o WP Board Data, see Section 4.6.40

0o WP Descriptor, see Section 4.6.41

o WP Frane Tunnel Mode, see Section 4.6.43
o WP MAC Type, see Section 4.6.44

o WP Radio Informati on nessage el enent(s) that the WIP supports;
These are defined by the individual link |ayer CAPWAP Bi ndi ng
Protocol s (see Section 2.1).

The foll owi ng nessage el ements MAY be included in the D scovery
Request message:

o MU Di scovery Paddi ng, see Section 4.6.32
o Vendor Specific Payload, see Section 4.6.39
5.2. Discovery Response Message

The Di scovery Response message provides a mechanismfor an ACto
advertise its services to requesting WIPs.

When a WIP receives a Discovery Response nessage, it MJST wait for an
interval not |ess than Discoverylnterval for receipt of additiona

Di scovery Response nessages. After the Discoverylnterval el apses,
the WIP enters the DILS-Init state and sel ects one of the ACs that
sent a Discovery Response nessage and send a DTLS Handshake to that
AC.

One or nore binding-specific WIP Radi o I nformati on nessage el enents
(see Section 2.1) are included in the Discovery Request nmessage to
advertise AC support for the CAPWAP bi ndings. The AC MAY i ncl ude
only the bindings it shares in conmon with the WIP, known t hrough the
WP Radi o Informati on nessage el enents received in the Discovery
Request nessage, or it MAY include all of the bindings supported

The WIP MAY use the supported bindings in its AC decision process.
Note that if the WIP joins an AC that does not support a specific
CAPWAP bi ndi ng, service for that binding MUST NOT be provided by the
WI'P.

The Discovery Response nessage is sent by the AC when in the Idle
state. The WP does not transmit this message.

The foll owi ng nessage el enents MJST be included in the Discovery
Response Message:
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0 AC Descriptor, see Section 4.6.1

o AC Name, see Section 4.6.4

o WP Radio Informati on nessage el enent(s) that the AC supports;
these are defined by the individual |ink |ayer CAPWAP Bi ndi ng
Protocols (see Section 2.1 for nore information).

o0 One of the follow ng nmessage el enments MJUST be included in the
Di scovery Response Message:

*  CAPWAP Control |Pv4 Address, see Section 4.6.9
*  CAPWAP Control | Pv6 Address, see Section 4.6.10

The foll owi ng nessage el enents MAY be included in the D scovery
Response nessage:

o Vendor Specific Payload, see Section 4.6.39

5.3. Primary Discovery Request Message
The Primary Discovery Request nessage is sent by the WIP to:
o determine whether its preferred (or primary) ACis available, or
o performa Path MIU Di scovery (see Section 3.5).
A Primary Di scovery Request nessage is sent by a WIP when it has a
primary AC configured, and is connected to another AC. This
generally occurs as a result of a failover, and is used by the WIP as
a neans to discover when its primary AC beconmes avail able. Since the
WP only has a single instance of the CAPWAP state machine, the
Primary Discovery Request is sent by the WIP when in the Run state.
The AC does not transmit this nessage.

The frequency of the Primary Di scovery Request nessages should be no
nore often than the sending of the Echo Request nessage.

Upon receipt of a Primary Di scovery Request nessage, the AC responds
with a Primary Di scovery Response nessage sent to the address in the
source address of the received Primary Di scovery Request nessage.

The foll owi ng nessage el ements MJST be included in the Prinmary
Di scovery Request nessage.

o Discovery Type, see Section 4.6.21
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o WP Board Data, see Section 4.6.40

0o WP Descriptor, see Section 4.6.41

o WP Frane Tunnel Mode, see Section 4.6.43

o WP MAC Type, see Section 4.6.44

o WP Radio Informati on nessage el enent(s) that the WIP supports;
these are defined by the individual |ink |ayer CAPWAP Bi ndi ng

Protocols (see Section 2.1 for nore information).

The foll owi ng nessage el ements MAY be included in the Primary
Di scovery Request nessage:

o MU Di scovery Paddi ng, see Section 4.6.32
o Vendor Specific Payload, see Section 4.6.39
5.4. Primary Di scovery Response
The Primary Di scovery Response nessage enables an AC to advertise its
avail ability and services to requesting WIPs that are configured to

have the AC as its primary AC

The Primary Di scovery Response nessage is sent by an AC after
receiving a Primary Di scovery Request nessage.

VWhen a WIP receives a Primary Di scovery Response nmessage, it may
establish a CAPWAP protocol connection to its primary AC, based on
the configuration of the WIP Fal | back Status nessage el ement on the
WI'P.

The Primary Di scovery Response message is sent by the AC when in the
Idle state. The WP does not transmt this nessage.

The foll owi ng nessage el ements MJST be included in the Prinmary
Di scovery Response nessage.

0 AC Descriptor, see Section 4.6.1
o AC Name, see Section 4.6.4
o WP Radio Informati on nessage el enent(s) that the AC supports;

These are defined by the individual |ink |ayer CAPWAP Bi ndi ng
Protocols (see Section 2.1 for nore information).
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One of the follow ng nessage el ements MUST be included in the
Di scovery Response Message:

o CAPWAP Control |Pv4 Address, see Section 4.6.9
o CAPWAP Control |Pv6 Address, see Section 4.6.10

The foll owi ng nessage el ements MAY be included in the Primary
Di scovery Response nessage:

o Vendor Specific Payload, see Section 4.6.39
6. CAPWAP Joi n Qperations

The Join Request nessage is used by a WIP to request service from an
AC after a DTLS connection is established to that AC. The Join
Response nessage is used by the ACto indicate that it will or wll
not provi de servi ce.

6.1. Join Request

The Join Request nessage is used by a WIP to request service through
the AC. If the WIP is performing the optional AC D scovery process
(see Section 3.3), the join process occurs after the WIP has received
one or nore Di scovery Response nmessages. During the Discovery
process, an AC MAY return nore than one CAPWAP Control |Pv4 Address
or CAPWAP Control |Pv6 Address message el enents. When nore than one
such message elenent is returned, the WP SHOULD perform "l oad

bal anci ng" by choosing the interface that is servicing the | east
nunber of WIPs (known through the WIP Count field of the nessage

el ement). Note, however, that other |oad bal ancing algorithns are

al so permtted. Once the WIP has deternined its preferred AC, and
its associated interface, to which to connect, it establishes the
DTLS session, and transmts the Join Request over the secured contro
channel . Wen an AC receives a Join Request nessage it responds wth
a Join Response nessage

Upon conpl etion of the DTLS handshake and recei pt of the
DTLSEst abl i shed notification, the WIP sends the Joi n Request nessage
to the AC. Wen the ACis notified of the DTLS session
establishnent, it does not clear the WAIitDILS tiner until it has
recei ved the Join Request nessage, at which tine it sends a Join
Response nessage to the WIP, indicating success or failure.

One or nore WIP Radi o Information nessage el ements (see Section 2.1)
are included in the Join Request to request service for the CAPWAP
bi ndi ngs by the AC. Including a binding that is unsupported by the
ACwll result in a failed Join Response
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If the ACrejects the Join Request, it sends a Join Response nessage
with a failure indication and initiates an abort of the DTLS session
via the DTLSAbort comand.

If an invalid (i.e., malforned) Join Request nessage is received, the
nmessage MUST be silently discarded by the ACC No response is sent to
the WIP. The AC SHOULD |l og this event.

The Join Request is sent by the WIP when in the Join State. The AC
does not transmit this nessage.

The foll owi ng nessage el ements MJUST be included in the Join Request
nmessage.

0 Location Data, see Section 4.6.30

0o WP Board Data, see Section 4.6.40

o WP Descriptor, see Section 4.6.41

o WP Nanme, see Section 4.6.45

0 Session ID, see Section 4.6.37

o WP Frame Tunnel Mbdde, see Section 4.6.43

o WP MAC Type, see Section 4.6.44

o WP Radio Informati on nessage el enent(s) that the WIP supports;
these are defined by the individual |ink |ayer CAPWAP Bi ndi ng
Protocols (see Section 2.1 for nore information).

o ECN Support, see Section 4.6.25

At | east one of the follow ng message el enent MJST be included in the
Joi n Request nessage.

o CAPWAP Local |Pv4 Address, see Section 4.6.11
o CAPWAP Local |Pv6 Address, see Section 4.6.12

The foll owi ng nessage el enent MAY be included in the Join Request
nmessage.

o CAPWAP Transport Protocol, see Section 4.6.14

o Maxi num Message Length, see Section 4.6.31

Cal houn, et al. St andards Track [ Page 109]



RFC 5415 CAPWAP Prot ocol Specification March 2009

o0 WP Reboot Statistics, see Section 4.6.47
o Vendor Specific Payload, see Section 4.6.39
6.2. Join Response

The Join Response nessage is sent by the ACto indicate to a WIP t hat
it is capable and willing to provide service to the WP.

The WIP, receiving a Join Response nessage, checks for success or
failure. |If the message indicates success, the WIP clears the
Wai t DTLS tiner for the session and proceeds to the Configure state.

If the WAit DTLS Timer expires prior to reception of the Join Response
nmessage, the WIP MUST term nate the handshake, deall ocate session
state and initiate the DILSAbort conmmand.

If an invalid (mal forned) Join Response nessage is received, the WIP
SHOULD | og an informative nessage detailing the error. This error
MUST be treated in the same nanner as AC non-responsiveness. The
WAi t DTLS tinmer will eventually expire, and the WIP MAY (if it is so
configured) attenpt to join a new AC

If one of the WIP Radi o Information nessage el enents (see

Section 2.1) in the Join Request nessage requested support for a
CAPWAP bi nding that the AC does not support, the AC sets the Result
Code nessage el ement to "Binding Not Supported"

The AC includes the Image lIdentifier nmessage elenent to indicate the
software version it expects the WIP to run. This information i s used
to determ ne whet her the WI'P MUST change its currently running
firmvare i mage or downl oad a new version (see Section 9.1.1).

The Join Response nessage is sent by the AC when in the Join State.
The WIP does not transmit this message.

The foll owi ng nessage el enents MJST be included in the Join Response
nmessage.

0 Result Code, see Section 4.6.35

0 AC Descriptor, see Section 4.6.1

0 AC Nane, see Section 4.6.4

o WP Radio Informati on nessage el enent(s) that the AC supports;

these are defined by the individual |ink |ayer CAPWAP Bi ndi ng
Protocol s (see Section 2.1).
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o ECN Support, see Section 4.6.25

One of the foll ow ng nmessage el ements MJUST be included in the Join
Response Message:

o CAPWAP Control |Pv4 Address, see Section 4.6.9
o CAPWAP Control |Pv6 Address, see Section 4.6.10

One of the foll ow ng message el ements MJST be included in the Join
Response Message:

o CAPWAP Local |Pv4 Address, see Section 4.6.11
o CAPWAP Local | Pv6 Address, see Section 4.6.12

The foll owi ng nessage el enents MAY be included in the Join Response
nessage.

0o AC IPv4 List, see Section 4.6.2

o AC IPv6 List, see Section 4.6.3

o CAPWAP Transport Protocol, see Section 4.6.14

o Inmage ldentifier, see Section 4.6.27

o Maxi num Message Length, see Section 4.6.31

o Vendor Specific Payload, see Section 4.6.39
7. Control Channel Managenent

The Control Channel Management nessages are used by the WIP and AC to

mai ntain a control conmmuni cati on channel. CAPWAP Control messages,
such as the WIP Event Request nessage sent fromthe WIP to the AC
indicate to the AC that the WIP is operational. Wen such contro

nessages are not being sent, the Echo Request and Echo Response
nmessages are used to maintain the control conmunication channel

7.1. Echo Request

The Echo Request nessage is a keep-alive mechani smfor CAPWAP contro
nmessages.

Cal houn, et al. St andards Track [ Page 111]



RFC 5415 CAPWAP Prot ocol Specification March 2009

Echo Request nessages are sent periodically by a WIP in the | mage
Data or Run state (see Section 2.3) to determne the state of the
control connection between the WIP and the AC. The Echo Request
nmessage i s sent by the WIP when the Echolnterval timer expires.

The Echo Request nessage is sent by the WIP when in the Run state.
The AC does not transmit this nessage.

The foll owi ng nessage el ements MAY be included in the Echo Request
message:

o Vendor Specific Payload, see Section 4.6.39

When an AC receives an Echo Request nessage it responds with an Echo
Response nessage.

7.2. Echo Response
The Echo Response nessage acknow edges the Echo Request nessage.
An Echo Response nmessage is sent by an AC after receiving an Echo
Request nessage. After transmtting the Echo Response nessage, the
AC SHOULD reset its Echolnterval timer (see Section 4.7.7). If
anot her Echo Request nessage or other control nessage is not received
by the AC when the tinmer expires, the AC SHOULD consider the WIP to
be no | onger reachabl e.

The Echo Response nessage is sent by the AC when in the Run state.
The WP does not transmit this message.

The foll owi ng nessage el enents MAY be included in the Echo Response
nmessage:

o Vendor Specific Payl oad, see Section 4.6.39

When a WIP recei ves an Echo Response nessage it initializes the
Echolnterval to the configured val ue.

8. WP Configuration Management

WP Confi guration nmessages are used to exchange configuration
i nformation between the AC and the WIP.

8.1. Configuration Consistency
The CAPWAP protocol provides flexibility in how WIP configuration is

managed. A WP can behave in one of two ways, which is
i mpl enent ati on specific:
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1. The WIP retains no configurati on and accepts the configuration
provi ded by the AC

2. The WIP saves the configuration of paraneters provided by the AC
that are non-default values into |ocal non-volatile nenory, and
are enforced during the WIP's power up initialization phase.

If the WIP opts to save configuration locally, the CAPWAP protoco
state nmachi ne defines the Configure state, which allows for
configurati on exchange. In the Configure state, the WIP sends its
current configuration overrides to the AC via the Configuration

St at us Request nessage. A configuration override is a non-default
paranmeter. As an exanple, in the CAPWAP protocol, the default
antenna configuration is internal ommi antenna. A WP that either
has no internal antennas, or has been explicitly configured by the AC
to use external antennas, sends its antenna configuration during the
configure phase, allowing the AC to beconme aware of the WIP's current
configuration.

Once the WIP has provided its configuration to the AC, the AC sends
its configuration to the WIP. This allows the WIP to receive
configuration and policies fromthe AC.

The AC mmintains a copy of each active WIP configuration. There is
no need for versioning or other nmeans to identify configuration
changes. |If a WP becones inactive, the AC MAY del ete the inactive
WP configuration. |If a WIP fails, and connects to a new AC, the WP
provides its overridden configuration paraneters, allow ng the new AC
to be aware of the WP configuration

This nodel allows for resiliency in case of an AC failure, ensuring
anot her AC can provide service to the WIP. A new AC woul d be
automatically updated with WIP confi gurati on changes, elimninating the
need for inter-AC communi cation and the need for all ACs to be aware
of the configuration of all WIPs in the network.

Once the CAPWAP protocol enters the Run state, the WIPs begin to
provide service. It is common for administrators to require that
configuration changes be nade while the network is operational
Therefore, the Configuration Update Request is sent by the ACto the
WP to nmake these changes at run-time.

8.1.1. Configuration Flexibility
The CAPWAP protocol provides the flexibility to configure and nmanage

WIPs of varying design and functional characteristics. Wen a WP
first discovers an AC, it provides primary functional information
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relating to its type of MAC and to the nature of franes to be
exchanged. The AC configures the WIP appropriately. The AC al so
establ i shes corresponding internal state for the WP.

8.2. Configuration Status Request

The Configuration Status Request nessage is sent by a WIP to deliver
its current configuration to the AC

The Configuration Status Request nessage carries binding-specific
nmessage el ements. Refer to the appropriate binding for the
definition of this structure.

When an AC receives a Configuration Status Request nessage, it acts
upon the content of the nmessage and responds to the WIP with a
Configuration Status Response nessage.

The Configuration Status Request nessage includes nmultiple Radio
Admi ni strative State nessage el enents, one for the WIP, and one for
each radio in the WIP.

The Configuration Status Request message is sent by the WIP when in
the Configure State. The AC does not transmt this nessage.

The foll owi ng nessage el ements MJUST be included in the Configuration
St at us Request nessage.

o AC Name, see Section 4.6.4

0 Radio Administrative State, see Section 4.6.33
o Statistics Tiner, see Section 4.6.38

0o WP Reboot Statistics, see Section 4.6.47

The foll owi ng nessage el ements MAY be included in the Configuration
St at us Request nessage.

o0 AC Name with Priority, see Section 4.6.5
o CAPWAP Transport Protocol, see Section 4.6.14
o WP Static IP Address Infornation, see Section 4.6.48

o Vendor Specific Payload, see Section 4.6.39
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8.3. Configuration Status Response
The Configuration Status Response nmessage is sent by an AC and
provi des a mechanismfor the ACto override a WIP's requested
confi gurati on.

A Configuration Status Response nessage is sent by an AC after
receiving a Configuration Status Request nessage.

The Configuration Status Response message carries binding-specific
nmessage el ements. Refer to the appropriate binding for the
definition of this structure.

When a WIP receives a Configuration Status Response nessage, it acts
upon the content of the message, as appropriate. If the
Configuration Status Response nessage includes a Radi o Operati onal
State nmessage el enent that causes a change in the operational state
of one of the radios, the WIP transmts a Change State Event to the
AC, as an acknow edgenent of the change in state.

The Configuration Status Response nessage is sent by the AC when in
the Configure state. The WP does not transmit this nessage.

The foll owi ng nessage el ements MJUST be included in the Configuration
St at us Response nessage.

o CAPWAP Timers, see Section 4.6.13

o Decryption Error Report Period, see Section 4.6.18
o Ildle Timeout, see Section 4.6.24

o WP Fal |l back, see Section 4.6.42

One or both of the follow ng nessage el ements MJST be included in the
Configuration Status Response nessage:

o0 AC IPv4 List, see Section 4.6.2
o AC I|Pv6 List, see Section 4.6.3

The foll owi ng nessage el enent MAY be included in the Configuration
St at us Response nessage.

o WP Static |IP Address Informati on, see Section 4.6.48

o Vendor Specific Payl oad, see Section 4.6.39
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8.4. Configuration Update Request
Configuration Update Request nessages are sent by the AC to provision
the WIP while in the Run state. This is used to nodify the
configuration of the WIP while it is operational
When a WIP receives a Configuration Update Request nessage, it
responds with a Configuration Update Response nessage, with a Result
Code message el enment indicating the result of the configuration
request.
The AC includes the Image lIdentifier nessage el enent (see
Section 4.6.27) to force the WIP to update its firmvare while in the
Run state. The WP MAY proceed to downl oad the requested firmwvare if
it determines the version specified in the Inage Identifier nessage
element is not in its non-volatile storage by transmtting an | mage
Dat a Request (see Section 9.1.1) that includes the Initiate Downl oad
nessage el ement (see Section 4.6.29).

The Configuration Update Request is sent by the AC when in the Run
state. The WP does not transmit this nmessage.

One or nore of the follow ng nessage el enments MAY be included in the
Configuration Update nessage:

0o AC Nane with Priority, see Section 4.6.5

o AC Timestanp, see Section 4.6.6

o Add MAC ACL Entry, see Section 4.6.7

o CAPWAP Timers, see Section 4.6.13

o Decryption Error Report Period, see Section 4.6.18
o Delete MAC ACL Entry, see Section 4.6.19

o Ildle Timeout, see Section 4.6.24

0 Location Data, see Section 4.6.30

0 Radio Administrative State, see Section 4.6.33
o Statistics Tiner, see Section 4.6.38

o WP Fal | back, see Section 4.6.42

o WP Name, see Section 4.6.45

Cal houn, et al. St andards Track [ Page 116]



RFC 5415 CAPWAP Prot ocol Specification March 2009

o WP Static IP Address Infornation, see Section 4.6.48
o Inmage ldentifier, see Section 4.6.27
o Vendor Specific Payl oad, see Section 4.6.39

8.5. Configuration Update Response

The Configuration Update Response nmessage is the acknow edgenent
nmessage for the Configuration Update Request message.

The Configuration Update Response nessage is sent by a WIP after
receiving a Configuration Update Request nessage.

When an AC receives a Configuration Update Response nessage, the
result code indicates if the WIP successfully accepted the
confi gurati on.

The Configuration Update Response nessage is sent by the WIP when in
the Run state. The AC does not transnmit this nessage.

The foll owi ng nessage el enent MJUST be present in the Configuration
Updat e nessage.

Result Code, see Section 4.6.35

The foll owi ng nessage el enents MAY be present in the Configuration
Updat e Response nessage.

o Radio Operational State, see Section 4.6.34
o Vendor Specific Payload, see Section 4.6.39
8.6. Change State Event Request

The Change State Event Request nessage is used by the WIP for two
nai n pur poses:

o Wen sent by the WIP followi ng the reception of a Configuration
St at us Response nmessage fromthe AC, the WIP uses the Change State
Event Request message to provide an update on the WIP radi o’ s
operational state and to confirmthat the configuration provided
by the AC was successfully applied.

o Wen sent during the Run state, the WIP uses the Change State

Event Request nessage to notify the AC of an unexpected change in
the WIP's radi o operational state.
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When an AC receives a Change State Event Request nessage it responds
with a Change State Event Response nmessage and nodifies its data
structures for the WIP as needed. The AC MAY deci de not to provide
service to the WIP if it receives an error, based on |ocal policy,
and to transition to the Reset state.

The Change State Event Request nessage is sent by a WIP to

acknow edge or report an error condition to the AC for a requested
configuration in the Configuration Status Response nessage. The
Change State Event Request nessage includes the Result Code nessage
el ement, which indicates whether the configuration was successfully
applied. If the WIP is unable to apply a specific configuration
request, it indicates the failure by including one or nore Returned
Message El ement nessage el enents (see Section 4.6. 36).

The Change State Event Request nessage is sent by the WIP in the
Configure or Run state. The AC does not transmt this message.

The WIP MAY save its configuration to persistent storage prior to
transmtting the response. However, this is inplenentation specific
and i s not required.

The foll owi ng nessage el enents MJST be present in the Change State
Event Request nessage.

o Radio Operational State, see Section 4.6.34
0 Result Code, see Section 4.6.35

One or nore of the followi ng nessage el enents MAY be present in the
Change State Event Request nessage:

0 Returned Message El enent(s), see Section 4.6.36
o Vendor Specific Payl oad, see Section 4.6.39
8.7. Change State Event Response

The Change State Event Response nessage acknow edges the Change State
Event Request nessage.

A Change State Event Response nessage is sent by an AC in response to
a Change State Event Request nessage.

The Change State Event Response nessage is sent by the AC when in the
Configure or Run state. The WP does not transmt this nessage.
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The foll owi ng nessage el enent MAY be included in the Change State
Event Response nessage:

o Vendor Specific Payl oad, see Section 4.6.39

The WIP does not take any action upon recei pt of the Change State
Event Response nessage.

8.8. Cear Configuration Request

The Cl ear Configuration Request nessage is used to reset the WP
configuration.

The C ear Configurati on Request nessage is sent by an AC to request
that a WIP reset its configuration to the nmanufacturing default
configuration. The Cear Config Request nessage is sent while in the
Run state.

The Cl ear Configuration Request is sent by the AC when in the Run
state. The WP does not transnmit this message.

The foll owi ng nessage el ement MAY be included in the C ear
Confi gurati on Request nessage:

o Vendor Specific Payload, see Section 4.6.39

VWhen a WIP receives a Cear Configuration Request nessage, it resets
its configuration to the manufacturing default configuration.

8.9. (Cear Configuration Response
The C ear Configurati on Response nmessage is sent by the WIP after
receiving a Cear Configuration Request message and resetting its

configuration parameters to the manufacturing default val ues.

The Cl ear Configuration Response is sent by the WIP when in the Run
state. The AC does not transmit this nessage.

The C ear Configurati on Response nmessage MJST include the follow ng
nmessage el ement:

0 Result Code, see Section 4.6.35

The foll owi ng nessage el enent MAY be included in the d ear
Configurati on Request nessage:

o Vendor Specific Payl oad, see Section 4.6.39
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9. Device Managenent Operations

Thi s section defines CAPWAP operations responsi ble for debugging,

gat hering statistics, |ogging, and firnmware managenment. The
management operations defined in this section are used by the ACto
ei ther push/pull information to/fromthe WP, or request that the WP
reboot. This section does not deal with the managerment of the AC per
se, and assunes that the AC is operational and configured.

9.1. Firnware Managenent

This section describes the firmvare downl oad procedures used by the
CAPWAP protocol. Firmvare downl oad can occur during the |Inmage Data
or Run state. The forner allows the downl oad to occur at boot tine,
while the latter is used to trigger the downl oad while an active
CAPWAP session exists. It is inmportant to note that the CAPWAP

prot ocol does not provide the ability for the ACto identify whether
the firmvare information provided by the WIP is correct or whether
the WIP is properly storing the firmvare (see Section 12.10 for nore
i nformation).

Figure 6 provides an exanmple of a WIP that perforns a firnware
upgrade while in the Image Data state. |In this exanple, the WP does
not al ready have the requested firmvare (I mage ldentifier = x), and
downl oads the inage fromthe AC
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WI'P AC
Joi n Request
........................................................ >
Join Response (lmage ldentifier = x)
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e —— - =
| mage Data Request (lnage Identifier = x,
Initiate Downl oad)
________________________________________________________ >
| mage Data Response (Result Code = Success,
I mage Informati on = {size, hash})
=
| mage Data Request (lnage Data = Dat a)
oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m = =
| mage Data Response (Result Code = Success)
........................................................ >
| mmage Data Request (Inage Data = EOF)
=,
| mrmge Data Response (Result Code = Success)
________________________________________________________ >

(WIP enters the Reset State)
Figure 6: WIP Fi rmware Downl oad Case 1
Figure 7 provides an exanmple in which the WIP has the inage specified
by the ACin its non-volatile storage, but is not its current running

image. In this case, the WIP opts to NOT downl oad the firmwvare and
i mediately reset to the requested inage.
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WI'P AC

Joi n Request

(WP enters the Reset State)
Figure 7: WIP Fi rmware Downl oad Case 2

Figure 8 provides an exanple of a WIP that perforns a firnmnare
upgrade while in the Run state. This node of firmmare upgrade all ows
the WIP to downl oad its inage while continuing to provide service.
The WIP will not automatically reset until it is notified by the AC
with a Reset Request nessage.
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WI'P AC

Configuration Update Request (Inmage ldentifier = x)

=
Configuration Update Response (Result Code = Success)
________________________________________________________ >
| mrage Data Request (lnmage lIdentifier = x,
Initiate Downl oad)
________________________________________________________ >
| mage Data Response (Result Code = Success,
I mage I nformation = {size, hash})

=

| mmge Data Request (lInage Data = Data)
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e —— - =

| mage Data Response (Result Code = Success)
........................................................ >

| mage Data Request (Inage Data = EOF)
=

| mage Data Response (Result Code = Success)
________________________________________________________ >

(administratively requested reboot request)

Reset Request (Image ldentifier = x)
oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m = =
Reset Response (Result Code = Success)

........................................................ >

Figure 8 WP Firmvare Downl oad Case 3

Figure 9 provides another exanple of the firmvare downl oad while in
the Run state. In this exanple, the WIP al ready has the inage
specified by the ACin its non-volatile storage. The WIP opts to NOT
downl oad the firmvare. The WIP resets upon recei pt of a Reset

Request nessage fromthe AC
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WI'P AC

Configuration Update Request (Inmage ldentifier

1
X
~

________________________________________________________ >
(admnistratively requested reboot request)
Reset Request (Inmage ldentifier = x)
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e —— - =
Reset Response (Result Code = Success)
........................................................ >

Figure 9: WIP Firmwvare Downl oad Case 4
9.1.1. |Inmuge Data Request

The |1 mage Data Request nmessage is used to update firmwvare on the WIP.
Thi s message and its conpani on Response nessage are used by the ACto
ensure that the i mage being run on each WIP i s appropri ate.

| mage Data Request nessages are exchanged between the WIP and the AC
to downl oad a new firmvare i mage to the WIP. When a WIP or AC

recei ves an | nage Data Request nessage, it responds with an | mage
Dat a Response message. The nessage el enents contained within the

| mage Data Request nessage are required to determ ne the intent of
the request.

The decision that new firmvare is to be downl oaded to the WIP can
occur in one of two ways:

When the WIP joins the AC, the Join Response nessage includes the
I mage ldentifier nmessage el enment, which inforns the WIP of the
firmvare it is expected to run. |If the WIP does not currently
have the requested firmwvare version, it transmits an | mage Data
Request nessage, with the appropriate Inage Identifier nessage
element. |If the WIP already has the requested firmvare in its
non-vol atile flash, but is not its currently running imge, it
sinmply resets to run the proper firnmare.

Once the WIP is in the Run state, it is possible for the ACto
cause the WIP to initiate a firmvare downl oad by sending a
Configuration Update Request nessage with the Image ldentifier
nessage el enments. This will cause the WIP to transmt an | mage
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Data Request with the Inage Identifier and the Initiate Downl oad
nessage el ements. Note that when the firmvare i s downl oaded in
this way, the WP does not automatically reset after the downl oad
is conplete. The WIP will only reset when it receives a Reset
Request nessage fromthe AC. |If the WIP al ready had the requested
firmvare version in its non-volatile storage, the WIP does not
transmt the Image Data Request nessage and responds with a

Confi gurati on Update Response nmessage with the Result Code set to
| mage Already Present.

Regardl ess of how the downl oad was initiated, once the AC receives an
| mmge Data Request nessage with the Inage Identifier nessage el enent,
it begins the transfer process by transmitting an |Image Data Request
nessage that includes the |Inmage Data nessage el ement. This continues
until the firmvare i mage has been transferred.

The I mage Data Request nessage is sent by the WIP or the AC when in
the Image Data or Run state.

The foll owi ng nessage el enents MAY be included in the Image Data
Request nessage:

o CAPWAP Transport Protocol, see Section 4.6.14
o |Inmage Data, see Section 4.6.26
o Vendor Specific Payload, see Section 4.6.39

The foll owi ng nessage el enents MAY be included in the Image Data
Request nessage when sent by the WIP:

o Inmage ldentifier, see Section 4.6.27
o Initiate Downl oad, see Section 4.6.29
9.1.2. |Image Data Response

The I mage Data Response nessage acknow edges the | nage Data Request
nmessage.

An | mage Data Response nessage is sent in response to a received
| mage Data Request nessage. |Its purpose is to acknow edge the
recei pt of the Image Data Request nessage. The Result Code is

i ncluded to indicate whether a previously sent |mage Data Request
nmessage was invalid.

The 1 mage Data Response nessage is sent by the WIP or the AC when in
the Image Data or Run state.
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The foll owi ng nessage el enent MUST be included in the Image Data
Response nessage:

0 Result Code, see Section 4.6.35

The foll owi ng nessage el enent MAY be included in the Image Data
Response nessage:

o Vendor Specific Payload, see Section 4.6.39

The foll owi ng nessage el enent MAY be included in the I mage Data
Response nessage when sent by the AC

o Inmage Information, see Section 4.6.28

Upon receiving an | mage Data Response nmessage indicating an error
the WIP MAY retransnmit a previous I mage Data Request nessage, or
abandon the firmvare downl oad to the WIP by transitioning to the
Reset state.

9.2. Reset Request
The Reset Request nessage is used to cause a WIP to reboot.

A Reset Request nessage is sent by an ACto cause a WIP to
reinitialize its operation. |If the AC includes the Image Identifier
nessage el ement (see Section 4.6.27), it indicates to the WIP that it
SHOULD use that version of software upon reboot.

The Reset Request is sent by the AC when in the Run state. The WP
does not transmit this nessage.

The foll owi ng nessage el ement MUST be included in the Reset Request
message:

o Inmage ldentifier, see Section 4.6.27

The foll owi ng nessage el ement MAY be included in the Reset Request
nmessage:

o Vendor Specific Payl oad, see Section 4.6.39

When a WIP recei ves a Reset Request nessage, it responds with a Reset
Response nessage indicating success and then reinitializes itself.

If the WIP is unable to wite to its non-volatile storage, to ensure
that it runs the requested software version indicated in the |Image
Identifier nessage element, it MAY send the appropriate Result Code
nessage el ement, but MJST reboot. |If the WIP is unable to reset,
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including a hardware reset, it sends a Reset Response nessage to the
AC with a Result Code message elenent indicating failure. The AC no
| onger provides service to the WP.

9.3. Reset Response
The Reset Response nessage acknow edges the Reset Request nessage.

A Reset Response message is sent by the WIP after receiving a Reset
Request nessage.

The Reset Response is sent by the WIP when in the Run state. The AC
does not transmit this nessage.

The foll owi ng nessage el ements MAY be included in the Reset Response
message.

0 Result Code, see Section 4.6.35
o Vendor Specific Payload, see Section 4.6.39

VWhen an AC receives a successful Reset Response message, it is
notified that the WIP will reinitialize its operation. An AC that
recei ves a Reset Response nessage indicating failure may opt to no
| onger provide service to the WIP.

9.4. WP Event Request

The WP Event Request nessage is used by a WIP to send information to
its ACC. The WP Event Request nessage MAY be sent periodically, or
sent in response to an asynchronous event on the WIP. For exanple, a
WP MAY col | ect statistics and use the WIP Event Request nessage to
transmt the statistics to the AC

VWhen an AC receives a WIP Event Request nessage it will respond wth
a WIP Event Response nessage.

The presence of the Delete Station nessage elenment is used by the WP
toinformthe ACthat it is no longer providing service to the
station. This could be the result of an Idle Tineout (see

Section 4.6.24), due to resource shortages, or sone other reason

The WIP Event Request nessage is sent by the WIP when in the Run
state. The AC does not transmit this nessage.
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9.

9.

The WIP Event Request nessage MJST contain one of the nessage

el ements |isted below, or a nessage elenment that is defined for a
specific wirel ess technol ogy. Mre than one of each nessage el enent
listed MAY be included in the WIP Event Request nessage

o Decryption Error Report, see Section 4.6.17

o Duplicate |IPv4 Address, see Section 4.6.22

o Duplicate I Pv6 Address, see Section 4.6.23

0o WP Radio Statistics, see Section 4.6.46

0o WP Reboot Statistics, see Section 4.6.47

o Delete Station, see Section 4.6.20

o Vendor Specific Payload, see Section 4.6.39
5. WP Event Response

The WIP Event Response nmessage acknow edges recei pt of the WIP Event
Request nessage.

A WIP Event Response nessage is sent by an AC after receiving a WP
Event Request nessage.

The WP Event Response message is sent by the AC when in the Run
state. The WP does not transmt this message.

The foll owi ng nessage el ement MAY be included in the WIP Event
Response nessage:

o Vendor Specific Payl oad, see Section 4.6.39
6. Data Transfer

This section describes the data transfer procedures used by the
CAPWAP protocol. The data transfer mechanismis used to upl oad

i nformati on avail able at the WIP to the AC, such as crash or debug
information. The data transfer messages can only be exchanged while
in the Run state.

Fi gure 10 provides an exanple of an AC that requests that the WP
transfer its latest crash file. Once the WIP acknow edges that it
has information to send, via the Data Transfer Response, it transnmits
its own Data Transfer Request. Upon receipt, the AC responds with a

Cal houn, et al. St andards Track [ Page 128]



RFC 5415 CAPWAP Prot ocol Specification March 2009

Data Transfer Response, and the exchange continues until the WP
transmts a Data Transfer Data nessage el enent that indicates an End
of File (ECF).

WP AC
Data Transfer Request (Data Transfer Mdde = Crash Data)
m m m e e e i ieeeeeeo
Data Transfer Response (Result Code = Success)
________________________________________________________ >
Data Transfer Request (Data Transfer Data = Data)
________________________________________________________ >
Data Transfer Response (Result Code = Success)
o m e e e e e e e e e s
Data Transfer Request (Data Transfer Data = EOF)
........................................................ >
Data Transfer Response (Result Code = Success)
m m e e ieeeei—

Figure 10: WP Data Transfer Case 1
Figure 11 provides an exanple of an AC that requests that the WIP
transfer its latest crash file. However, in this exanple, the WP
does not have any crash information to send, and therefore sends a
Data Transfer Response with a Result Code indicating the error.
WI'P AC
Data Transfer Request (Data Transfer Mdde = Crash Data)

Data Transfer Response (Result Code = Data Transfer
Error (No Information to Transfer))

Figure 11: WP Data Transfer Case 2
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9.6.1. Data Transfer Request

The Data Transfer Request nessage is used to deliver debug
information fromthe WIP to the AC.

The Data Transfer Request nessages can be sent either by the AC or
the WIP. \When sent by the AC, it is used to request that data be
transmtted fromthe WIP to the AC, and includes the Data Transfer
Mode nessage el ement, which specifies the information desired by the
AC. The Data Transfer Request is sent by the WIP in order to
transfer actual data to the AC, through the Data Transfer Data
nessage el enment.

G ven that the CAPWAP protocol minimzes the need for WIPs to be
directly managed, the Data Transfer Request is an inportant

troubl eshooting tool used by the ACto retrieve information that my
be avail able on the WIP. For instance, sonme WP inpl enentations nmay
store crash information to hel p manufacturers identify software
faults. The Data Transfer Request nmessage can be used to send such
information fromthe WIP to the AC. Another possible use would be to
all ow a renote debugger function in the WIP to use the Data Transfer
Request nessage to send console output to the AC for debuggi ng

pur poses.

When the WIP or AC receives a Data Transfer Request nessage, it
responds to the WIP with a Data Transfer Response nmessage. The AC
MAY [og the information received through the Data Transfer Data
nmessage el ement.

The Data Transfer Request nessage is sent by the WIP or AC when in
the Run state.

When sent by the AC, the Data Transfer Request nessage MUST contain
the foll ow ng message el enment:

o Data Transfer Mde, see Section 4.6.16

When sent by the WIP, the Data Transfer Request nessage MJST contain
the foll owi ng message el enent:

o Data Transfer Data, see Section 4.6.15

Regardl ess of whether the Data Transfer Request is sent by the AC or
WIP, the follow ng nmessage el ement MAY be included in the Data
Transfer Request nessage:

o Vendor Specific Payl oad, see Section 4.6.39
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9.

10.

10.

6.2. Data Transfer Response

The Data Transfer Response nessage acknowl edges the Data Transfer
Request nmessage.

A Data Transfer Response nessage is sent in response to a received
Data Transfer Request nessage. |Its purpose is to acknow edge receipt
of the Data Transfer Request nessage. Wen sent by the WIP, the
Result Code nmessage elenent is used to indicate whether the data
transfer requested by the AC can be completed. Wen sent by the AC,
the Result Code nessage elenment is used to indicate receipt of the
data transferred in the Data Transfer Request nessage.

The Data Transfer Response nessage is sent by the WIP or AC when in
the Run state.

The foll owi ng nessage el enent MJST be included in the Data Transfer
Response nessage:

0 Result Code, see Section 4.6.35

The foll owi ng nessage el enent MAY be included in the Data Transfer
Response nessage:

o Vendor Specific Payload, see Section 4.6.39

Upon recei pt of a Data Transfer Response nessage, the WIP transnits
nmore information, if nore information is avail abl e.

Station Session Managenent

Messages in this section are used by the ACto create, nodify, or
del ete station session state on the WPs.

1. Station Configuration Request

The Station Configuration Request nessage is used to create, nodify,
or delete station session state on a WIP. The nessage is sent by the
AC to the WIP, and MAY contain one or nore nessage el ements. The
nmessage el ements for this CAPWAP Control nessage include informtion
that is generally highly technol ogy specific. Refer to the
appropriate binding docunent for definitions of the messages el enents
that are included in this control nessage.

The Station Configuration Request nmessage is sent by the AC when in
the Run state. The WP does not transmt this nessage.
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10.

11.

The foll owi ng CAPWAP Control mnessage el enents MAY be included in the
Station Configurati on Request nessage. Mre than one of each nessage
el ement |isted MAY be included in the Station Configuration Request
nmessage:

0 Add Station, see Section 4.6.8

0o Delete Station, see Section 4.6.20

o Vendor Specific Payl oad, see Section 4.6.39
2. Station Configuration Response

The Station Configuration Response nessage is used to acknow edge a
previously received Station Configuration Request nessage.

The Station Configuration Response nessage is sent by the WIP when in
the Run state. The AC does not transmt this nessage.

The foll owi ng nessage el enent MUST be present in the Station
Configurati on Response nessage:

0 Result Code, see Section 4.6.35

The foll owi ng nessage el enent MAY be included in the Station
Configurati on Response nessage:

o Vendor Specific Payload, see Section 4.6.39

The Result Code nessage el enent indicates that the requested
configuration was successfully applied, or that an error related to
processing of the Station Configuration Request nessage occurred on
the WIP.

NAT Consi der ati ons

There are three specific situations in which a NAT depl oynent may be
used in conjunction with a CAPWAP-enabl ed depl oynment. The first
consists of a configuration in which a single WIP is behind a NAT
system Since all comunication is initiated by the WP, and al
conmuni cation is performed over IP using two UDP ports, the protoco
easily traverses NAT systens in this configuration.

In the second case, two or nore WIPs are depl oyed behi nd the sane NAT
system Here, the AC would receive multiple connection requests from
the sane | P address, and therefore cannot use the WIP's | P address

al one to bind the CAPWAP Control and Data channel. The CAPWAP Dat a
Check state, which establishes the data pl ane connection and
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conmuni cat es the CAPWAP Data Channel Keep-Alive, includes the Session
Identifier nmessage el ement, which is used to bind the control and
data plane. Use of the Session ldentifier nessage el enent enabl es
the ACto match the control and data plane flows frommultiple WPs
behi nd the sane NAT system (nultiple WIPs sharing the sanme IP
address). CAPWAP i npl enentati ons MJST al so use DILS session

i nformati on on any encrypted CAPWAP channel to validate the source of
both the control and data plane, as described in Section 12.2.

In the third configuration, the AC is deployed behind a NAT. In this
case, the ACis not reachable by the WIP unl ess a specific rule has
been configured on the NAT to translate the address and redirect
CAPWAP nessages to the AC. This deploynment presents two issues.
First, an AC communicates its interfaces and correspondi ng WIP | oad
usi ng the CAPWAP Control |Pv4 Address and CAPWAP Control |Pv6 Address
nmessage el ements. This message el enment is mandatory, but contains IP
addresses that are only valid in the private address space used by
the AC, which is not reachable by the WIP. The WP MJUST NOT utilize
the information in these nessage elenments if it detects a NAT (as
described in the CAPWAP Transport Protocol nessage elenent in

Section 4.6.14). Second, since the addresses cannot be used by the
WP, this effectively disables the | oad-bal ancing capabilities (see
Section 6.1) of the CAPWAP protocol. Alternatively, the AC could
have a configured NAT ed address, which it would include in either of
the two control address nessage el enments, and the NAT would need to
be configured accordingly.

In order for a CAPWAP WIP or AC to detect whether a m ddl ebox is
present, both the Join Request (see Section 6.1) and the Join
Response (see Section 6.2) include either the CAPWAP Local |Pv4
Address (see Section 4.6.11) or the CAPWAP Local |Pv6 Address (see
Section 4.6.12) nessage el enent. Upon receiving one of these
nmessages, if the packet’'s source |P address differs fromthe address
found in either one of these nessage elenents, it indicates that a
m ddl ebox is present.

In order for CAPWAP to be conpatible with potential m ddl eboxes in
the network, CAPWAP inplenmentations MJST send return traffic fromthe
same port on which it received traffic froma given peer. Further
any unsolicited requests generated by a CAPWAP node MJST be sent on
the sane port.

Note that this m ddl ebox detection technique is not fool proof. |If
the public I P address assigned to the NAT is identical to the private
| P address used by the AC, detection by the WIP would fail. This

failure can lead to various protocol errors, so it is therefore
necessary for deploynments to ensure that the NAT's | P address is not
the same as the ACs.
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The CAPWAP protocol allows for all of the ACidentities supporting a
group of WIPs to be comruni cated t hrough the AC List nessage el enent.
This feature MJST be ignored by the WIP when it detects the ACis
behi nd a m ddl ebox.

The CAPWAP protocol allows an ACto configure a static |IP address on
a WIP using the WIP Static |P Address Information nessage el ement.
Thi s message el ement SHOULD NOT be used in NAT ed environnents,

unl ess the adnministrator is fanmiliar with the internal |IP addressing
schene within the WIP's private network, and does not rely on the
public address seen by the AC

When a WIP detects the duplicate address condition, it generates a
nessage to the AC, which includes the Duplicate | P Address nessage
element. The | P address enbedded within this nessage element is
different fromthe public I P address seen by the AC.

Security Considerations

This section describes security considerations for the CAPWAP
protocol. It also provides security recomendations for protocols
used in conjunction with CAPWAP

1. CAPWAP Security

As it is currently specified, the CAPWAP protocol sits between the
security nechani sns specified by the wireless |ink | ayer protoco
(e.g., | EEE 802.11i) and Authentication, Authorization, and
Accounting (AAA). One goal of CAPWAP is to bootstrap trust between
the STA and WIP using a series of preestablished trust relationships:

wireless link |ayer
(e.g., 802.11 PTK)
S > or

(derived)

Figure 12: STA Session Setup
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Wthin CAPWAP, DTLS is used to secure the |ink between the WIP and
AC. In addition to securing control nessages, it’'s also alink in
this chain of trust for establishing link | ayer keys. Consequently,
much rests on the security of DILS.

In some CAPWAP depl oynent scenarios, there are two channel s between
the WIP and AC. the control channel, carrying CAPWAP Contro
nessages, and the data channel, over which client data packets are
tunnel ed between the AC and WIP. Typically, the control channel is
secured by DTLS, while the data channel is not.

The use of parallel protected and unprotected channels deserves
speci al consideration, but does not create a threat. There are two
potential concerns: attenpting to convert protected data into
unprotected data and attenpting to convert un-protected data into
protected data. These concerns are addressed bel ow.

1.1. Converting Protected Data into Unprotected Data

Si nce CAPWAP does not support authentication-only ciphers (i.e., al
supported ciphersuites include encryption and authentication), it is
not possible to convert protected data into unprotected data. Since
encrypted data is (ideally) indistinguishable fromrandom data, the
probability of an encrypted packet passing for a well-forned packet
is effectively zero.

1.2. Converting Unprotected Data into Protected Data (Il nsertion)

The use of nessage authentication nmakes it imnpossible for the
attacker to forge protected records. This nakes conversion of
unprotected records to protected records inpossible.

1.3. Deletion of Protected Records

An attacker could renove protected records fromthe stream though
not undetectably so, due the built-in reliability of the underlying
CAPWAP protocol. 1In the worst case, the attacker would renove the
same record repeatedly, resulting in a CAPWAP session tineout and
restart. This is effectively a DoS attack, and could be acconplished
by a man in the mddl e regardl ess of the CAPWAP protocol security
mechani sns chosen.

1. 4. I nsertion of Unprotected Records
An attacker could inject packets into the unprotected channel, but

this may becone evident if sequence nunber desynchroni zati on occurs
as aresult. Only if the attacker is a man in the mddle (MTM can
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packets be inserted undetectably. This is a consequence of that
channel s | ack of protection, and not a new threat resulting fromthe
CAPWAP security mechani sm

1.5. Use of M5

The I mage I nformati on nessage el enent (Section 4.6.28) makes use of
MD5 to compute the hash field. The authenticity and integrity of the
image file is protected by DILS, and in this context, MD5 is not used
as a cryptographically secure hash, but just as a basic checksum
Therefore, the use of MD5 is not considered a security vulnerability,
and no nechanisns for algorithmagility are provided.

1.6. CAPWAP Fragnentation

RFC 4963 [ RFC4963] describes a possible security vulnerability where
a malicious entity can "corrupt” a flow by injecting fragments. By
sendi ng "high" fragnents (those with offset greater than zero) with a
forged source address, the attacker can deliberately cause
corruption. The use of DTLS on the CAPWAP Data channel can be used
to avoid this possible vulnerability.

2. Session ID Security

Si nce DTLS does not export a unique session identifier, there can be
no explicit protocol binding between the DILS | ayer and CAPWAP | ayer.
As a result, inplementati ons MUST provide a mechani smfor performng
this binding. For example, an AC MUST NOT associ ate decrypted DTLS
control packets with a particular WP session based solely on the
Session ID in the packet header. |Instead, identification should be
done based on whi ch DTLS session decrypted the packet. O herwi se,
one aut henticated WIP coul d spoof another authenticated WIP by
altering the Session ID in the encrypted CAPWAP Header

It should be noted that when the CAPWAP Data channel is unencrypted,
the WIP Session ID is exposed and possibly known to adversaries and
other WIPs. This would allow the forgery of the source of data-
channel traffic. This, however, should not be a surprise for
unencrypted data channels. Wen the data channel is encrypted, the
Session IDis not exposed, and therefore can safely be used to
associ ate a data and control channel. The 128-bit |ength of the
Session ID mtigates online guessing attacks where an adversari al
aut henticated WIP tries to correlate his own data channel with
another WIP's control channel. Note that for encrypted data
channel s, the Session ID should only be used for correlation for the
first packet imrediately after the initial DTLS handshake. Future
correl ation should instead be done via identification of a packet’s
DTLS sessi on
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3. Discovery or DILS Setup Attacks

Since the Discovery Request nessages are sent in the clear, it is

i mportant that AC inplenentations NOT assune that receiving a

Di scovery Request nessage froma WP inplies that the WIP has
reboot ed, and consequently tear down any active DTLS sessions.

Di scovery Request nessages can easily be spoofed by nalicious
devices, so it is inportant that the AC maintain two separate sets of
states for the WIP until the DTLSSessi onEstablished notification is
received, indicating that the WIP was aut henticated. Once a new DILS
session is successfully established, any state referring to the old
sessi on can be cl eared.

Simlarly, when the ACis entering the DILS Setup phase, it SHOULD
NOT assune that the WIP has reset, and therefore should not discard
active state until the DTLS session has been successfully
established. While the HelloVerifyRequest provides sone protection
agai nst deni al -of -service (DoS) attacks on the AC, an adversary
capabl e of receiving packets at a valid address (or a nal functioning
or msconfigured WIP) may repeatedly attenpt DTLS handshakes with the
AC, potentially creating a resource shortage. |If either the

Fai | edDTLSSessi onCount or the Fail edDTLSAut hFai | Count counter reaches
the val ue of MaxFail edDTLSSessi onRetry vari able (see Section 4.8),

i npl enent ati ons MAY choose to rate-limt new DTLS handshakes for sone
period of time. It is RECOMVENDED that inplenentations choosing to

i mpl enent rate-limting use a random di scard techni que, rather than

m i cking the WIP's sul king behavior. This will ensure that messages
fromvalid WIPs will have some probability of eliciting a response,
even in the face of a significant DoS attack

Sone CAPWAP i npl enentations nay wish to restrict the DILS setup
process to only those peers that have been configured in the access
control list, authorizing only those clients to initiate a DILS
handshake. Note that the inpact of this on nitigating denial-of-
service attacks against the DTLS |ayer is mniml, because DITLS

al ready uses client-side cookies to mnimze processor consunption
attacks.

.4. Interference with a DILS Session

If a WIP or AC repeatedly receives packets that fail DILS

aut hentication or decryption, this could indicate a DILS
desynchroni zati on between the AC and WIP, a link prone to
undetectable bit errors, or an attacker trying to disrupt a DILS
sessi on.
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In the state nachine (section 2.3), transitions to the DILS Tear Down
(TD) state can be triggered by frequently receiving DILS packets with
aut hentication or decryption errors. The threshold or technique for
deci di ng when to nove to the tear down state should be chosen
carefully. Being able to easily transition to DILS TD al |l ows easy
detection of malfunctioning devices, but allows for denial-of-service
attacks. Making it difficult to transition to DTLS TD prevents

deni al - of -service attacks, but nakes it more difficult to detect and
reset a mal functioning session. Inplenmenters should set this policy
with care.

5. CAPWAP Pre-Provi sioning

In order for CAPWAP to establish a secure comuni cation with a peer
some | evel of pre-provisioning on both the WIP and AC i s necessary.
This section will detail the mniml nunmber of configuration

par anet er s.

When using pre-shared keys, it is necessary to configure the pre-
shared key for each possible peer with which a DTLS session may be
established. To support this node of operation, one or nore entries
of the followi ng table may be configured on either the AC or WIP:

o ldentity: The identity of the peering AC or WIP. This format MNAY
be in the formof either an I P address or host nane (the latter of
whi ch needs to be resolved to an | P address usi ng DNS).

0 Key: The pre-shared key for use with the peer when establishing
the DTLS session (see Section 12.6 for nore information).

o PSK ldentity: Identity hint associated with the provisioned key
(see Section 2.4.4.4 for nore information).

When using certificates, the following itens need to be pre-
provi si oned:

o Device Certificate: The local device' s certificate (see
Section 12.7 for nore information).

o Trust Anchor: Trusted root certificate chain used to validate any
certificate received from CAPWAP peers. Note that one or nore
root certificates MAY be configured on a given devi ce.

Regardl ess of the authentication nmethod, the following itemneeds to
be pre-provisioned:
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0 Access Control List: The access control list table contains the
identities of one or nore CAPWAP peers, along with a rule. The
rule is used to determ ne whether conmunication with the peer is
permtted (see Section 2.4.4.3 for nore information).

12.6. Use of Pre-Shared Keys in CAPWAP

Whi | e use of pre-shared keys nmay provide depl oyment and provi sioning
advant ages not found in public-key-based depl oynents, it al so

i ntroduces a nunber of operational and security concerns. In
particul ar, because the keys nmust typically be entered manually, it
is common for people to base them on nmenorabl e words or phrases.
These are referred to as "l ow entropy passwords/ passphrases"”.

Use of |owentropy pre-shared keys, coupled with the fact that the
keys are often not frequently updated, tends to significantly

i ncrease exposure. For these reasons, the follow ng reconmendati ons
are made:

o Wien DTLS is used with a pre-shared key (PSK) ciphersuite, each
WP SHOULD have a unique PSK. Since WIPs will likely be widely
depl oyed, their physical security is not guaranteed. |If PSKs are
not uni que for each WIP, key reuse would allow the conprom se of
one WIP to result in the conmpron se of others.

0 Cenerating PSKs from | ow entropy passwords i s NOT RECOVMENDED

o It is RECOMMVENDED that inplementations that allow the
adm nistrator to manually configure the PSK al so provide a
capability for generation of new random PSKs, taking RFC 4086
[ RFC4086] into account.

0 Pre-shared keys SHOULD be periodically updated. |nplenentations
MAY facilitate this by providing an administrative interface for
automatic key generation and periodic update, or it MAY be
acconpl i shed manual | y i nst ead.

Every pairw se conbi nati on of WIP and AC on the network SHOULD have a
uni que PSK. This prevents the domino effect (see "Cuidance for

Aut henti cation, Authorization, and Accounting (AAA) Key Managenent"

[ RFC4962]). If PSKs are tied to specific WIPs, then know edge of the
PSK inplies a binding to a specified identity that can be authorized.

If PSKs are shared, this binding between device and identity is no

| onger possible. Conprom se of one WIP can yield conprom se of

anot her WIP, violating the CAPWAP security hierarchy. Consequently,
sharing keys between WIPs i s NOI' RECOMVENDED.
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7. Use of Certificates in CAPWAP

For public-key-based DTLS depl oynments, each device SHOULD have uni que
credentials, with an extended key usage authorizing the device to act
as either a WIP or AC. |If devices do not have unique credentials, it
is possible that by conpronising one device, any other device using
the sane credential may al so be considered to be conprom sed.

Certificate validation involves checking a large variety of things.
Since the necessary things to validate are often environnent-
specific, many are beyond the scope of this docunent. |In this
section, we provide sone basic guidance on certificate validation

Each device is responsible for authenticating and authorizing devices
with which they comuni cate. Authentication entails validation of
the chain of trust leading to the peer certificate, foll owed by the
peer certificate itself. Inplenentations SHOULD al so provi de a
secure nethod for verifying that the credential in question has not
been revoked.

Note that if the WIP relies on the AC for network connectivity (e.g.
the ACis a Layer 2 switch to which the WIP is directly connected),
the WIP nmay not be able to contact an Online Certificate Status
Protocol (OCSP) server or otherwi se obtain an up-to-date Certificate
Revocation List (CRL) if a conprom sed AC doesn’'t explicitly permt
this. This cannot be avoi ded, except through effective physica
security and nonitoring neasures at the AC.

Proper validation of certificates typically requires checking to
ensure the certificate has not yet expired. |If devices have a real -
time clock, they SHOULD verify the certificate validity dates. If no
real-time clock is available, the device SHOULD nake a best-effort
attenpt to validate the certificate validity dates through other
means. Failure to check a certificate’'s tenmporal validity can make a
device vulnerable to man-in-the-mddle attacks | aunched using

conprom sed, expired certificates, and therefore devices shoul d nake
every effort to performthis validation

8. Use of MAC Address in CN Field

The CAPWAP protocol is an evolution of an existing protocol [LWAPP],
which is inplemented on a | arge nunber of already depl oyed ACs and
WIPs. Every one of these devices has an existing X 509 certificate,
which is provisioned at the time of manufacturing. These X 509
certificates use the device’'s MAC address in the Conmon Narme (CN)
field. It is well understood that encoding the MAC address in the CN
field is less than optimal, and using the SubjectA tName field would
be preferable. However, at the tine of publication, there is no URN
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specification that allows for the MAC address to be used in the

Subj ect Alt Name field. As such a specification is published by the

| ETF, future versions of the CAPWAP protocol MAY require support for
the new URN schene.

12.9. AAA Security

The AAA protocol is used to distribute Extensible Authentication
Protocol (EAP) keys to the ACs, and consequently its security is

i mportant to the overall systemsecurity. Wen used with Transport
Layer Security (TLS) or |Psec, security guidelines specified in RFC
3539 [ RFC3539] SHOULD be fol | owed.

In general, the link between the AC and AAA server SHOULD be secured
using a strong ciphersuite keyed with nutual ly authenticated session
keys. Inplementations SHOULD NOT rely solely on Basic RADI US shared
secret authentication as it is often vulnerable to dictionary
attacks, but rather SHOULD use stronger underlying security

nmechani sns.

12.10. WP Firmnare

The CAPWAP protocol defines a nechani smby which the AC downl oads new
firmvare to the WIP. During the session establishnent process, the
WIP provides information about its current firmvare to the AC. The
AC t hen deci des whether the WIP's firmnare needs to be updated. It
is important to note that the CAPWAP specification makes the explicit
assunption that the WIP is providing the correct firmvare version to
the AC, and is therefore not lying. Further, during the firnware
downl oad process, the CAPWAP protocol does not provide any nechani sns
to recogni ze whether the WIP is actually storing the firmvare for
future use.

13. (Operational Considerations

The CAPWAP protocol assunes that it is the only configuration
interface to the WIP to configure paraneters that are specified in
the CAPWAP specifications. Wile the use of a separate nmanagenent
prot ocol MAY be used for the purposes of nonitoring the WIP directly,
configuring the WIP t hrough a separate managenent interface is not
recormended. Configuring the WIP t hrough a separate protocol, such
as via a command line interface (CLI) or Sinple Network Managenent
Protocol (SNWP), could lead to the AC state being out of sync with
the WIP.
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The CAPWAP protocol does not deal with the nanagenent of the ACs.
The AC is assuned to be configured through sone separate managenent
i nterface, which could be via a proprietary CLI, SNWP, Network
Configuration Protocol (NETCONF), or some other managenent protocol

The CAPWAP protocol’s control channel is fairly lightweight froma
traffic perspective. Once the WIP has been configured, the WIP sends
periodic statistics. Further, the specification calls for a keep-
alive packet to be sent on the protocol’s data channel to nake sure
that any possi bl e m ddl eboxes (e.g., NAT) nmaintain their UDP state.
The overhead associated with the control and data channel is not
expected to inpact network traffic. That said, the CAPWAP protoco
does allow for the frequency of these packets to be nodified through
t he Dat aChannel KeepAlive and StatisticsTiner (see Section 4.7.2 and
Section 4.7.14, respectively).

Transport Consi derations

The CAPWAP WG carefully considered the congestion contro
requi renents of the CAPWAP protocol, both for the CAPWAP Control and
Dat a channel s.

CAPWAP specifies a single-threaded command/ response protocol to be
used on the control channel, and we have specified that an
exponential back-off al gorithm should be used when comuands are
retransmtted. When CAPWAP runs in its default node (Local MAC), the
control channel is the only CAPWAP channel

However, CAPWAP can also be run in Split MAC node, in which case
there will be a DILS-encrypted data channel between each WIP and t he
AC. The WG di scussed various options for providing congestion
control on this channel. However, due to performance problems with
TCP when it is run over another congestion control nechani smand the
fact that the vast mpjority of traffic run over the CAPWAP Dat a
channel is likely to be congestion-controlled IP traffic, the CAPWAP
WG felt that specifying a congestion control nechanismfor the CAPWAP
Data channel would be nore likely to cause problens than to resol ve
any.

Because there is no congestion control nechani smspecified for the
CAPWAP Data channel, it is RECOMVENDED t hat non-congestion-controlled
traffic not be tunnel ed over CAPWAP. Wen a significant anount of
non- congestion-controlled traffic is expected to be present on a
W.AN, the CAPWAP connection between the AC and the WIP for that LAN
shoul d be configured to remain in Local MAC node with Distribution
function at the WP.
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The | ock step nature of the CAPWAP protocol’s control channel can
cause the firmvare downl oad process to take sone tine, dependi ng upon
the round-trip time (RTT). This is not expected to be a probl em
since the CAPWAP protocol allows firmvare to be downl oaded while the
WIP provides service to wireless clients/devices.

It is necessary for the WIP and AC to configure their MIU based on
the capabilities of the path. See Section 3.5 for nore information

The CAPWAP protocol mandates support of the Explicit Congestion
Notification (ECN) through a node of operation naned "limted
functionality option", detailed in section 9.1.1 of [RFC3168].
Future versions of the CAPWAP protocol should consider mandating
support for the "full functionality option".

| ANA Consi der ati ons

This section details the actions that |1 ANA has taken in preparation
for publication of the specification. Nunerous registries have been
created, and the contents, docunent action (see [RFC5226], and
registry format are all included below. Note that in cases where bit
fields are referred to, the bit nunbering is left to right, where the
leftmost bit is |abeled as bit zero (0).

For future registration requests where an Expert Review is required,
a Designated Expert should be consulted, which is appointed by the
responsi bl e 1 ESG Area Director. The intention is that any allocation
wi || be acconpanied by a published RFC, but given that other SDCs may
want to create standards built on top of CAPWAP, a docunent the

Desi gnated Expert can review is al so acceptable. |ANA should allow
for allocation of values prior to docunents bei ng approved for
publication, so the Designated Expert can approve allocations once it
seems clear that publication will occur. The Designated Expert wll
post a request to the CAPWAP WG mailing list (or a successor
designated by the Area Director) for comrent and review. Before a
peri od of 30 days has passed, the Designated Expert will either
approve or deny the registration request and publish a notice of the
decision to the CAPWAP WG nailing list or its successor, as well as
informing lANA. A denial notice nust be justified by an expl anation
and in the cases where it is possible, concrete suggestions on how
the request can be nodified so as to beconme acceptabl e should be
provi ded.

1. 1Pv4 Milticast Address
| ANA has registered a new | Pv4 nmulticast address call ed "capwap-ac"

fromthe Internetwork Control Block IPv4 nmulticast address registry;
see Section 3.3.
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2. 1Pv6 Miulticast Address

| ANA has registered a new organi zation | ocal nulticast address called
the "AIl ACs nulticast address"” in the Variable Scope |Pv6 multicast
address registry; see Section 3.3.

3. UDP Port
| ANA regi stered two new UDP Ports, which are organi zation-| ocal

mul ticast addresses, in the registered port nunbers registry; see
Section 3.1. The follow ng val ues have been regi stered:

Keywor d Deci mal Descri ption Ref er ences
capwap-control 5246/ udp CAPWAP Control Protocol Thi s Docunent
capwap- dat a 5247/ udp CAPWAP Dat a Protocol Thi s Docunent

4. CAPWAP Message Types

The Message Type field in the CAPWAP Header (see Section 4.5.1.1) is
used to identify the operation performed by the nmessage. There are
mul ti pl e namespaces, which are identified via the first three octets
of the field containing the | ANA Enterprise Nunber [RFC5226].

| ANA mai ntai ns the CAPWAP Message Types registry for all nessage
types whose Enterprise Nunmber is set to zero (0). The namespace is 8
bits (0-255), where the value of zero (0) is reserved and must not be
assigned. The values one (1) through 26 are allocated in this
specification, and can be found in Section 4.5.1.1. Any new

assi gnments of a CAPWAP Message Type whose Enterprise Nunber is set
to zero (0) requires an Expert Review. The registry nmaintained by

| ANA has the followi ng fornat:

CAPWAP Control Message Message Type Ref erence
Val ue

5. CAPWAP Header FIl ags

The Flags field in the CAPWAP Header (see Section 4.3) is 9 bits in
length and is used to identify any special treatnment related to the
nessage. This specification defines bits zero (0) through five (5),
while bits six (6) through eight (8) are reserved. There are
currently three unused, reserved bits that are managed by | ANA and
whose assignment require an Expert Review. |ANA created the CAPWAP
Header Fl ags registry, whose format is:

Flag Field Nane Bit Position Ref erence
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6. CAPWAP Control Message Fl ags

The Flags field in the CAPWAP Control Message header (see

Section 4.5.1.4) is used to identify any special treatnent related to
the control message. There are currently eight (8) unused, reserved
bits. The assignment of these bits is nanaged by | ANA and requires
an Expert Review. |ANA created the CAPWAP Control Message Fl ags

regi stry, whose format is:

Flag Field Nane Bit Position Ref erence
7. CAPWAP Message El enent Type

The Type field in the CAPWAP Message El enent header (see Section 4.6)
is used to identify the data being transported. The nanespace is 16
bits (0-65535), where the value of zero (0) is reserved and nust not
be assigned. The values one (1) through 53 are allocated in this
specification, and can be found in Section 4.5.1.1.

The 16-bit nanespace is further divided into bl ocks of addresses that
are reserved for specific CAPWAP wi rel ess bindings. The follow ng
bl ocks are reserved:

CAPWAP Pr ot ocol Message El enents 1 - 1023
| EEE 802. 11 Message El enents 1024 - 2047
EPCd obal Message El ements 3072 - 4095

Thi s namespace i s managed by | ANA and assignments require an Expert
Review. | ANA created the CAPWAP Message El enent Type registry, whose
format is:

CAPWAP Message El enent Type Val ue Ref erence
8. CAPWAP Wreless Binding Identifiers

The Wreless Binding Identifier (WBID) field in the CAPWAP Header
(see Section 4.3) is used to identify the wirel ess technol ogy

associ ated with the packet. This specification allocates the val ues
one (1) and three (3). Due to the linmted address space available, a
new VBI D request requires Expert Review. |ANA created the CAPWAP
Wreless Binding ldentifier registry, whose format is:

CAPWAP Wreless Binding lIdentifier Type Val ue Ref erence
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9. AC Security Types

The Security field in the AC Descriptor nessage el enent (see

Section 4.6.1) is 8 bits in length and is used to identify the

aut henti cati on nethods available on the AC. This specification
defines bits five (5) and six (6), while bits zero (0) through four
(4) as well as bit seven (7) are reserved and unused. These reserved
bits are managed by | ANA and assi gnment requires Standards Action

| ANA created the AC Security Types registry, whose format is:

AC Security Type Bit Position Ref er ence
10. AC DTLS Policy

The DTLS Policy field in the AC Descriptor nessage el ement (see
Section 4.6.1) is 8 bits in length and is used to identify whether
the CAPWAP Data Channel is to be secured. This specification defines
bits five (5) and six (6), while bits zero (0) through four (4) as
well as bit seven (7) are reserved and unused. These reserved bits
are managed by | ANA and assignnent requires Standards Action. | ANA
created the AC DTLS Policy registry, whose format is:

AC DTLS Policy Bit Position Ref er ence
11. AC Infornation Type

The Information Type field in the AC Descriptor nessage el enent (see
Section 4.6.1) is used to represent information about the AC. The
nanespace is 16 bits (0-65535), where the value of zero (0) is
reserved and nust not be assigned. This field, conbined with the AC
Informati on Vendor 1D, allows vendors to use a private nanespace.
Thi s specification defines the AC Informati on Type nanespace when the
AC Information Vendor IDis set to zero (0), for which the val ues
four (4) and five (5) are allocated in this specification, and can be
found in Section 4.6.1. This namespace i s managed by | ANA and
assignments require an Expert Review. |ANA created the AC
Informati on Type registry, whose format is:

AC I nformation Type Type Val ue Ref er ence
12. CAPWAP Transport Protocol Types

The Transport field in the CAPWAP Transport Protocol nessage el enent
(see Section 4.6.14) is used to identify the transport to use for the
CAPWAP Dat a Channel. The nanespace is 8 bits (0-255), where the

val ue of zero (0) is reserved and nust not be assigned. The val ues
one (1) and two (2) are allocated in this specification, and can be
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found in Section 4.6.14. This nanespace i s managed by | ANA and
assignments require an Expert Review. |ANA created the CAPWAP
Transport Protocol Types registry, whose format is:

CAPWAP Transport Protocol Type Type Val ue Ref erence
15.13. Data Transfer Type

The Data Type field in the Data Transfer Data nessage el enent (see
Section 4.6.15) and | mage Data message el ement (see Section 4.6.26)
is used to provide informati on about the data being carried. The
nanespace is 8 bits (0-255), where the value of zero (0) is reserved
and nust not be assigned. The values one (1), two (2), and five (5)
are allocated in this specification, and can be found in

Section 4.6.15. This namespace i s nanaged by | ANA and assignments
require an Expert Review. |ANA created the Data Transfer Type

regi stry, whose format is:

Data Transfer Type Type Val ue Ref erence
15.14. Data Transfer Mode

The Data Mode field in the Data Transfer Data nessage el ement (see
Section 4.6.15) and Data Transfer Myde nessage el enent (see

Section 15.14) is used to provide information about the data being
carried. The nanespace is 8 bits (0-255), where the value of zero
(0) is reserved and nust not be assigned. The values one (1) and two
(2) are allocated in this specification, and can be found in

Section 15.14. This nanmespace i s managed by | ANA and assi gnments
require an Expert Review. |ANA created the Data Transfer Mode

regi stry, whose format is:

Data Transfer Mode Type Val ue Ref erence
15.15. Discovery Types

The Discovery Type field in the Discovery Type nessage el enent (see
Section 4.6.21) is used by the WIP to indicate to the AC how it was
di scovered. The nanmespace is 8 bits (0-255). The values zero (0)
through four (4) are allocated in this specification and can be found
in Section 4.6.21. This nanmespace is managed by | ANA and assignnents
require an Expert Review. |ANA created the Discovery Types registry,
whose format is:

Di scovery Types Type Val ue Ref er ence
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15.

15.

15.

15.

16. ECN Support

The ECN Support field in the ECN Support nessage el ement (see

Section 4.6.25) is used by the WIP to represent its ECN Support. The
nanespace is 8 bits (0-255). The values zero (0) and one (1) are
allocated in this specification, and can be found in Section 4.6.25.
Thi s nanmespace i s managed by | ANA and assi gnments require an Expert
Review. | ANA created the ECN Support registry, whose format is:

ECN Support Type Val ue Ref erence
17. Radio Adnin State

The Radio Admin field in the Radio Adm nistrative State nessage

el ement (see Section 4.6.33) is used by the WIP to represent the
state of its radios. The namespace is 8 bits (0-255), where the
val ue of zero (0) is reserved and nust not be assigned. The val ues
one (1) and two (2) are allocated in this specification, and can be
found in Section 4.6.33. This nanespace i s managed by | ANA and
assignments require an Expert Review. |ANA created the Radio Adm n
State registry, whose format is:

Radi o Adnmin State Type Val ue Ref er ence
18. Radio Qperational State

The State field in the Radio Operational State nmessage el enent (see
Section 4.6.34) is used by the WIP to represent the operational state
of its radios. The nanespace is 8 bits (0-255), where the val ue of
zero (0) is reserved and nust not be assigned. The values one (1)
and two (2) are allocated in this specification, and can be found in
Section 4.6.34. This namespace i s nanaged by | ANA and assignments
require an Expert Review. |ANA created the Radio Qperational State
regi stry, whose format is:

Radi o Qperational State Type Val ue Ref erence
19. Radio Failure Causes

The Cause field in the Radio Operational State nmessage el enent (see
Section 4.6.34) is used by the WIP to represent the reason a radio
may have failed. The namespace is 8 bits (0-255), where the val ue of
zero (0) through three (3) are allocated in this specification, and
can be found in Section 4.6.34. This namespace i s nmanaged by | ANA
and assignnents require an Expert Review. |ANA created the Radio
Fai |l ure Causes registry, whose format is:

Radi o Fai |l ure Causes Type Val ue Ref erence
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15.

15.

15.

15.

20. Result Code

The Result Code field in the Result Code nessage el ement (see

Section 4.6.35) is used to indicate the success or failure of a
CAPWAP Control nessage. The nanmespace is 32 bits (0-4294967295),
where the value of zero (0) through 22 are allocated in this
specification, and can be found in Section 4.6.35. This nanmespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the Result Code registry, whose format is:

Resul t Code Type Val ue Ref er ence
21. Returned Message El enent Reason

The Reason field in the Returned Message El ement nessage el ement (see
Section 4.6.36) is used to indicate the reason why a nmessage el enent
was not processed successfully. The nanespace is 8 bits (0-255),
where the value of zero (0) is reserved and nust not be assigned.

The val ues one (1) through four (4) are allocated in this
specification, and can be found in Section 4.6.36. This namespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the Returned Message El ement Reason registry, whose format

is:

Ret urned Message El enment Reason Type Val ue Ref erence
22. WP Board Data Type

The Board Data Type field in the WIP Board Data nessage el enent (see
Section 4.6.40) is used to represent information about the WP
hardware. The nanmespace is 16 bits (0-65535). The WP Board Data
Type val ues zero (0) through four (4) are allocated in this
specification, and can be found in Section 4.6.40. This namespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the WIP Board Data Type registry, whose format is:

WP Board Data Type Type Val ue Ref erence
23. WP Descriptor Type

The Descriptor Type field in the WIP Descri ptor nessage el enent (see
Section 4.6.41) is used to represent information about the WP
software. The nanespace is 16 bits (0-65535). This field, conbined
with the Descriptor Vendor ID, allows vendors to use a private
nanespace. This specification defines the WIP Descri ptor Type
nanespace when the Descriptor Vendor IDis set to zero (0), for which
the values zero (0) through three (3) are allocated in this

Cal houn, et al. St andards Track [ Page 149]



RFC 5415 CAPWAP Prot ocol Specification March 2009

specification, and can be found in Section 4.6.41. This nanmespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the WIP Board Data Type regi stry, whose format is:

WIP Descriptor Type Type Val ue Ref er ence
15.24. WP Fal | back Mode

The Mode field in the WIP Fal | back nessage el enent (see

Section 4.6.42) is used to indicate the type of AC fallback mechani sm
the WIP shoul d enpl oy. The namespace is 8 bits (0-255), where the

val ue of zero (0) is reserved and nust not be assigned. The val ues
one (1) and two (2) are allocated in this specification, and can be
found in Section 4.6.42. This nanmespace i s managed by | ANA and
assignments require an Expert Review. |ANA created the WIP Fal | back
Mode registry, whose format is:

WP Fal | back Mode Type Val ue Ref erence
15.25. WP Frane Tunnel Mbode

The Tunnel Type field in the WIP Frame Tunnel Mde nessage el enent
(see Section 4.6.43) is 8 bits and is used to indicate the type of
tunneling to use between the WIP and the AC. This specification
defines bits four (4) through six (6), while bits zero (0) through
three (3) as well as bit seven (7) are reserved and unused. These
reserved bits are nanaged by | ANA and assi gnnent requires an Expert
Review. |ANA created the WIP Frame Tunnel Mbde registry, whose
format is:

WP Franme Tunnel Mode Bit Position Ref er ence
15.26. WP MAC Type

The MAC Type field in the WIP MAC Type nessage el ement (see

Section 4.6.44) is used to indicate the type of MACto use in
tunnel ed franes between the WIP and the AC. The nanespace is 8 hits
(0-255), where the value of zero (0) through two (2) are allocated in
this specification, and can be found in Section 4.6.44. This
nanespace i s managed by | ANA and assignnents require an Expert

Review. |ANA created the WIP MAC Type registry, whose format is:

WP MAC Type Type Val ue Ref erence
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15.

15.

16.

17.

17.

27. WP Radio Stats Failure Type

The Last Failure Type field in the WIP Radio Statistics nmessage

el ement (see Section 4.6.46) is used to indicate the |ast WP
failure. The nanespace is 8 bits (0-255), where the value of zero
(0) through three (3) as well as the value 255 are allocated in this
specification, and can be found in Section 4.6.46. This nanmespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the WIP Radio Stats Failure Type registry, whose format is:

WP Radio Stats Failure Type Type Val ue Ref er ence
28. WP Reboot Stats Failure Type

The Last Failure Type field in the WIP Reboot Statistics message

el ement (see Section 4.6.47) is used to indicate the |last reboot
reason. The nanespace is 8 bits (0-255), where the value of zero (0)
through five (5) as well as the value 255 are allocated in this
specification, and can be found in Section 4.6.47. This namespace is
managed by | ANA and assignnents require an Expert Review. | ANA
created the WIP Reboot Stats Failure Type registry, whose format is:

WP Reboot Stats Failure Type Type Val ue Ref er ence
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