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Abst ract

Early Wreless Local Area Network (W.AN) deploynents feature a "fat"
Access Point (AP), which serves as a stand-alone interface between
the wired and wi rel ess network segnents. However, this nodel raises
scaling, nobility, and nmanageability issues, and the Control and
Provi si oning of Wreless Access Points (CAPWAP) protocol is neant to
address these issues. CAPWAP effectively splits the fat AP
functionality into two network el ements, and the communi cation
channel between these conponents nay traverse potentially hostile
hops. This document anal yzes the security exposure resulting from
the introduction of CAPWAP and summari zes the associ ated security
consi derations for | EEE 802. 11- based CAPWAP i npl enent ati ons and

depl oynent s.
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1

| ntroducti on

Wrel ess Local Area Network (W.AN) depl oynments are increasingly
conmon as the technol ogy matures and wireless interface chi ps becone
standard equi pnent in | aptops and various hand-held computing
devices. In the sinplest deploynments, WAN access is entirely
provided by a wirel ess Access Point (AP), which bridges the client
system (station or "STA") and the Distribution System (DS) or wired
net wor k.

[ +
| client| e +
| (STA) | | Access | | +o-om- - +
LR +)))) | Point |----- | / optional \ A +
/ Fommm o + | --( L3 )---1 AAA
+o----- + | \ cloud / Fo-e-- - +
| oo - - +

Figure 1. | EEE 802.11 Depl oynent Usi ng RSN

In this architecture, the AP serves as a gatekeeper, facilitating
client access to the network. Typically, the client nmust somehow
aut henticate prior to being granted access, and in enterprise

depl oynments, this is frequently acconplished using [8021X]. Wen
using | EEE 802. 11, this node is called a Robust Security Network
(RSN) [802111]. Here, the client is called the "supplicant", the AP
is the "authenticator", and either the AP or an externa

Aut henti cati on, Authorization, and Accounting (AAA) server fulfill
the role of "authentication server”, depending on the authentication
mechani sm used

Fromthe perspective of the network administrator, the wired LANto
which the AP is attached is typically considered to be nore trusted
than the wirel ess LAN, either because there is sonme physical boundary
around the wired segnent (i.e., the building walls), or because it is
ot herwi se secured sonehow (perhaps cryptographically). The AAA
server may reside within this sane physical adnministrative domain, or
it may be rempte. Common AAA protocols are RADI US [ RFC3579] and

Di amet er [ RFC4072] .

The CAPWAP protocol [RFC5415] nodifies this architecture by splitting
the AP into two pieces, the Wreless Term nation Point (WIP), and the
Access Controller (AC), and creating a comunications |ink between
the two new components. In this nodel, the WIP i npl enents the W.AN
edge functions with respect to the user (wireless transmit/receive),
while the AC inplenents the wired-side edge functions. For a

conpl ete description of CAPWAP architecture, see [ RFC4118].
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oo +) )[)| WP |-( cloud )-| AC|-[---]--( L3 )--| AAA|
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AP equi val ence boundary
Figure 2: W.AN Depl oynent utilizing CAPWAP

For our purposes, it is useful to think of the entire CAPWAP system
as a sort of "AP equivalent", and the figure above illustrates this
concept. Wth this nmodel in nind, our ideal is to ensure that CAPWAP
i ntroduces no vulnerabilities that aren’t present in the original fat
AP scenario. As we will see, this is not entirely possible, but from
a security perspective, we should nonetheless strive to achieve this
equi val ence as nearly as we can.

1.1. Rationale for Linmiting Analysis Scope to | EEE 802. 11

Al t hough CAPWAP derives from protocols that were designed explicitly
for managerment of |EEE 802.11 wireless LANs, it may also turn out to
be useful for nmanagi ng other types of network device depl oynents,

wi rel ess and otherwise. This might |ead one to conclude that a
single security analysis, except for mnor per-binding variations,

m ght be sufficient. However, based on a limted nunber of
additional rel ated scenarios that have been described as likely
candi dates for CAPWAP thus far, e.g., use with Radi o Frequency
Identification (RFID) sensors, this does not seemto be a sinple,

bi nary deci si on.

Contrasting RFID and | EEE 802. 11 depl oynent scenarios, |EEE 802.11
users typically authenticate to sone a back-end AAA server, and as a
result of that exchange, derive cryptographic keys that are used by
the STA and WIP to encrypt and authenticate over-air communications.
That is, the threat environnent is such that the following typically
hol ds:

o The user is not inmediately trusted, and therefore nust
aut henti cate.

o The WIP is not imediately trusted, and therefore nmust indirectly
authenticate to the user via the AAA server.

o The AAA server is not necessarily trusted, and therefore nust
aut henti cate.
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o The nmediumis not trusted, and therefore comuni cati ons nust be
secur ed.

RFI D tags, on the other hand, typically do not have the same

aut hentication, confidentiality, and integrity requirenents as the
principals in a W.AN depl oynent, and are not, generally speaking,
well suited to environments in which simlar threats exist. As a
result of the conbination of WLAN security requirenments and the
Medi um Access Control (MAC)-splitting behavior that epitonizes the

| EEE 802. 11 binding for CAPWAP, there are definite security-rel ated
consi derations in the W.AN case that sinmply do not exist for an RFID
based adaptati on of CAPWAP

Now, there certainly are sinmlarities and overl apping security
considerations that will apply to any CAPWAP depl oynent scenari o.

For exanple, authentication of the AC for purposes of WP device
managenment operations is probably always inportant. Even so, the
threats to RFID are different enough to suggest the need for a
separate security analysis in that case. For exanple, since RFID
tags comonly depl oyed today inplenent no over-air authentication
integrity, or confidentiality mechanisnms, the need for sinilar
mechani sns between the WIP and AC for RFID tag data conmunications is
not clearly indicated -- that is, the threats are different.

We have limited visibility into the varied ways in which CAPWAP ni ght
be adapted in the future, although we may observe that it seens to
provide the basis for a generalized scal abl e provisioning protocol

G ven our currently Iimted view of the technol ogies for which it

m ght be used, it seens prudent to recognize that our current viewis
colored by the I EEE 802.11 roots of the protocol, and nake that
recognition explicit in our analysis. |If newy added bindings turn
out to be substantially simlar to | EEE 802.11, then the associ ated
bi ndi ng docunents can sinply reference this docurment in their
security considerations, while calling out any substantive

di fferences. However, it does appear, based on our current limted
visibility, that per-binding threat anal yses will be required.

1.2. Notations
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Abbreviations and Definitions
0 AAA - Aut hentication Authorization and Accounti ng
o] AC - Access Controller

o] AES- CCMP - Advanced Encryption Standard - Counter-node CBC NMAC
Pr ot ocol

o] AP - (wireless) Access Point

o] CAPWAP - Control And Provisioning of Wreless Access Points
0 Cert - X509v3 Certificate

o] DI AMETER - proposed successor to RADIUS protocol (see bel ow)
o] DoS - Denial of Service (attack)

0] DTLS - Datagram Transport Layer Security

0 EAP - Extensible Authentication Protocol

0 MtM- Man in the Mddle

o] PMK - Pairw se Master Key

o] PSK - Pre-Shared Key

0 RADI US - Renmpte Authentication Dial-In User Service

0 STA - (wireless) STAtion

o] TK - Transi ent Key

o] TKIP - Tenporal Key Integrity Protocol

o] VP - Wred Equival ent Privacy

0 W.AN - Wreless Local Area Network

0] WP - Wreless Term nation Point
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3.

CAPWAP Security Goals for | EEE 802.11 Depl oynents

When depl oyed for use with | EEE 802. 11, CAPWAP should avoid

i ntroduci ng any system security degradati on as conpared to the fat AP
scenario. However, by splitting the AP functions between the WIP and
AC, CAPWAP pl aces potentially sensitive protocol interactions that
were previously internal to the AP onto the Layer 3 (L3) network

bet ween the AC and WIP. Therefore, the security properties of this
new system are dependent on the security properties of the

i ntervening network, as well as on the details of the split.

Si nce CAPWAP does not directly interact with over-air or AAA
protocols, these are nostly out of scope for this analysis. That is,
we do not analyze the basic AAA or | EEE 802. 11 security protocols
directly here, as CAPWAP does not nodify these protocols in any way,
nor do they directly interact with CAPWAP. However, by splitting AP
functionality, CAPWAP may expose security el enents of these protocols
that woul d not otherw se be exposed. |In such cases, CAPWAP shoul d
explicitly avoid degrading the security of these protocols in any way
when conpared to the fat AP scenario.

Overvi ew of | EEE 802.11 and AAA Security

Wil e this docurment is not directly concerned with | EEE 802. 11 or AAA
security, there are sone subtle interactions introduced by CAPWAP

and there will be related term nology we nust touch on in discussing
these. The following figure illustrates some of the conpl ex

rel ati onshi ps between the various protocols, and illustrates where
CAPWAP si ts:
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Figure 3. CAPWAP Protocol Hierarchy

CAPWAP i s being inserted between the 802. |

and the authentication server conmunication,
context, we give a very brief overview of
security below. It

those topics that are relevant to our discussion
nore detail ed coverage of
[ 80211SEC] .

For
see e.g.

not by any neans exhausti ve.

802. 11-rel ated security topics,
4.1. | EEE 802.11 Authentication and AAA
| EEE 802. 11 provides for
granting access to the network.
aut hentication is used,
However, if |EEE 802.11 link security is to be
sort of authentication is required in order to
rel ationship that underlies the associ ated key

Thi s authentication can be inplenented through
secret. In such cases, the authentication may
the link security mechanism (e.g., when Wred
(WEP) is used with open authentication), or it
when W -fi
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link security mechani sm
so to provide supporting
| EEE 802. 11 and AAA

is very inportant to note that we only cover

so what follows is
| EEE

nmul tiple methods of authentication prior to
In the sinplest case,
and this is equivalent to no authentication

open

provi ded, then sone
bootstrap the trust
est abl i shnent process.

use of a shared

be inplicitly tied to
Equi val ent Privacy
may be explicit, e.g.

Protected Access is used with a Pre-Shared Key (WPA- PSK)
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In other cases, authentication requires an explicit cryptographic
exchange, and this operation bootstraps link security. In nbst such
cases, |EEE 802.1X is used in conjunction with the Extensible

Aut hentication Protocol [RFC3748] to authenticate either the client
or both the client and the authentication server. This exchange
produces cryptographic keying material for use with | EEE 802. 11
security nechani sns.

The resulting trust relationships are conplex, as can be seen from
the following (sinmplified) figure:

I e \
| TK (6) | EAP Credenti al s,
\% I T \ | PMK (3)
R + |  PSK/Cert(1) | |
| client] \% | \%
| (STA) | to------- + I v | +----- +
to----- +)))) | WP |----- t----+ |- AAA
EPRRREE S ol s
S RS + N | +---+ N
N N N N (2,4) |
|1 PTK(D) ] |V /
R R | Radi us PSK
L e / PMK

4-\Way Handshake (w PMK) (5)
Figure 4: Trust Rel ationships
The foll owi ng descri bes each of the rel ati onshi ps:
1. WP and AC establish secure |ink
2. AC establishes secure link with AAA server
3. STA and AAA server conduct EAP, produce PMK
4. AAA server pushes PMK to AC

5. AC and STA conduct 4-way handshake (producing TK, anong ot her
keys)

6. AC pushes TK to WIP (if decentralized encryption is used)

7. WP/ STA use TK for | EEE 802.11 link security
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4.2. | EEE 802.11 Link Security

The current CAPWAP binding for | EEE 802. 11 primarily supports the use
of | EEE 802. 11i [802111] security on the wireless |link. However,
since | EEE 802. 11i does not prohibit the use of WEP for |ink
security, neither does CAPWAP. Nonethel ess, use of WEP with CAPWAP

i s NOT RECOMVENDED.

If WEP is used with CAPWAP, the CAPWAP systemwi |l inherit all the
security problems associated with the use of WEP in any wirel ess
network. In particular, 40-bit keys can be subject to brute-force

attacks, and statistical attacks can be used to crack session keys of
any length after enough packets have been collected [ WEPSEC]. As of
| ate 2008, such attacks are trivial, and take nere seconds to
acconpl i sh.

Newer |ink security mechani sns described in | EEE 802. 11i, i ncluding
TKIP and AES-CCMP, significantly inprove the security of wrel ess
networks. It is strongly RECOMVENDED t hat CAPWAP only be used with
t hese newer techniques.

The only slight insecurity introduced by CAPWAP when using it with

| EEE 802. 11i is the handling of the KeyRSC counter. \Wen perform ng
decentralized encryption, this value is maintained by the WIP, but
needed by the AC to performthe 4-way handshake. The val ue used
during the handshake initializes the counter on the client. In
CAPWAP, this value is initialized to zero, allowing the possibility
for replay attacks of broadcast traffic in the wi ndow between initia
aut hentication and the client receiving the first valid broadcast
packet fromthe WIP. This slight wi ndow of attack has been
docunented in [ RFC5416] .

4.3. AAA Security

CAPWAP has very little control over how AAA security is deployed, as
it’s not directly bound to AAA as it is to | EEE 802.11. As a result,
CAPWAP can only provide gui dance on how to best secure the AAA
portions of a CAPWAP-enabl ed wi rel ess network.

The AAA protocol is a termthat refers to use of either RAD US

[ RFC3579] or Diameter [RFC4A072] to transport EAP comuni cations

bet ween the authenticator and the AAA server. Here the authenticator
is the AC, thus the AAA protocol secures the |ink between the AC and
AAA server. Use of non-unique or |owentropy |long-termcredentials
to secure the ACG-AAA |ink can severely inpact the overall security of
a CAPWAP depl oynent, and consequently is NOT RECOMMENDED. Each AC
shoul d have a nutually authenticated |ink that provides robust data
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confidentiality and integrity. The AAA protocols and keys used
SHOULD be consistent with the gui dance in [ RFC4962].

Si nce CAPWAP does not directly interact with AAA, it does not affect
the overall security of a AAA network. 1In fact, by decreasing the
nunmber of devices that communicate with the AAA server, we can
actually decrease its exposure and risk of attack

4. 4. Cryptographi c Bi ndi ngs

One key shortcom ng of both the EAP and AAA nodels is that they are
i nherently two-party nodels. |n CAPWAP depl oynents, we rely on a
variety of security associations when an | EEE 802. 11 W.AN cli ent
session is established. These include:

0 WIP-AC (CAPWAP Aut henti cati on)
0 AC AAA (AAA Aut hentication)

0 STA- AAA (EAP Met hod Executi on)
0 STA-AC (AAA pushes keys to AQ)
o0 STA-WIP (AC pushes keys to WP)

Each of these security associations involve a pairw se trust

rel ati onship, and none result froma nulti-party key agreenent
protocol such as Kerberos. |In particular, just because an STA trusts
a AAA server who trusts an AC who trusts a WIP doesn’t necessarily
nean that the STA should trust the WIP. The WP nmay be conprom sed
and using his credentials to maintain a trust relationship with an
AC, while advertising false information about the network to an STA

Protecti on agai nst attacks like these can be very difficult, while
mai nt ai ni ng scal able trust relationships with other entities in the
network. Since multiple protocols are being used, multi-party keying
to derive end-to-end trust relationships is infeasible.

Since CAPWAP is a collection of pairwise trust relationships, in
order to claim CAPWAP is secure, we nust believe in the transitivity
of these trust relationships. Its hierarchal nature mtigates the
dom no effect, but any conprom sed device in the hierarchy can affect
those below it in the hierarchy.
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5.

Structure of the Analysis

In order to conduct a conprehensive threat analysis, there are sone
basi ¢ questi ons we must answer:

o Exactly what are we trying to protect?

o Wat are the risks?
* \What are the capabilities of woul d-be attackers?
* \What mght be goals of woul d-be attackers?

* \What are the vulnerabilities or conditions they night attenpt
to exploit?

* For various attackers, what is the likelihood of attenpting to
exploit a given vulnerability given the cost of the exploit
versus the value of attack?

o What potential mitigation strategies are available to us?

o What kinds of trade-offs do these mtigation strategies offer, and
do they introduce any new risks?

This is a very sinplistic overview of what we nust acconplish bel ow,
but it should give sone insight into the nmanner in which the
di scussi on proceeds.

As a prelimnary, we describe sone representati ve CAPWAP depl oynent
scenarios. This helps to frame subsequent discussion, so that we
better understand what we are trying to protect. Following this, we
describe a threat nodel in terns of adversary capabilities,

vul nerabilities introduced by the CAPWAP functionality split, and a
representative sanpling of adversary goals. Note that we do not
spend a |l ot of tine speculating about specific attackers here, as
this is a very general analysis, and there are many different

ci rcunst ances under which a W.LAN ni ght be depl oyed.

Fol | owi ng the devel opnent of the general threat nodel, we describe
appropriate counternmeasures, and di scuss how these are inpl enmented
through various neans within the CAPWAP protocol. Finally, we

di scuss those issues that are not (or cannot be) conpletely
addressed, and we give reconmendations for mtigating the resulting
exposure.
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6. Representative CAPWAP Depl oynment Scenari os

In this section, we describe sonme representative CAPWAP depl oynent
scenarios, and in particular, those scenarios that have been taken
into consideration for the current CAPWAP protocol security design
For clarity, we first provide sone prelimnary definitions, along
wi th descriptions of comobn depl oynent configurations that span
mul tiple scenarios. Following this is a sanpling of individua
depl oynment scenari os.

6.1. Prelimnary Definitions

The | EEE 802. 11 standard describes several franme types, and

variations in WLAN architectures dictate where these frame types

originate and/or ternmnate (i.e., at the WIP or AC). There are three
basi c | EEE 802. 11 frane types currently defined:

o Control: These are for managi ng the transm ssion nmedium (i.e., the
airwaves). Exanples include RTS, CTS, ACK, PS-POLL, CF-POLL, CF-
END, and CF- ACK.

o Managenent: These are for managi ng access to the |ogical network,
as opposed to the physical medium Exanple functions include
associ ati on/ di sassoci ation, reassociation, deauthentication
Beacons, and Probes.

o Data: Transit data (network packets).

There are a nunber of other services provided by the W.AN
infrastructure, including these:

0o Packet distribution

o0 Synchroni zation

0 Retransm ssions

o Transmi ssion Rate Adaptation

o Privacy/Confidentiality/Integrity (e.g., |EEE 802.11i)

The manner in which these (and other) services are divided anong the
AC and WIP is collectively referred to in terns of "MAC-splitting"

characteristics. W briefly describe various forms of MAGsplitting
bel ow. For further detail, see [ RFC5415] and [ RFC5416].
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6.1.1. Split MAC

Split MAC scenarios are characterized by the fact that sonme | EEE
802. 11 MAC nessages are processed by the WIP, while sone are
processed by the AC. For exanple, a Split MAC inpl enentati on m ght
di vide | EEE 802.11 frane processing as follows:

WP
* Beacons
*  Probes
* RTS, CTS, ACK, PS-POLL, CF-POLL, CF-END, CF-ACK
AC
* Associ ati on/ Reassoci ati on/ Di sassoci ati on
* Aut henti cati on/ Deaut henti cati on
*  Key Managenent
* | EEE 802.11 Link Security (WEP, TKIP, |EEE 802.11i)

The Split MAC nodel is not confined to any one particul ar depl oynent
scenario, as we'll see below, and vendors have considerable | eeway in
choosing how to distribute the | EEE 802.11 functionality.

6.1.2. Local MAC

Local MAC scenarios are characterized by the fact that nost | EEE
802. 11 MAC messages are processed by the WIP. Sone | EE 802.11 NMAC
franmes nmust be forwarded to the AC (i.e., |EEE 802.11 Association
Request frames), but in general, the WIP manages the MAC
interactions. Data franes may al so be forwarded to the AC, but are
general |y bridged | ocally.

6.1.3. Renmote MAC

Renote MAC scenarios are characterized by the fact that all |EEE
802. 11 MAC nessages are forwarded to the AC. The WIP does not
process any of these locally. This nodel supports very |ightweight
WIPs that need be little nore than smart antennas. While Renpte MAC
scenarios are not addressed by the current | EEE 802.11 protoco

bi ndi ng for CAPWAP, the description is included here for
conpl et eness.
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6.1.4. Data Tunneling

Regardl ess of the approach to MAC splitting, there is also the matter
of where user data packets are translated between wired and wirel ess
frane formats, i.e., where the bridging function occurs. 1In sone
cases, user data frames are tunnel ed back to the AC, and in others,
they are locally bridged by the WIP. Wile one m ght expect Renote
MAC i npl enent ati ons to al ways tunnel data packets back to the AC, for
Local and Split MAC nodes the decision is not so clear. Also, it’s
important to note that there are no rules or standards in place that
rigidly define these ternms and associ ated handling. Data tunneling
is further discussed for each scenario bel ow

6.2. Exanple Scenarios

In this section, we describe a nunmber of exanple depl oynent

scenarios. This is not neant to be an exhaustive enuneration

rather, it is intended to give a general sense of how W.ANs currently
are or nay be deployed. This will provide inportant context when we
di scuss adversaries and threats in subsequent sections bel ow

6.2.1. Localized Mdul ar Depl oyment

The | ocal i zed nodul ar nbdel describes a WLAN that is deployed within
a single domain of control, typically within either a single building
or some otherw se physically contained area. This would be typica

of a small to mediumsized organization. |n general, the LAN enjoys
some sort of physical security (e.g., it’s within the confines of a
bui |l ding for which access is sonehow |limted), although the actua

| evel of physical security is often far |less than is assuned.

In such deploynments, the WLAN is typically an extension of a wired
LAN. However, its interface to the wired LAN can vary. For exanple,
the interconnection between the WIPs and ACs can have its own wring,
and its only connection to the LANis via the ACs Distribution
System (DS) port(s). In such cases, the WLAN frequently occupies its
own distinct addressing partition(s) in order to facilitate routing,
and the AC often acts as a forwarding el ement.

In other cases, the WIPs may be mingled with the existing LAN

el ements, perhaps sharing address space, or perhaps sonehow | ogically
isolated fromother wired el enents (e.g., by Virtual LAN). Under
these circunstances, it is possible that traffic destined to/fromthe
WAN is mxed with traffic to/fromthe LAN

Local i zed depl oynments such as these could potentially choose any one

of the MAG-splitting scenarios, depending on the size of the
depl oynment, nobility requirenents, and other considerations. In many
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cases, any one of the various MAC-splitting approaches woul d be
sufficient. This inplies that user data nmay be bridged by either the
WP or the AC.

6.2.2. Internet Hotspot or Tenporary Network

The Internet hotspot scenario is representative of a nore genera

depl oyment nodel one might find at cafes, hotels, or airports. It is
also quite simlar to tenporary W.ANs, which are created for
conferences, conventions, and the |ike. Sonme commobn characteristics
of these networks include the foll ow ng:

o Primary function is to provide Internet access
0o Authentication may be very weak
o There frequently is no I EEE 802.11 |link security

Sonetinmes, the Local MAC nodel is used. 1In such cases, the AC may be
"in the clouds" (out on the Internet somewhere), and user data
traffic will typically be locally bridged, rather than tunnel ed back
to the AC. Sonme | EEE 802.11 nanagenent traffic may be tunnel ed back
to the AC, but frequently the authentication consists in sinply
knowi ng the Service Set ldentifier (SSID) and perhaps a shared key
for use with WEP or WPA- PSK

In other cases, a Split MAC nodel may be used. This is nore conmon
in airport and hotel scenarios, where users nmay have an account t hat
requires verification with sone back-end infrastructure prior to
access. In these cases, |EEE 802.11 managenent franes are tunnel ed
back to the AC (e.g., user authentication), and stronger |EEE 802.11
link security nmay be provided (e.g., RSN), but user data is stil
typically locally bridged, as the prinmary goal is to provide Internet
access.

A third variation on this scenario entails tunneling user data
through a local ACin order to apply centralized policy. For
exanple, in a hotel or airport scenario, there is no reason to

provi de direct access between W.LAN users (who typically are within a
private address space), and in fact, allow ng such access night
invite various sorts of malicious behavior. 1In such cases, tunneling
all user data back to the (local) AC provides a security choke point
at which policy may be applied to the traffic.
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6.2.3. Distributed Depl oynents

The distributed depl oynent nodel describes a nore conpl ex W.AN

topol ogy that features network segnents that are typically sonehow
spatially separated, although not necessarily so. These segments

m ght be connected in a physically secure nanner, or (if they are

wi dely separated) they m ght be connected across potentially hostile
hops. Below we di scuss several subgroups of this nodel

6.2.3.1. Large Physically Contained Organization

One distributed depl oynent exanple involves a single |arge

organi zation that is physically contained, typically within one |arge
buil ding. The network m ght feature logically distinct (e.g., per-
department or per-floor) network segnments, and in some cases, there
m ght be firewalls between the segnents for access control. |In such
depl oynments, the ACis typically in a centralized datacenter, but
there mght also be a hierarchy of ACs, with a nmaster in the

dat acenter, and subordi nate ACs distributed anmong the network
segnents. Such deploynents typically assune sonme | evel of physica
security for the network infrastructure.

6.2.3.2. Canpus Depl oynents

Sone | arge organi zati ons have networks that span nultiple buildings.
The interconnections between these buildings mght be wired (e.g.
under ground cabl es), or mght be wireless (e.g., a point-to-point
Metropolitan Area Network (MAN) link). The interconnections may be
secured, but sometines they are not. The organization may be
provi di ng outdoor wireless access to users, in which case sone WIPs
will typically be |located outdoors, and these nmay or nay not be
within physically secure space. For exanple, college canpuses
frequently provide outdoor wireless access, and the associ ated WPs
may sinmply be mounted on a |ight post.

For such depl oynents, ACs nay be centrally located in a datacenter,
or they may be distributed. User data traffic nmay be locally
bridged, but nore frequently it is tunneled back to the AC, as this
facilitates nmobility and centralized policy enforcenent.

6.2.3.3. Branch Ofices

A common depl oyment nodel entails an enterprise consisting of a
headquarters and one or nore branch offices, with the branches
connected to the central HQ |In sone cases, the site-to-site
connection is via a private WAN link, and in others it is across the
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Internet. For connections crossing potentially hostile hops (e.g.
the Internet), some sort of Virtual Private Network (VPN) is
typically enployed as a protective neasure

In some sinple branch office scenarios, there are only WIPs at the
renote site, and these are nmanaged by a controller residing at the

central site. |In other cases, a branch site may have its own
subordinate controller, with the master controller again residing at
the central site. |In the first case, local bridging is often the

best choice for user data, due to latency and link capacity issues.
In the second case, traffic may be locally bridged by the WIPs, or it
may be forwarded to the | ocal subordinate controller for centralized
policy enforcenent. The choice depends on many factors, including

| ocal topology and security policy.

6.2.3.4. Telecommuter or Renpte O fice

It is becoming increasingly common to send WIPs hone wi th enpl oyees
for use as a teleconmuting solution. Wile there are not yet any
standards or hard rules for how these work, a fairly typica
configuration provides Split MACwith all user data tunneled back to
the controller in the organization’s datacenter so that the WIP is
essentially providing wireless VPN services. These devices may in
sone cases provide their own channel security (e.g., |Psec), but
alternative approaches are possible. For exanple, there may be a

st and- al one VPN gat eway between the WIP and the Internet, which
forwards all organization-bound traffic to the VPN gat eway.

Simlarly, it is becom ng increasingly conmon for travelers to plug a
WP into a hotel broadband connection. Wile in many cases, these
WIPs are stand-alone fat APs, in sonme cases they are configured to
create a secure connection to a centralized controller back at
headquarters, essentially form ng a VPN connection. |n such
scenarios, a Split MAC approach is typical, but split-tunneling may
al so be supported (i.e., only data traffic destined for the
headquarters is tunnel ed back to the controller, with Internet-bound
traffic locally bridged).

7. Ceneral Adversary Capabilities

This section describes general capabilities we m ght expect an
adversary to have in various CAPWAP scenarios. Cbviously, it is
possible to limt what an adversary can do through various depl oynent
restrictions (e.g., provide strict physical security for the ACWP
[ink), but such restrictions are sinply not always feasible. For
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exanple, it is not possible to provide strict physical security for
various aspects of the tel ecommuter scenario. Thus, we must consider
what capabilities an adversary m ght have in the worst case, and plan
accordi ngly.

7.1. Passive versus Active Adversaries

One way to classify adversaries is in terns of their ability to
interact with AC WIP conmuni cations. For exanple, a passive
adversary is one who can observe and perhaps record traffic, but
cannot interact with it. They can "see" the traffic as it goes by,
but they cannot interfere in any way, and they cannot inject traffic
of their own. Note that such an adversary does not necessarily see
all traffic -- they nmay miss portions of a comunication, e.g.
because sone packets traverse a different path, or because the
network is so busy that the adversary can’t keep up (and drops
packets as a result).

An active adversary, on the other hand, can directly interact with
the traffic in real-time. There are two nodes in which an active
adversary might operate
Pass-by (or sniffer)

* Can observe/record traffic

* Can inject packets

* Can replay packets

* Can reflect packets (i.e., send duplicate packets to a
di fferent destination, including the to the packet source)

* Can cause redirection (e.g., via Address Resolution Protoco
(ARP) / DNS poi soni ng)

Inline (Man-in-the-Mddle, or MtM
* Can observe/record traffic

* Can inject packets

* Can replay packets

* Can reflect packets (with or wthout duplication)

* Can del ete packets
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* Can nodi fy packets
* Can del ay packets

A passive adversary could be | ocated anywhere al ong the path between
the AC and WIP, and is characterized by the fact that it only

i stens:
S R +
| client] SR +
| (STA) | | wP | | oo +
heoeee +)) ) ) | |-~ T N S +
/ e + | -x-( optional )---] AC
LR + | | \ cloud / LR +
I +
|
|+ ----------- +
+--| pass-by |
| listener |
Fom e +

Figure 5: Passive Attacker

An active adversary may attach in the same nmanner as the passive
adversary (in which case it is in pass-by node), or it may be | odged
directly in the path between the AC and WIP (inline node):

[ +
| client| A +
| (STA) | | WP || e TP +
oo +)) ) | |---] |active| [ Ve +
/ / e + |-] MtM|--( optional )---] AC
Fo----- + | +------ + \ cloud / Fo----- +
| [ +

Figure 6: Active Man-in-the-Mddl e Attacker

If it is not inline, it can only observe and create traffic; if it is
inline, it can do whatever it wishes with the traffic it sees.

It is inportant to recogni ze that becomng a MtM does not
necessarily require physical insertion directly into the transm ssion
path. Alternatively, the adversary can cause traffic to be diverted
to the MtMsystem e.g., via ARP or DNS poisoning. Hence, |aunching
an MtMattack is not so difficult as it mght first appear
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8. MWulnerabilities Introduced by CAPWAP

In this section, we discuss vulnerabilities that arise as a result of
splitting the AP function across potentially hostile hops. W
primarily consider network-based vulnerabilities, and while in
particul ar we do not address how an adversary mght affect a physica
conprom se of the WIP or AC, we do consider the potential effects of
such conprom ses with respect to CAPWAP and the operational changes
it introduces when conpared to stand-al one AP depl oynents.

Functionally, we are interested in two general "states of being"” with
respect to AC-WP comuni cations: the session establishnment phase or
state, and the "connected" (or session established) state. W

di scuss each of these further below. Also, it is inportant to note
that we first describe vulnerabilities assunming that the CAPWAP
conmuni cations | ack security of any kind. Later, we wll evaluate
the protocol given the security nechanisns currently planned for
CAPWAP.,

8.1. The Session Establishment Phase

The session establishment phase consists of two subordinate phases:
di scovery, and association or joining. These are treated
individually in the followi ng sections.

8.1.1. The Discovery Phase

Di scovery consists of an information exchange between the AC and WIP.
There are several potential areas of exposure:

Informati on Leakage: During Discovery, information about the WIP and
AC hardware and software are exchanged, as well as information
about the AC s current operational state. This could provide an
adversary wi th val uabl e insights.

DoS Potential: During Discovery, there are several opportunities for
Deni al of Service (DoS), beyond those inherently available to an
inline adversary. For exanple, an adversary might respond to a
WP nmore quickly than a valid AC, causing the WIP to attenpt to
join with a non-existent AC, or one which is currently at maxi mum
| oad.

Redirection Potential: There are nultiple ways in which an adversary
m ght redirect a WIP duri ng Di scovery. For exanple, the adversary
m ght pretend to be a valid AC, and entice the WIP to connect to
it. O, the adversary m ght instead cause the WIP to associ ate
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with the AC of the adversary’s choosing, by posing as a DNS or
DHCP server, injecting a spoofed Di scovery Response, or by
nodi fyi ng valid AC responses.

M sdirection: An adversary m ght mslead either the WIP or AC by
nodi fyi ng the Discovery Request or Response in flight. 1In this
way, the AC and/or WIP will have a false view of the other’s
capabilities, and this m ght cause a change in the way they
interact (e.g., they might not use inportant features not
supported by earlier versions).

8.1.2. Formng an Association (Joining)

The associ ati on phase begi ns once the WIP has determ ned with which
AC it wishes to join. There are several potential areas of exposure
during this phase:

Informati on Leakage: During association, the adversary could gl ean
useful information about hardware, software, current
configuration, etc. that could be used in various ways.

DoS Potential: During formation of a WIP- AC associ ation, there are
several opportunities for Denial of Service (DoS), beyond those
i nherently available to an inline adversary. For exanple, the
adversary could flood the AC with connection setup requests. O,
it could respond to the WIP with invalid connection setup
responses, causing a connection reset. An adversary with MtM
capability could delete critical session establishment packets.

M sdirection: An adversary mght mslead either the WIP or AC by
nodi fyi ng the association request(s) or response(s) in flight. In
this way, the AC and/or WIP will have an inaccurate view of the
other’s capabilities, and this might cause a change in the way
they interact.

Sone of these types of exposure are extrenely difficult to prevent.
However, there are things we can do to nitigate the effects, as we
will see bel ow

8.2. The Connected Phase

Once the WIP and AC have established an association, the adversary’s

attention will turn to the network connection. |f we assune a
passi ve adversary, the prinmary concern for established connections is
eavesdropping. |If we assume an active adversary, there are severa

ot her potential areas of exposure:
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Connection Hijacking: An adversary nay assune the identity of one
end of the connection and take over the conversation. There are
numer ous ways in which the true owner of the identity may be taken
of f-line, including DoS or MtM attacks.

Eavesdr oppi ng: An adversary may gl ean useful information from
know edge of the contents of CAPWAP control and/or data traffic.

Modi fication of User Data: An adversary with MtM capabilities could
nodi fy, delete, or insert user data franes.

Modi fication of Control/Mnitoring Messages: An adversary with MtM
capability could nodify control traffic such as statistics, status
information, etc. to create a false inpression at the recipient.

Modi fication/ Control of Configuration: An adversary with MtM
capability could nodify configurati on nessages to create
unexpected conditions at the recipient. Likewise, if a WIPis
redirected during Discovery (or joining) and connects to an
adversary rather than an authorized AC, the adversary nay exert
conpl ete control over the WIPs configuration, including
potentially loading tainted WIP firmare.

9. Adversary Goals in CAPWAP

This section gives an sanpling of potential adversary goals. It is
not exhaustive, and makes no judgnment as to the relative |ikelihood
or value of each individual goal. Rather, it is nmeant to give some
i dea of what is possible. It is inportant to remenber that clever

attacks often result when seem ngly innocuous flaws or
vul nerabilities are conbined in sone non-intuitive way. Hence, we
don’'t rule out sone goal that, taken alone, night not seemto nake
sense from an adversarial perspective.

9.1. Eavesdrop on AC-WP Traffic
There are nunerous reasons why an adversary might want to eavesdrop
on ACWP traffic. For exanple, it allows for reconnai ssance,
provi ding answers to the foll ow ng questions:
o Wiere are the ACs?
o Were are the WIPs?
o Vo owns then?

o Wio manuf actured thenf
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o Wiat version of firmvare do they run?
o What cryptographic capabilities do they have?

Simlarly, snooping on tunneled data traffic mght potentially revea
a great deal about the network, including answers to the follow ng:

o Wo's using the W.AN?
o Wen, and for how | ong?
o Wiat addresses are they using?
o Wiat protocols are they using?
o Wiat over-the-air security are they using?
o Wio/ What are they tal king to?
Addi tionally, access to tunneled user data could allow the attacker
to see confidential information being exchanged by applications
(e.g., financial transactions). An eavesdropper may gain access to
val uabl e informati on that either provides the basis for another
per haps nore sophisticated attack, or which has its own intrinsic
val ue.

9.2. WP Inpersonation and/or Rootkit Installation
An adversary m ght want to inpersonate or control an authorized WP
for many reasons, sone of which we mght realistically inmagine today,
and perhaps others about which we have no clue at this point.
Exanpl es we m ght reasonably imagi ne i nclude the foll ow ng:
o to facilitate MtM attacks agai nst W.AN users
o to leak/inject or otherw se conprom se W.AN dat a
o to give an inaccurate view of the state of the W.AN
0O to gain access to a trusted channel to an AC, through which

various protocol attacks m ght be | aunched (e.g., hijack client

sessions from other WPs)

o to facilitate Denial-of-Service attacks agai nst WLAN users or the
net wor k
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9.3. AC Inpersonation and/or Rootkit Installation
For reasons similar to the WIP i nmpersonati on di scussed above, an
adversary might want to inpersonate an authorized AC for many
reasons. Exanples we m ght reasonably imagine include the foll ow ng:
o to facilitate DoS attacks agai nst W.ANs
o to facilitate MtM attacks agai nst W.AN users
o to intercept user mobility context from another AC (possibly
i ncludi ng security-sensitive infornmation such as cryptographic
keys)
o to facilitate selective control of one or nore WIPs
* nodify WIP configuration
* Jload tainted firmvare onto WIP
o to assist in controlling which AC associates with which WP
o to facilitate | EEE 802. 11 associ ati on of unauthorized W.AN user(s)
o to exploit inter-ACtrust in order facilitate attacks on other ACs
In general, AC inpersonation opens the door to a | arge neasure of
control over the WAN, and could be used as the foundation to many
ot her attacks.
9.4. (Oher Goals or Sub-Coals
There are many | ess concrete goal s an adversary m ght have which
taken al one, m ght not seemto have any purpose, but when conbi ned
wi th ot her goal s/attacks, m ght have very definite and undesirable
consequences. Here are sonme exanpl es:
0 cause CAPWAP de- associ ation of WP/ AC
o cause | EEE 802. 11 de-associ ation of authorized user
o inject/nodify/delete tunnel ed | EEE 802. 11 user traffic

* to interact with a specific application

* to launch various attacks on W.LAN user systens
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10.

10.

10.

10.

* to launch protocol fuzzing or other attacks on the AC that
bri dges between | EEE 802.11 and 802.3 frame formats

o control DNS responses
o control DHCP/ BOOTP responses

Anticipating all of the things an adversary might want to do is a
daunting task. Part of the difficulty stems fromthe fact that we
are anal yzing CAPWAP in a very general sense, rather than in a
speci fic deployment scenario with specific assets and very specific
adversary goals. However, we have no choice but to take this
approach if we are to provide reasonably good security across the
boar d.

Count erneasures and Their Effects

In the previous sections, we described nunerous vulnerabilities that
result fromsplitting the AP function in two, and al so di scussed a
nunber of adversary goals that could be realized by exploiting one or
nore of those vulnerabilities. 1In this section, we describe

count erneasures we can apply to mtigate the risks that come with the
i ntroduction of CAPWAP into W.AN depl oynent scenari os.

1. Communications Security El enents

1.1. Mutual Authentication

Mut ual aut hentication consists in each side proving its identity to
the other. There are nunerous authentication protocols that
acconplish this, typically using either a shared secret (e.g., a pre-
shared key) or by relying on a trusted third party (e.g., with
digital credentials such as X 509 certificates).

Strong nutual authentication acconplishes the follow ng:

o hel ps prevent AC/ WP i npersonation

o helps prevent MtM attacks

o0 can be used to limt DoS attacks.

1.1.1. Authorization

Wi | e authentication consists in proving the identity of an entity,
aut hori zation consists in determ ning whether that entity should have

access to sone resource. The current |EEE 802.11i CAPWAP protoco
bi nding takes a rather sinplistic approach to authorization
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dependi ng on the authentication nmethod chosen. |f pre-shared keys
are used, authorization is broad and coarse: if the device knows the
pre-shared key, the device is "trusted", neaning the that it is
believed to be what it clainms to be ( AC versus WIP), and it is
granted all privilege/access associated with that device class.

When usi ng pre-shared keys, sone granularity nmay be achi eved by
creating classes, each with their own pre-shared key, but this stil
has drawbacks. For exanple, while possession of the key nmay suffice
to identify the device as a menber of a given group or class, it
cannot be used to prove a device is either a WIP or an AC. This
neans the key can be abused, and those possessing the key can claim
to be either type of device.

When X. 509v3 certificates are used for authentication, nuch nore
granul ar authorization policies are possible. Nonetheless, the
current | EEE 802.11i protocol binding remains sinplistic inits
approach (though this may be addressed in future revisions). As
currently defined, the X 509v3 certificates facilitate the follow ng
aut hori zati on checks:

o CommonNarme (CN): the CN contains the MAC address of the device; if
the relying party (AC or WIP) has a nmethod for determ ning
"acceptability" of a given MAC address, this hel ps prevent AC WP
i npersonation, MtMattacks, and may help in linmting DoS attacks

o Extended Key Usage (EKU) key purpose ID bits: CAPWAP uses specific
key purpose ID bits (see [ RFC5415] for nore information) to
explicitly differentiate between an AC and a WIP. [|f use of these
bits is strictly enforced, this segregates devices into AC versus
WP cl asses, and assists in preventing AC/ WIP i npersonation, MtM
attacks, and may also help in limting DoS attacks. However, if
the id-kp-anyExt endedKeyUsage keyPurposelD is supported, this
mechani sm may be on a par with pre-shared keys, as a rogue device
has the ability to claimit is either a WIP or AC, unless CN based
access controls are enployed in tandem

It should be noted that certificate-based authorization and zero
configuration are not fully conpatible. Even if the WIPs and t he ACs
are shipped wi th manufacturer-provided certificates, the WIPs need a
way to identify the correct ACis in this deployment (as opposed to
other ACs fromthe sane vendor, purchased and controlled by an
adversary), and the AC needs to know which WIPs are part of this

depl oyment (as opposed to WIPs purchased and controll ed by an
adversary).
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10.

10.

10.

10.

The threat analysis in this docunent assunes that WIPs can identify
the correct AC, and the AC can identify the correct WIPs. Anal ysi s
of situations where either of these do not hold is beyond the scope
of this docunent.

1.2. Data Oigin Authentication

Data origin authentication typically depends on first authenticating
the party at the other end of the channel, and then binding the
identity derived fromthat authentication process to the data origin
aut hentication process. Data origin authentication primarily
prevents an attacker frominjecting data into the comruni cation
channel and pretending it was originated by a valid endpoint. This
nmtigates risk by preventing the follow ng:

0 packet injection

0 connection hijacking

o nodification of control and/or user data
o inpersonation

1.3. Data Integrity Verification

Data integrity verification provides assurance that data has not been
altered in transit, and is another link in the trust chain beginning
frommutual authentication, extending to data origin authentication
and ending with integrity verification. This prevents the adversary
fromundetectably nodifying otherwise valid data while in transit.

It effectively prevents reflection and nodification, and in sone
cases may help to prevent re-ordering.

1.4. Anti-Replay

Anti-replay is sonewhat self-explanatory: it prevents replay of valid
packets at a later tinme, or to a different recipient. It may also
prevent linmted re-ordering of packets. It is typically acconplished
by assi gni ng nonotonically increasing sequence nunbers to packets.

1.5. Confidentiality
Data confidentiality prevents eavesdroppi ng by protecting data as it

passes over the network. This is typically acconplished using
encryption.
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2. Putting the El enments Toget her

Above we described various security elenments and their properties.
Bel ow, we di scuss conbi nations of these elenments in ternms of CAPWAP

2.1. Control Channel Security

The CAPWAP control channel is used for form ng an associ ati on between
a WP and AC, and subsequently it allows the AC to provision and
monitor the WIP. This channel is critical for the control

management, and nonitoring of the WLAN, and thus requires all of the
security el ements descri bed above. Wth these elenents in place, we
can effectively create a secure channel that mitigates al nost all of
the vulnerabilities described above.

2.2. Data Channel Security
The CAPWAP data channel contains sone | EEE 802.11 nmanagenent traffic
i ncl udi ng associ ati on/ di sassoci ati on, reassociation, and
deauthentication. It also may contain potentially sensitive user
data. If we assunme that threats to this channel exist (i.e., it
traverses potentially hostile hops), then providing strong mutua
aut hentication coupled with data origin/integrity verification would
prevent an adversary frominjecting and/or nodifying transit data, or
i npersonating a valid AC or WIP. Adding confidentiality would
prevent eavesdropping.

Count er neasures Provi ded by DTLS

Dat agram TLS (DTLS) is the currently proposed security solution for
CAPWAP.  DTLS supports the followi ng security functionality:

o Mitual Authentication (pre-shared secrets or X 509 Certificates)
o Mitual Authorization (pre-shared secrets or X 509 Certificates)
o Data Oigin Authentication

o Data Integrity Verification

o0 Anti-replay

o Confidentiality (supports strong cryptographic al gorithmns)

Usi ng DTLS for both the control and data channels mitigates nearly
all risks resulting fromsplitting the AP function in two.
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| ssues Not Addressed By DTLS

Unfortunately, DTLS does not solve all of our CAPWAP security
concerns. There are sonme things it just cannot prevent. These are
enuner at ed bel ow.

1. DoS Attacks

Even with the security provided by DILS, CAPWAP is still susceptible
to various types of DoS attack

0 Session Initialization: an adversary could initiate thousands of
DTLS handshakes sinultaneously in order to exhaust nenory
resources on the AC, DTLS provides a mitigation tool via the
Hel | oVeri f yRequest, which ensures that the initiator can receive
packets at the claimed source address prior to allocating
resources. However, this would not thwart a botnet-style attack

o Cryptographic DoS: an adversary could flood either the AC or WIP
with properly formed DTLS records containing garbage, causing the
reci pient to waste conpute cycles decrypting and aut henti cating
the traffic.

0 Session interference: a MtMcould either drop inportant session
est abl i shnent packets or inject bogus connection resets during
session establishnent phase. It could also interfere with other
traffic in an established session

These attacks can be mitigated through various nmechani snms, but not
entirely avoided. For exanple, session initialization can be rate-
l[imted, and in case of resource exhaustion, some nunber of
inconpletely initialized sessions could be discarded. Al so, such
events should be strictly audited.

Li kewi se, cryptographic DoS attacks are detectable if appropriate
auditing and nonitoring controls are inplenmented. Wen detected,
these events should (at mnimum trigger an alert. Additiona
mtigation mght be realized by random y discardi ng packets.

Session interference is probably the nost difficult of DoS attacks.
It is very difficult to detect in real-time, although it may be
detected if exceeding a | ost packet threshold triggers an alert.
However, this depends on the MtMnot being in a position to delete
the alert before it reaches its appropriate destination
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2. Passive Mnitoring (Sniffing)

CAPWAP protocol security cannot prevent (or detect) passive
nmonitoring. The best we can do is provide a confidentiality
mechani sm

3. Traffic Analysis

DTLS provides no defense for traffic analysis. |If this is a concern
there are traffic generati on and paddi ng techni ques designed to
mtigate this threat, but none of these are currently specified for
CAPWAP.,

4, Active MtMInterference

This was discussed in nore limted scope in the section above on DoS
attacks. An active MtMcan delete or re-order packets in a manner
that is very difficult to detect, and there is little the CAPWAP
protocol can do in such cases. |f packet loss is reported upon
exceedi ng sone threshol d, then perhaps detection m ght be possible,
but this is not guaranteed.

5. Oher Active Attacks

In addition to the issues raised above, there are other active
attacks that can be nounted if the adversary has access to the wred
medi um  For exanple, the adversary nay be able to inpersonate a DNS
or DHCP server, or to poison either a DNS or ARP cache. Such attacks
are beyond the scope of CAPWAP, and point to an underlying LAN
security problem

Security Considerations

Thi s docunent outlines a threat analysis for CAPWAP in the context of
| EEE 802. 11 depl oynents, and as such, no additional CAPWAP-rel at ed
security considerations are described here. However, in sonme cases
addi ti onal managenent channels (e.g., Sinmple Network Managenent
Protocol (SNWP)) may be introduced into CAPWAP depl oynents. Wenever
this occurs, related security considerati ons MIST be described in
detail in those docunents.
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