Net wor k Wor ki ng Group G Keeni
Request for Comments: 5427 Cyber Solutions Inc.
Cat egory: Standards Track March 2009

Textual Conventions for Syslog Managenent
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Thi s docunent may contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Abst r act
This M B nodul e defines textual conventions to represent Facility and
Severity information conmonly used in syslog nessages. The intent is

that these textual conventions will be inported and used in MB
nodul es that woul d ot herwi se define their own representations.
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1. The Internet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Background

Operating systens, processes, and applications, collectively terned
"Facilities" in the followi ng, generate nmessages indicating their own
status or the occurrence of events. These nessages have cone to be
known as sysl og nessages. A syslog nessage in general will contain
among ot her things a code representing the Facility that generated
the message and a code representing the Severity of the message. The
Facility and the Severity codes are comopnly used to categorize and
sel ect received syslog nessages for processing and display. The
Facility codes have been useful in qualifying the originator of the
content of the nessages but in sone cases they are not specific
enough to explicitly identify the originator. |Inplementations of the
sysl og protocol [RFC5424] that contain structured data el enents
(SDEs) should use these SDEs to clarify the entity that originated
the content of the nessage.

Thi s docunent defines a set of textual conventions (TCs) that can be

used to represent Facility and Severity codes commonly used in syslog
nmessages.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

3. The Syslog Textual Conventions MB

SYSLOG- TC-M B DEFINI TIONS :: = BEG N
| MPORTS
MODULE- | DENTI TY, i b-2
FROM SNVPv2- SM -- [RFC2578]
TEXTUAL- CONVENTI ON
FROM SNVPv2- TC; -- [RFC2579]

sysl ogTCM B MODULE- | DENTI TY
LAST- UPDATED "200903300000Z" -- 30 March 2009
ORGANI ZATI ON "I ETF Sysl og Wor ki ng G oup™
CONTACT- | NFO
" G enn Mansfiel d Keeni
Postal : Cyber Solutions Inc.
6-6-3, M nanmi Yoshinari
Aoba- ku, Sendai, Japan 989-3204.
Tel : +81-22-303-4012
Fax: +81-22-303-4015
EMai | : gl enn@ysol s. com

Support Group EMail: syslog@etf.org

DESCRI PTI ON
"The M B nodul e contai ning textual conventions for syslog
nmessages.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
foll owi ng conditions are net:

- Redistributions of source code nmust retain the above
copyright notice, this list of conditions and the
fol |l owi ng discl ai nmer.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the
foll owi ng disclaimer in the docunentation and/or ot her
materials provided with the distribution.
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- Neither the nanme of Internet Society, |ETF or |ETF
Trust, nor the nanes of specific contributors, may be
used to endorse or pronote products derived fromthis
software wi thout specific prior witten pernission

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTCORS " AS | S AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(1 NCLUDI NG, BUT NOT LIMTED TO, PROCUREMENT OF SUBSTI TUTE
GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS;, OR

BUSI NESS | NTERRUPTI ON) HOWAEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT
OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE
POSSI BI LI TY OF SUCH DAVAGE

This version of this MB nodule is part of RFC 5427,

see the RFC itself for full |egal notices.
REVI SI ON "2009033000002" -- 30 March 2009
DESCRI PTI ON

The initial version, published as RFC 5427."

:={ mb-2 173 }

SyslogFacility ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Keeni

This textual convention enunerates the Facilities that
origi nate sysl og nessages.

The Facilities of syslog nmessages are nunerically coded
with decimal values. For interoperability and backwards-
conpatibility reasons, this docunment specifies a
normative mappi ng between a | abel, which represents a
Facility, and the correspondi ng nuneric value. This |abe
could be used in, for exanple, SNWVP Manager user

i nterfaces.
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The | abel itself is often semantically neaningl ess

because it is inpractical to attenpt to enunerate al

possi ble Facilities, and many daenons and processes do

not have an explicitly assigned Facility code or | abel

For exanple, there is no Facility | abel corresponding to
an HTTP service. An HITP service inplementation mght |og
nessages as conming from for exanmple, 'local 7’ or 'uucp’
This is typical current practice, and originators, relays,
and col l ectors can be configured to properly handle this
situation. For inproved accuracy, an application can al so
i ncl ude an APP-NAME structured data el enent.

Not e that operating system nechani sns for configuring

sysl og, such as sysl og.conf, have not yet been standardized
and mght use different sets of Facility |abels and/or
mappi ng between Facility labels and Facility codes than the
M B.

In particular, the | abels corresponding to Facility codes 4,
10, 13, and 14, and the code corresponding to the Facility

| abel ’'cron’ are known to vary across different operating
systens. To distinguish between the | abels correspondi ng
to Facility codes 9 and 15, a | abel of ’cron2’ is assigned
to the Facility code 15. This list is not intended to be
exhaustive; other differences m ght exist, and new

di fferences m ght be introduced in the future.

The mappi ng specified here MUST be used in a M B network
management interface, even though a particul ar syslog

i npl enentation mght use a different mapping in a

di fferent network managenent interface.

REFERENCE " The Sysl og Protocol (RFC5424): Table 1"
SYNTAX | NTEGER

Keeni

{
kern (0), -- kernel nessages
user (1), -- user-level nessages
mai | (2), -- mail system messages
daenon (3), -- system daenmpns’ messages
aut h (4), -- authorization nmessages
sysl og (5), -- nessages generated internally by
-- sysl ogd
| pr (6), -- line printer subsystem nessages
news (7), -- network news subsystem nmessages
uucp (8), -- UUCP subsystem messages
cron (9), -- clock daenpbn messages
aut hpriv (10),-- security/authorization nmessages
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ftp (11),-- ftp daenobn nessages
nt p (12),-- NTP subsystem nessages
audi t (13),-- audit messages
consol e (14),-- consol e nmessages
cron2 (15),-- clock daenpbn messages
| ocal O (16),
| ocal 1 (17),
| ocal 2 (18),
| ocal 3 (19),
| ocal 4 (20),
| ocal 5 (21),
| ocal 6 (22),
| ocal 7 (23)
}
Sysl ogSeverity ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Keeni

"This textual convention enunerates the Severity |evels

of sysl og nessages.

The Severity levels of syslog nessages are nunerically
coded with deci mal values. For interoperability and
backwar ds-conpatibility reasons, this docunent specifies
a normative nmappi ng between a | abel, which represents a
Severity level, and the correspondi ng nuneric val ue.
This | abel could be used in, for exanple, SNMP Manager
user interfaces.

The | abel itself is often semantically neaningl ess
because it is inpractical to attenpt to strictly define
the criteria for each Severity level, and the criteria
that is used by syslog originators is, and has

hi storically been, inplenentation-dependent.

Not e t hat operating system nechani snms for configuring
sysl og, such as sysl og.conf, have not yet been standardi zed
and mght use different sets of Severity |abels and/or
mappi ng between Severity |l abels and Severity codes than the

For exanple, the foobar application mght | og nessages as
"crit’ based on sone subjective criteria. Yet the operator
can configure syslog to forward these nessages, even though
the criteria for "crit’ may differ fromone originator to
another. This is typical current practice, and originators,
rel ays, and collectors can be configured to properly handle
this situation.
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REFERENCE "The Sysl og Protocol (RFC5424): Table 2"
SYNTAX | NTEGER

{
energ (0), -- energency; systemis unusable
al ert (1), ~-- action nust be taken inmredi ately
crit (2), ~-- critical condition
err (3), ~-- error condition
war ni ng (4), -- warning condition
notice (5), ~-- normal but significant condition
info (6), ~-- informational nessage
debug (7) -- debug-1 evel nessages
}

END
4. Security Considerations

Thi s nodul e does not define any nmanagenent objects. Instead, it
defines a set of textual conventions which nay be used by other MB
nodul es to defi ne nanagenment objects. Meaningful security

consi derations can only be witten in the MB nodul es that define
managenent objects. This docunent has therefore no inpact on the
security of the Internet. Since objects defined using the TCs
defined in this docunent nmay introduce security issues, the user of
these TCs should read the security considerations section of

[ RFC5424] .

5. | ANA Consi der ati ons

The M B nodules in this docunment use the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

sysl ogTCM B { mb-2 173 }
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