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Thi s docunent presents a list of tests for inplenenters of IP Fl ow
I nformati on eXport (IPFIX) conpliant Exporting Processes and

Col l ecting Processes. This docunment specifies guidelines for a
series of tests that can be run on the | PFI X Exporting Process and
Col l ecting Process in order to probe the confornmity and robustness of
the I PFI X protocol inplenentations. These tests cover all inportant
functi ons,

i mpl enentation. Therefore, they allow the inplementer to perform
interoperability or plug tests with other |PFIX Exporting Processes
and Col | ecting Processes.

n order to gain a level of confidence in the |IPFIX
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1

1

| ntroducti on

An | PFI X i mpl ement ati on, whether in software, firnware, or hardware,
needs to be tested thoroughly in order to check its robustness and
gai n confidence in the conformty to the |IPFI X docunents on which it
i s based.

For a testable IPFI X software tool kit, one needs at |east one |PFIX
Exporting Process and one | PFI X Collecting Process. However, when
one has, for exanple, only inplemented a Collector, then it can be
conplemrented with a third-party Exporter for these tests.

Thi s docunent specifies guidelines for a series of tests that can be
run on the | PFI X Exporting Process and Coll ecting Process in order to
probe the conformty and robustness of the | PFI X protoco

i mpl enent ati ons.

The tests listed here can form a val uabl e cormon basis for

i mpl enenters involved in interoperability testing when all of them
use these tests to check their own Exporting Process and Col | ecting
Process inplenentation first.

The tests can be executed in a testbhed environment or on a |live
net wor k.

However, care should be taken regarding the "stress/load test" and
the "tenporary network disconnect"”, as they m ght inpact other
systens in the network. W recomend that these specific tests
shoul d be executed only in a testbed environnent.

Document Scope

This docunent lists tests intended to be perfornmed between an

i mpl enentati on of an | PFI X Exporting Process and an | PFI X Col | ecting
Process. For some tests, nultiple instances of each of those
conponents (Cbservation Points, Metering Process, Exporting Process,
Col l ecting Process) are involved. The testing of those different

| PFI X conponents conplicates the testing as usually one tests his
sof tware agai nst an existing inplementation, which is proven to be
conpliant. In sone cases, two unproven inplenmentations of the
Exporting Process and Coll ecting Process nust be tested agai nst each
other. The tests range from basic transport connectivity to export
of Tenpl ate and associ ated Data Records, high |oad on the Collecting
Process, and error condition situations. This docunent is not

i ntended as a replacenent for formal testing software procedures
based on, e.g., TTCN3 (http://www.ttcn-3.0rg/) but as a best-
practices approach to an informal testing of a devel oper’s |PFIX

i mpl enent ati on.
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1.2. |1 PFI X Docunents Overvi ew

The | PFI X protocol [RFC5101] provides network adm nistrators with
access to IP Flow information. The architecture for the export of
measured | P Flow informati on out of an | PFI X Exporting Process to a
Col l ecting Process is defined in [ RFC5470], per the requirenents
specified in [ RFC3917].

[ RFC5470] specifies how | PFI X Data Records and Tenpl ates are carried
via a congestion-aware transport protocol from | PFI X Exporting
Processes to I PFI X Collecting Processes. |PFIX has a form
description of IPFIX Informati on El enents, their nane, type, and
addi ti onal semantic information, as specified in [RFC5102]. Finally,
[ RFC5472] describes what type of applications can use the |PFI X
protocol and how they can use the information provided. It
furthernmore shows how the | PFI X framework rel ates to ot her
architectures and frameworks.

2. Term nol ogy

| PFI X-specific term nology used in this docurment is defined in
Section 2 of [RFC5101]. In this docunent, as in [RFC5101], the first
letter of each IPFIX-specific termis capitalized.

2.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Test Specifications

The tests described in this section MAY be performed using an | PFI X
Exporting Process on one host and an | PFI X Collecting Process on a
different host. The configuration of the Cbhservation Point, Metering
Process, Exporting Process, and Collection Process SHOULD be recorded
for every test along with the test results.

The successful execution of all tests described in this section wll
give the tester a high confidence that the tested inplementation is
conformant with the I PFI X architecture and protocol. It does however
not provide a 100% conprehensi ve coverage or formal proof of
conf or mance.
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3.1. Exporting Process/Collecting Process Connectivity Tests

This section lists the basic tests that are preconditions for the
nore conplex tests specified in |ater sections of this document.

3.1.1. Connectivity Tests between the Exporting Process and Coll ecting
Process

The tester nust create one Exporting Process and one Col |l ecting
Process, must configure the Exporting Process to export at |east one
Templ ate Set and associ ated Data Records to the Coll ecting Process,
and nust cause the Exporting Process to initiate the export.

When the Exporting Process and Coll ecting Process are to be connected
by a Stream Control Transm ssion Protocol (SCTP) transport, the
tester nmust ensure that an SCTP association is established.

When the Exporting Process and Col |l ecting Process are to be connected
by a TCP transport, the tester nust ensure that a TCP connection is
est abl i shed.

The tester nust ensure that the Transport Session parameters (IP
addresses and ports) are correct.

Note that specifying instructions and tools on how to ensure that a
Transport Session is correctly established and that the paraneters
are correct is out of the scope of this docunent.

The tester nust ensure that the Data Records are actually exported.
The transnitted data m ght be observed online with an appropriate
packet sniffing tool. Such a tool is also a viable help to check if
the initial connection (SCTP, TCP) has been successfully established

The tester nust record which conbinations of |IPv4 and | Pv6
transports, and UDP, SCTP, and TCP transm ssion protocols are
supported, and should performthe test for all the supported
conbi nati ons.

3.2. Tenplate and Data Record Tests

This section lists tests for checking the correct transm ssion of
| PFI X Tenpl ate Sets and associ ated Data Sets.
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3.2.1. Transmssion of Tenplate with Fixed-Size Information El enents

The tester nust create a Tenplate with a few fixed-size Information
El ements where each data type specified in Section 6.1 of [RFC5101]
(octet, unsignedl6, unsigned32 ...) is used at |east once, and cause
the Tenpl ate and associ ated Data Records to be exported over al
appl i cabl e conbi nations of transports and protocols in Section 3.1.

The tester nust ensure that the Tenpl ate and associ ated Data Records
were correctly received and decoded by the Collecting Process. For
this process, the use of verbose debuggi ng output is suggested in
order to allow a detailed conparison with the sent (and therefore
expect ed) data.

3.2.2. Transnission of Tenplate with Variabl e-Length Information
El ement s

The tester nust create a Tenplate with a mxture of fixed-sized and
vari abl e-1ength Information El enments, as specified in Section 7 of
[ RFC5101], and cause the Tenpl ate and associ ated Data Records to be
exported over all applicable conbinations of transports and protocols
in Section 3. 1.
The tester nust ensure that the Tenplate contains at |east:

0o a single variable-length Information El enent.

o a single variable-length Information El enent followed by a
fixed-length Information El enment.

o a fixed-length Informati on El enent followed by a vari abl e-
[ ength Informati on El ement.

o multiple variable-length Information El enents.

The tester nust ensure that the Tenpl ate and associ ated Data Records
were correctly received and decoded by the Collecting Process.

3.2.3. Set Padding

Section 3.3.1 of [RFC5101] specifies |IPFIX Set alignment using
paddi ng.

The tester nust configure a packet generator to generate two Data
Sets with padding in between consisting of zero valued octets, as
shown in Figure 1. They nust be exported to the Collecting Process,
whi ch nmust correctly decode the Data Sets and all the Data Records.
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e +
| Set Header #1 |
T +
| Data Record |
o m m e e e e e e e e e e e e e e e e e e e e e e e mm e aa o s +
| Data Record |
S +
T +
| Data Record |
o m m e e e e e e e e e e e e e e e e e e e e e e e mm e aa o s +
| Padding with 0 valued octets

. +
| Set Header #2 |
T +
| Data Record |
o m m e e e e e e e e e e e e e e e e e e e e e e e mm e aa o s +

Figure 1

3.2.4. Record Padding

The tester nust configure a packet generator to generate a Tenpl ate
that contains the padding Information Elenent (i.e., paddingCctets).
The Tenpl ate and associ ated Data Records nust be exported to the

Col l ecting Process, over all applicable conbinations of transports
and protocols in Section 3.1.

The tester nust repeat the test with various paddi ng sizes, including
paddi ng to boundaries other than 4 or 8 octets.

The tester nust ensure the Collecting Process correctly interprets
cases where the Data Records are so short that the padding is equa
to or longer than the length of the record, so the paddi ng m ght

ot herwi se be interpreted as another record (e.g., 1 byte TOS plus 3
bytes of padding). Refer to the specifications in Section 3.3.1 of
[ RFC5101]. Figure 2 depicts such a Tenplate, while Figure 3 depicts
a Data Record conforning to that Tenplate
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Set ID=2 | Length = 16 octets |
B s i S i I i S S S i i

| Tenpl ate | D 256 | Field Count = 2
i i T S T i i T i SR S S S
| 0] ipDffServCodePoint = 195 | Field Length = 1
e o R T S e e o ik i S R R
| O] paddi ngCctets = 210 | Field Length = 3
B s i S i I i S S S i i

Figure 2

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Set I D = 256 | Length = 64 |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| 1 | 0 |
R T i T e e i T S L e e e i T St R S S S S s e I S R

Figure 3
The tester nust test fixed-size padding (e.g., 12 bytes of data plus
2 bytes of padding) and variable-length padding (e.g., export a
string and a variabl e nunber of padding bytes afterwards to align the
next Information Elenent to a 4 byte boundary).

3.2.5. Tenplate Wthdrawal Message

| PFI X Tenpl at e managenent and Tenpl ate Wthdrawal are specified in
Section 8 of [RFC5101].

3.2.5.1. Wthdrawal of a Previously Sent Tenpl ate

The tester nust create an | PFI X Tenpl ate and cause that Tenplate to
be exported to an | PFI X Collector over a reliable transport.

The tester nust check that the Tenplate will be correctly received
and decoded by the Collecting Process.

The tester nust cause the Exporting Process to send an | PFI X Tenpl ate
Wt hdrawal Message to the Collector in respect of the Tenplate. The
Tenmpl ate Wt hdrawal Message must be sent over the same Transport
Session as the Tenpl ate.
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The tester nust ensure that the Tenplate Wt hdrawal Message was
correctly received and decoded by the Collecting Process, and that
the previously sent Tenplate was di scarded by the Coll ecting Process.

3.2.5.2. Wthdrawal of a Previously Wthdrawn Tenpl ate

The tester nust create, export, and withdraw an | PFl X Tenpl ate as
described in Section 3.2.5.1.

The tester nust cause the Exporting Process to send a second | PFI X
Templ ate Wt hdrawal Message to the Collector in respect of the same
Tenpl ate. The Tenplate Wthdrawal Message nust be sent over the sane
Transport Session as the Tenpl ate.

The tester nust ensure that the Collecting Process discards the |IPFIX
Message and shuts down the SCTP association or closes the TCP
connection. The tester nmust check that the Collecting Process |ogged
the error.

3.2.5.3. Wthdrawal of a Previously Unsent Tenpl ate

The tester nust cause the Exporting Process to send an | PFI X Tenpl ate
Wt hdrawal Message to the Collector in respect of a Tenplate that has
not yet been exported. The Tenplate Wthdrawal Message nust be sent
over a reliable transport.

The tester nust ensure that the Collecting Process discards the |IPFIX
Message and shuts down the SCTP association or closes the TCP
connection. The tester nust check that the Collecting Process |ogged
the error.

3.2.5.4. Wthdrawing All Data Tenpl ates

The tester nust create several |PFIX Tenpl ates and cause themto be
exported to an I PFI X Collector over a reliable transport.

The tester nust ensure that the Tenplates were correctly received and
decoded by the Collecting Process.

The tester nust cause the Exporting Process to send an |PFIX Al Data
Templ ates Wt hdrawal Message to the Collector over the same Transport
Session as the Tenpl ates.

The tester nust ensure that the Al Data Tenplates Wt hdrawal Message
was correctly recei ved and decoded by the Collecting Process, and
that all the previously sent Tenplates were discarded by the

Col I ecting Process.
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3.2.5.5. Wthdrawing All Option Tenpl ates

The tester must create several |PFIX Option Tenplates and cause them
to be exported to an I PFI X Coll ector over a reliable transport.

The tester nust ensure that the Option Tenplates were correctly
recei ved and decoded by the Col |l ecting Process.

The tester nust cause the Exporting Process to send an | PFI X Al
Option Tenpl ates Wthdrawal Message to the Coll ector over the sane
Transport Session as the Tenpl ates.

The tester nust ensure that the AIl Option Tenpl ates Wt hdrawal
Message was correctly received and decoded by the Collecting Process,

and that all the previously sent Option Tenpl ates were di scarded by
the Coll ecting Process.

3.3. Information El ement Tests

This section lists the tests that cover the use of Information
El enent s.

3.3.1. Enterprise-Specific Information El enents

The tester nust cause the export of a Tenplate and associ ated Data
Record that makes use of Enterprise-specific Information El enents as
specified in Section 3.2 of [RFC5101].

The tester nust ensure that the Tenplate and associ ated Data Record
are correctly received and decoded by the Collecting Process, and it
must ensure that Information Elenents that are unknown to the

Col l ecting Process are not silently discarded.

3.3.2. Reduced Size Encoding of Information El enents

The tester nust cause the export of a Tenplate and associ ated Data
Record containing Information El enents using reduced size encodi ng as
specified in Section 6.2 of [RFC5101].

The tester must ensure that in the case of Information El enents
transmtted using reduced size encoding, the Collecting Process is
aware of the real size of each Informati on El enent and not only the
reduced size used for its transm ssion
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3.3.3. Miltiple Instances of the Sane Information El enent in One
Tenpl ate

The tester nust cause the export of a Tenplate and associ ated Data
Record containing nultiple instances of the same Information El enment
consecutively.

The tester nust ensure that the Collecting Process is able to parse
the I PFI X Message, and that it stores all values received for all the
Informati on El ements that appeared multiple times in the Tenpl ate
definition.

The tester nust ensure that the Collecting Process reports the
Information Elements in the sanme order as they were specified in the
Tenpl ate Record, as specified in Section 8 of [RFC5101].

The tester nust cause the export of another Tenplate and associ ated
Data Record containing nmultiple instances of the sanme Information
El ement with other Information Elenments in between.

The tester nust ensure that the Collecting Process is able to parse
the I PFI X Message, and that it stores all values received for all the
Informati on El ements that appeared multiple times in the Tenpl ate
definition.

The tester nust ensure that the Collecting Process reports the
Information Elements in the same order as they were specified in the
Tenmpl ate Record, as specified in Section 8 of [RFC5101].

3.4. Options Tenplate Tests

This section lists the tests that cover the correct transfer of |PFIX
Options Tenpl at es.

3.4.1. Using Any Information El enents as Scope

Options Tenpl ates contain scope fields that give the context of the
reported Information Elenments in the correspondi ng Data Records.
Scope fields are an Information El enent specified in [ RFC5102].

The tester SHOULD performthe export of Options Tenpl ate Records
containing various different Information El ements of each of the
abstract data types specified in Section 6.1 of [RFC5101] (octet,
unsi gned16, unsigned32 ...) in their scope fields, and nmust export a
Data Record using each Tenpl ate

The tester nust check that the Tenpl ates and the associ ated Data
Records are correctly received and decoded by the Collecting Process.
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The tester nust ensure that the Collecting Process accepts
Information Elements in the scope field other than | PFI X Information
El ements that have been recorded by | ANA

The tester nust ensure that the Collecting Process accepts an
Enterprise-specific Information Element in the scope field.

As specified in Section 3.4.2.1 of [RFC5101], the Scope Field Count
must NOT be zero. The tester nust cause the export of an Options
Templ ate Record containing a Scope Field Count of zero

The tester nust ensure that the Collecting Process shuts down the
SCTP associ ati on and di scards the | PFl X Message. The tester shoul d
check that the Collecting Process |ogged the error

3.4.2. Using Miultiple Scopes

The tester nust cause the export of an Options Tenpl ate Record
containing multiple scope fields, and a Data Record conforming to
that Tenpl ate.

The tester nust ensure that the Coll ecting Process reports the
Information Elements in the same order as they were specified in the
Options Tenpl ate Record, as specified in Section 3.4.2.1 of

[ RFC5101] .

3.4.3. Metering Process Statistics Option Tenpl ate

The tester nust create a Metering Process Statistics Option Tenpl ate,
as specified in Section 4.1 of [RFC5101], and cause the Option
Tenpl ate and an associ ated Data Record to be exported.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Option Tenpl ate and associ ated Data Record.

The tester nust also check that the optional neteringProcessld Scope
Field is supported by the Collecting Process inplenmentation

If several Metering Processes are avail able on the Exporter
oservation Domain, the tester must create a Metering Process
Statistics Option Tenplate containing nultiple scopes and an

associ ated Data Record, nust cause the Option Tenplate and associ at ed
Data Record to be exported, and must ensure that the Collecting
Process correctly receives and decodes the Option Tenplate and

associ ated Data Record.
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3.4.4. Metering Process Reliability Statistics Option Tenpl ate

The tester nust create a Metering Process Reliability Statistics
Option Tenplate, as specified in Section 4.2 of [RFC5101], and rmust
cause the Option Tenplate and an associ ated Data Record to be
export ed.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Option Tenpl ate and associ ated Data Record.

The tester nust also check that the optional neteringProcessld Scope
Field is supported by the Collecting Process inplenentation

3.4.5. Exporting Process Reliability Statistics Option Tenpl ate

The tester nust create an Exporting Process Reliability Statistics
Option Tenplate, as specified in Section 4.3 of [RFC5101], and rnust
cause the Option Tenplate and an associ ated Data Record to be
export ed.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Option Tenpl ate and associ ated Data Record.

3.4.6. Flow Keys Option Tenpl ate

The tester nust create a Flow Keys Option Tenplate, as specified in
Section 4.4 of [RFC5101], where the tenplateld refers to an existing
Tenmpl ate, and nust cause the Option Tenplate and an associ ated Data
Record to be exported.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Option Tenplate and associated Data Record, and it
must ensure that the Collecting Process associates the Flow Keys with
the right Data Record Information El enents.

The tester nust create another Flow Keys Data Record to be exported
where the associated tenplateld has insufficient fields to satisfy
the fl owKeyl ndi cat or.

The tester nust ensure that the Collecting Process discards the |IPFIX
Message and shuts down the SCTP associ ation or closes the TCP
connection. The tester nmust check that the Collecting Process | ogged
the error.

The tester nust create another Flow Keys Option Tenplate, where the

tenplateld refers to a non-existing Tenpl ate, and nust cause the
Option Tenpl ate and an associ ated Data Record to be exported.
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The tester nust ensure that the Collecting Process shuts down the
SCTP associ ation and di scards the | PFl X Message. The tester shoul d
check that the Collecting Process |ogged the error

3.5. Stress/Load Tests

Stress tests are used to check correct behavi or and robustness of an
| PFI X Col | ecting Process inplenmentati on when a nunber of Data Records
arrive very quickly. This is especially inportant when |PFI X over
UDP is used, since in that case a slow Coll ecting Process cannot

bl ock the I PFI X Exporting Processes from exporting because UDP is not
congestion aware.

The tests may be dependent upon the hardware and transport technol ogy
in use. Therefore, the tests may need to be scaled up or down to
neet the needs of the particular inplenmentation. However, the

i mpl enenter nmust ensure that the inplenmentation is stable under
excessive traffic conditions, for whatever definition of "excessive"
applies at their intended installation

The inpl ementer nust ensure the correct operation of the Exporting
Process and/or Collecting Process when the Collecting Process is
i ncapabl e of processing records at the rate that they are received.

3.5.1. Large Nunber of Records for One Tenpl ate

The tester should export many Data Records to the Collecting Process,
all conformng to the same Tenplate, in order to put the Collecting
Process under stress.

Dependi ng on what the Collecting Process does (save to file, store to
dat abase, anal yze the data) the Collecting Process nay use up a | ot
of nenory.

The tester nust ensure that, if the Collecting Process runs out of
menory, it shuts down the specific SCTP association or closes the TCP
connection but renmains available to receive data on other open
Transport Sessions and al so stays available for future Transport

Sessi ons.

3.5.2. Excessive Rate of Incom ng Data Records

The tester should performa test where Data Records are exported to
the Collecting Process with an increasing export rate.

For TCP or SCTP in reliable node, the tester nust ensure that the

export stalls the Exporting Process once the Collecting Process
becormes fully | oaded.
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For UDP export, the tester nust ensure that the Collecting Process
drops records as it becones overl oaded, and must check that the
Col l ecting Process | ogged a warning.

3.5.3. Large Tenpl ates

The tester nust create Tenplates with the nmaxi mum possi bl e nunber of
Information El ements and cause these to be exported to the Collecting
Process.

The total length field in the IP header is 16 bits, allowing a |l ength
up to 65535 octets in one application-level datagram This limts
the nunber of Information El enents one can specify in an | PFI X
Tenpl at e when using UDP export. SCTP and TCP are stream ng
protocols, so they do not inmpose much restriction on the packet

level. UDP requires 20 octets for a mniml |Pv4 header, 8 octets
for the UDP header, 16 octets for the I PFI X header, 4 octets for the
Set header, and 4 octets for the Tenplate header, so the Tenpl ate
definition may be up to (65535 - 20 - 8 - 16 - 4 - 4) = 65483 octets
long. The mininum | PFI X Information El ement specification requires 4
octets: two for the Information Elenent ID and two for the field

l ength. Therefore, the maxi mum nunber of |IPFIX Information El enents
in a single Tenplate is 65483 / 4 = 16370. Wth this nmany
Information El ements, the Tenplate will be 65480 octets |ong, while
the entire packet will be 65532 octets | ong.

The tester nust create Data Records conforming to this Tenpl ate, and
cause themto be exported. Note that, for the inplenentation, the
associ ated Data Records mght be smaller or |arger than the Tenpl ate
Records depending on the length of the Information El enents defined
by the Tenpl ate and on the presence of variable-length Infornmation
El enent s.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Tenpl ate and associ ated Data Records.

3.5.4. Many New Tenplates within the Data Tenpl ate Ti neout Interva
The tester should create a | arge nunber of different Tenpl ates and
cause themto be exported to the Collecting Process to stress test
the Collecting Process’s nmenory consunption
The tester nust ensure that the Collecting Process gracefully

di scards Tenplates if it’s running out of nmenmory resources, and it
shoul d check that warnings are | ogged.
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3.5.5. Miltiple Exporting Processes Exporting to One Coll ecting Process

The tester nust configure multiple Exporting Processes to export
Tenpl at es and associ ated Data Records to the same Coll ecting Process
at the sane tine.

The tester nust ensure that all the Tenpl ates and associ ated Data
Records are correctly received and decoded at the Collecting Process,
and that no Exporting Process stalls or disconnects conpletely unless
the Collecting Process runs out of nenory.

3.5.6. Export from One Exporting Process to Miultiple Collecting
Processes

If the Exporting Process supports nultiple sinultaneous export
destinations, the tester nust configure the Exporting Process to
export Data Records in parallel to different Collecting Processes.

The tester nust configure the use of a mixture of sinple and conpl ex
Tenpl ates and ensure they are all correctly received and decoded by
all the Collecting Processes.

3.6. FError Handling
This section lists and descri bes a nunber of problens that n ght

occur in either the network or data transmi ssion or related to wong
i nformati on encodi ng, and that the | PFI X Exporting Process and

Col l ecting Process must be capable of handling in a graceful way. It
is intended to test the robustness and fault tol erance of the |PFIX
Processes.

3.6.1. Tenporary Network Di sconnect

The | PFI X Exporting Process and Col | ecting Process behavi or nmust be
checked upon interruptions of data transm ssion due to network
failures (whether physical or logical, e.g., defective routing).

The tester must configure continuous export over all applicable
conbi nati ons of transports and protocols in Section 3.1, in turn

For SCTP-based associ ati ons and TCP-based connections, the tester
shoul d create a short di sconnect between the Exporting Process and
the Collecting Process (e.g., by nmonmentarily interrupting the network
connection) and must ensure that export continues after the
connection is repaired. The tester nust then create a | onger

di sconnecti on between the Exporting Process and Col | ecting Process,
and it nust ensure that export continues after the connection is
repaired.
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For UDP- based data export, there is no noticeabl e connection |oss,

but data received wi th non-consecutive sequence nunbers indicates
data | oss. Refer to the sequence nunber specifications in Section
3.1 of [RFC5101]. The tester should create a short di sconnect

bet ween t he Exporting Process and Col |l ecting Process, and it nust
ensure that this is recogni zed and reported by the Coll ecting Process
per Section 3.1 of [RFC5101].

3.6.2. Exporting Process Termination and Restart during Data
Transm ssi on

An | PFI X Col |l ecting Process mght be confronted with a faulty
Exporting Process inplenentation that suddenly crashes, dropping any
open connections. The Exporting Process nay be restarted again soon
after the crash.

Such an event will only be visible to the Collecting Process when the
| PFI X Messages (Tenpl ates and associ ated Data Records) are carried
over TCP or SCTP. For export via UDP, no such test is avail able due
to the connection-1less nature of the transport.

The tester nust configure continuous export over all applicable

conbi nati ons of SCTP and TCP transports and protocols in Section 3.1,
in turn. For each conbination, the tester nust establish export,
then kill the active Exporting Process.

The tester nust ensure that the associated Coll ecting Process shuts
down SCTP associ ations and cl oses TCP connecti ons associated with
that export after a suitable tineout period.

The tester nust Ensure that the Collecting Process discards the
Tenpl ate(s) received on the killed transport session

The tester nust restart the Exporting Process again, and it rmnust
ensure that the Exporting Process exports the Tenpl ates again

The tester nust ensure that the Collecting Process receives and
accepts both Tenpl ates and associ ated Data Records fromthe new
Exporting Process running at the sane source host.

3.6.3. Collecting Process Term nation and Restart during Data
Transm ssi on

An | PFI X Exporting Process night be confronted with a faulty

Col l ecting Process inplementation that suddenly crashes, dropping any
open Transport Sessions. The Collecting Process nmay be restarted
again soon after the crash.
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The tester nust set up an Exporting Process and Col |l ecti ng Process
and cause | PFI X Tenpl ates and associ ated Data Records to be exported
over all applicable conbinations of SCTP and TCP transports and
protocols in Section 3.1, in turn. Via UDP, the restart of the
Col l ecting Process will be invisible to the Exporting Process and
have no effect.

The tester must terminate the Collecting Process while the export is
in progress, and must ensure that the Exporting Process shuts down
SCTP associ ati ons and cl oses TCP connecti ons associ ated wi th that

Col I ecting Process.

The tester nust restart the Collecting Process and ensure that the
Exporting Process connects to the Collecting Process again and that
it exports the IPFIX Tenpl ates agai n.

The tester nust ensure that the new Coll ecting Process correctly
recei ves and decodes the | PFI X Data Records again

3.6.4. Incorrect Tenplate Records and Options Tenpl ate Records

These tests verify the Collecting Process’s operation when it
receives a Tenplate Record or Options Tenplate Record with an invalid
nessage length. Refer to the specifications in Section 3.4.1 and
3.4.2 of [RFC5101], respectively.

Consi der the exanple Tenplate Record shown in Figure 4. This

Templ ate record is mssing one Information El enent |1 D and one
Information Element length field. There is insufficient data in the
Set for the specified Set |Iength, and the overall record is four
octets too short for the specified total I|ength.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Version = 10 | Total Length = 32

B s i S i I i S S S i i
| Export Tinme = 1155202151

e s S e e e e e s th s S R SR S
| Sequence Number = 0x12345678
Lk R e T o i i i Sl S R
| onservation Domain | D = 0x33334444
+- +

B b T S I S S S B i S S g T
| Set ID=2 | Set Length = 12
e i S i e S e S S h ik i h SR e S
| Tenpl ate 1D = 257 | Field Count = 2

T e  E C kR e T S e e ik s i Shl SR N R S
|0] Info Element ldentifier = 8 | Field Length = 4

B s i S i I i S S S i i

Figure 4

The tester nust create and cause the Exporting Process to export the
followi ng | PFI X Tenpl ates, and nmust ensure the correct Collecting
Process behavior for each of the transports and protocols in Section
3. 1.

The tester must do the follow ng:

o For SCTP transport, ensure that the Collecting Process discards
the |1 PFl X Message, shuts down the SCTP association, and | ogs the
error.

o For TCP transport, ensure that the Collecting Process discards the
| PFI X Message, cl oses the TCP connection, and |ogs the error
Note that since TCP is a streamng (rather than record-based)
protocol, tenplate |length errors cannot be detected and may cause
framing to be lost, potentially rendering the remainder of the
| PFI X streamunintelligible. Therefore, sone of these tests are
not applicable for TCP transport, as indicated.

o For UDP transport, ensure that the Collecting Process discards the
| PFI X Message and | ogs the error

(a) The tester nust create the I PFI X Tenplate shown in Figure 4 and
cause the Exporting Process to export it. The tester nust ensure
that the Collecting Process’s behavior is as specified above for
each transport type except for TCP, for which this test is not
appl i cabl e.
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(b)

(¢)

(d)

(e)

Consi der the I PFI X Tenplate shown in Figure 4, nodified with
total length = 28. 1In this case, the | PFl X Message has to be
rej ected because the field count = 2 and there is no second
Informati on El ement record present in the Set. The avail able
data i s exhausted after reading the first Information El enent
record.

The tester nust create the nodified Tenpl ate and cause the
Exporting Process to export it. The tester nust ensure that the
Col l ecting Process’s behavior is as specified above for each
transport type.

Consi der the I PFI X Tenplate shown in Figure 4, nodified with
total length = 26. In this case, the | PFl X Message has to be
rej ected because the I PFI X Message length is too short. After
the first Information Element, the | PFI X Message data is
exhausted according to the total length information

The tester nust create the nodified Tenpl ate and cause the
Exporting Process to export it. The tester nust ensure that the
Col l ecting Process’s behavior is as specified above for each
transport type. The TCP connection used for this test nust be
manual |y reset after the test.

Consi der the I PFI X Tenplate shown in Figure 4, nodified with
field count = 1. In this case, the |IPFI X Message nust be
rejected because the total length is too | arge and does not match
t he amount of data avail abl e.

The tester nust create the nodified Tenpl ate and cause the
Exporting Process to export it. The tester nust ensure that the
Col l ecting Process’s behavior is as specified above for each
transport type. This test is not applicable for TCP transport.

Finally, when the |IPFI X Tenplate shown in Figure 4 is extended
with the data shown in Figure 5, it becomes a correct |PFIX
Tenpl at e.

T T R i e e e e o S e SRR R
|0] Info Element ldentifier = 12| Field Length = 4
B s i S i I i S S S i i

Figure 5

The tester nust create the nodified Tenpl ate and cause the
Exporting Process to export it. The tester nust ensure that the
Tenmpl ate is accepted by the Collecting Process for each transport

t ype.
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The exanpl e Tenplate record shown in Figure 6 nmust be dropped because
the scope field count = 0.

0 1 2 3
012345678901234567890123456789¢01
B T s i I S e i S i i S S e S

| Version = 10 | Total Length = 30

s S S i I S R R e h T Tk e S S S o T S
| Export Tinme = 1155202151

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Sequence Number = 0x12345678

B T s i I S e i S i i S S e S
| observation Domain | D = 0x33334444

s S S i I S R R e h T Tk e S S S o T S
| Set ID =3 | Set Length = 14

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Templ ate 1D = 257 | Field Count =1

B T s i I S e i S i i S S e S
| Scope Field Count =0 |0] Info Elenent ldentifier = 8
s S S i I S R R e h T Tk e S S S o T S

| Field Length = 4
B S S i i T S

Figure 6

The tester nust create the Tenplate shown in Figure 6 and cause the
Exporting Process to export it. The tester nust ensure that the

| PFI X Message is discarded by the Collecting Process for each
transport type, and nust check that the Collecting Process |ogs an
error. The tester must ensure that the Collecting Process also shuts
down the SCTP association or closes the TCP connection

The tester nust create an | PFI X Options Tenplate where the field
count is less than the scope field count, and cause the Exporting
Process to export it. Use the above IPFI X Options Tenplate with
scope field count = 2. The tester nust ensure that the Tenplate is
di scarded by the Collecting Process for each transport type, and nust
check that the Collecting Process |logs an error. The tester nust
ensure that the Collecting Process shuts down the SCTP associ ation or
cl oses the TCP connecti on.

3.6.5. Incorrect Data Record
The tester nust create the following invalid Data Records and cause

themto be exported to the Collecting Process over all applicable
conbi nati ons of transports and protocols in Section 3. 1.
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o |PFIX Message too short.
o Illegal use of reduced size encoding.

o Invalid length specification in case of variable-length
I nformati on El ements.

The tester nust ensure that the Collecting Process discards the |PFIX
Message and shuts down the SCTP association or closes the TCP
connecti on.

3.6.6. Export of Non-WMatching Tenplate and Data Records

The tester nust create Tenpl ates and associ ated Data Records that
fail to conformto those Tenplates in the follow ng ways:

o too few Information Elenents in Data Record
o too nany Information Elenents in Data Record

The tester nust cause the Tenpl ates and associ ated Data Records to be
exported to the Collecting Process over all applicable conbinations
of transports and protocols in Section 3. 1.

The tester nust ensure that the Collecting Process discards the |PFIX
Message and shuts down the SCTP associ ation or closes the TCP
connecti on.

3.6.7. Unknown Set |Ds

The tester nust create Tenplate Sets, Option Tenplate Sets, and
associ ated Data Sets using Set |IDs which are unknown to the

Col l ecting Process, and cause these to be exported to the Collecting
Process over all applicable conbinations of transports and protocols
in Section 3. 1.

Per Section 3.3.2 of [RFC5101], only the Set ID values 2 and 3 denote
valid Sets.

The tester nust ensure that the Collecting Process ignores the

unknown Sets, |ogs a warning, and processes the remainder of the
| PFI X Message.
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3.6.8. Re-Using Tenplate IDs
3.6.8.1. Using SCTP Transport

Refer to Section 9 of [RFC5101] for the Collecting Process’s SCTP
Tenpl at e nanagenent specifications.

The tester nust create an | PFI X Tenplate and cause it to be exported
to a Collecting Process over SCTP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Coll ecting Process.

The tester nust cause the same Tenplate to be exported to the sane
Col l ecting Process over the sane SCTP associ ation, and must ensure
that the Collecting Process resets the SCTP associ ati on and di scards
the | PFl X Message.

The tester nust create another |PFI X tenplate and cause it to be
exported to the Collecting Process over SCTP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust nodify the Tenplate contents while retaining the sane
Tenpl ate | D.

The tester nust cause the nodified Tenplate to be exported to the
same Col |l ecting Process over the SCTP sane associ ation, and nust
ensure that the Collecting Process resets the SCTP associ ation and
di scards the | PFl X Message.

The tester nust check that an error was | ogged.

The tester nust create another |PFIX Tenplate and cause it to be
exported to the Collecting Process over SCTP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust cause a Tenplate Wthdrawal Message for the Tenpl ate
to be sent to the Collecting Process over the same SCTP associ ation
and nust ensure that the Tenpl ate has been discarded by the

Col I ecting Process.

The tester nust create Data Records conforming to the Tenplate and

cause themto be exported to the Collecting Process over the same
SCTP associ ati on.
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The tester nust ensure that the Collecting Process discards the Data
Records and | ogs a warni ng.

The tester nust cause the same Tenplate to be exported to the sane
Col I ecting Process over the sane SCTP associ ati on

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust create Data Records conforming to the Tenpl ate and
cause themto be exported to the Collecting Process over the same
SCTP associ ati on.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Data Records.

3.6.8.2. Using TCP Transport

Refer to Section 10.4.3 of [RFC5101] for the Collecting Process’'s TCP
Tenpl at e nanagenent specifications.

The tester nust create an | PFI X Tenpl ate and cause it to be exported
to a Collecting Process over TCP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust cause the same Tenplate to be exported to the sane
Col I ecting Process over the sane TCP connection, and nmust ensure that
the Collecting Process resets the TCP connection and di scards the

| PFI X Message.

The tester nust create an | PFI X Tenpl ate and cause it to be exported
to the Collecting Process over TCP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Coll ecting Process.

The tester nust nodify the Tenplate contents while retaining the same
Templ ate |1 D.

The tester nust cause the nodified Tenplate to be exported to the
sanme Col |l ecting Process over the sane TCP connection, and nust ensure
that the Collecting Process resets the TCP connection and di scards
the | PFI X Message.

The tester nust check that an error was | ogged.
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The tester nust create another |PFI X Tenplate and cause it to be
exported to the Collecting Process over TCP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust cause a Tenplate Wthdrawal Message for the Tenpl ate
to be sent to the Collecting Process over the same TCP connection
and nust ensure that the Tenpl ate has been discarded by the

Col I ecting Process.

The tester nust create Data Records conforming to the sane Tenpl ate
and cause themto be exported to the sanme Collecting Process over the
same TCP connection

The tester nust ensure that the Collecting Process discards the Data
Records and | ogs a war ni ng.

The tester nust cause the sanme Tenplate to be exported to the sane
Col l ecting Process over the sane TCP connection

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust create Data Records conforming to the Tenplate and
cause themto be exported to the same Collecting Process over the
same TCP connecti on.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Data Records.

3.6.8.3. Using UDP Transport

Refer to Sections 10.3.6 and 10.3.7 of [RFC5101] for the UDP Tenpl ate
management specifications.

3.6.8.3.1. Re-Using the Sane Tenplate ID inside the Tenplate Lifetine

The tester nust create an | PFI X Tenpl ate and cause it to be exported
to a Collecting Process over UDP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Coll ecting Process.

Before the Tenplate lifetine expires on the Collecting Process, the
tester nmust cause the sane Tenplate to be exported over the same UDP
connection to the sane Collecting Process and nust ensure that the
Col l ecting Process accepts the Tenpl ate.
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The tester nust create a different Tenplate with the sane I D and nust
cause this to be exported to the sanme Collecting Process over the
sane UDP connection before the original Tenplate lifetime expires.

The tester nust ensure that the Collecting Process does not reject
the new Tenpl ate.

The tester nust create Data Records conforming to the new Tenpl ate
and cause themto be exported to the same Collecting Process over the
same UDP connecti on.

The tester nust ensure that the Collecting Process correctly receives
and decodes the Data Records.

3.6.8.3.2. Re-Using the Sanme Tenplate ID after the Tenplate Lifetine

The tester nust create an | PFI X Tenplate and cause it to be exported
to a Collecting Process over UDP transport.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust allow the received Tenplate lifetine to expire on the
Col I ecting Process.

The tester nust create Data Records conforming to the Tenplate and
cause themto be exported to the same Coll ecting Process over the
same UDP connecti on.

The tester nust ensure that the Collecting Process discards the Data
Records.

The tester must check that the Collecting Process |ogs a warning.

The tester nust cause the same Tenplate to be exported to the sane
Col l ecting Process over the sane UDP connecti on.

The tester nust ensure that the Tenplate was correctly received and
decoded by the Collecting Process.

The tester nust create Data Records conforming to the Tenplate and
cause themto be exported to the sanme Col |l ecting Process over the
sane UDP connection

The tester nust ensure that the Collecting Process correctly receives
and decodes the Data Records.
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3.7. TLS Connectivity and Policy Selection

This section lists tests that verify connectivity over TLS and

Dat agram Transport Layer Security (DTLS) and proper selection of TLS
policies as specified in the IPFIX Protocol. It specifically does
NOT purport to test the security of |IPFIX Message transport over TLS
or DTLS, as evaluating the security of a transport session is really
a test of the TLS or DTLS inplenentation over which a given | PFI X

i mpl ement ation runs, and as such is out of scope for this docunent.

Refer to Section 11 of [RFC5101] for the security specifications.

3.7.1. TLS Test Setup

Setting up for TLS connectivity and policy testing requires the
creation of appropriate X. 509 certificates and private keys for a
test environment and the configuration of a DNS server to answer with
consi stent information for the hosts used in the test.

The tester nust configure the followi ng certificates:

1. A Certificate Authority (CA) certificate and associ ated
private key for signing the follow ng certificates.

2. One certificate and associated private key, with a CN (Comon
Nane) or subject Alt Nane extension of type dNSNane cont ai ni ng
the fully qualified domain nane of the host, signed by the CA
certificate in 1, for each | PFI X Exporting Process in the
test.

3. One certificate and associated private key, with a CN (comon
nane) or subject Alt Nane extension of type dNSNane cont ai ni ng
the fully qualified domain nane of the host, signed by the CA
certificate in 1, for each IPFI X Collecting Process in the
test.

The tester nust configure consistent forward (A, AAAA) DNS records
for each host in the test on a DNS server used by the hosts for nane
resolution. Note that there is no need to configure reverse (PTR
DNS records for the hosts, as no part of the protocol uses reverse

| ookups.

The tester nust ensure that the Exporting Process and Col |l ecting
Process are on different hosts.
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3.7.2. TLS over TCP Connectivity Test
The tester nust set up certificates and DNS as in Section 3.7.1.

The tester nust configure one Exporting Process and one Col |l ecting
Process with their appropriate certificates to transfer |PFIX
Messages over TLS over TCP

The tester nust create an | PFI X Tenpl ate and associ ated Data Record,
and cause themto be exported over the TCP connection.

The tester must ensure that a TCP connection and a TLS connection
were established, nust ensure that data was exchanged, and nust
ensure that the data received at the Collecting Process is correct.

3.7.3. DITLS over UDP Connectivity Test
The tester nust set up certificates and DNS as in Section 3.7.1.

The tester nust configure one Exporting Process and one Col |l ecting
Process with their appropriate certificates to transfer |PFIX
Messages over DTLS over UDP

The tester nust create an | PFI X Tenpl ate and associ ated Data Record,
and cause themto be exported over the UDP connection

The tester nust ensure that UDP packets were sent and a DTLS
connection was established, nust ensure that data was exchanged, and
must ensure that the data received at the Collecting Process is
correct.

3.7.4. DITLS over PR-SCTP Connectivity Test
The tester nust set up certificates and DNS as in Section 3.7.1.
The tester nust configure one Exporting Process and one Col |l ecting
Process with their appropriate certificates to transfer |PFIX
Messages over DTLS over the Partially Reliable-Stream Contro
Transm ssi on Protocol (PR SCTP)

The tester nust create an | PFI X Tenpl ate and associ ated Data Record,
and cause themto be exported over the SCTP associ ation

The tester nmust ensure that an SCTP associ ati on and a DTLS connecti on

wer e established, nust ensure that data was exchanged, and mnust
ensure that the data received at the Collecting Process is correct.

Schrol |, et al. I nf or mati onal [ Page 29]



RFC 5471 CGui delines for |IPFIX Testing March 2009

3.7.5. TLS Bidirectional Authentication Policy Test
This is an optional test for Collecting Processes only; it requires
the nodification of an Exporting Process to NOT present a
certificate.

The tester nust nodify an Exporting Process to NOT present a
certificate.

The tester nust performthe connectivity tests in Sections 3.7.2,
3.7.3, and 3.7.4.

The tester nust ensure that the Collecting Process rejects the TLS or
DTLS connection establishment.

3.7.6. Exporting Process ldentity Msmatch TLS Policy Test
The tester nust set up certificates and DNS as in Section 3.7.1.
The tester nust use a certificate for the Exporting Process that does
NOT match the fully qualified domain nane of the host on which the

Exporting Process runs.

The tester nust Performthe connectivity tests in Sections 3.7.2,
3.7.3, and 3.7.4.

The tester nust ensure that the Collecting Process rejects the TLS or
DTLS connection establishment.

3.7.7. Collecting Process Identity Msmatch TLS Policy Test
The tester nust set up certificates and DNS as in Section 3.7.1.
The tester nust use a certificate for the Collecting Process that
does NOT match the fully qualified domain name of the host on which

the Collecting Process runs.

The tester nust performthe connectivity tests in Sections 3.7.2,
3.7.3, and 3.7.4.

The tester nust ensure that the Exporting Process rejects the TLS or
DTLS connection establishnent.

4. Security Considerations

This menmo rai ses no security issues.
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