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Abst ract

Thi s docunent specifies the syntax and semantics for the Subject
Public Key Information field in certificates that support Elliptic
Curve Cryptography. This docunent updates Sections 2.3.5 and 5, and
the ASN. 1 nodul e of "Algorithns and Identifiers for the Internet

X. 509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile", RFC 3279.
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1. Introduction

Thi s docunent specifies the format of the subjectPublicKeylnfo field
in X.509 certificates [PKI] that use Elliptic Curve Cryptography
(ECC). It updates RFC 3279 [PKI-ALG. This docunment specifies the
encoding formats for public keys used with the follow ng ECC

al gorithns:

o Elliptic Curve Digital Signature Algorithm (ECDSA);
o Elliptic Curve Diffie-Hellman (ECDH) fam |y schemes; and
o Elliptic Curve Menezes- Qu- Vanstone (ECMQV) family schenes.

Two nethods for specifying the algorithnms that can be used with the
subj ect Publ i cKey are defined. One nethod allows the key to be used
with any ECC al gorithm while the other nethod restricts the usage of
the key to specific algorithnms. To pronpte interoperability, this
docunent indicates which is required to inplenment for Certification
Authorities (CAs) that inplement ECC algorithnms and relying parties
that claimto process ECC al gorithms.

The ASN. 1 [X. 680] nodule in this docunment includes ASN. 1 for ECC
algorithnms. It also includes ASN.1 for non-ECC al gorithns defined in
[PKI-ALG and [PKI-ADALG, even though the associated text is

unaf fected. By updating all of the ASN.1 from[PKI-ALG in this
docunent, inplenenters only need to use the nmodule found in this
docunent .
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1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUSTSHOULD] .

2. Subject Public Key Infornation Fields

In the X.509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the following ASN. 1 synt ax:

Subj ect Publ i cKeylnfo ::= SEQUENCE {
al gorithm Al gorithm dentifier
subj ect Publi cKey BIT STRI NG

}

The fields in SubjectPublicKeylnfo have the foll ow ng nmeanings:

o algorithmis the algorithmidentifier and paraneters for the ECC
public key.

0 subjectPublicKey is the ECC public key. See Section 2.2.

The Algorithm dentifier type, which is included for convenience
[PKIT, is defined as foll ows:

Algorithmdentifier ::= SEQUENCE ({
al gorithm  OBJECT | DENTI FI ER
paranmeters ANY DEFI NED BY al gorithm OPTI ONAL

}

The fields in Algorithm dentifier have the foll ow ng neani ngs:

o algorithmidentifies the cryptographic algorithmw th an object
identifier. See Section 2.1.

o paraneters, which are optional, are the associ ated paraneters
for the algorithmidentifier in the algorithmfield. See
Section 2.1.1.

2.1. Hliptic Curve Cryptography Public Key Algorithmldentifiers
The algorithmfield in the SubjectPublicKeylnfo structure [PKI]
i ndi cates the algorithmand any associ ated paraneters for the ECC

public key (see Section 2.2). Three algorithmidentifiers are
defined in this docunent:
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0 id-ecPublicKey indicates that the algorithns that can be used
with the subject public key are unrestricted. The key is only
restricted by the values indicated in the key usage certificate
extension (see Section 3). id-ecPublicKey MUST be support ed.
See Section 2.1.1. This value is also included in certificates
when a public key is used with ECDSA.

0 id-ecDH indicates that the algorithmthat can be used with the
subj ect public key is restricted to the Elliptic Curve Diffie-
Hel | man al gorithm See Section 2.1.2. id-ecDH MAY be
support ed.

o id-ecMY indicates that the algorithmthat can be used with the
subj ect public key is restricted to the Elliptic Curve Menezes-
Qu- Vanst one key agreenment algorithm See Section 2.1.2.
i d-ecMQV MAY be supported.

2.1.1. Unrestricted Algorithmldentifier and Paraneters
The "unrestricted" algorithmidentifier is:

i d-ecPublicKey OBJECT | DENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) keyType(2) 1}

The public key (ECPoint) syntax is described in Section 2.2.

The paranmeter for id-ecPublicKey is as follows and MJUST al ways be

present:
ECParaneters ::= CHO CE {
nanedCur ve OBJECT | DENTI FI ER

-- inplicitCurve NULL
-- specifiedCurve SpecifiedECDomai n

-- inplicitCurve and specifiedCurve MJST NOT be used in PKIX
-- Details for SpecifiedECDonain can be found in [X9.62].

-- Any future additions to this CHO CE shoul d be coordinated
-- with ANSI X9.

The fields in ECParameters have the foll ow ng nmeanings:

o nanedCurve identifies all the required values for a particul ar
set of elliptic curve domain paranmeters to be represented by an
object identifier. This choice MJST be supported. See Section
2.1.1.1.

oinplicitCurve allows the elliptic curve domain paraneters to be
inherited. This choice MJST NOT be used.
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o specifiedCurve, which is of type SpecifiedECDomain type (defined

The

in [X9.62]), allows all of the elliptic curve domain paraneters
to be explicitly specified. This choice MJST NOT be used. See
Section 5, "ASN. 1 Consi derations"”.

addi ti on of any new choices in ECParaneters needs to be

coordi nated with ANSI X9.

The Al gorithm dentifier within SubjectPublicKeylnfo is the only place
within a certificate where the elliptic curve domain paraneters may

be |

ocated. |If the elliptic curve domain parameters are not present,

then clients MUST reject the certificate.

2.1.1.1. Nanmed Curve

The
wel |

nanedCurve field in ECParaneters uses object identifiers to nane
-known curves. This docunent publishes curve identifiers for the

fifteen NI ST-recommended curves [FIPS186-3]. Oher docunents can

publish other name curve identifiers. The N ST-nanmed curves are
-- Note that in [X9.62] the curves are referred to as 'ansi X9' as
-- opposed to 'sec’. For exanple, secpl92rl is the sane curve as
-- ansi x9pl92r1
-- Note that in [PKI-ALG the secpl92rl curve was referred to as
-- primel92vl and the secp256rl curve was referred to as
-- prime256vl.
-- Note that [FIPS186-3] refers to secpl92rl1 as P-192, secp224rl as
-- P-224, secp256rl as P-256, secp384rl as P-384, and secp521rl as
-- P-521.
secpl92r1 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)
prime(l) 1}
sect 163kl OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 1}
sect 163r2 OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) certicon(132) curve(0) 15}
secp224r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 33}
sect 233kl OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) certicon(132) curve(0) 26 }
Turner, et al. St andards Track [ Page 5]



RFC 5480 ECC Subj ect Publ i cKeyl nf o For nmat March 2009

sect233r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 27 }
secp256r1 OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)
prime(l) 7}
sect 283kl OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 16 }

sect283r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 17 }

secp384r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 34 }

sect 409k1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 36 }

sect409r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 37 }

secp521r1 OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) curve(0) 35 }

sect 571kl OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 38 }

sect571r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 39 }

2.1.2. Restricted Algorithmldentifiers and Paraneters

Two "restricted" algorithnms are defined for key agreenent al gorithns:
the Elliptic Curve Diffie-Hell man (ECDH) key agreenent famly schenes
and the Elliptic Curve Menezes- Qu- Vanst one (ECMQV) key agreenent
famly schenes. Both algorithns are identified by an object
identifier and have paraneters. The object identifier varies based
on the algorithm but the paraneters are always ECParaneters and they
MUST al ways be present (see Section 2.1.1).

The ECDH al gorithm uses the foll owi ng object identifier

i d-ecDH OBJECT I DENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) schenes(1)
ecdh(12) }
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The ECMQV al gorithmuses the followi ng object identifier

i d-ecMQv OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) schenes(1)
ecngv(13) }

2.2. Subject Public Key

The subj ect Publ i cKey from Subj ect PublicKeylnfo is the ECC public key.
ECC public keys have the foll ow ng syntax:

ECPoi nt ::= OCTET STRI NG

| mpl enentations of Elliptic Curve Cryptography according to this
docunent MUST support the unconpressed form and MAY support the
conpressed formof the ECC public key. The hybrid formof the ECC
public key from[X9.62] MJST NOT be used. As specified in [SECL]:

o The elliptic curve public key (a value of type ECPoint that is
an OCTET STRING is napped to a subjectPublicKey (a val ue of
type BIT STRING as follows: the nost significant bit of the
OCTET STRING val ue becones the nmost significant bit of the BIT
STRI NG val ue, and so on; the least significant bit of the OCTET
STRI NG becones the least significant bit of the BIT STRI NG
Conversion routines are found in Sections 2.3.1 and 2.3.2 of
[ SEC1] .

o The first octet of the OCTET STRI NG i ndi cates whether the key is
conpressed or unconpressed. The unconpressed formis indicated
by 0x04 and the conpressed formis indicated by either 0x02 or
0x03 (see 2.3.3 in [SEC1]). The public key MJST be rejected if
any other value is included in the first octet.

3. Key Usage Bits

If the keyUsage extension is present in a Certification Authority
(CA) certificate that indicates id-ecPublicKey in

Subj ect Publ i cKeyl nfo, then any conbi nati on of the follow ng val ues
MAY be present:

di gi tal Si gnat ure;
nonRepudi at i on;
keyAgr eenent ;
keyCert Si gn; and
cRLSi gn.
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If the CA certificate keyUsage extension asserts keyAgreenment, then
it MAY assert either encipherOnly or deci pherOnly. However, this
specificati on RECOWENDS that if keyCertSign or cRLSign is present,
then keyAgreenent, encipherOnly, and deci pherOnly SHOULD NOT be
present.

If the keyUsage extension is present in an End Entity (EE)
certificate that indicates id-ecPublicKey in SubjectPublicKeylnfo,
then any conbi nati on of the foll ow ng val ues MAY be present:

di gi tal Si gnat ure;
nonRepudi ati on; and
keyAgr eenent .

If the EE certificate keyUsage extension asserts keyAgreement, then
it MAY assert either enci pherOnly or deci pherOnly.

If the keyUsage extension is present in a certificate that indicates
i d-ecDH or id-ecMV in SubjectPublicKeylnfo, then the followi ng MJST
be present:

keyAgr eenent ;
one of the follow ng MAY be present:

enci pherOnly; or
deci pher Only.

If the keyUsage extension is present in a certificate that indicates
i d-ecDH or id-ecMV in SubjectPublicKeylnfo, then the foll ow ng
val ues MJUST NOT be present:

di gi t al Si gnat ure;
nonRepudi at i on;
keyTransport;
keyCert Si gn; and
cRLSi gn.

4. Security Considerations
The security considerations in [PKI-ALG apply.
When i nplenmenting ECC in X. 509 Certificates and Certificate
Revocation Lists (CRLs), there are three algorithmrel ated choices

that need to be made for the signatureAlgorithmfield in a
Certificate or Certificatelist:
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1) What is the public key size?
2) What is the hash al gorithm[FlIPS180-3]?
3) What is the curve?

Consi deration nmust be given by the CAto the strength of the security
provi ded by each of these choices. Security is nmeasured in bits,
where a strong synmetric cipher with a key of X bits is said to
provide X bits of security. It is reconmended that the bits of
security provided by each choice are roughly equivalent. The
following table provides conparable mninumbits of security

[ SPB00-57] for the ECDSA key sizes and nessage digest algorithnms. It
also lists curves (see Section 2.1.1.1) for the key sizes.

M ni mum | ECDSA | Message | Curves

Bits of | Key Size | D gest |

Security | | Algorithms |

--------- O T e

80 | 160-223 | SHA-1 | sect163kl
| | SHA-224 | secpl63r2
| | SHA-256 | secpl9zri
| | SHA-384
| | SHA-512 |

--------- O T e

112 | 224-255 | SHA-224 | secp224r1l
| | SHA-256 | sect 233kl
| | SHA-384 | sect233r1
| | SHA-512 |

--------- e

128 | 256-383 | SHA-256 | secp256rl
| | SHA-384 | sect 283kl
| | SHA-512 | sect283rl

--------- e

192 | 384-511 | SHA-384 | secp384rl
| | SHA-512 | sect409k1l
| | | sect409r1

--------- T

256 | 512+ | SHA-512 | secp521rl
| | | sect571k1
| | | sect571r1

--------- e
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To pronote interoperability, the foll owi ng choices are RECOVMENDED

M ni mum | ECDSA | Message | Curves
Bits of | Key Size | D gest |
|

Security | Al gorithns |

--------- e
80 | 192 | SHA-256 | secpl92ril
--------- Ty
112 | 224 | SHA- 256 | secp224rl
--------- e
128 | 256 | SHA- 256 | secp256rl
--------- e
192 | 384 | SHA-384 | secp384r1l
--------- Ty
256 | 512 | SHA-512 | secp521rl
--------- e

Using a | arger hash value and then truncating it consunes nore
processi ng power than is necessary. This is nore inmportant on
constrai ned devices. Since the signer does not know the environnent
that the recipient will use to validate the signature, it is better
to use a hash function that provides the desired hash val ue out put
size, and no nore.

There are security risks with using keys not associated with well -
known and wi dely reviewed curves. For exanple, the curve may not
sati sfy the Menezes- Okanpt o- Vanst one (MJV) condition [ X9.62] or the
curve may be vulnerable to the Anomal ous attack [ X9.62].
Additionally, either a) all of the arithmetic properties of a

candi dat e ECC public key nust be validated to ensure that it has the
uni que correct representation in the correct (additive) subgroup (and
therefore is also in the correct EC group) specified by the

associ ated ECC donai n paraneters, or b) some of the arithnetic
properties of a candi date ECC public key nust be validated to ensure
that it is in the correct group (but not necessarily the correct
subgroup) specified by the associ ated ECC domai n paraneters

[ SP800- 56A] .

As noted in [PKI-ALG, the use of MD2 and MD5 for new applications is
di scouraged. It is still reasonable to use MD2 and MD5 to verify
exi sting signatures.

5. ASN. 1 Considerations
[ X9.62] defines additional options for ECParameters and ECDSA-Si g-
Value [PKI-ALG. [If an inplenentation needs to use these options,

then use the [X9.62] ASN. 1 nodule. This RFC contains a conformant
subset of the ASN. 1 nodul e defined in [X9.62].
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8.

8.

1

If an inplenentati on generates a PER [ X. 691] encoding using the ASN. 1
nodul e found in this specification, it mght not achieve the sane
encoded out put as one that uses the [X9.62] nodule. PER is not
required by either the PKIX or S/MME environments. |f an

i mpl enent ati on environment requires PER, then inplenentation concerns
are less likely with the use of the [X9.62] nodule.

| ANA Consi der ati ons

Thi s docunent nakes extensive use of object identifiers to register
public key types, elliptic curves, and algorithnms. Mst are
registered in the ANSI X9.62 arc, with the exception of the hash
algorithnms (which are in the NIST arc) and nany of the curves (which
are in the Certicomlnc. arc; these curves have been adopted by ANSI
and NIST). Additionally, an object identifier is used to identify
the ASN. 1 nodul e found in Appendix A. It is defined in an arc

del egated by 1ANA to the PKIX Wbrking Group. No further action by

| ANA i s necessary for this document or any antici pated updates.

Acknowl edgnent s

The authors wi sh to thank Stephen Farrell, Al fred Hoenes, Johannes
Merkl e, Jim Schaad, and Carl \Wallace for their valued input.

Ref er ences
Nor mat i ve Ref erences

[ FI PS180-3] National Institute of Standards and Technol ogy (NI ST),
FI PS Publication 180-3: Secure Hash Standard, Cctober
2008.

[ FI PS186-3] National Institute of Standards and Technol ogy (NI ST),
FI PS Publication 186-3: Digital Signature Standard,
(draft) Novenber 2008.

[ MUSTSHOULD] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ PKI] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.
Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 5280, May 2008.

[ PKI - ALG Bassham L., Polk, W, and R Housley, "Al gorithnms and
Identifiers for the Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 3279, April 2002.

Turner, et al. St andards Track [ Page 11]



RFC 5480 ECC Subj ect Publ i cKeyl nf o For nmat March 2009

[ RSACAEP] Schaad, J., Kaliski, B., and R Housley, "Additional
Al gorithns and ldentifiers for RSA Cryptography for use
in the Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile", RFC 4055, June 2005.

[ SEC1] Standards for Efficient Cryptography Goup (SECG, "SEC
1. Elliptic Curve Cryptography", Version 1.0, Septenber
2000.

[ X9. 62] Ameri can National Standards Institute (ANSI), ANS

X9. 62-2005: The Elliptic Curve Digital Signature
Al gorithm (ECDSA), 2005.

[ X. 680] | TUUT Recormmendati on X. 680 (2002) | 1SQ | EC 8824-1:2002.
I nformati on Technol ogy - Abstract Syntax Notation One.

8.2. Informative References

[ PKI - ADALG Dang, Q, Santesson, S., Mriarty, K, Brown, D., and T.
Pol k, "Internet X 509 Public Key Infrastructure:
Addi tional Algorithnms and Identifiers for DSA and
ECDSA", Work in Progress, October 2008.

[ SPB00-56A] National Institute of Standards and Technol ogy (N ST),
Speci al Publication 800-56A: Reconmendation for Pair-
W se Key Establishnent Schemes Using Discrete Logarithm
Crypt ography (Revised), March 2007.

[ SP800- 57] National Institute of Standards and Technol ogy (NI ST),
Speci al Publication 800-57: Recommendation for Key
Managenment - Part 1 (Revised), March 2007.

[ X. 691] | TU-T Reconmendation X. 691 (2002) | |SQ | EC 8825-2: 2002.

I nformati on Technol ogy - ASN. 1 Encodi ng Rul es:
Speci fication of Packed Encodi ng Rul es.

Turner, et al. St andards Track [ Page 12]



RFC 5480 ECC Subj ect Publ i cKeyl nf o For nmat March 2009

Appendi x A, ASN. 1 Modul e

PKI X1Al gorithns2008 { iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7) id-nod(0) 45 }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL;
| MPORTS
-- From RFC 4055 [ RSAQAEP]
i d-sha224, id-sha256, id-sha384, id-shab512

FROM PKI X1- PSS- OAEP- Al gori t hns

{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-rsa-pkal gs(33) }

-- Message Digest Algorithns

-- MD>2
-- Parameters are NULL

id-md2 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 2}

-- MD>5
-- Parameters are NULL

id-md5 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549)digestAlgorithm2) 5 }

-- SHA-1
-- Paraneters are preferred absent

i d-shal OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) oiw(1l4) secsig(3)
algorithm(2) 26 }

-- SHA-224
-- Paraneters are preferred absent
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-- id-sha224 OBJECT IDENTIFIER ::= {

-- joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
-- csor(3) nistalgorithm4) hashal gs(2) 4 }

-- SHA- 256

-- Paraneters are preferred absent

-- id-sha256 OBJECT | DENTIFIER ::= {
-- joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
-- csor(3) nistalgorithm4) hashal gs(2) 1}

-- SHA- 384
-- Paraneters are preferred absent

-- id-sha384 OBJECT IDENTIFIER ::= {
-- joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
-- csor(3) nistalgorithm(4) hashal gs(2) 2 }

-- SHA-512
-- Paraneters are preferred absent

-- id-sha512 OBJECT | DENTIFIER :: = {
-- joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
-- csor(3) nistalgorithm4) hashal gs(2) 3}

-- Public Key (PK) Algorithns

-- RSA PK Al gorithm and Key

rsakEncryption OBJECT I DENTIFIER ::= {

i so(1l) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkecs-1(1) 1}
RSAPubl i cKey ::= SEQUENCE ({

nmodul us I NTEGER, -- n

publ i cExponent |INTEGER -- e
}

-- DSA PK Al gorithm Key, and Paraneters

i d-dsa OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) x9-57(10040) x9algorithm(4) 1}

DSAPubl i cKey ::= INTEGER -- public key, y
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DSS- Parns :: = SEQUENCE {
p | NTEGER,
g | NTEGER,
g | NTEGER
}
-- Diffie-Hellman PK Al gorithm Key, and Paraneters
dhpubl i cnumber OBJECT | DENTI FIER ::= {
i so(1) nenber-body(2) us(840) ansi-x942(10046) nunber-type(2) 1 }
DHPubl i cKey ::= INTEGER -- public key, y = g"x nod p
Domai nPar aneters ::= SEQUENCE {
p | NTECER, -- odd prime, p=jq +1
g | NTEGER, -- generator, g
q | NTEGER, -- factor of p-1
] | NTEGER OPTI ONAL, -- subgroup factor, j>= 2
val i dationParns ValidationParmnms OPTI ONAL
}
Val i dati onParns ::= SEQUENCE {
seed BI T STRI NG,
pgenCounter | NTEGER
}

-- KEA PK Al gorithm and Paraneters

i d- keyExchangeAl gorithm OBJECT | DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) algorithns(1) 22 }

KEA- Parns-1d ::= OCTET STRI NG

-- Sec 2.1.1 Unrestricted AlgorithmID, Key, and Paraneters
-- (ECDSA keys use id-ecPublicKey)

i d- ecPubl i cKey OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) keyType(2) 1}

ECPoi nt ::= OCTET STRI NG
-- Paraneters for both Restricted and Unrestricted
ECParameters ::= CHO CE {

nanedCur ve OBJECT | DENTI FI ER
-- inplicitCurve NULL

Turner, et al. St andards Track [ Page 15]



RFC 5480 ECC Subj ect Publ i cKeyl nf o For nmat March 2009

-- specifiedCurve SpecifiedECDomai n

}
-- inplicitCurve and specifiedCurve MJST NOT be used in PKIX
-- Details for SpecifiedECDomain can be found in [X9.62].
-- Any future additions to this CHO CE shoul d be coordi nated
-- with ANSI X9.
-- Sec 2.1.2 Restricted Algorithm|Ds, Key, and Paraneters: ECDH
i d-ecDH OBJECT I DENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) schenes(1)
ecdh(12) }
-- ECPoi nt ::= OCTET STRI NG
-- Paraneters are ECParaneters.
-- Sec 2.1.2 Restricted AlgorithmIDs, Key, and Paraneters: ECMQN
i d-ecMQVv OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) schenes(1)
ecngv(13) }
-- ECPoint ::= OCTET STRI NG
-- Paraneters are ECParaneters.
-- Signature Al gorithns
-- RSA with MD2
-- Paraneters are NULL
nmd2W t hRSAEncr ypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1) 2 }
-- RSAwith M5
-- Paraneters are NULL
nmd5W t hRSAEncrypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1) 4 }
-- RSA with SHA-1
-- Paraneters are NULL
shalW t hRSAEncryption OBJECT | DENTIFIER :: = {

i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1) 5}
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-- DSA with SHA-1
-- Parameters are ABSENT

i d-dsa-w t h-shal OBJECT

ECC Subj ect Publ i cKeyl nf o For nmat

| DENTIFIER :: =

March 2009

i so(1) nenber-body(2) us(840) x9-57(10040) x9al gorithm(4) 3}

-- DSA with SHA-224
-- Parameters are ABSENT

i d-dsa-wi t h-sha224 OBJECT IDENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)

csor(3) algorithns(4)

-- DSA with SHA-256
-- Parameters are ABSENT

i d-dsa-wi th-sha2(3) 1}

i d-dsa-with-sha256 OBJECT IDENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)

csor(3) algorithns(4)

-- ECDSA with SHA-1
-- Parameters are ABSENT

ecdsa-w t h- SHA1 OBJECT |

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)

-- ECDSA with SHA-224
-- Parameters are ABSENT

ecdsa-w t h- SHA224 OBJECT

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)

ecdsa-with-SHA2(3) 1 }

-- ECDSA with SHA-256
-- Parameters are ABSENT

ecdsa- wi t h- SHA256 OBJECT

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)

ecdsa-with-SHA2(3) 2 }

-- ECDSA with SHA-384
-- Parameters are ABSENT

ecdsa- wi t h- SHA384 OBJECT

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)

ecdsa-wi t h- SHA2(3) 3 }

Turner, et al.

i d-dsa-wi th-sha2(3) 2}

DENTI FI ER :: = {

| DENTI FIER :: = {

| DENTIFIER :: = {

| DENTI FI ER :: = {

St andards Track

signatures(4) 1}

si gnat ures(4)

si gnat ures(4)

si gnat ures(4)
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-- ECDSA with SHA-512
-- Paraneters are ABSENT
ecdsa-wi th- SHA512 OBJECT | DENTI FIER :: = {

i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi t h- SHA2(3) 4 }

-- Signature Val ues

-- DSA
DSA- Si g- Val ue :: = SEQUENCE {
r | NTECER,
s | NTEGER
}
-- ECDSA
ECDSA- Si g- Val ue :: = SEQUENCE ({
r | NTECGER,
s | NTEGER
}
-- Named Elliptic Curves
-- Note that in [X9.62] the curves are referred to as ’'ansi X9' as
-- opposed to 'sec’. For exanple secpl92rl is the sane curve as
-- ansi x9p192r1.
-- Note that in [PKI-ALE the secpl92rl1l curve was referred to as
-- primel92vl and the secp256rl curve was referred to as prime256vl.
-- Note that [FIPS186-3] refers to secpl92rl as P-192, secp224rl as
-- P-224, secp256rl as P-256, secp384rl as P-384, and secp521lrl as
-- P-521.
secpl92r1 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)
prime(l) 1}
sect 163kl OBJECT | DENTIFIER :: = {

iso(l) identified-organization(3) certicon(132) curve(0) 1}
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sect 163r2 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132)
secp224r1 OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132)
sect 233kl OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132)
sect 233r1 OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132)
secp256r1 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045)
prime(l) 7}
sect 283kl OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) certicon(132)
sect 283r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certiconm(132)
secp384r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132)

sect 409k1 OBJECT

i so

(1) identifi

sect409r1 OBJECT

i so

secps
i so

sect5
i so

sect5
i so

END

Tur ner,

(1) identifi

21r1 OBJECT
(1) identifi

71kl OBJECT
(1) identifi

71r1 OBJECT
(1) identifi

et al.

| DENTIFIER :: = {
ed-organi zation(3) certicom 132)

I DENTIFIER ::= {
ed-organi zation(3) certicom 132)

| DENTIFIER :: = {
ed-organi zation(3) certicom 132)

I DENTIFIER ::= {
ed-organi zation(3) certicom 132)

| DENTIFIER :: = {
ed-organi zation(3) certicom 132)
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curve(0)

curve(0)

curve(0)

curve(0)

curves(3)

curve(0)

curve(0)

curve(0)

curve(0)

curve(0)

curve(0)

curve(0)

curve(0)
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17 }

34 }

36 }

37 }

35 }

38 }

39 }
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