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1. Introduction
1.1. Basic Concepts

"Net news" is a set of protocols for generating, storing, and
retrieving news "articles" (whose format is a subset of that for

Enmai | nessages), and for exchangi ng them anpongst a readership that is
potentially widely distributed. It is organized around "newsgroups",
with the expectation that each reader will be able to see al

articles posted to each newsgroup in which he participates. These
protocol s nost commonly use a flooding al gorithm which propagates
copi es throughout a network of participating servers. Typically,
only one copy is stored per server, and each server nmkes it

avail abl e on denmand to readers who are able to access that server.

1.2. Scope

Thi s docunent specifies the syntax of Netnews articles in the context
of the Internet Message Format [RFC5322] and Milti purpose |nternet
Mai | Extensions (M M) [ RFC2045]. This docunent obsol etes [ RFC1036],
updating the syntax of Netnews articles to reflect current practice
and incorporating changes and clarifications specified in other
docunents such as [ Son-of - 1036] .

This is the first in a set of docunments that obsol ete [ RFC1036].

Thi s docunent focuses on the syntax and semantics of Netnews
articles. [RFC5537] is also a Standards Track docunent and descri bes
the protocol issues of Netnews articles, independent of transport
protocol s such as the Network News Transfer Protocol (NNTP)

[ RFC3977]. [USEACGE], "Usenet Best Practice", describes

i npl enentati on reconmendations to inprove interoperability and
usability.

This specification is intended as a definition of what article
content format is to be passed between systens. Although many news
systens locally store articles in this format (which elimnates the
need for translation between formats), |ocal storage is outside of
the scope of this standard.

1.3. Requirenents Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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1.4. Syntax Notation

Net news Articl e Fornat

November 2009

Header fields defined in this specification use the Augnented Backus-
Naur Form (ABNF) notation (including the Core Rules) specified in

[ RFC5234] as wel |

as updated by [ RFC2231],

t oken
val ue

par anet er
attri bute

FW6
comment
CFW5
at ext

dot - at om t ext

phrase

date-tine

mai | box

mai | box-
addr ess-

body
fields

list
i st

| Pv6addr ess
| Pv4addr ess

ALPHA
CRLF
DIGT
DQUOTE
SP
VCHAR

Addi tionally,

1.5. Definitions

An "arti

"message".
into the news system

<see
<see
<see
<see

<see
<see
<see
<see
<see
<see
<see
<see
<see
<see
<see
<see

<see
<see

<see
<see
<see
<see
<see
<see

RFC
RFC
RFC
RFC

RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC

RFC
RFC

RFC
RFC
RFC
RFC
RFC
RFC

2045
2045
2231
2231

5322
5322
5322
5322
5322
5322
5322
5322
5322
5322
5322
5322

3986
3986

5234
5234
5234
5234
5234
5234

Section 5.1>
Section 5.1>
Section 7>
Section 7>
Section 3.2.2>
Section 3.2.2>
Section 3.2.2>
Section 3.2.3>
Section 3.2.3>
Section 3.2.5>
Section 3.3>
Section 3.4>
Section 3.4>
Section 3.4>
Section 3.5>
Section 3.6>
Section 3.2.2>
Section 3.2.2>
Appendi x B. 1>
Appendi x B. 1>
Appendi x B. 1>
Appendi x B. 1>
Appendi x B. 1>
Appendi x B. 1>

as many constructs defined in [ RFC5322], [RFC2045]

and [ RFC3986]. Specifically:

Section 3.1.3 specifies a stricter definition of
<nmeg-i d> than the syntax in Section 3.6.4 of [RFC5322].

cle" is the unit of Netnews,

In contrast to an article,

A "proto-article"

| ack sone nandatory header fields.

A "nessage identifier" (Section 3.1.3)

article,

anal ogous to an [ RFC5322]
is one that has not yet been injected

a proto-article may

is aunique identifier for an

usual |y supplied by the user agent that posted it or

failing that,

Mur chi son,

et al.

by the "news server".

It distinguishes the article
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fromevery other article ever posted anywhere. Articles with the
same nessage identifier are treated as if they are the sanme article
regardl ess of any differences in the body or header fields.

A "newsgroup” is a forumhaving a name and that is intended for
articles on a specific topic. An article is "posted to" a single
newsgroup or several newsgroups. Wen an article is posted to nore
than one newsgroup, it is said to be "crossposted"; note that this
differs fromposting the same text as part of each of severa
articles, one per newsgroup.

A newsgroup nmay be "noderated", in which case subm ssions are not
posted directly, but nmailed to a "noderator" for consideration and
possi bl e posting. Moderators are typically human but nmay be

i mpl emented partially or entirely in software.

A "poster" is the person or software that conmposes and subnmits a
potentially conpliant article to a user agent.

A "reader" is the person or software reading Netnews articles.

A "followp" is an article containing a response to the contents of
an earlier article, its "precursor”. Every followp includes a
"Ref erences" header field identifying that precursor (but note that
non-followup articles may al so use a References header field).

A "control nessage" is an article that is nmarked as containing
control information; a news server receiving such an article my
(subject to the policies observed at that site) take actions beyond
just filing and passing on the article.

A news server is software that may accept articles froma user agent,
and/or nake articles available to user agents, and/or exchange
articles with other news servers.

A "user agent" is software that nay hel p posters submit proto-
articles to a news server, and/or fetch articles froma news server
and present themto a reader, and/or assist the reader in creating
articles and foll owps.

The generic term"agent” is used when describing requirenents that
apply to both user agents and news servers.

An agent is said to "generate" a construct if it did not exist before
the agent created it. Exanples are when a user agent creates a
message fromtext and addressing information supplied by a user, or
when a news server creates an "Injection-Info" header field for a
new y posted nessage.
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An agent is said to "accept" a construct if sonme other entity
generates it and passes it to the agent in question, and the agent
processes it without treating it as a format or protocol error

1.6. Structure of This Docunent

Thi s docunent uses a cite-by-reference nethodol ogy, rather than
repeating the contents of other standards, which could otherw se
result in subtle differences and interoperability challenges.

Al t hough this docunent is as a result rather short, it requires
conpl et e understandi ng and i npl ementati on of the normative references
to be conpliant.

Section 2 defines the format of Netnews articles. Section 3 details
the header fields necessary to make an article suitable for the
Net news environment.

2. For mat
2. 1. Base

An article is said to be conformant to this specification if it
conforms to the format specified in Section 3 of [RFC5322] and to the
addi tional requirenments of this specification

An article that uses the obsol ete syntax specified in Section 4 of
[ RFC5322] is NOT conformant to this specification, except for the
foll owi ng two cases:

o Articles are conformant if they use the <obs-phrase> construct
(use of a phrase like "John Q Public" wthout the use of quotes,
see Section 4.1 of [RFC5322]), but agents MJST NOT generate
productions of such syntax.

o Articles are conformant if they use the "GMVI" <zone>, as specified
in Section 3.1.1.

Thi s docunent, and specifications that build upon it, specify howto
handl e conformant articles. Handling of non-conformant articles is
out side the scope of this specification.

Agents conformng to this specification MJST generate only confornmant
articles.

The text bel ow uses ABNF to specify restrictions on the syntax

specified in [RFC5322]; this grammar is intended to be nore
restrictive than the [ RFC5322] granmmar. Articles must conformto the
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2.

2.

ABNF specified in [ RFC5322] and also to the restrictions specified
here, both those that are expressed as text and those that are
expressed as ABNF.

NOTE: Ot her specifications use the term "header"” as a synonym for
what [ RFC5322] calls "header field". This docunent follows the
terminology in Section 2 of [RFC5322] in using the terms "line",
"header field", "header field name", "header field body", and
"folding", based on a belief that consistent term nol ogy anong
speci fications that depend on each other makes the specifications
easier to use in the long run

Header Fi el ds

Al'l header fields in a Netnews article are conpliant with [ RFC5322];
this specification, however, is |ess pernissive in what can be
generated and accepted by agents. The syntax allowed for Netnews
article headers is a strict subset of the Internet Message Format
headers, making all headers conmpliant with this specification

i nherently conmpliant with [RFC5322]. Note however that the converse
is not guaranteed to be true in all cases.

CGeneral rules that apply to all header fields (even those docunented

in [ RFC5322] and [ RFC2045]) are listed below, and those that apply to
specific header fields are described in the relevant sections of this
document .

o Al agents MIST generate header fields so that at |east one space
i mediately follows the ':’ separating the header field name and
the header field body (for conpatibility with depl oyed software,

i ncludi ng NNTP [ RFC3977] servers). News agents MAY accept header
fields that do not contain the required space.

o Every line of a header field body (including the first and any
that are subsequently fol ded) MJST contain at |east one non-
whi t espace character.

NOTE: This nmeans that no header field body defined by or
referenced by this docunent can be enpty. As a result, rather
than using the <unstructured> syntax from Section 3.2.5 of

[ RFC5322], this docunent uses a stricter definition

unstructured = *WSP VCHAR *( [FW5] VCHAR ) *WSP

NOTE: The [ RFC5322] specification sonetinmes uses [ FW5] at the
begi nni ng or end of ABNF describing header field content. This
specification uses *WSP in such cases, also in cases where this
specification redefines constructs from|[RFC5322]. This is

Mur chi son, et al. St andards Track [ Page 8]



RFC 5536 Net news Articl e Fornat November 2009

2.

3.

done for consistency with the restriction described here, but
the restriction applies to all header fields, not just those
where ABNF is defined in this document.

o Compliant software MJUST NOT generate (but MAY accept) header field
lines of nmore than 998 octets. This is the only limt on the
l ength of a header field line prescribed by this standard.
However, specific rules to the contrary may apply in particular
cases (for exanple, according to [ RFC2047], |ines of a header
field containing encoded words are linmted to 76 octets).
[ USEAGE] incl udes suggested limts for conveni ence of display by
user agents.

NOTE: As stated in [RFC5322], there is NOrestriction on the
nunber of lines into which a header field may be split, and
hence there is NOrestriction on the total length of a header
field (in particular it may, by suitable fol ding, be nade to
exceed the 998-octet restriction pertaining to a single header
field Iine).

0 The character set for header fields is US-ASCII. \Where the use of
non- ASCI | characters is required, they MJIST be encoded using the
M ME nechani sns defined in [ RFC2047] and [ RFC2231].

M ME Conf or mance

User agents MJUST neet the definition of MME conformance in [ RFC2049]
and MUST al so support [RFC2231]. This |level of M ME confornance
provi des support for internationalization and nmultinmedia in nessage
bodi es [ RFC2045], [ RFC2046], and [ RFC2231], and support for

i nternationalization of header fields [RFC2047] and [ RFC2231]. Note
that [Errata] currently exist for [RFC2045], [RFC2046], [RFC2047] and
[ RFC2231] .

For the purposes of Section 5 of [RFC2047], all header fields defined
in Section 3 of this standard are to be considered as "extension
nessage header fields", pernmitting the use of [ RFC2047] encodi ngs

wi thin any <unstructured> header field, or within any <conment> or
<phrase> permitted within any structured header field.

User agents MAY accept and generate other M ME extensi on header
fields, and in particular SHOULD accept Content-Di sposition [ RFC2183]
and Cont ent - Language [ RFC3282].

News Header Fi el ds

The foll owi ng news header fields extend those defined in Section 3.6
of [ RFC5322]:

Mur chi son, et al. St andards Track [ Page 9]



RFC 5536

fields =

*(
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approved /
archive /
control /

di stribution /
expires /

foll owup-to /

i njection-date /
injection-info /
lines /

newsgr oups /
organi zation /
path /

sunmary /

super sedes /
user - agent /
xref )

Each of these header fields MJUST NOT occur nore than once in a news

article.

The foll owi ng header fields defined in this document do not all ow

<conment>s (i.e.,

Contro

Di stribution
Fol | owup- To
Li nes

Newsgr oups
Pat h

Super sedes
Xr ef

they use FW5 rather than CFWE).

This also applies to the foll owing header field defined in [ RFC5322]:

Message- 1 D

Most of these header fields are mainly of interest to news servers,
and news servers often need to process these fields very rapidly.
Thus, somrme header fields prohibit <coment>s.

3.1. Mandatory Header

Fi el ds

Each Netnews article conformant with this specification MJST have
exactly one of each of the followi ng header fields: Date, From
Message- |1 D, Newsgroups, Path, and Subject.

Mur chi son, et al
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3.1.1. Date

The Date header field is the same as that specified in Sections 3.3
and 3.6.1 of [RFC5322], with the added restrictions detail ed above in
Section 2.2. However, the use of "GMI" as a time zone (part of
<obs-zone>), although deprecated, is w despread in Netnews articles
today. Therefore, agents MJST accept <date-tinme> constructs that use
the "GV zone.

ori g-date = "Date:" SP date-time CRLF

NOTE: This specification does not change [ RFC5322], which says
that agents MJUST NOT generate <date-tinme> constructs that include
any zone nanes defined by <obs-zone>.

Software that accepts dates with unknown tinezones SHOULD treat such
ti mezones as equivalent to "-0000" when conparing dates, as specified
in Section 4.3 of [RFC5322].

Al so note that these requirenments apply wherever <date-tinme> is used,
i ncluding Injection-Date and Expires (Sections 3.2.7 and 3. 2.5,
respectively).

3.1.2. From

The From header field is the same as that specified in Section 3.6.2
of [RFC5322], with the added restrictions detail ed above in
Section 2.2.

from = "From" SP muil box-list CRLF
3.1.3. Message-ID

The Message-1D header field contains a unique nmessage identifier

Net news i s nmore dependent on nmessage identifier uniqueness and fast
conparison than Email is, and sonme news software and standards

[ RFC3977] m ght have trouble with the full range of possible
<nmeg-id>s permitted by [ RFC5322]. This section therefore restricts
the syntax of <msg-id> as conpared to Section 3.6.4 of [RFC5322].
The gl obal uni queness requirement for <msg-id> in [RFC5322] is to be
under st ood as applying across all protocols using such nessage
identifiers, and across both Email and Netnews in particular

nessage-id = "Message-ID:" SP *WSP nsg-id *WSP CRLF

nmsg-id "<" nsg-id-core ">"

; maxi mumlength is 250 octets

Mur chi son, et al. St andards Track [ Page 11]
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nsg-id-core = id-left "@ id-right

id-left = dot-atomtext

id-right = dot-atomtext / no-fold-litera

no-fold-literal = "[" *ndtext "]"

nmdt ext = 9@33-61 / ; The rest of the US-ASCI
%163-90 / ; characters not including
%194- 126 T I o] S T

The <nsg-id> MJUST NOT be nore than 250 octets in |ength.

NOTE: The length restriction ensures that systens that accept
nmessage identifiers as a paraneter when referencing an article
(e.g., [RFC3977]) can rely on a bounded | ength.

bserve that <msg-id> includes the < and >.

Obhserve also that in contrast to the correspondi ng header field in
[ RFC5322] :

o The syntax does not allow comrents within the Message-1 D header
field.

o There is no possibility for ">" or WBP to occur inside a <msg-id>.

o Even though comonly derived from <domai n>s, <id-rights>s are
case-sensitive (and thus, once created, are not to be altered
during subsequent transnission or copying)

This is to sinplify processing by news servers and to ensure
interoperability with existing inplenentations and conpliance with
[ RFC3977]. A sinple conparison of octets will always suffice to
determ ne the identity of two <neg-id>s.

Al so note that this updated ABNF applies wherever <nsg-id> is used
i ncl udi ng the References header field discussed in Section 3.2.10 and
the Supersedes header field discussed in Section 3.2.12.

Sone software will try to match the <id-right> of a <nsg-id>in a
case-insensitive fashion; some will match it in a case-sensitive
fashion. [|nplenmentati ons MUST NOT generate a Message-|D where the
only difference from another Message-ID is the case of characters in
the <id-right> part.
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3.

1

When generating a <nsg-id>, inplenentations SHOULD use a donmi n nane
as the <id-right>.

NOTE: Section 3.6.4 of [RFC5322] recomrends that the <id-right>
shoul d be a domain name or a domain literal. Domain literals are
troubl esonme since many | P addresses are not globally unique;
donmain nanes are nore |likely to generate unique Message-| Ds.

4. Newsgroups

The Newsgroups header field specifies the newsgroup(s) to which the
article is posted.

newsgr oups = "Newsgroups:" SP newsgroup-list CRLF

newsgroup- | i st *WEP newsgr oup- nane

*( [FWS] "," [FWB] newsgroup-name ) *WSP

newsgr oup- name conponent *( "." component )

conmponent = 1*conponent - char

conponent-char = ALPHA/ DT/ "+" [ "-" [ " "

Not all servers support optional FWs in the |ist of newsgroups. In
particul ar, folding the Newsgroups header field over several lines

has been shown to harm propagation significantly. Optional FW5 in
the <newsgroup-1list> SHOULD NOT be generated, but MJST be accepted.

A <conponent > SHOULD NOT consist solely of digits and SHOULD NOT
contai n uppercase letters. Such <conponent>s MAY be used only to
refer to existing groups that do not conformto this nam ng schene,
but MUST NOT be used otherw se.

NOTE: All-digit <component>s conflict with one widely used storage
schene for articles. M xed-case groups cause confusi on between
systens with case-sensitive matching and systens with case-

i nsensitive matchi ng of <newsgroup- nanme>s.

<conponent>s beginning with underline ("_") are reserved for use by
future versions of this standard and SHOULD NOT be generated by user
agents (whether in header fields or in newgroup control nessages as
defined by [ RFC5537]). However, such names MJST be accepted by news
servers.
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<conponent>s beginning with "+" and "-" are reserved for private use
and SHOULD NOT be generated by user agents (whether in header fields
or in newgroup control nessages [RFC5537]) without a private prior
agreement to do so. However, such names MJST be accepted by news
servers.

The foll owi ng <newsgroup-nane>s are reserved and MJST NOT be used as
the name of a newsgroup:

0 G oups whose first (or only) <conponent> is "exanple"
o The group "poster"

The foll owi ng <newsgr oup- name>s have been used for specific purposes
in various inplenentations and protocols and therefore MJST NOT be
used for the nanes of normal newsgroups. They MAY be used for their
speci fic purpose or by |ocal agreenent.

0 G oups whose first (or only) conponent is "to

0 Goups whose first (or only) component is "control"

0 Goups that contain (or consist only of) the conmponent "al

0 Goups that contain (or consist only of) the conponent "ctl

o The group "junk"

NOTE: "exanple.*" is reserved for exanmples in this and ot her
standards; "poster" has a special meaning in the Foll owp-To
header field; "to.*" is reserved for certain point-to-point

conmuni cations in conjunction with the "ihave" control nessage as
defined in [ RFC5537]; "control.*" and "junk" have special meanings
in sone news servers; "all" is used as a wildcard in sone

i mpl enentations; and "ctl" was fornerly used to indicate a
<control -command> wi thin the Newsgroups header field.

3.1.5. Path

The Path header field indicates the route taken by an article since
its injection into the Netnews system Each agent that processes an
article is required to prepend at | east one <path-identity>to this
header field body. This is prinmarily so that news servers are able
to avoid sending articles to sites already known to have them in
particular the site they came from Additionally, it permts
gathering statistics and tracing the route articles take in noving
over the network.
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pat h = "Path:" SP *WBP path-list tail-entry *WSP CRLF
pat h-1i st = *( path-identity [FWS] [path-diagnostic] "!" )

pat h-di agnostic = diag-match / di ag-other / di ag-deprecated

di ag- mat ch = " ; another "!"

di ag- ot her = "I." diag-keyword [ "." diag-identity ] [FW5]

di ag-deprecated = "!" |Pv4address [FW5]

di ag- keywor d = 1*ALPHA ; see [ RFC5537]

di ag-i dentity = path-identity / |Pv4address / |Pv6address

tail-entry = pat h-nodot
; may be the string "not-for-mail"

path-identity = ( 1*( label "." ) toplabel ) / path-nodot

pat h- nodot = 1*( al phanum/ "-" [ " ") ; |l egacy nanes

| abel = al phanum [ *( al phanum/ "-" ) al phanum]

t opl abel = ([ label *( "-" ) ] ALPHA *( "-" ) label ) /
( label *( "-") ALPHA [ *( "-" ) label ] ) [/
( label 1*( "-" ) |abel )

al phanum = ALPHA/ DIGAT ; conpare [ RFC3696]

A <path-identity>is a nane identifying a site. 1t takes the form of

a donmai n name having two or nore conponents separated by dots, or a
single nane with no dots (<path-nodot>).

Each <path-identity> in the <path-list> (which does not include the
<tail-entry>) indicates, fromright to left, the successive agents
through which the article has passed. The use of the <di ag- match>,

whi ch appears as "!!", indicates that the agent to its left verified
the identity of the agent to its right before accepting the article
(whereas the <path-delimter> "!" inplies no such clainj.

NOTE: Hi storically, the <tail-entry> indicated the nane of the
sender. If not used for this purpose, the string "not-for-mail"
is often used instead (since at one time the whole path could be
used as a nail address for the sender).
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3.

3.

NOTE: Al t hough case-insensitive, it is intended that the
<di ag- keywor d>s shoul d be in uppercase, to distinguish themfrom
the <path-identity>s, which are traditionally in | owercase.

A <pat h-di agnostic> is an iteminserted into the Path header field
for purposes other than to indicate the nane of a site. The use of
these is described in [ RFC5537].

NOTE: One usage of a <path-diagnostic> is to record an | P address.
The fact that <l Pv6address>es are all owed nmeans that the colon (:)
is permtted; note that this may cause interoperability problens
at older sites that regard ":" as a <path-deliniter> and have

nei ghbors whose nanes have 4 or fewer characters, and where al

the characters are valid HEX digits.

NOTE: Al t hough <l Pv4address>es have occasionally been used in the
past (usually with a diagnostic intent), their continued use is
deprecated (though it is still acceptable in the formof the

<di ag- depr ecat ed>) .

1.6. Subject

The Subject header field is the same as that specified in Section
3.6.5 of [RFC5322], with the added restrictions detailed above in
Section 2.2. Further discussion of the content of the Subject header
field appears in [RFC5537] and [ USEACE].

subj ect = "Subject:" SP unstructured CRLF
2. Optional Header Fields

None of the header fields appearing in this section are required to
appear in every article, but some of themmay be required in certain
types of articles. Further discussion of these requirenents appears
in [ RFC5537] and [ USEACGE] .

The header fields Comments, Keywords, Reply-To, and Sender are used
in Netnews articles in the same circunmstances and with the same

nmeani ngs as those specified in [RFC5322], with the added restrictions
detail ed above in Section 2.2. Miltiple occurrences of the Keywords
header field are not pernmitted.

coment s = "Comments:" SP unstructured CRLF

keywor ds "Keywords:" SP phrase *("," phrase) CRLF
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reply-to = "Reply-To:" SP address-list CRLF
sender = "Sender:" SP mail box CRLF

The M ME header fields M Me-Version, Content-Type, Content-Transfer-
Encodi ng, Content-Di sposition, and Content-Language are used in

Net news articles in the sane circunstances and with the sanme meani ngs
as those specified in [ RFC2045], [RFC2183], and [ RFC3282], with the
added restrictions detail ed above in Section 2.2.

Al'l remaining news header fields are described bel ow.

3.2.1. Approved
The Approved header field indicates the mailing addresses (and
possibly the full names) of the persons or entities approving the
article for posting. |Its principal uses are in noderated articles
and in group control nessages; see [ RFC5537].
approved = "Approved:" SP mail box-1ist CRLF

3.2.2. Archive

The Archive header field provides an indication of the poster’s
i ntent regarding preservation of the article in publicly accessible
| ong-term or pernanent storage.

archive = "Archive:" SP [CFWE] ("no" / "yes")
*( [CFWB] ";" [CFWE] archive-param) [CFW5] CRLF

ar chi ve- param par aret er

The presence of an Archive header field in an article with a field
body of "no" indicates that the poster does not permt redistribution
frompublicly accessible |ong-termor permanent archives. A field
body of "yes" indicates that the poster permts such redistribution

No <paraneter>s are currently defined; if present, they can be
i gnored. Further discussion of the use of the Archive header field
appears in [ USEACGE] .
3.2.3. Contro
The Control header field marks the article as a control nessage and

specifies the desired actions (in addition to the usual actions of
storing and/or relaying the article).
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contr ol = "Control:" SP *W5P control -command *W5P CRLF

cont r ol - command verb *( 1*WSP argunent )

verb = token

ar gunent = 1*( %21-7E)

The verb indicates what action should be taken, and the argunent(s)
(if any) supply details. |In some cases, the <body> (as defined in

[ RFC5322]) of the article may al so contain details. The |egal verbs

and respective argunments are di scussed in the conmpani on docunent,
[ RFC5537] .

An article with a Control header field MJUST NOT al so have a
Super sedes header field.

3.2.4. Distribution

The Distribution header field specifies geographic or organi zati ona
l[imts on an article’ s propagation

di stribution = "Distribution:" SP dist-list CRLF
dist-1ist = *WBP di st-nanme

*( [FW8] "," [FWB] dist-name ) *WSP
di st - nane = ALPHA/ DIAT

*(ALPHA / DIG@T / "+ [ "-" [ " ")

The <di st-nane>s "world" and "local" are reserved. "world" indicates
unlimted distribution and SHOULD NOT be used explicitly, since it is
the default when the Distribution header field is absent entirely.
"local" is reserved for indicating distribution only to the |oca
site, as defined by | ocal software configuration

"All" MJST NOT be used as a <dist-name>. <dist-name>s SHOULD contain
at least three characters, except when they are two-letter country
codes drawn from [l SOB166-1]. <dist-nane>s are case-insensitive
(i.e., "US", "Us", "uS", and "us" all specify the same distribution).

Optional FWS in the <dist-1ist> SHOULD NOT be generated, but MJST be
accept ed.
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3.2.5. Expires

The Expires header field specifies a date and tine when the poster
deens the article to be no longer relevant and could usefully be
renoved ("expired").

NOTE: This header field is useful when the poster desires an
unusual ly long or an unusually short expiry tinme.

expires = "Expires:" SP date-time CRLF

See the remarks under Section 3.1.1 regarding the syntax of
<date-tinme> and the requirenents and reconmendations to which it is
subj ect .

NOTE: The Expires header field is also sonmetinmes used in Emai
with a simlar meaning; see [RFC2156].

3.2.6. Foll owp-To

The Fol | owup-To header field specifies to which newsgroup(s) the
poster has requested that foll owps are to be posted. The

Fol | owup- To header field SHOULD NOT appear in a message, unless its
content is different fromthe content of the Newsgroups header field.

foll owup-to = "Fol l owup-To:" SP ( newsgroup-list / poster-text )
CRLF
post er - t ext = *WBP 9@112.111.115.116.101.114 *W8P

; "poster" in |owercase

The syntax is the same as that of the Newsgroups (Section 3.1.4)
header field, with the exception that the keyword "poster" requests
that followps should be enailed directly to the article s poster
(using the addresses contained in the Reply-To header field if one
exi sts, otherw se using the addresses contained in the From header
field) rather than posted to any newsgroups. Agents MJST generate
the keyword "poster" in | owercase, but MAY choose to recogni ze case-
insensitive forms such as "Poster".

As in the Newsgroups (Section 3.1.4) header field, optional FW5 in
the <newsgroup-1list> SHOULD NOT be generated, but MJUST be accepted.
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3.2.7. Injection-Date

The Injection-Date header field contains the date and tinme that the
article was injected into the network. |Its purpose is to enable news
servers, when checking for "stale" articles, to use a <date-time>
that was added by a news server at injection tine rather than one
added by the user agent at nmessage conposition tine.

This header field MJST be inserted whenever an article is injected.
However, software that predates this standard does not use this
header, and therefore agents MJST accept articles w thout the

I nj ection-Date header field.

injection-date = "Injection-Date:" SP date-tine CRLF

See the remarks under Section 3.1.1 regarding the syntax of
<date-time> and the requirenments and reconmendations to which it is
subj ect .

NOTE: Since clocks on various agents are not necessarily
synchroni zed, the <date-tine> in this header field m ght not be a
| ater value than that in the Date header field. Agents MJST NOT
alter a pre-existing Date header field when addi ng an Injection-
Dat e header field.

This header field is intended to replace the currently used but
undocument ed " NNTP- Posti ng- Dat e" header field, whose use is now
depr ecat ed.

3.2.8. Injection-Info

The Injection-Info header field contains information provided by the
injecting news server as to how an article entered the Netnews
system it assists in tracing the article’s true origin. It can also
specify one or nore addresses where conpl aints concerning the poster
of the article may be sent.

injection-info = "Injection-Info:" SP [CFW5] path-identity
[CFWS] *( ";" [CFWS5] paraneter ) [CFWS] CRLF

NOTE: The syntax of <paranmeter> (Section 5.1 of [RFC2045], as
anmended by [ RFC2231]), taken in conjunction with the folding rules
of [RFC0822] (note: not [RFC2822] or [RFC5322]), effectively
allows [CFW5] to occur on either side of the "=" inside a

<par anet er >.
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The following table gives the <attribute> and the fornat of the
<val ue> for each <paraneter> defined for use with this header field.
At nost, one occurrence of each such <paraneter> is all owed.

<attribute> format of <val ue>

"posti ng- host™" a <host-val ue>

"posti ng-account" any <val ue>

"1 oggi ng- dat a" any <val ue>

"mail - conmpl ai nts-to" an <address-list>

wher e

host - val ue = dot-atomtext / |Pv4address / |Pv6address /
(dot-atomtext ":" ( |Pvd4address / |Pv6address ))

NOTE: Since any such <host-val ue> or <address-list> also has to be
a syntactically correct <value>, it will usually be necessary to
encapsul ate it as a <quoted-string>, for exanple:

posti ng- host = "posting. exanpl e.com 192.0.2. 1"

Q her <attribute>s SHOULD NOT be used unless defined in extensions to
this standard. |If non-standards-based <attribute>s are used, they
MUST begin with an "x-".

Al t hough conments and fol di ng of whitespace are permitted throughout
the Injection-Info header field, folding SHOULD NOT be used within
any <paraneter>. Folding SHOULD only occur before or after the ";"
separati ng <paraneter>s, and coments SHOULD only be used follow ng
the | ast <paraneter>.

NOTE: Sone of this information has previously been sent in non-
st andardi zed header fields such as NNTP-Posting-Host, X-Trace,
X-Conpl ai nts-To, and others. Once a news server generates an
Injection-Info header field, it should have no need to send these
non- st andard header fields.

The "posting-host" <paraneter> specifies the Fully Qualified Donmain
Nanme (FQDN) and/or |P address (IPv4address or |Pv6address) of the
host from which the news server received the article.

NOTE: |If the "posting-host" <paraneter> fails to determnistically
identify the host (e.g., dynamc |IP address allocation), the
"posting-account” or "l oggi ng-data" <paraneter> may provide
additional information about the true origin of the article.
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The "posting-account" <paraneter> identifies the source from which
that news server received the article, in a notation that can be
interpreted by the news server administrator. This notation can

i nclude any information the adm ni strator deems pertinent. |n order
tolimt the exposure of personal data, it SHOULD be given in a form
that cannot be interpreted by other sites. However, to nake it
useful for rate linmting and abuse detection, two nmessages posted
fromthe sane source SHOULD have the sane val ue of "posting-account",
and two messages fromdifferent sources SHOULD have differing val ues
of "posting-account". The exact definition of "source" is left to
the discretion of the news server admnistrator.

The "l oggi ng-data" <paraneter> contains information (typically a
sessi on nunber or other non-persistent means of identifying a posting
account) that will enable the true origin of the article to be

determ ned by reference to | ogging information kept by the news
server.

The "nmail -conpl ai nts-to" <paraneter> specifies one or nore mail boxes
for sending conpl aints concerning the behavior of the poster of the
article.
It is a mtter of |local policy which of the above <paraneter>s to
i nclude. Some pieces of information have privacy inplications; this
is discussed in [ USEAGE].

3.2.9. Oganization

The Organi zation header field is a short phrase identifying the
poster’s organi zation

or gani zati on = "Organization:" SP unstructured CRLF
NOTE: There is no "s" in Organization
3.2.10. References
The References header field is the sane as that specified in Section
3.6.4 of [RFC5322], with the added restrictions detailed above in

Section 2.2 and those |listed bel ow

o The updated <nsg-id> construct defined in Section 3.1.3 MJST be
used.

o Message identifiers MIST be separated wi th CFWS.
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o Comments in CFW5 between nessage identifiers can cause
interoperability problens, so conments SHOULD NOT be generated but
MUST be accept ed.

ref erences = "References:" SP [CFWS] nsg-id *(CFW5 nsg-id)
[CFWS] CRLF

3.2.11. Summary

The Summary header field is a short phrase summarizing the article’s
content.

sumary = "Summary:" SP unstructured CRLF
3.2.12. Supersedes

The Supersedes header field contains a nmessage identifier specifying

an article to be superseded upon the arrival of this one. An article

contai ning a Supersedes header field is equivalent to a "cancel"

[ RFC5537] control nessage for the specified article, followed

i mediately by the new article wi thout the Supersedes header field.

super sedes = "Supersedes:" SP *WSP nsg-id *WSP CRLF
NOTE: There is no "c" in Supersedes.
NOTE: The Supersedes header field defined here has no connection
with the Supersedes header field that sonetimes appears in Enai
nmessages converted from X 400 according to [ RFC2156]; in
particular, the syntax here permts only one <nsg-id> in contrast
to the multiple <nmeg-id>s in that Email version

3.2.13. User-Agent

The User - Agent header field contains information about the user agent

(typically a newsreader) generating the article, for statistica

purposes and tracing of standards violations to specific software in

need of correction. It is intended that this header field be

suitable for use in Enail

user - agent = "User-Agent:" SP 1*product [CFW5] CRLF

pr oduct = [CFW5] token [ [CFWS] "/" product-version ]

product -version = [CFW5] token
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This header field MAY contain nultiple <product> tokens identifying
the user agent and any subproducts that forma significant part of
it, listed in order of their significance for identifying the
application.

NOTE: Sone of this informati on has previously been sent in non-
standardi zed header fields such as X- Newsreader, X-Miler
X-Posting- Agent, X-Http-User-Agent, and others. Once a user agent
generates a User-Agent header field, it should have no need to
send these non-standard header fields.

NOTE: [RFC2616] describes a simlar facility for the HITP
protocol. The Netnews article fornat differs in that "{" and "}"
are allowed in tokens (<product> and <product-version>) and
conments are permitted wherever white space is all owed.

3.2.14. Xref

The Xref header field indicates where an article was filed by the

| ast news server to process it. User agents often use the
information in the Xref header field to avoid multiple processing of
crossposted articles.

"Xref:" SP *WSP server - nane
1*( FWS location ) *WSP CRLF

xr ef

server - nane path-identity

| ocati on = newsgroup-nane ":" article-|ocator

article-locator 1*( W%21-27 | 9%29-3A / %&3C7E )
; US-ASCI| printable characters

; except (' and ';’

The <server-nane> is included so that software can determ ne which
news server generated the header field. The |ocations specify where
the article is filed -- i.e., under which newsgroups (which nmay
differ fromthose in the Newsgroups header field), and where under
those newsgroups. The exact formof an <article-locator> is

i mpl enent ati on-specific.

NOTE: The traditional formof an <article-locator> (as required by

[ RFC3977]) is a decimal nunber, with articles in each newsgroup
nunber ed consecutively starting from1l
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3.3. (bsol ete Header Fields

The header fields Date-Received, Posting-Version, and Rel ay-Version
defined in [ RFC0850], as well as Also-Control, Article-Names,

Articl e-Updates, and See-Al so defined in [Son-of-1036] are declared
obsol ete. See the cited specification docunents for further

i nfornmati on on their original use.

These header fields MJST NOT be generated and SHOULD be ignored.
3.3.1. Lines

The Lines header field indicates the nunber of lines in the <body>
(as defined in [RFC5322]) of the article.

l'i nes = "Lines:" SP *WSP 1*DIA@ T *WSP CRLF
The Iine count is the nunber of CRLF separators in the <body>.

Historically, this header field was used by the NNTP [ RFC3977]
overview facility, but its use for this purpose is now deprecated.
As a result, this header field is to be regarded as obsol escent, and
it islikely to be rembved entirely in a future version of this
standard. Al agents SHOULD ignore it and SHOULD NOT generate it.

4. Internationalization Considerations

Internationalization of Netnews article header fields and bodies is
provi ded using the M ME mechani sms di scussed in Section 2.3. Note
that the generation of internationalized <newsgroup-nanme>s for use in
header fields is not addressed in this docunent.

5. Security Considerations

The Netnews article format specified in this document does not

provi de any security services, such as confidentiality,

aut hentication of sender, or non-repudiation. |Instead, such services
need to be | ayered above, using such protocols as S/M M [ RFC3851] or
PGP/ M ME (Pretty Good Privacy / M ME) [ RFC3156], or bel ow, using
secure versions of news transport protocols. Additionally, severa
currently non-standardi zed protocols such as [ PGPVERI FY] may be
standardi zed in the near future.

Message identifiers (Section 3.1.3) in Netnews articles are required
to be unique; articles may be refused (in server-to-server transfer)
if the identifier has already been seen. |If a malicious agent can
predict the identifier of an article, it can preenpt the article by
posting its own article (possibly to a quite different group) with
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the sane nessage identifier, thereby preventing the target article
from propagating. Therefore, agents that generate nmessage
identifiers for Netnews articles SHOULD ensure that they are
unpr edi ct abl e.

M ME security considerations are discussed in [ RFC2046]. Note that
the full range of encodings allowed for paraneters in [ RFC2046] and
[ RFC2231] pernits constructs that sinple parsers nay fail to parse
correctly; exanples of hard-to-parse constructs are:

Cont ent - Type: mul ti part/ m xed
(; boundary=foo ; xyz="); bOQuUNdAr Y*=""next %20part (")

Content - Type: multi part/digest;
boundary (not=nme) = ("yes ;-) sinmple (foo;bar") ; x-foo = xyzzy

Such deficiencies in parsing may be used as part of an attack
Further security considerations are discussed in [ RFC5537].
6. | ANA Consi derations

| ANA has registered the foll owi ng header fields in the Pernmanent
Message Header Field Repository, in accordance with the procedures
set out in [ RFC3864].

Header field nane: Al so-Contro

Appl i cabl e protocol : netnews

St atus: obsol eted

Aut hor/ change controller: |ETF

Speci fication docunment(s): [Son-of-1036] (Section 6.15)

Header field name: Approved

Appl i cabl e protocol : netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.2.1)

Header field nane: Archive

Appl i cabl e protocol : netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.2.2)
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Header field name: Article-Nanes

Appl i cabl e protocol: netnews

Status: obsol eted

Aut hor/ change control ler: |ETF

Speci ficati on document(s): [ Son-of-1036] (Section 6.17)

Header field nane: Article-Updates

Appl i cabl e protocol: netnews

Status: obsol et ed

Aut hor/ change control ler: |ETF

Speci ficati on document(s): [ Son-of-1036] (Section 6.18)

Header field name: Comments

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3.2),
[ RFC5322] (Section 3.6.5)

Header field nane: Contro

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.2.3)

Header field nane: Date

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.1.1),
[ RFC5322] (Section 3.6.1)

Header field nane: Date-Received

Appl i cabl e protocol : netnews

St atus: obsol eted

Aut hor/ change controller: |ETF

Speci fication docunent(s): [RFC0850] (Section 2.2.4)

Header field nane: Distribution

Appl i cabl e protocol : netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.2.4)
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Header field nane: Expires

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.2.5)

Header field nane: Foll owp-To

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.2.6)

Header field name: From

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.1.2),
[ RFC5322] (Section 3.6.2)

Header field nane: |njection-Date

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication document(s): This docunent (Section 3.2.7)

Header field nane: Injection-Info

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.2.8)

Header field nane: Keywords

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This document (Section 3.2),
[ RFC5322] (Section 3.6.5)

Header field name: Lines

Appl i cabl e protocol : netnews

St atus: deprecated

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent (Section 3.3.1)
Rel ated information: [RFC3977] (Section 8.1)
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Header field nane: Message-1D

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.1.3)
Rel ated i nformation: [RFC5322] (Section 3.6.4)

Header field nane: Newsgroups

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication document(s): This docunent (Section 3.1.4)

Header field nane: NNTP-Posting-Date
Appl i cabl e protocol: netnews

St atus: obsol eted

Aut hor/ change control ler: |ETF

Speci fication docunment(s): none

Header field nane: NNTP-Posting- Host

Appl i cabl e protocol: netnews

St atus: obsol eted

Aut hor/ change controller: |ETF

Speci fication docunment(s): [RFC2980] (Section 3.4.1)

Header field name: Organization

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.2.9)

Header field name: Path

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication document(s): This docunent (Section 3.1.5)

Header field nane: Posting-Version

Appl i cabl e protocol: netnews

St atus: obsol eted

Aut hor/ change control ler: |ETF

Speci fication docunent(s): [RFC0850] (Section 2.1.2)
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Header field nanme: References
Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent
[ RFC5322] (Section 3.6.4)

Header field nanme: Rel ay-Version
Appl i cabl e protocol: netnews

St atus: obsol eted

Aut hor/ change control ler: |ETF

Speci fication docunment(s): [RFC0850] (Section 2.1.

Header field nane: Reply-To

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent
[ RFC5322] (Section 3.6.2)

Header field nane: See-Also

Appl i cabl e protocol : netnews

St atus: obsol eted

Aut hor/ change controller: |ETF

Speci fication docunent(s): [ Son-of-1036]

Header field nane: Sender

Appl i cabl e protocol : netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent
[ RFC5322] (Section 3.6.2)

Header field nane: Subject

Appl i cabl e protocol : netnews

Status: standard

Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent
[ RFC5322] (Section 3.6.5)

Header field nane: Sunmmary

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change controller: | ETF

Speci fication docunment(s): This docunent
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Header field nane: Supersedes

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunent(s): This docunent (Section 3.2.12)

Header field nane: User- Agent

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunent(s): This docunent (Section 3.2.13)
Rel ated i nfornmation: [RFC2616] (Section 14.43)

Header field name: Xref

Appl i cabl e protocol: netnews

Status: standard

Aut hor/ change control ler: |ETF

Speci fication docunment(s): This docunent (Section 3.2.14)
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Appendi x B. Differences from RFC 1036 and Its Derivatives

Thi s appendi x contains a |ist of changes that have been nade in the
Netnews article format fromearlier standards, specifically
[ RFC1036] .

0 The [RFC5322] conventions for parenthesis-encl osed <comrent>s in
header fields are supported in all newy defined header fields and
in header fields inherited from|[RFC5322]. They are, however,
still disallowed for performance and/or conpatibility reasons in
the Control, Distribution, Followip-To, Lines, Message-ID,
Newsgroups, Path, Supersedes, and Xref header fields.

o Miltiple addresses are allowed in the From header field.
o [FWB] is permitted in Newsgroups header fields.

0 An enhanced syntax for the Path header field enables the injection
poi nt of, and the route taken by, an article to be determined with
nore precision.

0 Only one (1) nessage identifier is allowed in the Supersedes
header field.

o MM is recognized as an integral part of Netnews.

o There is a new Injection-Date header field to make the rejection
of stale articles nore precise and to mnimze spurious
rej ections.

0 There are several new optional header fields defined, notably
Archive, Injection-Info, and User-Agent, |leading to increased
functionality.

o Certain header fields, notably Lines, have been deprecated or nade
obsol ete (Section 3.3).

o The convention to interpret subjects starting with the word
as a control nessage was renoved

cneg
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o There are nunerous other snmall changes, clarifications, and
enhancenent s.
Appendi x C. Differences from RFC 5322
This appendix lists the differences between the syntax allowed by the
Net news article format (this docunent) as conpared to the Internet

Message Format, as specified in [ RFC5322].

The Netnews article format is a strict subset of the Internet Message
Format; all Netnews articles conformto the syntax of [RFC5322].

The followi ng restrictions are inportant:

0 A SP (space) is REQU RED after the colon (':’) follow ng a header
field nane.

o Aslightly restricted syntax of <nsg-id> (to be used by the
Message- |1 D, References, and Supersedes header fields) is defined.

o The length of a <nsg-id> MJUST NOT exceed 250 octets.
o Comrents are not allowed in the Message-ID header field.

o The CFW5 between <nsg-id>s in the References header field is not
opt i onal

o It is legal for a parser to reject obsolete syntax, except that:
* The <obs-phrase> construct MJUST be accepted.

* The obsol ete <zone> "GMI" MJST be accepted within a
<date-ti me>.

o Every line of a header field body (including the first and any
that are subsequently folded) MJST contain at |east one non-
whi t espace character. This nmeans that an enpty header field body
is illegal
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