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Abst ract

Thi s docunent provides an overvi ew of the Domai nKeys Identified Mai
(DKIM service and describes howit can fit into a nessagi ng service.
It al so describes how DKIMrel ates to other | ETF nmessage signature
technologies. It is intended for those who are adopting, devel oping,
or deploying DKIM DKIM all ows an organi zati on to take
responsibility for transmtting a nessage, in a way that can be
verified by a recipient. The organization can be the author’s, the
originating sending site, an intermediary, or one of their agents. A
nmessage can contain nultiple signatures fromthe sanme or different
organi zations involved with the nmessage. DKIM defines a donain-|eve
digital signature authentication framework for email, using public-
key cryptography, with the domain nane service as its key server
technol ogy (RFC 4871). This pernits verification of a responsible
organi zation, as well as the integrity of the nessage contents. DKIM
al so enabl es a nechanismthat permts potential email signers to
publish infornmation about their email signing practices; this wll
permt email receivers to nake additional assessnments about nessages.
DKIM s authentication of email identity can assist in the globa
control of "spani and "phishing".

Status of This Meno
This menmo provides information for the Internet community. |t does

not specify an Internet standard of any kind. Distribution of this
meno is unlimted.
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1. Introduction

Thi s docunent provides a description of the architecture and
functionality for Domai nKeys Identified Mail (DKIM, that is, the
core mechani sm for signing and verifying nessages. It is intended
for those who are adopting, devel oping, or deploying DKIM It wll
al so be hel pful for those who are considering extending DKIM either
into other areas of use or to support additional features. This
overvi ew does not provide information on threats to DKIMor enmil or
details on the protocol specifics, which can be found in [ RFC4686]
and [ RFC4871], respectively. Because the scope of this overviewis
restricted to the technical details of signing and verifying using
DKIM it does not explore operational issues, the details of services
that DKI M uses, or those that, in turn, use DKIM Nor does it

di scuss services that build upon DKIM for enforcenment of policies or
assessments. The docunent assumes a background in basic email and
network security technol ogy and servi ces.

DKI M al |l ows an organi zation to take responsibility for a nessage in a
way that can be verified by a recipient. The organization can be a
direct handler of the nessage, such as the author’s, the originating
sending site’'s, or an internediary’s along the transit path.

However, it can also be an indirect handler, such as an i ndependent
service that is providing assistance to a direct handler. DKIM
defines a donain-level digital signature authentication franework for
emai | through the use of public-key cryptography and using the domain
nane service as its key server technol ogy [ RFC4871]. It pernits
verification of the signer of a nessage, as well as the integrity of
its contents. DKIMw Il also provide a mechanismthat pernmits
potential emmil signers to publish information about their emai

signing practices; this will permt email receivers to make
addi ti onal assessnents of unsigned nessages. DKIMs authentication
of email identity can assist in the global control of "span and
"phi shing".

Nei ther this document nor DKIM attenpts to provide solutions to the
worl d’s problens with spam phishing, viruses, worns, joe jobs, etc.
DKI M provi des one basic tool, in what needs to be a | arge arsenal
for inproving basic trust in the Internet mail service. However, by
itself, DKIMis not sufficient to that task and this overvi ew does
not pursue the issues of integrating DKIMinto these |larger efforts,
beyond a sinple reference within a systemdiagram Rather, it is a
basi c introduction to the technol ogy and its use.
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1.1. DKIMs Scope

A person or organization has an "identity" -- that is, a
constellation of characteristics that distinguish themfrom any other
identity. Associated with this abstraction can be a | abel used as a

reference, or "identifier". This is the distinction between a thing
and the name of the thing. DKIMuses a domain nanme as an identifier
to refer to the identity of a responsible person or organization. In

DKIM this identifier is called the Signing Domain IDentifier (SDID)
and is contained in the DKIM Signature header fields "d=" tag. Note
that the sane identity can have nultiple identifiers.

A DKI M signature can be created by a direct handl er of a nessage,
such as the nessage’'s author or by an intermediary. A signature also
can be created by an i ndependent service that is providing assistance
to a handl er of the nmessage. Woever does the signing chooses the
SDID to be used as the basis for |ater assessnments. Hence, the
reputation associated with that domain nane m ght be an additiona
basis for evaluating whether to trust the nmessage for delivery. The
owner of the SDID is declaring that they accept responsibility for
the nmessage and can thus be held accountable for it.

DKIMis intended as a val ue-added feature for email. Ml that is
not signed by DKIMis handled in the sane way as it was before DKIM
was defined. The nessage will be evaluated by established anal ysis

and filtering techniques. (A signing policy can provide additiona
information for that analysis and filtering.) Over tinme, w despread
DKI M adoption could permt stricter handling of messages that are not
signed. However, early benefits do not require this and probably do
not warrant this.

DKI M has a narrow scope. It is an enabling technol ogy, intended for
use in the larger context of determining nmessage legitinmacy. This

| arger context is conplex, so it is easy to assume that a conponent
like DKIM which actually provides only a limted service, instead
sati sfies the broader set of requirenents.

By itself, a DKIM signature:

o Does not authenticate or verify the contents of the nessage header
or body, such as the author Fromfield, beyond certifying data
integrity between the time of signing and the tine of verifying.

o Does not offer any assertions about the behaviors of the signer

o Does not prescribe any specific actions for receivers to take upon
successful signature verification

Hansen, et al. I nf or mati onal [ Page 4]



RFC 5585 DKI M Service Overview July 2009
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o Does not provide protection after signature verification

o Does not protect against re-sending (replay of) a nessage that
already has a verified signature; therefore, a transit
internediary or a recipient can re-post the nessage -- that is,
post it as a new nessage -- with the original signature renmining
verifiable, even though the new recipient(s) nmght be different
fromthose who were originally specified by the author

Prior Wrk

Historically, the IP Address of the systemthat directly sent the
nessage -- that is, the previous enail "hop" -- has been treated as
an identity to use for naking assessnents. For exanple, see

[ RFC4408], [RFC4406], and [ RFC4407] for sone current uses of the
sendi ng system s |IP Address. The |IP Address is obtained via
underlying Internet information mechanisnms and is therefore trusted
to be accurate. Besides having sone known security weaknesses, the
use of addresses presents a number of functional and operationa
probl enms. Consequently, there is a wi despread desire to use an
identifier that has better correspondence to organi zati ona
boundari es. Domain names can satisfy this need.

There have been four previous |IETF Internet Mail signature standards.
Their goals have differed fromthose of DKIM PEM and MOSS are only
of historical interest.

o Privacy Enhanced Mail (PEM was first published in 1987 [ RFC0989].

o Pretty Good Privacy (PGP) was devel oped by Phil Zi mmernann and
first released in 1991. A |later version was standardi zed as
OpenPGP [ RFC1991] [ RFC2440] [ RFC3156] [ RFC4880].

o PEMeventually transformed into MME Cbject Security Services
(MOSS) in 1995 [ RFC1848].

0 RSA Security independently devel oped Secure MME (SIMME) to
transport a Public Key Cryptographic System (PKCS) #7 data object.
It was standardi zed as [ RFC3851].

Devel opnent of both S/M ME and OpenPGP has continued. Wile each has
achi eved a significant user base, neither one has achi eved ubiquity
i n depl oynment or use.

To the extent that other nessage-signing services mght have been
adapted to do the job that DKIMis designed to perform it was felt
that repurposing any of those would be nore problematic than creating
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a separate service. That said, DKIMonly uses cryptographic
conponents that have a long history, including use within some of
those ot her messagi ng security services.

DKIMis differentiated by its reliance on an identifier that is
specific to DKI M use.

DKI M al so has a distinctive approach for distributing and vouchi ng
for keys. It uses a key-centric, public-key nanagenent scherne,
rather than the nore typical approaches based on a certificate in the
styl es of Kohnfelder (X 509) [Kohnfelder] or Z mermann (web of
trust) [Webof Trust]. For DKIM the owner of the SDID asserts the
validity of a key, rather than having the validity of the key
attested to by a trusted third party, often including other
assertions, such as a quality assessnent of the key's owner. DKIM
treats quality assessnent as an independent, val ue-added servi ce,
beyond the initial work of deploying a signature verification

servi ce.

Further, DKIMs key nmanagenent is provided by adding information
records to the existing Donmain Name System (DNS) [ RFC1034], rather
than requiring depl oynent of a new query infrastructure. This
approach has significant operational advantages. First, it avoids
the considerable barrier of creating a new global infrastructure;
hence, it |everages a gl obal base of adninistrative experience and
highly reliable distributed operation. Second, the technical aspect
of the DNS is already known to be efficient. Any new service woul d
have to undergo a period of gradual maturation, with potentially
probl ematic early-stage behaviors. By (re-)using the DNS, DKIM
avoi ds t hese grow ng pains.

1.3. Internet Ml Background

The basic Internet email service has evol ved extensively over its
several decades of continuous operation. |Its nmodern architecture
conpri ses a nunber of specialized conmponents. A discussion about
Mai | User Agents (MJAs), Mail Handling Services (MHSs), Mail Transfer
Agents (MFAs), Mail Subm ssion Agents (MSAs), Mail Delivery Agents
(MDAs), Mail Service Providers (MsSPs), Adm nistrative Managenent
Domai ns (ADMDs), Mediators, and their relationships can be found in
Appendi x A.

2. The DKIM Val ue Proposition
The nature and origins of a nmessage often are falsely stated. Such
m srepresentati ons may be enployed for legitimte or nefarious

reasons. DKIM provides a foundation for distinguishing legitimte
mai |, and thus a nmeans of associating a verifiable identifier with a
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nessage. G ven the presence of that identifier, a receiver can make
deci si ons about further handling of the message, based upon
assessments of the identity that is associated with the identifier

Recei vers who successfully verify a signature can use information
about the signer as part of a programto limt spam spoofing,

phi shing, or other undesirable behaviors. DKIMdoes not, itself,
prescri be any specific actions by the recipient; rather, it is an
enabl i ng technol ogy for services that do.

These services will typically:

1. Determine a verified identity as taking responsibility for the
nmessage, if possible.

2. Evaluate the trustworthiness of this/these identities.

The role of DKIMis to performthe first of these; DKIMis an enabler
for the second.

2.1. ldentity Verification

Consi der an attack made agai nst an organi zati on or agai nst custoners
of an organi zation. The nane of the organization is linked to
particular Internet donmain nanes (identifiers). Attackers can

| everage using either a legitimate domai n nane, one wi thout

aut hori zation, or a "cousin" nane that is simlar to one that is
legitimate, but is not controlled by the target organization. An
assessment service that uses DKIMcan differentiate between a donain
(SDI D) used by a known organi zation and a domain used by others. As
such, DKIM perforns the positive step of identifying nessages
associated with verifiable identities, rather than the negative step
of identifying nessages with problematic use of identities. Whether
a verified identity belongs to a Good Actor or a Bad Actor is a
guestion for |ater stages of assessnent.

2.2. Enabling Trust Assessnents

Emai | receiving services are faced with a basic decision: whether to
accept and deliver a newy arrived nessage to the indicated
recipient? That is, does the receiving service trust that the
nessage is sufficiently "safe" to be viewed? For the nodern
Internet, nost receiving services have an el aborate engi ne that
fornmulates this quality assessnment. These engi nes take a variety of
information as input to the decision, such as fromreputation lists
and accreditation services. As the engine processes information, it
raises or lowers its trust assessnent for the nessage.
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In order to formulate reputation information, an accurate, stable
identifier is needed. QOherw se, the information nmight not pertain
to the identified organization's own actions. Wen using an IP
Address, accuracy is based on the belief that the underlying |Internet
infrastructure supplies an accurate address. When using domai n-based
reputation data, sonme other formof verification is needed, since it
is not supplied independently by the infrastructure.

DKI M satisfies this requirement by declaring a valid "responsible"
identity -- referenced through the SDID -- about which the engine can
make quality assessments and by using a digital signature to ensure
that use of the identifier is authorized. However, by itself, a
valid DKIM signature neither |owers nor raises the | evel of trust
associated with the nessage, but it enables other nmechanisns to be
used for doing so.

An organi zation mght build upon its use of DKIM by publishing

i nformati on about its Signing Practices (SP). This could permt
detecting sone nessages that purport to be associated with a domain,
but which are not. As such, an SP can cause the trust assessment to
be reduced, or |eave it unchanged.

2.3. Establishing Message Validity

Though man-in-the-mddle attacks are historically rare in email, it
is neverthel ess theoretically possible for a nmessage to be nodified
during transit. An interesting side effect of the cryptographic
nmet hod used by DKIMis that it is possible to be certain that a

si gned message (or, if |I=1is used, the signed portion of a message)
has not been nodified between the tine of signing and the time of
verifying. |If it has been changed in any way, then the nessage wl|l

not be verified successfully with DKIM

As described above, this validity neither |owers nor raises the |eve
of trust associated with the message. If it was an untrustworthy
nmessage when initially sent, the verifier can be certain that the
nessage will be equally untrustworthy upon receipt and successfu
verification.

3. DKIM Goal s
DKI M adds an end-to-end aut hentication capability to the existing
emai | transfer infrastructure. That is, there can be nultiple emil

rel ayi ng hops between signing and verifying. Hence, it defines a
mechani smthat only needs to be supported by the signer and the
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verifier, rather than any of the functional conmponents al ong the
handl i ng path. This motivates functional goals about the

aut hentication itself and operational goals about its integration
with the rest of the Internet emmil service.

3.1. Functional Coals
3.1.1. Use Donuain-Level Ganularity for Assurance

DKI M provi des accountability at the coarse granularity of an

organi zation or, perhaps, a department. An existing construct that
enables this granularity is the Domain Nane [ RFC1034]. DKIM binds a
signing key record to a Domain Nanme as the SDID. Further benefits of
usi ng domai n names include sinplifying key managenent, enabling
signing by the infrastructure as opposed to the MJA, and reduci ng
privacy concerns.

Contrast this with OQpenPGP and S/ M ME, which associate verification
wi th individual authors, using their full enmil addresses.

3.1.2. Inplenentation Locality

Any party, anywhere along the transit path, can inplenment DKIM
signing. Its use is not confined to particular systens, such as the
author’s MJA or the inbound boundary MIA, and there can be nore than
one signature per nessage.

3.1.3. Allow Delegation of Signing to | ndependent Parties

Different parties have different roles in the process of emi
exchange. Sone are easily visible to end users and others are
primarily visible to operators of the service. DKIMwas designed to
support signing by any of these different parties and to permt them
to sign with any domain nanme that they deem appropriate (and for

whi ch they hold authorized signing keys). As an exanple, an

organi zation that creates email content often del egates portions of
its processing or transm ssion to an outsourced group. DKIM supports
this node of activity, in a nmanner that is not normally visible to
end users. Similarly, a reputation provider can delegate a signing
key for a domain under the control of the provider, to be used by an
organi zation for which the provider is prepared to vouch

3.1.4. Distinguish the Core Authentication Mechanismfromlits
Derivative Uses

An authenticated identity can be subject to a variety of assessnent

policies, either ad hoc or standardi zed. DKIM separates basic
aut hentication fromassessnent. The only semantics i nherent to a
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DKI M si gnature are that the signer is asserting sonme kind of
responsibility for the nessage. Any interpretation of this kind of
responsibility is the job of services building on DKIM but the
details are beyond the scope of that core. One such mechani sm m ght
assert a relationship between the SDID and the author, as specified
in the rfc5322. From header field s domain identity. Another m ght
specify how to treat an unsigned nessage with that rfc5322. From
field donmain.

3.1.5. Retain Ability to Have Anonynous Emai

The ability to send a nessage that does not identify its author is
considered to be a valuable quality of the current emmil service that
needs to be retained. DKIMis compatible with this goal since it
permits authentication of the enmail system operator, rather than the
content author. |If it is possible to obtain effectively anonynous
accounts at exanple.com knowi ng that a nmessage definitely canme from
exanpl e. com does not threaten the anonymty of the user who authored
it.

3.2. (Operational Coals

3.2.1. Make Presence of Signature Transparent to Non- Supporting
Reci pi ents

In order to facilitate increnmental adoption, DKIMis designed to be
transparent to recipients that do not support it. A DKIMsignature
does not "get in the way" for such recipients.

Contrast this with S/IM M and OpenPGP, which nodi fy the nessage body.
Hence, their presence is potentially visible to email recipients,
whose user software needs to process the associ ated constructs.

3.2.2. Treat Verification Failure the Sane as No Signature Present

DKI M nust al so be transparent to existing assessnent nmechani sns.
Consequently, a DKIM signature verifier is to treat nessages with
signatures that fail as if they were unsigned. Hence, the nessage
will revert to normal handling, through the receiver’s existing
filtering mechanisnms. Thus, DKIM specifies that an assessing site is
not to take a nmessage that has a broken signature and treat it any
differently than if the signature weren't there.

Contrast this with CpenPGP and S/M ME, which were designed for strong

cryptographic protection. This included treating verification
failure as nessage failure.
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3.2.3. Permt Increnental Adoption for Increnmental Benefit

DKI M can be used by any two organi zati ons that exchange enail and

i mpl enent DKIM it does not require adoption within the open
Internet’s email infrastructure. In the usual manner of "network

ef fects", the benefits of DKIMincrease as its adoption increases.

Al t hough this mechani smcan be used in association with independent
assessnent services, such services are not essential in order to
obtain initial benefit. For exanple, DKIMallows (possibly |arge)

pai rwi se sets of email providers and spamfiltering conpanies to

di stinguish mail that is associated with a known organi zation, versus
mai |l that m ght deceptively purport to have the affiliation. This in
turn allows the devel opment of "whitelist" schenes whereby

aut henticated mail froma known source with good reputation is

all owed to bypass sone anti-abuse filters.

In effect, the email receiver can use their set of known

rel ationships to generate their own reputation data. This works
particularly well for traffic between |arge sending providers and
| arge receiving providers. However, it also works well for any
operator, public or private, that has nmail traffic dom nated by
exchanges anong a stable set of organizations.

Managenent of email delivery problens currently represents a
significant pain point for enmil adnministrators at every point on the
mail transit path. Administrators who have depl oyed DKI M
verification have an incentive to encourage senders (who m ght
subsequently conplain that their email is not being delivered) to use
DKI M si gnat ur es.

3.2.4. Mnimze the Anbunt of Required Infrastructure

In order to allow early adopters to gain early benefit, DKIM nakes no
changes to the core Internet Mail service and, instead, can provide a
useful benefit for any individual pair of signers and verifiers who
are exchanging mail. Simlarly, DKIMs reliance on the Domai n Nane
System greatly reduces the anount of new adm nistrative
infrastructure that is needed across the open Internet.

3.2.5. Pernmit a Wde Range of Depl oyment Choices

DKI M can be deployed at a variety of places within an organization’s
emai| service. This affords flexibility in ternms of who adm nisters
its use, as well as what traffic carries a DKIM signature. For
exanpl e, enployi ng DKIM at an out bound boundary MIA will nean that it
is adm nistered by the organization’s central |IT departnent and that
i nternal nmessages are not signed.
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4. DKIM Function

DKI M has a very constrained set of capabilities, primarily targeting
email while it is in transit froman author to a set of recipients.

It associates verifiable information with a nmessage, especially a
responsi ble identity. Wen a nessage does not have a valid signature
associated with the author, a DKIMSP will pernit the donmain nanme of
the author to be used for obtaining information about their signing
practi ces.

4.1. Basic Signing

Wth the DKIM signature nechanism a signer chooses an SDI D, performs
digital signing on the nessage, and adds the signature information
using a DKIM header field. A verifier obtains the domain nanme and
the "selector"” fromthe DKIM header field, obtains the public key
associated with the name, and verifies the signature.

DKI M pernmits any donmmin nane to be used as the SDI D, and supports
extensi bl e choices for various algorithns. As is typical for
Internet standards, there is a core set of algorithnms that al

i mpl enentations are required to support, in order to guarantee basic
i nteroperability.

DKIM pernits restricting the use of a signature key to signing
nessages for particular types of services, such as only for a single
source of email. This is intended to be hel pful when del egating
signing authority, such as to a particular departnment or to a third-
party outsourcing service.

Wth DKIM the signer explicitly lists the headers that are signed,
such as From, Date:, and Subject:. By choosing the mninmal set of
headers needed, the signature is likely to be considerably nore
robust agai nst the handling vagaries of internmediary MIAs.

4.2. Characteristics of a DKIM Signature

A DKI M signature applies to the nessage body and sel ected header
fields. The signer computes a hash of the selected header fields and
anot her hash of the body. The signer then uses a private key to
cryptographically encode this information, along with other signing
paranmeters. Signature information is placed into DKI M Signature:, a
new [ RFC5322] nessage header field.
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4. 3.

4.5.

Han

The Sel ector Construct

The key for a signature is associated with an SDID. That donain name
provi des the conplete identity used for maki ng assessments about the
signer. (The DKIM specification does not give any guidance on how to
do an assessnent.) However, this nane is not sufficient for making a
DNS query to obtain the key needed to verify the signature.

A single SDID can have multiple signing keys and/or multiple
potential signers. To support this, DKIMidentifies a particul ar
signature as using a combination of the SDID and an added field,
called the "selector", specified in a separate DKIM Si gnature: header
field paraneter.

NOTE: The semantics of the selector (if any) are strictly reserved
to the signer and is to be treated as an opaque string by al
other parties. |If verifiers were to enploy the selector as part
of an assessnent nechanism then there would be no renaining
nmechani smfor nmaking a transition froman old, or conprom sed, key
to a new one.

Verification

After a nessage has been signed, any agent in the nessage transit
path can verify the signature to determne that the owner of the SDID
took responsibility for the nessage. Message recipients can verify
the signature by querying the DNS for the signer’s domain directly,
to retrieve the appropriate public key, and thereby confirmthat the
message was signed by a party in possession of the private key for
the SDID. Typically, verification will be done by an agent in the
Admi ni strative Managenent Dormai n (ADVMD) of the nessage recipient.

Sub- Domai n Assessnent

Signers often need to support nultiple assessments about their
organi zation, such as to distinguish one type of nmessage from
another, or one portion of the organization fromanother. To permt
assessnments that are independent, one nmethod is for an organi zation
to use different sub-domains as the SDID tag, such as
"transacti on. exanpl e. cont’ versus "newsl etter.exanple.cont, or
"product A. exanmpl e. cont’ versus "product B. exanpl e. com’. These can be
entirely separate fromthe rfc5322. From header field domain
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5. Service Architecture
DKI M uses external service conponents, such as for key retrieval and
relaying email. This specification defines an initial set, using DNS
and SMIP, for basic interoperability.

|
| - RFC5322 Message

\%
I + e +
| Private| | ORI G NATI NG OR RELAYI NG ADMD |
| Key +...>| Sign Message with SDI D |
| Store | R R LR +
S + |
(paired) [l nternet]
E R + | e +
| Public | R + | Rempte
| Key | | RELAYI NG OR DELI VERI NG ADVMD | | Sender
| Store | | Message Signed? | | Practices
I oonns e S R + oonns S R +
| yes | no
v |
. S + |
oo > Verify R + |
| Signature | |
S e S e + | |
pass| fail| |
v |
S + | |
| | I
oo >| Assessnents | | |
| | vV Vv
oeenn I S S . + .
[ /| Check \<............ +
| A+ >/ Signing \
| / Practices \<.......... +
| R, R, +
| |
. | Y,
B I R + | e + S R, +---- - +
| Reput ation/ | | | Message | | Local Info
| Accreditation| R > Filtering | | on Sender
| Info | | Engine | | Practices
. + S + S TRy +

Figure 1: DKIM Service Architecture
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As shown in Figure 1, basic nmessage processing is divided between a
signi ng Admini strative Managenent Donmain (ADMD) and a verifying ADVD
At its sinplest, this is between the originating ADMD and the
delivering ADMD, but can involve other ADVDs in the handling path.

si gni ng: Signing is perfornmed by an authorized nodule within the
si gning ADMD and uses private information fromthe Key Store, as
di scussed below. Wthin the originating ADMD, this night be
performed by the MJA, MSA, or an MIA.

verifying: verifying is perfornmed by an authorized nodule within
the verifying ADMD. Wthin a delivering ADVMD, verifying m ght be
perfornmed by an MIA, MDA, or MJA. The nodule verifies the
signature or determi nes whether a particular signature was
required. Verifying the signature uses public information from
the Key Store. |If the signature passes, reputation information is
used to assess the signer and that information is passed to the
nessage filtering system |If the signature fails or there is no
signature using the author’s donmin, information about signing
practices related to the author can be retrieved renotely and/or
locally, and that information is passed to the nessage filtering
system

If a nessage has nore than one valid signature, the order in which
the signers are assessed and the interactions anbng the assessnents
are not defined by the DKIM specification

5.1. Admnistration and M ntenance

A nunber of tables and services are used to provide externa
i nformati on. Each of these introduces adm nistration and mai nt enance
requi renents.

Key Store: DKI M uses public-/private-key (asynmetric) cryptography.
The signer users a private key and the verifier uses the
correspondi ng public key. The current DKIM Signing specification
provi des for querying the Domain Nanes Service (DNS), to pernit a
verifier to obtain the public key. The signing organization
therefore needs to have a nmeans of adding a key to the DNS, for
every sel ector/SDI D conbi nati on. Further, the signing
organi zati on needs policies for distributing and revising keys.

Reput ati on/ Accreditation: If a nessage contains a valid signature,
then the verifier can evaluate the associ ated donai n nane’s
reputation, in order to determ ne appropriate delivery or display
options for that nessage. Quality assessnent information, which
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5.

5.

5.

2.

3.

4.

is associated with a donmain nanme, cones in many fornms and from
many sources. DKIM does not define assessnent services. |Its

rel evance to themis to provide a verified domain nanme, upon which
assessments can be made.

Signing Practices (SP): Separate fromdetermning the validity of a

signature, and separate from assessing the reputation of the
organi zation that is associated with the signed identity, there is
an opportunity to determ ne any organi zati onal practices
concerning a domain name. Practices can range widely. They can
be published by the owner of the domain or they can be maintained

by the evaluating site. They can pertain to the use of the domain

nane, such as whether it is used for signing nessages, whether al
mai | having that domain name in the author rfc5322. From header
field is signed, or even whether the domain owner recomrends

di scardi ng nmessages in the absence of an appropriate signature.
The statenents of practice are made at the | evel of a domain nane,
and are distinct fromassessnents nade about particul ar nessages,
as occur in a Message Filtering Engine. Such assessnents of
practices can provide useful input for the Message Filtering

Engi ne’ s determinati on of nessage handling. As practices are

defi ned, each domai n name owner needs to consider what information

to publish. The nature and degree of checking practices, if any
are perfornmed, is optional to the evaluating site and is strictly
a matter of |ocal policy.

Si gni ng

Si gning can be performed by a conmponent of the ADMD that creates the
nessage, and/or within any ADVD along the relay path. The signer
uses the appropriate private key that is associated with the SDI D

Verifying

Verification can be perforned by any functional conponent along the
relay and delivery path. Verifiers retrieve the public key based
upon the paraneters stored in the nessage.

Unverified or Unsigned Mi

Messages | acking a valid author signature (a signature associ ated
with the author of the nmessage as opposed to a signature associated
with an internediary) can pronpt a query for any published "signing
practices" information, as an aid in determnining whether the author
i nformati on has been used w t hout authorization
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5.

5.

6.

6.

6.

5. Assessing

Figure 1 shows the verified identity as being used to assess an
associ ated reputation, but it could be applied to other tasks, such
as managenent tracking of mmil. Local policy guidelines my cause
signing practices to be checked or the nmessage may be sent directly
to the nessage Filtering Engine.

A popul ar use of reputation information is as input to a Filtering
Engi ne that deci des whether to deliver -- and possibly whether to
specially mark -- a message. Filtering Engi nes have becone conpl ex
and sophisticated. Their details are outside of the scope of DKIM

ot her than the expectation that the verified identity produced by
DKI M can accunul ate its own reputation, and will be added to the
varied soup of rules used by the engines. The rules can cover signed
nmessages and can deal with unsigned nessages froma domain, if the
domai n has published informati on about its practices.

6. DKIM Processing within an ADVD

It is expected that the npst common venue for a DKIM i npl ementation
will be within the infrastructures of the authoring organization’'s
out bound service and the receiving organi zation’s i nbound service,
such as a departnent or a boundary MIA. DKIM can be inplenented in
an author’s or recipient’s MJA, but this is expected to be |ess
typical, since it has higher adm nistration and support costs.

A Mediator is an MJA that receives a nessage and can repost a

nodi fied version of it, such as to a mailing list. A DKIMsignature
can survive sone types of nodifications through this process.
Furthernore, the Mediator can add its own signature. This can be
added by the Mediator software itself, or by any outbound conponent
in the Mediator’s ADMD

Consi der ati ons
1. Security Considerations

The security considerations of the DKIM protocol are described in the
DKI M base specification [ RFC4871], with [RFC4686] as their basis.

2. Acknow edgenents

Many peopl e contributed to the devel opnment of the Donai nKeys
Identified Mail and the effort of the DKIM Wrking Goup is
gratefully acknow edged. In particular, we would like to thank Jim
Fenton for his extensive feedback diligently provided on every
version of this document.

Hansen, et al. I nf or mati onal [ Page 17]



RFC 5585 DKI M Service Overview July 2009

7. Informative References

[ Kohnfel der] Kohnfelder, L., "Towards a Practical Public-key
Cryptosystent, May 1978.

[ RFC0989] Linn, J. and I AB Privacy Task Force, "Privacy
enhancenent for Internet electronic mail: Part I:
Message enci phernment and aut hentication procedures”,
RFC 989, February 1987.

[ RFC1034] Mockapetris, P., "Domain names - concepts and
facilities", STD 13, RFC 1034, Novenber 1987.

[ RFC1113] Linn, J., "Privacy enhancenent for Internet electronic
mail: Part | - nessage enci phernent and authentication

procedures”, RFC 1113, August 1989.

[ RFC1848] Crocker, S., @Glvin, J., Murphy, S., and N. Freed,
"M ME Object Security Services", RFC 1848,
Oct ober 1995.

[ RFC1991] Atkins, D., Stallings, W, and P. Zi mrermann, "PGP
Message Exchange Formats", RFC 1991, August 1996.

[ RFC2440] Cal las, J., Donnerhacke, L., Finney, H, and R Thayer,
"OpenPGP Message Fornmat", RFC 2440, Noverber 1998.

[ RFC3156] El kins, M, Del Torto, D., Levien, R, and T. Roessler
"M ME Security with OpenPG', RFC 3156, August 2001.

[ RFC3851] Ransdel |, B., "Secure/Miltipurpose |Internet Mi
Extensions (S/M ME) Version 3.1 Message Specification",
RFC 3851, July 2004.

[ RFC4406] Lyon, J. and M Wbng, "Sender |ID: Authenticating
E-Mai | ", RFC 4406, April 2006.
[ RFC4407] Lyon, J., "Purported Responsible Address in E-Mi

Messages", RFC 4407, April 2006.

[ RFC4408] wng, M and W Schlitt, "Sender Policy Framework (SPF)
for Authorizing Use of Domains in E-Mail, Version 1",
RFC 4408, April 2006.

[ RFC4686] Fenton, J., "Analysis of Threats Mtivati ng Domai nKeys
Identified Mail (DKIM", RFC 4686, Septenber 2006.

Hansen, et al. I nf or mati onal [ Page 18]



RFC 5585

[ RFCA871]

[ RFC4880]

[ RFC5322]

[ Webof Trust ]

Hansen,

et al.

DKI M Service Overview July 2009

Alman, E., Callas, J., Delany, M, Libbey, M, Fenton,
J., and M Thonmas, "Donai nKeys ldentified Mail (DKIM
Si gnatures", RFC 4871, May 2007.

Callas, J., Donnerhacke, L., Finney, H, Shaw, D., and
R Thayer, "OpenPGP Message Fornmat", RFC 4880,
Novenber 2007.

Resnick, P., Ed., "Internet Message Format", RFC 5322,
Cct ober 2008.

Net wor k Associates, Inc. and its Affiliated Conpani es,

"How PGP works, in Introduction to Cryptography", 1999,
<http://ww. pgpi . or g/ doc/ pgpi ntro/ >.

I nf or mati onal [ Page 19]



RFC 5585 DKI M Service Overview July 2009

Appendi x A.  Internet Mail Background
A.1. Core Mde

Internet Mail is split between the user world, in the formof Mi
User Agents (MJUA), and the transm ssion world, in the formof the
Mai | Handling Service (MHS) composed of Mail Transfer Agents (MIA).
The MHS is responsible for accepting a nessage from one user, the
author, and delivering it to one or nmore other users, the recipients.
This creates a virtual MJA-to- MJA exchange environment. The first
conponent of the MHS is called the Mail Subm ssion Agent (MSA) and
the last is called the Mail Delivery Agent (NMDA).

An enmmi|l Mediator is both an inbound MDA and out bound MSA. It takes
delivery of a nmessage, nmakes changes appropriate to its service, and
then reposts it for further distribution. Typically, the new nessage
will retain the original rfc5322. From header field. A mailing list
is a common exanple of a Mediator.

The nodern Internet Mail service is marked by many i ndependent
operators, many different conponents for providing users with service
and many ot her conponents for perforn ng nessage transfer.
Consequently, it is necessary to distinguish admnistrative
boundari es that surround sets of functional components, which are
subj ect to coherent operational policies.

As el aborated on bel ow, every MSA is a candidate for signing using
DKIM and every MDA is a candidate for doing DKIMverification

A. 2. Trust Boundaries

Operation of Internet Mail services is apportioned to different
providers (or operators). Each can be conposed of an independent
ADm ni strative Managenent Dormain (ADMD). An ADMD operates with an

i ndependent set of policies and interacts with other ADVDs accordi ng
to differing types and anobunts of trust. Exanples include an end
user operating a desktop client that connects to an independent enail
service, a departnent operating a subm ssion agent or a |ocal Relay,
an organi zation's I T group that operates enterprise Relays, and an

| SP operating a public shared email service

Each of these can be configured into many conbi nations of

adm ni strative and operational relationships, with each ADVD
potentially having a conpl ex arrangenent of functional conponents.
Figure 2 depicts the rel ationshi ps anong ADMDs. Perhaps the nost
salient aspect of an ADMD is the differential trust that determ nes
its policies for activities within the ADVMD, versus those involving
interactions with other ADWVDs.
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Basi ¢ types of ADMDs i ncl ude:
Edge: Independent transfer services, in networks at the edge of

the Internet Mail service.

User: End-user services. These m ght be subsuned under an Edge
service, such as is conmon for web-based enmail

access.

Transit: These are Mail Service Providers (MSP) of fering val ue-
added capabilities for Edge ADMDs, such as aggregati on and

filtering.

Note that Transit services are quite different from packet-I|eve
transit operation. Wereas end-to-end packet transfers usually go
through internediate routers, email exchange across the open Internet

often is directly between the Edge ADMDs, at the emnai

Fommm - + +

| ADVD#1 | |

IEEEEEE | |

| | e >

| User | |

|| | | +--- >

| VvV | | |

| Edge---+---+ |

| I Tt +

e + | ADVDH2 | |
R |
I o
+--->|-Transit--+---+

| evel .

Figure 2: ADm nistrative Managenent Domai ns (ADVD) Exanpl e

In Figure 2, ADMD nunbers 1 and 2 are candi dates for doing DKIM
signi ng, and ADMD nunbers 2, 3, and 4 are candi dates for doi ng DKI M

verification.

The distinction between Transit network and Edge network transfer
services is primarily significant because it highlights the need for
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concern over interaction and protection between i ndependent

admini strations. The interactions between functional conmponents
within a single ADMD are subject to the policies of that domain.
Al t hough any pair of ADMDs can arrange for whatever policies they
wi sh, Internet Mail is designed to permt inter-operation w thout
prior arrangenent.

Conmon ADMD exanpl es are:
Enterprise Service Providers:

Qperators of an organi zation’s internal data and/or mai
servi ces.

I nternet Service Providers:

Operators of underlying data comruni cati on services that, in
turn, are used by one or nore Relays and Users. It is not
necessarily their job to performenmail functions, but they
can, instead, provide an environment in which those
functions can be perfornmed.

Mai | Service Providers:

Qperators of email services, such as for end users, or
mailing lists.

| ndex
ADMD 6

Admi ni strative Managenent Dormain 6
assessnment 7

D
DKI M Si gnature 12-13
DNS 6, 13-15
|
identifier 4-8
identity 3-7, 9, 12
infrastructure 5-6, 8-11, 17
M

Mail Delivery Agent 6

Mai | Handling Service 6
Mai |l Service Provider 6
Mai | Submi ssion Agent 6
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Mai | Transfer Agent 6

Mai | User Agent 6

MDA 6

MHS 6

M ME Obj ect Security Services 5
MOSS 5

VBA
VSP
MTA
MUA

OO

QpenPG 5

PEM 5

PGP 5

Pretty Good Privacy 5
Privacy Enhanced Mail 5

SSMM 5

trust 3, 7-8, 20

verification 4, 7-8, 10-11, 13, 16, 20-21

Web of Trust 6

X.509 6
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