Net wor k Wor ki ng G- oup N. WIlians
Request for Comments: 5587 Sun
Cat egory: Standards Track July 2009

Ext ended Generic Security Service MechanismInquiry APIs
Abst r act

Thi s docunent introduces new application programm ng interfaces
(API's) to the Ceneric Security Services APl (GSS-API) for extended
mechani smattribute inquiry. These interfaces are primarily intended
to reduce instances of hardcodi ng of nechanismidentifiers in GSS
applications.

These interfaces include nmechanismattributes and attribute sets, a
function for inquiring the attributes of a nmechanism a function for
i ndi cati ng mechani sns that possess given attributes, and a function
for displaying nmechanismattributes.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this document (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

GSS- APl [ RFC2743] mechani snms have a nunber of properties that may be

of interest to applications. The lack of APlIs for inquiring about
avai | abl e mechani sms’ properties has meant that nany GSS- AP
applications must hardcode nmechani sm Cbject ldentifiers (O Ds).
Ongoing work may result in a variety of new GSS-API nechani sns.
Appl i cations should not have to hardcode their QO Ds.

For exanple, the Secure Shell version 2 (SSHv2) protocol [RFC4251]
supports the use of GSS-API mechani sms for authentication [ RFC4462]
but explicitly prohibits the use of Sinple and Protected GSS-API
Negoti ati on (SPNEGD) [RFC4178]. Future nechani sns that negotiate

nmechani sns woul d have to be forbidden as well, but there is no way to
i mpl ement applications that inquire what mechani sms are avail abl e and
then progranmatically exclude mechani snms "li ke SPNEGO'.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

WIlians
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3.

3.

1

New GSS- APl Interfaces

W introduce a new concept -- that of mechanismattributes. By

all owi ng applications to query the set of attributes associated with
i ndi vi dual mechani sms and to find out which nechani sns support a
given set of attributes, we allow applications to sel ect mechani sns
based on their attributes w thout having to hardcode nechani sm O Ds.

Section 3.1 describes the nechanismattributes concept. Sections
3.4.2, 3.4.3, and 3.4.4 describe three newinterfaces that deal in
nmechani sns and attri bute sets:

0 GSS Indicate nmechs by attrs()

o GSS Inquire_attrs_for_nech()

o0 GSS Display_nech_attr()
Mechani sm Attributes and Attribute Sets

An abstraction for the features provided by nmechani sns and pseudo-
mechani sns is needed in order to facilitate the programmtic

sel ection of mechani sms. Pseudo- nechani sns are nechani sns t hat nake
reference to other mechanisns in order to provide their services.

For exanple, SPNEGO is a pseudo-nechanism for wthout other
nmechani sns SPNEGO i s usel ess.

Two data types are needed: one for individual mechanismattributes
and one for nechanismattribute sets. To sinplify the mechani sm
attribute interfaces, we reuse the "AD and 'OD set’ data types and
nodel individual nmechanismattribute types as QO Ds.

To this end, we define an open namespace of mechani smattributes and
assign themarcs off of this AOD:

<1.3.6.1.5.5.13>

Each nechani sm has a set of nechanismattributes that it supports as
described in its specification
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Li st of Known Mechani sm Attri butes

------------------------- Fommme a4
Mech Attr Name | OD Arc |
------------------------- S
GSS_C_MA_MECH_CONCRETE | (1)
GSS_C_MA_MECH_PSEUDO | (2) |
GSS_C_MA_MECH_COWVPGCSI TE | (3) |
GSS_C_MA_MECH NEGO | (4) |
GSS_C_MA MECH GLUE | (5)
GSS_C_MA_NOT_MECH | (6)
GSS_C_NMA_DEPRECATED | (7)
GSS_C_MA_NOT_DFLT_MECH | (8)
GSS_C_MA | TOK_FRAMED | (9)
GSS C MA AUTH INIT | (10)
GSS_C _MA_AUTH TARG | (11)
GSS C MA AUTH INIT_INT | (12)
GSS_C_MA_AUTH TARG INIT | (13)
GSS_C_MA_AUTH_I NI T_ANON | (14) |
GSS_C_MA_AUTH_TARG_ANON | (15) |
GSS_C_MA DELEG CRED | (16)
GSS_C_MA | NTEG_PROT | (17)
GSS_C_MA_CONF_PROT | (18)
GSS C VA MC | (19) |
GSS_C_MA_WRAP | (20) |
GSS_C_MA_PROT_READY | (21) |
GSS_C_MA REPLAY_DET | (22) |
GSS_C_MA OCS_DET | (23)
GSS_C_IMA_CBI NDI NGS | (24)
GSS_C_MA_PFS | (25)
GSS_C_MA_COWPRESS | (26)
GSS_C_MA _CTX_TRANS | (27) |
<reserved> | (28...) |
------------------------- Fomm -+
Table 1

St andards Track

J

concr et e- mech
pseudo- nech
conposi t e- mech

nmech- negoti ati on- mec
nmech- gl ue

not - mech
nech- depr ecat ed
mech- not - def aul t
initial-is-framed

auth-init-princ
aut h-targ-princ
auth-init-princ-init
auth-targ-princ-init
aut h-init-princ-anon
aut h-targ-princ-anon

del eg-cred

i nt eg- prot
conf - pr ot

mc

wrap

pr ot - r eady

repl ay- det ecti on
oos-det ection
channel - bi ndi ngs
pfs

conpr ess
context-transfer

uly 2009

h

i al
i al

[ Page 4]



RFC 5587 Ext ended GSS Mech I nquiry July 2009

| Mech Attr Nane | Purpose |

I ndicates that a nech is neither a
pseudo- nechani sm nor a conposite
mechani sm

Indicates that a nech is a

pseudo- mechani sm

I ndicates that a mech is a conposite of
ot her mechanisnms. This is reserved for
a specification of "stackable"

pseudo- mechani sns.

I ndi cates that a nmech negoti ates ot her
nmechs (e.g., SPNEGO has this
attribute).

Indicates that the ODis not for a
mechani sm but for the GSS-API itself.
Indicates that the ADis known, yet it
is also known not to be the O D of any
GSS- APl mechani sm (or of the GSS-API
itself).

I ndicates that a mech (or its AD) is
deprecated and MJUST NOT be used as a
def aul t mechani sm

I ndicates that a mech (or its QD) MJST

GSS C MA MECH CONCRETE

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| NOT be used as a default nechani sm
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

GSS_C_MA_MECH_PSEUDO

GSS_C_MA_MECH_COVPCSI TE

GSS_C_MA_MECH_NEGO

GSS_C_MA_MECH GLUE

GSS_C_MA_NOT_MECH

GSS_C_MA_DEPRECATED

GSS_C MA NOT_DFLT_MECH
GSS_C MA | TOK_FRAVED I ndi cates that the given mechanisms
initial context tokens are properly
franed as per Section 3.1 of [RFC2743].
I ndi cat es support for authentication of
initiator to acceptor.

I ndi cat es support for authentication of
acceptor to initiator.

I ndi cat es support for "initial"

aut hentication of initiator to
acceptor. "Initial authentication"
refers to the use of passwords, or keys
stored on tokens, for authentication
Whet her a mechani sm supports initia

aut henti cati on may depend on | ETF
consensus (see Security
Consi der ati ons) .

I ndi cates support for initia

aut hentication of acceptor to
initiator.

I ndi cat es support for

GSS_C NT_ANONYMOUS as an initiator
princi pal nane.

GSS_C_ MA AUTH INIT
GSS_C_MA_AUTH_TARG

GSS_C MA AUTH INIT_INIT

GSS_C_MA_AUTH TARG INIT

GSS_C_MA_AUTH_| NI T_ANON
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GSS C MA AUTH TARG ANON | Indicates support for

GSS_C _NT_ANONYMOUS as a target
princi pal nane.

I ndi cat es support for credenti al
del egati on.

I ndi cat es support for per-nessage
integrity protection.

I ndi cat es support for per-nessage
confidentiality protection.

I ndi cat es support for Message Integrity
Code (M C) tokens.

GSS _C VA WRAP I ndi cat es support for WRAP tokens.

| |
| |
| GSS _C MA DELEG CRED |
| |
| |
| |
| |
| |
| |
: :
| GSS C MA PROT_READY | I'ndicates support for per-nessage
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

GSS_C_MA_| NTEG_PROT
GSS_C_MA_CONF_PROT

GSS_C MA MC

protection prior to full context

establ i shrment.

I ndi cat es support for replay detection.
I ndi cat es support for out-of-sequence
det ecti on.

I ndi cat es support for channel bindings.
I ndi cat es support for Perfect Forward
Security.

I ndi cat es support for conpression of
data inputs to GSS Wap().

I ndi cat es support for security context
export/inport.

GSS_C_MA_REPLAY_DET
GSS_C_MA_0OS_DET
GSS_C_MA_CBI NDI NGS
GSS_C_MA_PFS
GSS_C_MA_COVPRESS

GSS_C_MA_CTX_TRANS

Table 2
3.3. Mechanism Attribute Sets of Existing Mechs

The Kerberos V nmechani sm [ RFC1964] provides the foll owi ng nechani sm
attributes:

o GSS_C_MA MECH CONCRETE
0o GSS_C MA | TOK_FRAVED

0 GSS CMAAUTHINT

o GSS_C_MA AUTH TARG

o GSS C MA DELEG CRED

0 GSS_C MA | NTEG PROT

o GSS_C_MA CONF_PROT
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o GSS CMAMC

0 GSS C MA WRAP

0o GSS_C MA PROT_READY
o GSS C MA REPLAY DET
o GSS C MA OOS_DET

o GSS_C_MA CBI NDI NGS

0 GSS C MA CTX TRANS (sone inplenentations, using inplenmentation-
speci fic exported context token fornmats)

The Kerberos V mechani sm al so has a deprecated O D that has the sane
mechani sm attri butes as above as well as GSS_C MA DEPRECATED.

The nmechani sm attributes of the Sinple Public-Key GSS-APlI Mechani sm
(SPKM [ RFC2025] family of nmechanisns will be provided in a separate
document, as SPKMis currently being reviewed for possibly
significant changes due to problenms in its specifications.

The Low Infrastructure Public Key (LIPKEY) nechani sm[RFC2847] offers
the following attributes:

0o GSS_C MA MECH CONCRETE
0o GSS_C MA | TOK_FRAVED

0 GSS CMAAUTHINTINT

0 GSS_C_MA AUTH TARG (from SPKM 3)

0o GSS_C MA AUTH TARG ANON (from SPKM 3)
0o GSS_C MA | NTEG PROT

0o GSS_C_MA CONF_PROT

o GSS_C MA REPLAY DET

o GSS C MA OOS _DET

0 GSS C MA CTX _TRANS (sone inplenentations, using inplenmentation-
speci fic exported context token formats)

WIIlians St andards Track [ Page 7]



RFC 5587 Ext ended GSS Mech I nquiry July 2009

(LI PKEY shoul d al so provide GSS C MA CBI NDI NGS, but SPKM 3
requires clarifications on this point.)

The SPNEGO nechani sm [ RFC4178] provides the follow ng attributes:

o GSS_C MA MECH NEGO

o GSS_C MA | TOK_FRAMED

Al'l other mechanisms’ attributes will be described el sewhere.
3.4. New GSS-APlI Function Interfaces

Several new interfaces are given by which, for exanple, GSS-API
applications may determine what features are provided by a given
mechani sm and what mechani snms provi de what features.

These new i nterfaces are all OPTI ONAL.

Applications should use GSS |Indicate nechs by attrs() instead of
GSS I ndi cate_mechs() wherever possible.

Applications can use GSS | ndicate_nechs_by attrs() to determ ne what,
i f any, mechani sns provide a given set of features.

GSS Indicate _nmechs by attrs() can also be used to indicate (as in
GSS I ndicate_mechs()) the set of avail able nmechanisns of each type
(concrete, mechani smnegoti ati on pseudo-mechanism etc.).

3.4.1. MechanismAttribute Criticality

Mechani sm attri butes may be added at any tinme. Not only nmay
attributes be added to the Iist of known nmechanismattributes at any
time, but the set of nechanismattributes supported by a mechani sm
can be changed at any tine.

For exanple, new attributes m ght be added to reflect whether a
nmechani snmis initiator nust contact an online infrastructure and/or
whet her the acceptor nust do so. In this exanple, the Kerberos V
mechani smwoul d gain a new attribute even though the mechanismitself
is not nodified.

Appl i cations nmaking use of attributes not defined herein would then
have no way of know ng whether a GSS-API inplenmentation and its
mechani sns know about new nmechanismattributes. To address this
probl em GSS Indicate_mechs_by attrs() and

GSS Inquire_attrs_for_nech() support a notion of critical mechanism
attributes. Applications can search for nechani sns that understand
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nmechani smattributes that are critical to the application, and the
application may ask what nechanismattri butes are understood by a
gi ven nechani sm

3.4.2. GSS Indicate_mechs_by attrs()
| nput s:

o desired_nech_attrs SET OF OBJECT | DENTIFIER -- set of GSS_C MA *
O Ds that the mechanisns indicated in the mechs output paraneter
MUST of fer.

o except_nech _attrs SET OF OBJECT | DENTIFIER -- set of GSS C MA *
O Ds that the nmechanisns indicated in the nmechs output paraneter
MUST NOT of fer.

o critical _mech_attrs SET OF OBJECT IDENTIFIER -- set of GSS C MA *
O Ds that the nmechanisns indicated in the nechs output paraneter
MUST understand (i.e., nechs must know whether critical attributes
are or are not supported).

CQut put s:

0 nmmjor_status | NTEGER

o mnor_status | NTEGER

o mechs SET OF OBJECT | DENTIFIER -- set of mechani sms that support
the given desired_nech_attrs but not the except_mech_attrs, and
all of which understand the given critical _nech attrs (the caller
nust release this output with GSS Rel ease _oid set()).

Return maj or _status codes:

0 GSS S COWPLETE i ndi cates success; the output mechs paraneter MAY
be the enpty set (GSS_C NO O D SET).

o0 GSS S FAILURE indicates that the request failed for sone ot her
reason.

GSS Indicate_mechs_by attrs() returns the set of O Ds corresponding
to nechanisns that offer at |east the desired nech_attrs but none of
the except_nech_attrs, and that understand all of the attributes
listed in critical_mech_attrs.

VWhen all three sets of O D input paraneters are the enpty set, this

function acts as a version of GSS indicate_mechs() that outputs the
set of all supported mechani sns.
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3.4.3. GSS Inquire_attrs_for_nech()

[ nputs:

o nmech OBJECT | DENTIFIER -- nmechanism O D

Qut put s:

0 major_status | NTEGER

0 mnor_status | NTEGER

o nmech_attrs SET OF OBJECT IDENTIFIER -- set of mech_attrs O Ds
(GSS_C MA *) supported by the nechanism (the caller must rel ease
this output with GSS_Rel ease_oi d_set()).

o0 known_nech_attrs SET OF OBJECT I DENTI FIER -- set of mech_attrs

O Ds known to the mechani sminpl enentation (the caller nust
rel ease this output with GSS Rel ease _oid set()).

Return maj or _status codes:

o

GSS_S COWPLETE i ndi cates success; the output mech_attrs parameter
MAY be the enpty set (GSS C NO O D SET).

GSS S BAD MECH i ndi cates that the nmechani sm naned by the mech
par aneter does not exist or that the mech is GSS_C NO O D and no
default mechani sm coul d be determ ned.

GSS S FAILURE indicates that the request failed for sone other
reason.

GSS Inquire_attrs_for_nech() indicates the set of mechani sm
attributes supported by a gi ven mechani sm

3.4.4.

GSS Di splay_nech_attr()

| nput s:

(0]

nmech_attr OBJECT | DENTIFIER -- mechanismattribute QD

Qut put s:

o

(0]

maj or _status | NTEGER

m nor _status | NTEGER
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o name COCTET STRING -- nanme of nechanismattribute (e.g.,
GSS_C MA *).
o short_desc OCTET STRING -- a short description of the mechani sm

attribute (the caller nmust release this output with
GSS _Rel ease_buffer()).

o long_desc OCTET STRING -- a | onger description of the mechani sm
attribute (the caller nust release this output with
GSS _Rel ease_buffer()).

Return maj or _status codes:

o GSS S COWLETE i ndi cates success.

0 GSS S BAD MECH ATTR i ndicates that the mechanismattribute
referenced by the nech_attr parameter is unknown to the

i mpl enent ati on.

0o GSS S FAILURE indicates that the request failed for sone other
reason.

This function can be used to obtain human-readabl e descri ptions of
GSS- APl mechani sm attri butes.

3.4.5. New Mjor Status Val ues

A single, new, major status code is added for
GSS Display_nech_attr():

o GSS_S BAD MECH ATTR,

roughly corresponding to GSS_S BAD MECH but applicable to mechani sm
attribute O Ds rather than to nechani sm O Ds.

For the C-bindings of the GSS-API [ RFC2744], GSS_S BAD MECH ATTR
shal |l have a routine error nunber of 19 (this is shifted to the left
by GSS_C _ROUTI NE_ERROR_OFFSET) .

3.4.6. C Bindings

Note that there is a bug in the C bindings of the GSS-APIv2ul

[ RFC2744] in that the C 'const’ attribute is applied to types that
are pointer typedefs. This is a bug because it declares that the

poi nter argument is 'const’ rather than that the object pointed by it
is const. To avoid this error, we hereby define new typedefs, which
i ncl ude const properly:
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typedef const gss _buffer_desc * gss _const buffer t;

typedef const struct gss_channel bindi ngs_struct *
gss_const _channel _bi ndi ngs_t;

typedef const <platformspecific> gss_const_ctx_id_t;

typedef const <platformspecific> gss_const_cred_id_t;

typedef const <platformspecific> gss_const _nane_t;

typedef const gss O D desc * gss_const_ QD

typedef const gss O D set _desc * gss _const_ O D set;

Figure 1: const typedefs

Note that only gss _const QO D and gss_const QO D set are used bel ow.
We include the other const typedefs for convenience since the C
bi ndi ngs of the GSS-API do use const with pointer typedefs when it
shoul d often instead use the above typedefs instead.

#define GSS_S _BAD MECH ATTR (19ul << GSS_C_ROUTI NE_ERROR OFFSET)

OM ui nt 32 gss_indicate _nechs_by attrs(
OM ui nt 32 *m nor _st at us,
gss_const_O D set desired_mech_attrs,
gss_const_O D set except_mech_attrs,
gss_const_O D set critical_nech_attrs,
gss_QO D set *mechs) ;

OM uint32 gss_inquire_attrs _for_mech(

OM _ui nt 32 *m nor _st at us,
gss_const_QO D nech,

gss_QA D set *mech_attrs,

gss_QO D set *known_mech_attrs);

OM uint 32 gss_display_nmech_attr(

OM _ui nt 32 *m nor _st at us,
gss_const_QO D nmech_attr,
gss_buffer _t nane,
gss_buffer t short desc,
gss_buffer t | ong_desc);

Fi gure 2: C bindings

Note that output buffers nmust be rel eased via gss_release_buffer().
Qut put O D sets nust be rel eased via gss_rel ease oid _set().

Pl ease see Appendix A for a full set of typedef fragnents defined in
this docunment and the necessary code |icense.
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4. Requirenents for Mechani sm Designers

Al'l future GSS-APlI nechani sm specifications MJST:

o list the set of GSS-API nechanismattributes associated with them
5. | ANA Consi derations

The nanespace of progranmm ng-1anguage synbols with nanes begi nni ng
with GSS C MA * is reserved for allocation by | ETF Consensus. | ANA
all ocated a base O D, as an arc of 1.3.6.1.5.5, for the set of
GSS C MA * described herein, and registered all of the GSS C MA *
val ues described in Section 3. 2.

6. Security Considerations

Thi s docunent specifies extensions to a security-related API. It

i nposes new requi renments on future GSS-API nechani snms, and the
specifications of future protocols that use the GSS-APlI shoul d make
reference to this docunment where applicable. The ability to inquire
about specific properties of mechani sms shoul d i nprove security.

The senmantics of each nechanismattribute may include a security
conponent .

Application devel opers nust understand that mechani smattributes nmay
be added at any tine -- both to the set of known nechani smattributes
as well as to existing nechani snms’ sets of supported mechani sm
attributes. Therefore, application devel opers using the APIs
described herein nust understand what nechanismattributes their
applications depend critically on, and nmust use the nmechani sm
attribute criticality features of these APIs.

7. References
7.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2743] Linn, J., "Ceneric Security Service Application Program
Interface Version 2, Update 1", RFC 2743, January 2000.

[ RFC2744] Way, J., "Ceneric Security Service APl Version 2
C- bi ndi ngs", RFC 2744, January 2000.

WIIlians St andards Track [ Page 13]



RFC 5587 Ext ended GSS Mech I nquiry July 2009
7.2. Informative References
[ RFC1964] Linn, J., "The Kerberos Version 5 GSS-API Mechani sni',
RFC 1964, June 1996.
[ RFC2025] Adans, C., "The Sinple Public-Key GSS-API Mechani sm
(SPKM ", RFC 2025, Cctober 1996.
[ RFC2847] Eisler, M, "LIPKEY - A Low Infrastructure Public Key
Mechani sm Usi ng SPKM', RFC 2847, June 2000.
[ RFC4178] Zhu, L., Leach, P., Jaganathan, K., and W Ingersoll, "The
Sinpl e and Protected Generic Security Service Application
Program I nterface (GSS-APlI) Negotiation Mechanisni,
RFC 4178, Cctober 2005.
[ RFC4251] Ylonen, T. and C Lonvick, "The Secure Shell (SSH)
Protocol Architecture", RFC 4251, January 2006.
[ RFC4462] Hutzelman, J., Salowey, J., Galbraith, J., and V. Wl ch,
"Ceneric Security Service Application ProgramInterface
(GSS-APl) Authentication and Key Exchange for the Secure
Shell (SSH) Protocol", RFC 4462, May 2006.
WIIlians St andards Track [ Page 14]



RFC 5587 Ext ended GSS Mech I nquiry July 2009

Appendi x A.  Typedefs and C Bi ndi ngs

Thi s appendi x contains the full set of code fragments defined in this
docunent .

Copyright (c) 2009 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without
nodi fication, are pernmitted provided that the follow ng conditions
are met:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclaimer.

- Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunentati on and/or other materials provided with the
di stribution.

- Neither the name of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, may be used to endorse or pronpote
products derived fromthis software wi thout specific prior witten
per m ssi on.

THI' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT NOT
LIMTED TO PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OQUT OF THE USE
OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE

typedef const gss _buffer_desc * gss _const buffer t;
typedef const struct gss_channel bindings_struct *
gss_const _channel _bi ndi ngs_t;

typedef const <platformspecific> gss_const_ctx_id_t;
typedef const <platformspecific> gss_const_cred_id_t;
typedef const <platformspecific> gss_const _nane_t;
typedef const gss O D desc * gss_const_Q D

typedef const gss O D set _desc * gss _const_O D set;
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#defi ne GSS_S BAD MECH ATTR (19ul

Ext ended GSS Mech I nquiry

OM ui nt 32 gss_indicate_nechs_by_attrs(

OM ui nt 32

gss_const _QA D _set
gss_const _O D _set
gss_const _Q D_set

gss_Q D set

*m nor _st at us,
desired_mech_attrs,
except _nech_attrs,
critical _nech_attrs,

*mechs) ;

OM uint32 gss_inquire_attrs_for_mech(

OM _ui nt 32
gss_const_O D
gss_Q D _set
gss_Q D set

*m nor _st at us,

mech,
*mech_attrs,
*known_mech_attrs);

OM ui nt 32 gss_display_mech_attr(

OM ui nt 32 *m nor _st at us,
gss_const_QAD nmech_attr,
gss_buffer t nane,
gss_buffer t short desc,
gss_buffer _t | ong_desc);
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