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Abst ract

Thi s docunent describes providing Call Transfer capabilities in the

Session Initiation Protocol (SIP). SIP extensions such as REFER and
Repl aces are used to provide a nunber of transfer services including
blind transfer, consultative transfer, and attended transfer. This

work is part of the SIP nultiparty call control framework.
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1. Overview

Thi s docunent describes providing Call Transfer capabilities and
requirenments in SIP [RFC3261]. This work is part of the nultiparty
call control framework [CC FRMARK] .

The nechani sns di scussed here are nost closely related to
traditional, basic, and consultation hold transfers.

Thi s docunent details the use of the REFER nethod [ RFC3515] and
Repl aces [ RFC3891] header field to achieve call transfer.

A User Agent (UA) that fully supports the transfer nechani snms
described in this docunent supports REFER [ RFC3515] and Repl aces

[ RFC3891] in addition to RFC 3261 [ RFC3261]. A User Agent shoul d use
a Contact URI that nmeets the requirenents in Section 8.1.1.8 of RFC
3261. A conpliant User Agent supports the Target-Di al og header field
[ RFC4538] .

2. Actors and Rol es

There are three actors in a given transfer event, each playing one of
the follow ng roles:

Tr ansf er ee: the party being transferred to the Transfer
Tar get .
Transferor: the party initiating the transfer
Transfer Target: the new party being introduced into a call wth

t he Transferee.

The following roles are used to describe transfer requirenents and

scenari os:

Originator: wi shes to place a call to the Recipient. This
actor is the source of the first INVITEin a
session, to either a Facilitator or a Screener

Facilitator: receives a call or out-of-band request fromthe

Originator, establishes a call to the Recipient
through the Screener, and connects the Originator
to the Recipient. Typically, a Facilitator acts
on behal f of the Originator.
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Scr eener : receives a call ultimately intended for the
Reci pient and transfers the calling party to the
Reci pient if appropriate. Typically, a Screener
acts on behal f of the Recipient.

Reci pi ent : the party to which the Originator is ultimately
connect ed.

3. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

4. Requirenents

1. Any party in a SIP session nust be able to transfer any other
party in that session at any point in that session

2. The Transferor and the Transferee nust not be removed from a
session as part of a transfer transaction.

At first glance, requirenent 2 may seemto indicate

that the user experience in a transfer nust be
significantly different fromwhat a current Private Branch
Exchange (PBX) or Centrex user expects. As the call flows
in this document show, this is not the case. A client may
preserve the current experience. In fact, wthout

this requirenent, sonme forns of the current

experience (ringback on transfer failure,

for instance) will be |ost.

3. The Transferor nmust know whet her or not the transfer was
successful .

4. The Transferee nust be able to replace an existing dialog with a
new di al og.

5. The Transferor and Transferee should indicate their support for
the primtives required to achieve transfer.

6. The Transferor should provide the Transfer Target and Transferee

with information about the nature and progress of the transfer
operation being attenpted.
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To neet this requirement, the transfer operation can
be nodel ed as an ad hoc conference between three
parties, as discussed in Section 9.

5. Using REFER to Achieve Call Transfer

A REFER [ RFC3515] can be issued by the Transferor to cause the
Transferee to issue an INVITE to the Transfer Target. Note that a
successful REFER transaction does not terminate the session between
the Transferor and the Transferee. |If those parties wish to

term nate their session, they must do so with a subsequent BYE
request. The nedi a negoti ated between the transferee and the
Transfer Target is not affected by the nmedia that had been negoti at ed
between the Transferor and the Transferee. In particular, the INVITE
i ssued by the Transferee will have the same Session Description
Protocol (SDP) body it would have if the Transferee had initiated
that INVITE on its own. Further, the disposition of the nedia
streans between the Transferor and the Transferee is not altered by

t he REFER met hod.

Agents may alter a session’s nedia through additional signaling. For
exanpl e, they may make use of the SIP hold re-INvITE [ RFC3261] or
conf erenci ng extensions described in the conferencing franmework

[ RFC4353] .

To performthe transfer, the Transferor and Transferee could reuse an
exi sting dialog established by an INVITE to send the REFER  This

woul d result in a single dialog shared by two uses -- an invite usage
and a subscription usage. The call flows for this are shown in
detail in Section 6.2. However, the approach described in this

docunent is to avoid dialog reuse. The issues and difficulties
associated with dialog reuse are described in [ RFC5057].

Motivations for reusing the existing dialog include:

1. There was no way to ensure that a REFER on a new di al og woul d
reach the particular endpoint involved in a transfer. Many
factors, including details of inplenmentations and changes in
proxy routing between an INVITE and a REFER coul d cause the REFER
to be sent to the wong place. Sending the REFER down the
exi sting dialog ensured it got to the endpoint to which we were
al ready tal ki ng

2. It was unclear how to associate an existing invite usage with a
REFER arriving on a new di al og, where it was conpletely obvious
what the associati on was when the REFER cane on the |INVITE
usage’ s di al og.
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3. There were concerns with authorizing out-of-dialog REFERs. The
aut hori zation policy for REFER in nost inplementations piggybacks
on the authorization policy for INVITE (which is, in nost cases,
based sinply on "I placed or answered this call").

G obally Routable UA URIs (GRUUs) [SIP-GRUU can be used to address
problem 1. Problem 2 can be addressed using the Target-Di al og header

field defined in [RFC4538]. In the inmediate term this solution to
problem 2 allows the existing REFER authorization policy to be
reused.

As a result, if the Transferee supports the target-di al og extension
and the Transferor knows the Contact URI is routable outside the

di al og, the REFER SHOULD be sent in a new dialog. |If the nature of
the Contact URI is not known or if support for the target-dialog
extension is not known, the REFER SHOULD be sent inside the existing
dialog. A Transferee MIST be prepared to receive a REFER either
inside or outside a dialog. One way that a Transferor coul d know
that a Contact URI is routable outside a dialog is by validation
(e.g., sending an OPTIONS and receiving a response) or if it
satisfies the properties described in the GRUU specification

[ SI P-GRUY .

Thi s docunent does not prescribe the flows and exanpl es precisely as
they are shown, but rather the flows illustrate the principles for
best practice for the transfer feature. The call flows represent

wel | -revi ewed exanples of SIP usage to inplenent transfer with REFER
whi ch are Best Common Practice according to | ETF consensus.

In nost of the follow ng exanples, the Transferor is in the
atl ant a. exanpl e. com domai n, the Transferee is in the

bi | oxi . exanpl e. com and the Transfer Target is in the

chi cago. exanpl e. com donai n

6. Basic Transfer

Basi ¢ Transfer consists of the Transferor providing the Transfer
Target’'s contact to the Transferee. The Transferee attenpts to
establish a session using that contact and reports the results of
that attenpt to the Transferor. The signaling relationship between
the Transferor and Transferee is not termnated, so the call is
recoverable if the Transfer Target cannot be reached. Note that the
Transfer Target’'s contact information has been exposed to the
Transferee. The provided contact can be used to nmake new calls in
the future.
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The participants in a basic transfer SHOULD i ndi cate support for the
REFER and NOTI FY met hods in All ow header fields in INVITE, 200 K to
I NVI TE, and OPTI ONS nessages. Participants SHOULD al so indicate
support for Target-Dialog in the Supported header field.

The di agrans bel ow show the first |line of each nessage. The first
colum of the figure shows the dialog used in that particular
nessage. In these diagrams, nmedia is managed through re-I1NVITE

hol ds, but ot her mechanisms (nmixing nmultiple nmedia streans at the UA
or using the conferencing extensions, for exanple) are valid.

Sel ect ed nessage details are shown | abel ed as nessage F1, F2, etc.

Each of the flows bel ow shows the dial og between the Transferor and
the Transferee renmaining connected (on hold) during the REFER
process. Wile this provides the greatest flexibility for recovery
fromfailure, it is not necessary. |If the Transferor’s agent does
not wish to participate in the remainder of the REFER process and has
no intention of assisting with recovery fromtransfer failure, it
could emit a BYE to the Transferee as soon as the REFER transaction
conpletes. This flowis sonetinmes known as "unattended transfer" or
"blind transfer".

Figure 1 shows transfer when the Transferee utilizes a GRUU and
supports the target-di al og extension and indicates this to the
Transferor. As a result, the Transferor sends the REFER outside the
I NVI TE di al og. The Transferee is able to match this REFER to the
exi sting dialog using the Target-Di al og header field in the refer

whi ch references the existing dial og.
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6.1. Successful Transfer

Transferor Transf er ee Tr ansf er
| | Tar get
I INVI TE F1 | |
dialogl |<-------mmmmmmaaa- | |
I 200 K F2 | |
dialogl |------------------- >|
| ACK | |
dialogl |<----------mmmmmm-- | |
| I\VITE (hol d) | |
di al Ogl | ------------------- >| |
| 200 oK | |
dialogl |<-----------=------- | |
| ACK | |
di al Ogl | ------------------- >| |
| REFER F3 (Target-Dial og: 1)
dialog2 |------------------- >
| 202 Accepted | |
dialog2 |<------------------- | |
| NOTIFY (100 Trying) F4 |
dialog2 |<----------mmmmao- | |
I 200 OK | |
di al ng | ------------------- >| |
I | INVITE F5 |
di al 0g3 | | =-ccmemmemeeaeaaa >
I | 200 OK |
di al og3 | | €-mmmmmm e
I |  ACK |
dialog3 | e >
| NOTIFY (200 OK) Fé| |
dialog2 |<------------------- |
I 200 OK | |
di al 092 | ------------------- >| |
| BYE | |
di al Ogl | ------------------- >| |
| 200 oK | |
dialogl |<-----------=------- | |
I | BYE |
di al og3 | | €-mmmmmm e
I | 200 K |
di al 0g3 | | -mmm - >

Figure 1. Basic Transfer Call Flow
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F1 INVITE Transferee -> Transferor

I NVI TE si ps:transferor@tl anta. exanple.com SIP/ 2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp

From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 OK Transferor -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas432

To: <sips:transferor@tlanta. exanpl e. conp; t ag=31kdl 4i 3k
From <sips:transferee@il oxi.exanple.conm;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Al low [INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F3 REFER Transferor -> Transferee

REFER si ps: 3l d812adkj w@i | oxi . exanpl e. com gr=3413kj 2ha SI P/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bKna9
Max- Forwar ds: 70
To: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
From <sips:transferor@tl anta. exanpl e.conp;tag=1928301774
Call -1 D: a84b4c76e66710
CSeq: 314159 REFER
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog
Require: tdial og
Ref er-To: <sips:transfertarget @hi cago. exanpl e. conp
Target-Di al og: 090459243588173445; | ocal -t ag=7553452

; renot e-t ag=31kdl 4i 3k
Cont act: <sips:4889445d8kjt k3@t | ant a. exanpl e. com gr =723j d2d>
Content-Length: O
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F4 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr=723jd2d SI P/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432
Max- Forwards: 70
To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
; tag=a6c85c¢cf
Call -1 D: a84b4c76e66710
CSeq: 73 NOTI FY
Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, tdialog
Event: refer
Subscription-State: active; expires=60
Cont ent - Type: message/ si pfrag
Cont ent - Lengt h:

SIP/2.0 100 Trying

F5 INVI TE Transferee -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanple.com SIP/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas41234

Max- Forwards: 70

To: <sips:transfertarget @hi cago. exanpl e. conr

From <sips:transferee@il oxi.exanple.conp;tag=j 3kso3i ghq
Cal | -1 D: 90422f 3sd23mig56832034

CSeq: 521 REFER

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 31 d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp

Cont ent - Lengt h:
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F6 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr=723jd2d SI P/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432
Max- Forwards: 70
To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>

; tag=a6c85c¢cf
Call -1 D: a84b4c76e66710
CSeq: 74 NOTIFY
Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, tdialog

Event: refer
Subscription-State: term nated;reason=noresource
Cont ent - Type: message/ si pfrag
Cont ent - Lengt h:

SIP/2.0 200 K

6.2. Transfer with D al og Reuse
In this scenario, the Transferor does not know the properties of the
Transferee’'s Contact URI or does not know that the Transferee

supports the Target-Di al og header field. As a result, the REFER is
sent inside the | NVITE dial og.
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Transf eror Transferee Tr ansf er
| | Tar get
I INVITE F1 | |
dialogl |<----------mmmmmm-- | |
| 200 X F2 | |
di al Ogl | ------------------- >| |
| ACK | |
dialogl |<--------------c---- | |
| INVITE (hol d) | |
dialogl |------------------- >| |
| 200 K | |
dialogl |<-------mmmmmmaaa- | |
| ACK | |
d| al Ogl ------------------- >| |
| REFER F3 | |
di al Ogl | ------------------- >| |
| 202 Accepted | |
dialogl |<------------------- |
| NOTIFY (100 Trying) F4 |
dialogl |<------------------- |
I 200 OK | |
dialogl |------------------- > |
I | INVITE F5 |
di al og2 | | -mmm - >|
I | 200 K |
di al 0g2 | | <mem e |
| |  ACK |
di al og2 | | --mmmmeme e >|
| NOTIFY (200 OK) F6| |
dialogl |<-------mmmmmmaa- | |
I 200 OK | |
dialogl |------------------- >| |
| BYE | |
di al Ogl | ------------------- >| |
| 200 OK | |
dialogl |<-------mmmmmmaa- | |
I | BYE |
di al 0g2 | | <mem e |
I | 200 K |
di al og2 | | --mmmmeme e >|

Figure 2: Transfer with D al og Reuse
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F1 INVITE Transferee -> Transferor

I NVI TE si ps:transferor@tl anta. exanple.com SIP/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp

From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferee@92.0. 2. 4>

Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 OK Transferor -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas432

To: <sips:transferor@tlanta. exanpl e. conp; t ag=31kdl 4i 3k
From <sips:transferee@il oxi.exanple.conm;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Al low [INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F3 REFER Transferor -> Transferee

REFER sips:transferee@92.0.2.4 SIP/2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bKna9
Max- Forwar ds: 70

To: <sips:transferee@il oxi.exanpl e.conp;tag=7553452

From <sips:transferor@tl anta. exanpl e. conp; t ag=31kdl 4i 3k
Call -1 D: 090459243588173445

CSeq: 314159 REFER

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces

Ref er-To: <sips:transfertarget @hi cago. exanpl e. conp

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Content-Length: O
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F4 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr=723jd2d SI P/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp; t ag=31kdl 4i 3k
From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29888 INVITE

Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Event: refer

Subscription-State: active; expires=60

Cont ent - Type: nessage/ si pfrag

Cont ent - Lengt h: .

SIP/2.0 100 Trying

F5 INVI TE Transferee -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas41234

Max- Forwar ds: 70

To: <sips:transfertarget@hi cago. exanpl e. conp

From <sips:transferee@il oxi.exanple.conp;tag=j 3kso3i ghq
Cal | -1 D: 90422f 3sd23mig56832034

CSeq: 521 REFER

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferee@92.0. 2. 4>

Cont ent - Type: application/sdp

Cont ent - Lengt h: .
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F6 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr=723jd2d SI P/ 2.0
Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp; t ag=31kdl 4i 3k
From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29889 INVITE

Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Event: refer

Subscription-State: term nated;reason=noresource
Cont ent - Type: nessage/ si pfrag

Cont ent - Lengt h: .

SIP/2.0 200 &K
6.3. Failed Transfer
This section shows exanples of failed transfer attenpts. After the

transfer failure occurs, the Transferor takes the Transferee off hold
and resunes the session.
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Tar get Busy
Transf er or Transferee Tr ansf er
| | Tar get
| | |
| INVITE | |
dialogl |<------------------- |
| 200 K | |
dialogl |-----------mc"memu- >| |
| ACK | |
dialogl |<---------mmmmmmm-- |
| INVITE (hol d) | |
di al Ogl | ------------------- >| |
| 200 &K | |
dialogl |<----------mammamo-- | |
dialogl |------------------- > |
| REFER (Target-Dialog:1)
dialog2 |------------------- > |
| 202 Accepted | |
dialog2 |<----------mmmao-- |
| NOTIFY (100 Trying)| |
dialog2 |<--------mmmmmaa- |
| 200 OK | |
di al ng | ------------------- >| |
| | INVITE |
di al 0g3 | | =-ccmmmee e >
| | 486 Busy Here |
di al 0og3 | | <omem
| | ACK |
di al og3 | IR T T T T ey >
| NOTIFY (486 Busy Here) |
dialog2 |<----------mmmmmo-- | |
I 200 OK | |
dialog2 |------------------- >| |
| INVITE (unhold) | |
dialogl |------------------- >
| 200 &K | |
dialogl |<----------mcammamo-- | |
dialogl |------------------- >| |
| BYE | |
di al Ogl | ------------------- >| |
| 200 &K | |
dialogl |<----------mmmmamoo- | |
Figure 3: Failed Transfer - Target Busy
et al. Best Current Practice [ Page 16]
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di

al ogl
q

al ogl

di

al ogl
q

di

di

al og2
q

al og2
q

al og3
q

al og3

di

al og3
q

al og3
q

al og3
q

al og3
q

al og2
q

al og2
q

di

al ogl
q

al ogl
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al ogl |

al og2 |

al og2 |

al ogl |

SIP CC Transfer June 2009
Target Does Not Answer
sferor Transf er ee Tr ansf er
| | Tar get
| INVITE |
| <o | |
| 200 X |
|- > |
| ACK | |
. |
| INVITE (hol d) | |
R RERREEEEEEEEES >| |
| 200 &K | |
| < | |
| ACK | |
R REERREEEEEEEEEE > |
| REFER |
------------------- >| |
| 202 Accepted | |
oo | |
| NOTIFY (100 Trying)| |
| <o |
| 200 X |
|- >| |
| | INVITE |
| R AR >
| | 180 Ri nging |
| oo
| (Transferee gets tired of waiting)
| | CANCEL |
| oo >
| | 200 OK ( CANCEL)
| | <--mmmoiemoeeeo oo |
| 487 Request Cancelled (1 NVITE)
| | <-----mmmmeee oo |
| | A |
| |- >
| NOTI FY (487 Request Cancel | ed) |
| <----mmimmoieeeo oo |
| 200 X |
| == >| |
| I NVITE (unhol d) |
------------------- >|
| 200 K | I
| < | |
| ACK | |
|-----mmme - >| |
| BYE | |
Best Current Practice [ Page 17]
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d| al Ogl | ------------------- >| |
| 200 oK | |
dialogl |<----------mmmmamoo- | |

Figure 4: Failed Transfer - Target Does Not Answer
7. Transfer with Consultation Hold

Transfer with consultation hold involves a session between the
Transferor and the Transfer Target before the transfer actually takes
place. This is inplenented with SIP Hold and Transfer as descri bed
above.

A nice feature is for the Transferor to let the target know that the
session relates to an intended transfer. Since many UAs render the
di splay nane in the From header field to the user, a consultation
I NVI TE could contain a string such as "Incom ng consultation from
Transferor with intent to transfer Transferee", where the display
nanes of the transferor and transferee are included in the string.

7.1. Exposing Transfer Target

The Transferor places the Transferee on hold, establishes a call wth
the Transfer Target to alert themto the inpending transfer,

term nates the connection with the Transfer Target, then proceeds
with transfer as above. This variation can be used to provide an
experience simlar to that expected by current PBX and Centrex users.

To (hopefully) inprove clarity, non-REFER transacti ons have been

col l apsed into one indicator with the arrow showi ng the direction of
the request.

Sparks, et al. Best Current Practice [ Page 18]



RFC 5589 SIP CC Transfer June 2009

Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get

di al ogl I | NVI TE/ 200 OK/ ACK I I

di sl ogl | TNVITE (hel d)7 200 OK! ACK |

Gialog2 | 1N TE 200 OG AK | |

dialogz | BYEI20O Ok T 1

dialogs | RELR Ty "l

dialoga | 202 resepted | |

di al og3 | NOT FY (180 Tryi ne) | |

gialogs | T 200 K| |

di al og4 I ___________________ >I | NVI TE/ 200 OK/ ACK

di al og3 I NOTI FY (200 OK) I ------------------- >I

gialogs | T 200 K| |

dialogl | BYE 200 &k 7 |

di al og4 i ------------------- >i BYE/ 200 OK
... BYF200

Figure 5: Transfer with Consultation Hold - Exposing Transfer Target
7.2. Protecting Transfer Target

The Transferor places the Transferee on hold, establishes a call wth
the Transfer Target and then reverses their roles, transferring the
original Transfer Target to the original Transferee. This has the
advant age of hiding information about the original Transfer Target
fromthe original Transferee. On the other hand, the Transferee's
experience is different than in current systems. The Transferee is
effectively "called back" by the Transfer Target.

One of the problens with this sinplest inplenmentation of a target
protecting transfer is that the Transferee is receiving a new cal
fromthe Transfer Target. Unless the Transferee's agent has a

reliable way to associate this newcall with the call it already has
with the Transferor, it will have to alert the new call on another
appearance. |If this, or sone other call-waiting-like U were not
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avai | abl e, the Transferee m ght be stuck returning a Busy-Here to the
Transfer Target, effectively preventing the transfer. There are many
ways that correlation could be provided. The dialog paraneters could
be provided directly as header parameters in the Refer-To URI, for
exanpl e. The Repl aces nechani sm [ RFC3891] uses this approach and

sol ves this problemnicely.

For the flow bel ow, dialogl neans dialog identifier 1, and consists
of the paraneters of the Replaces header for dialog 1. |In [RFC3891],
this is the Call-1D, To-tag, and Fromtag.

Note that the Transferee's agent emts a BYE to the Transferor’s
agent as an i mmedi ate consequence of processing the Repl aces header

The Transferor knows that both the Transferee and the Transfer Target
support the Repl aces header fromthe Supported: replaces header
contained in the 200 OK responses from bot h.

In this scenario, the Transferee utilizes a GRUU as a Contact URI for
reasons di scussed in Section 6. 3.

Note that the conventions used in the SIP Torture Test Messages
[ RFC4475] document are reused, specifically the <all OneLi ne> tag.
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Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get
dialogl | INVITE/ 200 OK/ ACK F1 F2 I
dialogl | TNMTE (hol d)7 200 Ot ACK |
Gialogz | 1NTE 200 0K AK Fs Fa |
dialogz | INMITE (held)i200 Gaak T 1
dialogs | MR (Twgei.Daiemz T "l
| Refer-To:sips: Transferee?Repl aces=1) F5]|
dialogd | 200 Aevepted TS 7
dialogs | NOMFY (100 Tryimayl T |
dialoga | T 200 oK |
dialogs | INITE (Repl ases. di al ogl)] 200 ORI ACK F6
di al ogl I BYE/ 200 OK I< ------------------- I
dialoga | NOTIFY (200 G0 | I
dialogs | TTTTTTTTTTTTTTTTTTIOTT 200 oK |
dislogz | BYHZOD Ok T "l
. (Transieree amd target sonverse)
dialogs | | Bveo0 o

Figure 6: Transfer Protecting Transfer Target
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F1 INVITE Transferee -> Transferor

I NVI TE si ps:transferor@tl anta. exanple.com SIP/ 2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp

From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu

Cont act: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 OK Transferor -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas432

To: <sips:transferor@tl anta. exanpl e. conp; t ag=31431
From <sips:transferee@il oxi.exanple.conm;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Al low [INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F3 INVITE Transferor -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanpl e.com SIP/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com br anch=z9h&4bKnas432
Max- Forwar ds: 70

To: <sips:transfertarget @hi cago. exanpl e. conr

From <sips:transferor@tl anta.exanpl e.conp;tag=763231
Call -1 D: 592435881734450904

CSeq: 29887 I NVITE

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog

Require: repl aces

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =384i 32| w3>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .
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F4 200 K Transfer Target -> Transferor

SIP/2.0 200 &K

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. conm br anch=z9h&4bKnas432
;received=192.0.2.1

To: <sips:transfertarget @hi cago. exanpl e. conp; t ag=9n2n3wg

From <sips:transferor@tl anta.exanpl e.conp;tag=763231

Call -1 D: 592435881734450904

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY

Supported: replaces, gruu, tdialog

Cont act: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958>

Cont ent - Type: application/sdp

Cont ent - Lengt h:

F5 REFER Transferor -> Transfer Target

REFER si ps: 482n4z24kdg@hi cago. exanpl e. com gr =8594958 SI P/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9h&4bKnashds9

Max- Forwards: 70

To: <sips:482n4z24kdg@hi cago. exanpl e. cony gr =8594958>

From <sips:transferor@tl anta. exanpl e. conp; t ag=1928301774

Call -1 D: a84b4c76e66710

CSeq: 314159 REFER

Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY

Supported: gruu, replaces, tdialog

Require: tdial og

<al | OneLi ne>

Ref er- To: <si ps: 31 d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha

?Repl aces=090459243588173445%3Bt 0-t ag¥8D755345298Bf rom t ag¥8D31431>

</ al | OneLi ne>

Target-Di al og: 592435881734450904; | ocal -t ag=9n2n3wg
;renote-tag=763231

Cont act: <sips:4889445d8kjt k3@t | ant a. exanpl e. com gr =723j d2d>

Content-Length: O
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F6 I NVI TE Transfer Target -> Transferee

I NVI TE si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha SI P/ 2.0
Via: SIP/2.0/TLS client.chicago. exanpl e. cont branch=z9h&4bKnasl| u84
Max- Forwards: 70

To: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>

From <sips:transfertarget @hi cago. exanpl e. conp; tag=341234
Call -1 D: knmewdl e3dl 3d08

CSeq: 41 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog

Cont act: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958>

Repl aces: 090459243588173445;t0-tag=7553452; fromtag=31431
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

7.3. Attended Transfer

The Transferor places the Transferee on hold, establishes a call with
the Transfer Target to alert themto the inpending transfer, places
the target on hold, then proceeds with transfer using an escaped

Repl aces header field in the Refer-To header. This is another conmon
service expected by current PBX and Centrex users.

The Contact URI of the Transfer Target SHOULD be used by the
Transferor as the Refer-To URI, unless the URl is suspected or known
to not be routable outside the dialog. Oherw se, the Address of
Record (AOR) of the Transfer Target SHOULD be used. That is, the
same URI that the Transferor used to establish the session with the
Transfer Target should be used. 1In case the triggered INVITE is
routed to a different User Agent than the Transfer Target, the

Requi re: replaces header field SHOULD be used in the triggered
INVITE. (This is to prevent an incorrect User Agent that does not
support Replaces fromignoring the Replaces and answering the I NVITE
wi t hout a dial og match.)

It is possible that proxy/service routing nmay prevent the triggered

I NVI TE fromreaching the same User Agent. |f this occurs, the
triggered invite will fail with a timeout, 403, 404, etc. error. The
Transferee MAY then retry the transfer with the Refer-To URI set to
the Contact URI.
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Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get
di al ogl I I NVI TE/ 200 OK/ ACK Fll F2 |
dialogl | INVITE (hol d)7 200 oK ACK
Gialog2 | |NVTE 200 0K AK Fs Fa
dialogz | 1NVITE (held)i200 ok Ak T ”
dialogs | FEFER (Tarmet Dot T ”

|
|
|
|
|
|
|
I
| Refer-To:sips: Transfer Tar get ?Repl aces=2) F5
|
|
|
|
|
|
|

dialogs | 202 roeepied |

dialogs | NOTFY (100 Trvi ned|

dislogg [ 200 oK |

dialogs | INGTE (Repl aces: di al 0g2)/ 200 OK/ AK F6

di al og2 I BYE/ 200 OK I ------------------- >I

dialoga | NOMFY (200 G0 T I

dialoga | T 200 oK | |

dislogl | BYH200 oK "l |

di al og4 i ___________________ >i BYE/ 200 OK i
... Brezo0 ac

Figure 7: Attended Transfer Call Fl ow
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F1 INVITE Transferee -> Transferor

I NVI TE si ps:transferor@tl anta. exanple.com SIP/ 2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp

From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 OK Transferor -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS 192.0. 2. 4; branch=z9hG4bKnas432

To: <sips:transferor@tl anta. exanpl e. conp; t ag=31431
From <sips:transferee@il oxi.exanple.conm;tag=7553452
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Al low [INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F3 INVITE Transferor -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanpl e.com SIP/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com br anch=z9h&4bKnas432
Max- Forwar ds: 70

To: <sips:transfertarget @hi cago. exanpl e. conr

From <sips:transferor@tl anta.exanpl e.conp;tag=763231
Call -1 D: 592435881734450904

CSeq: 29887 I NVITE

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog

Require: repl aces

Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =384i 32| w3>
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

Sparks, et al. Best Current Practice [ Page 26]



RFC 5589 SIP CC Transfer June 2009

F4 200 K Transfer Target -> Transferor

SIP/2.0 200 &K

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. conm br anch=z9h&4bKnas432
;received=192.0.2.1

To: <sips:transfertarget @hi cago. exanpl e. conp; t ag=9n2n3wg

From <sips:transferor@tl anta.exanpl e.conp;tag=763231

Call -1 D: 592435881734450904

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY

Supported: replaces, gruu

Cont act: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958>

Cont ent - Type: application/sdp

Cont ent - Lengt h:

F5 REFER Transferor -> Transferee

REFER si ps: 3l d812adkj w@i | oxi . exanpl e. com gr=3413kj 2ha SI P/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9h&4bKnashds9
Max- Forwards: 70
To: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
From <sips:transferor@tl anta. exanpl e. conp; t ag=1928301774
Call -1 D: a84b4c76e66710
CSeq: 314159 REFER
Require: tdial og
<al | OneLi ne>
Ref er-To: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958?
Repl aces=592435881734450904%3Bt o- t ag¥8DOnM2n3wg%38Bf r om t ag3D763231>
</ al | OneLi ne>
Target-Di al 0og: 592435881734450904; | ocal -t ag=9n2n3wqg

; renote-tag=763231
Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Content-Length: O
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F6 I NVI TE Transferee -> Transfer Target

I NVI TE si ps: 482n4z24kdg@hi cago. exanpl e. conm gr =8594958 SI P/ 2.0
Via: SIP/2.0/TLS 192. 0. 2. 4; branch=z9hG4bKnas| u82

Max- Forwards: 70

To: <sips:482n4z24kdg@hi cago. exanpl e. cony gr =8594958>

From <sips:transferee@il oxi.exanple.conp;tag=954

Call -1 D: knmewdl e3dl 3d08

CSeq: 41 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog

Cont act: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
Repl aces: 592435881734450904;t o-tag=9n2n3wg; fromt ag=763231
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

7.4. Recovery Wen One Party Does Not Support REFER

If protecting or exposing the Transfer Target is not a concern, it is
possible to conplete a transfer with consultation hold when only the
transferor and one other party support REFER. Note that a 405 Met hod
Not Al'l owed m ght be returned instead of the 501 Not | nplemented
response.
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Tr ansf er or Tr ansf er ee Tr ansf er

| | Tar get
di al ogl I | NVI TE/ 200 OK/ ACK I I
dialogl | INVITE (hol d)7 200 oK ACK |
Gialog2 | 1NATE 200 OGAK | |
dialogz | 1NVITE (held)i200 ok Ak T 1
dialogs | FEFER (Tarmet Dot T "l

| Ref er - To: si ps: Transf er Tar get ?Repl aces=2)

dialogs | 501 Not I npl emenied |
di al og4 I <REFER(Ref erT05| p!s Tr ansf er ee?Repl aceslzdi al ogl)
dialogs | 202 reeepted T g
dialogd | NOMFY (100 Tringi T |
T 200 oK |
dialogs | INITE (Fepl aces: di ol oal)] 200 OKI ACK
di al og4 I NOTI FY (200 OK) I< ___________________ I
T 200 oK |
dislogl | BYE200 &k TS g
dialogz | BY20D &k | |
di al 0g5 ilam """" i
___________________ .

Figure 8. Recovery Wen One Party Does Not Support REFER

7.5. Attended Transfer When Contact URl |Is Not Known to Route to a
Uni que User Agent

It is arequirement of RFC 3261 that a Contact URI be globally
rout abl e even outside the dialog. However, due to RFC 2543 User
Agents and sone architectures (NAT/Firewal|l traversal, screening
proxi es, Application Layer Gateways (ALGs), etc.) this will not
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al ways be the case. As a result, the nethod of attended transfer
shown in Figures 6, 7, and 8 SHOULD only be used if the Contact URI
is known to be routable outside the dial og.

Figure 9 shows such a scenario where the Transfer Target Contact URI
is not routable outside the dialog, so the triggered INVITE is sent
to the AOR of the Transfer Target.

Transferor Transferee Screening Tr ansf er
| | Pr oxy Tar get
dial ogl | | NVI TE/ 200 OK/ ACK| I |
dialogl | INVITE (hol 7200 OKAK |
dial og2 | 1A T 200 O ACK F1 F2 |
dialoga | 1N TE (hol 4)] 200 G AK : """""" ”
____________________________________________ S

di

|
|
|
|
|
|
| |
al ogl | REFER (Refer-To: sips: Tar get AOR |
| ?Repl aces=di al og2&Requi r e=r epl aces) F3
|
|
|
|
|
|
|

dialogl | 202 Aecepted | |

dialogl | NOTEY (100 Tryi mo) I

dialogt | 200 oK | |

di al og4 I INVI TE(RepI aces 3! al 0g2, Requi re! repl aces)/ 200 OK/ ACK F6
di al og2 | BYE/ 200 X I ____________ >| ____________ >I

dialogl | NOMEY (200 09 B T | |

gislogy | T 200 K| | |

dialogl | BYE 200 ¢ | I I

di al og3 I _________________ >i I BYE/ 200 OK I

Figure 9: Attended Transfer Call Flowwith a Contact URI Not Known to
Be G obally Routable
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F1 INVITE Transferor -> Transfer Target

I NVI TE si ps: transfertarget @hi cago. exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bK76
Max- Forwards: 70

To: <sips:transfertarget@hi cago. exanpl e. conr

From <sips:transferor@tl anta.exanpl e.conp;tag=763231
Call -1 D: 090459243588173445

CSeq: 29887 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferor@c33. atl ant a. exanpl e. conr
Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 K Transfer Target -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bKnas432
;received=192.0.2.1

To: <sips:transfertarget@hi cago. exanpl e. conp; t ag=9n2n3wg

From <sips:transferor@tl anta.exanpl e.conp;tag=763231

Cal |l -1 D: 090459243588173445

CSeq: 29887 INVITE

Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY

Supported: replaces

Contact: <sips:transfertarget@lient.chicago. exanple. conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F3 REFER Transferor -> Transferee

REFER sips:transferee@92.0.2.4 SIP/2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. con br anch=z9h&G4bKnashds9
Max- Forwar ds: 70

To: <sips:transferee@il oxi.exanpl e.conp;tag=a6c85cf

From <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
Cal |l -1 D: a84b4c76e66710

CSeq: 314160 REFER

<al | OneLi ne>

Ref er-To: <sips:transfertarget @hi cago. exanpl e. con?Repl aces=
090459243588173445%3Bt 0- t ag¥8DInm2n3wg¥@8Bf r om t ag¥3D763231
&Requi r e=r epl aces>

<al | OnelLi ne>

Contact: <sips:transferor@c33. atl ant a. exanpl e. conp
Content-Length: O
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F4 I NVI TE Transferee -> Transfer Target

I NVI TE si ps: transfertarget @hi cago. exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS 192. 0. 2. 4; branch=z9hG4bKnas| u82

Max- Forwards: 70

To: <sips:transfertarget@hi cago. exanpl e. conr

From <sips:transferee@il oxi.exanple.conp;tag=954
Call -1 D: 20482817324945934422930

CSeq: 42 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferee@92.0. 2. 4>

Repl aces: 090459243588173445;t0-tag=9n2n3wg; fromt ag=763231
Requi re: repl aces

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

F5 NOTI FY Transferee -> Transferor

NOTI FY si ps:transferor @c33. atlanta.com SIP/2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <sips:transferee@il oxi.exanple.conp;tag=a6c85cf
Call -1 D: a84b4c76e66710

CSeq: 76 NOTIFY

Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Event: refer;i d=98873867

Subscription-State: term nated;reason=noresource
Cont ent - Type: nessage/ si pfrag

Cont ent - Lengt h: .

SIP/2.0 200 K
Fi gure 10 shows a failure case in which the AOR URI fails to reach

the Transfer Target. As a result, the transfer is retried with the
Contact URI, at which point it succeeds.

Note that there is still no guarantee that the correct endpoint wll
be reached, and the result of this second REFER nay al so be a
failure. |In that case, the Transferor could fall back to unattended

transfer or give up on the transfer entirely. Since two REFERs are
sent within the dialog creating two distinct subscriptions, the
Transferee uses the 'id paraneter in the Event header field to

di stinguish notifications for the two subscriptions.
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Transferor Transferee Screening Tr ansfer
| | Pr oxy Tar get
di al ogl I | NVI TE/ 200 (]</ACKI I |
dial ogl | TNVITE (hel d)7 200 0K ACK |
Gialog2 | 1N TE 200 0K AK FL F2 |
dialogz | 1NITE (hel @)/ 200 O ACK : """""" ”
____________________________________________ .

di

I
al ogl | REFER (Refer-To: sips: Tar get AOR?
| Repl aces=di al og2&Requi r e=repl aces) F3

I
I
I
I
I
I
I
I
I
I
| |- > | |
di al ogl | 202 Accepted | |
| <o | | |
di al ogl | NOTIFY (100 Trying) |
[ <o | | |
di al ogl | 200 K | | |
[EREREEEEEEEEREEES > |
di al og3 | | I NVI TE (Repl aces: di al 0g2,
| | Require:repl aces)/ 403/ ACK
| |- > |
di al ogl | NOTIFY (403 Forbi dden) F4 |
| < | |
di al ogl | 200 XX | |
----------------- > | |
di al ogl1 | REFER( Ref er - To: si ps: Tar get Cont act ?Repl aces=di al 0g2) F5
|- >] | |
di al ogl | 202 Accepted | |
| <o | | |
dial ogl | NOTIFY (100 Tryi ng) |
| < | | |
di al ogl | 200 &K | | |
[~ > |
di al og4 | I NVI TE (Repl aces: di al 0g2)/200 OK/ ACK F6
| EEEREEEEREES S ERRREEEEEEEE >
di al 0og2 | BYE/ 200 K | |
| RGP AREEEEEEEEEEEE ESEEEEEEEEEES |
dial ogl | NOTIFY (200 OK) F7 |
| <o | |
di al ogl | 200 X | | |
| R, > | |
di al ogl | BYE/ 200 K | |
[EEREEEETEEERTEEES > | |
di al og3 | | | BYE/ 200 K
I
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Figure 10: Attended Transfer Call Flow with Non-Routable Contact UR
and AOR Failure

F1 I NVITE Transferor -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanple.com SIP/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bK76
Max- Forwards: 70

To: <sips:transfertarget@hi cago. exanpl e. conr

From <sips:transferor@tl anta.exanpl e. conp;tag=763231
Cal | -1 D: 090459243588173445

CSeq: 29887 I NVITE

Al'low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferor@c33. atl ant a. exanpl e. conpr
Cont ent - Type: application/sdp

Cont ent - Lengt h:

F2 200 K Transfer Target -> Transferee

SIP/2.0 200 K

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com br anch=z9h&4bKnas432
;received=192.0.2.1

To: <sips:transfertarget @hi cago. exanpl e. conp; t ag=9n2n3wg

From <sips:transferor@tl anta.exanpl e.conp;tag=763231

Call -1 D: 090459243588173445

CSeq: 29887 I NVITE

Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY

Supported: replaces

Contact: <sips:transfertarget@lient.chi cago. exanple. conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: .
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F3 REFER Transferor -> Transferee

REFER si ps:transferee@92.0.2.4 SIP/2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. con br anch=z9h&4bKnashds9
Max- Forwards: 70

To: <sips:transferee@il oxi.exanpl e.conp;tag=a6c85cf

From <sips:transferor@tl anta.exanpl e.conp;tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 314159 REFER

<al | OnelLi ne>

Ref er-To: <sips:transfertarget @hi cago. exanpl e. con?Repl aces=
090459243588173445%3Bt o- t ag¥8DOn2n3wg¥B8Bf r om t ag¥8D763231
&Requi r e=r epl aces>

</ al | OneLi ne>

Contact: <sips:transferor@c33. atl ant a. exanpl e. conpr
Content-Length: O

F4 NOTI FY Transferee -> Transferor

NOTI FY si ps:transferor @c33. atlanta.com SIP/2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <sips:transferee@il oxi.exanple.conp;tag=a6c85cf
Call -1 D: a84b4c76e66710

CSeq: 74 NOTIFY

Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Event: refer;id=314159

Subscription-State: term nated;reason=noresource
Cont ent - Type: nessage/ si pfrag

Cont ent - Lengt h: .

SI P/ 2.0 403 For bi dden
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F5 REFER Transferor -> Transferee

REFER si ps:transferee@92.0.2.4 SIP/2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. con br anch=z9h&4bKnashds9
Max- Forwards: 70

To: <sips:transferee@il oxi.exanpl e.conp;tag=a6c85cf

From <sips:transferor@tl anta.exanpl e.conp;tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 314160 REFER

<al | OnelLi ne>

Ref er-To: <sips:transfertarget @lient.chi cago. exanpl e. com
?Repl aces=090459243588173445%8Bt 0-t ag¥3DAn2n3wg

%3Bf rom t ag¥8D763231>

</ al | OneLi ne>

Contact: <sips:transferor@c33. atl ant a. exanpl e. conpr
Content-Length: O

F6 I NVI TE Transferee -> Transfer Target

I NVI TE sips:transfertarget @lient.chicago.exanple.comSIP/2.0
Via: SIP/2.0/TLS 192. 0. 2. 4; branch=z9hG4bKnas| u82

Max- Forwards: 70

To: <sips:transfertarget@hi cago. exanpl e. conr

From <sips:transferee@il oxi.exanple.conp;tag=954

Call -1 D 20482817324945934422930

CSeq: 42 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Contact: <sips:transferee@92.0. 2. 4>

Repl aces: 090459243588173445;t0-tag=9n2n3wg; fromt ag=763231
Cont ent - Type: application/sdp

Cont ent - Lengt h: .
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F7 NOTIFY Transferee -> Transferor

NOTI FY si ps:transferor @c33. atlanta.com SIP/2.0

Via: SIP/2.0/TLS 192.0. 2. 4; branch=29hG4bKnas432

Max- Forwards: 70

To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <sips:transferee@il oxi.exanple.conp;tag=a6c85cf
Call -1 D: a84b4c76e66710

CSeq: 76 NOTIFY

Cont act: <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al ow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces

Event: refer;id=314160

Subscription-State: term nated;reason=noresource
Cont ent - Type: nessage/ si pfrag

Cont ent - Lengt h: .

SIP/2.0 200 CK

To prevent this scenario from happeni ng, the Transfer Target SHOULD
use a Contact URI that is routable outside the dialog, which wll
result in the call flow of Figure 7.

7.6. Sem -Attended Transfer

In any of the consultation hold flows above, the Transferor nmay
decide to termnate its attenpt to contact the Transfer Target before
that session is established. Most frequently, that will be the end
of the scenario, but in some circunstances, the Transferor nmay w sh
to proceed with the transfer action. For exanple, the Transferor may
wi sh to conplete the transfer knowi ng that the Transferee will end up
eventually talking to the Transfer Target’'s voicemail service. Sone
PBX systens support this feature, sonetines called "sem -attended
transfer”, that is effectively a hybrid between a fully attended
transfer and an unattended transfer. A call flowis shown in Figure
11. In this flow, the Transferor’s User Agent continues the transfer
as an attended transfer even after the Transferor hangs up. Note
that nedia nust be played to the Transfer Target upon answer --

ot herwi se, the Target may hang up and the resulting transfer
operation will fail.
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Transf eror Transferee Tr ansf er

| | Tar get
dialogl | INVITE/ 200 OK/ ACK F1 F2 I
dialogl | TNITE (hol 1200 O/ ACK |
galogz | iwiTe 7 |
daogz | T a0 Rnging |

Transteror hangs Up bui vants {ransfer 1o continue

I User Agent continueL transfer operation
di al og2 I I 200 &K
dalogz | Ak Ty |
Gialog2 | Wedia Piayed o keep Targer from hanging up
Gialogs | REFER (Target Dialogil |

| Refer-To:sips: Transfer Tar get ?Repl aces=2)
dialogs | 202 mccepied | |
dialogs | NOTIFY (100 Tring)| |
dalogs | 200 K| |
di al og4 I_____________INQ;%E>LRepIaces:diangZ)/ZOO OK/ ACK
di al og2 I BYE/ 200 OK I ___________________ g
dialogs | NomFY (200 a0 | |
giaogs | 200 K | |
dialogt | BYE200 K | |
di al og4 i ------------------- >i BYE/ 200 OK

e e e

Fi gure 11: Recommended Semi-Attended Transfer Call Fl ow
Two ot her possible sem -attended transfer call flows are shown in

Figures 12 and 13. However, these call flows are NOT RECOMVENDED due
to race conditions. In both of these flows, when the Transferor
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hangs up, the Transferor attenpts to revert to unattended transfer by
sending a CANCEL to the target. This can result in two race
conditions. One is that the target answers despite the CANCEL and
the resulting unattended transfer fails. This race condition can be
elimnated by the Transferor waiting to send the REFER until the 487
response fromthe target is returned. |Instead of a 487, a 200 OK may
be returned indicating that the target has answered the consultation
call. In this case, the call flowin Figure 13 nmust be followed. In
this flow, the Transferor nust play sonme kind of nedia to the Target
to prevent the Target from hanging up, or the transfer will fail.

That is, the human at the Transfer Target will hear silence from when
they answer (nessage F1) until the transfer conpletes (F3 and they
are talking to the Transferee unless sonme nedia is played (F2)).

The second race condition occurs in Figure 12 if the Transfer Target
goes "of f hook" after the CANCEL is received and the 487 returned.
This may result in a 486 Busy Here response to the unattended
transfer.

The recommended call flow of Figure 11 does not utilize a CANCEL and
does not suffer fromthese race conditions.
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Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get
di al ogl I | NVI TE/ 200 OK/ ACK I I
dialogl | INVITE (hol d)7 200 oK ACK |
gaogz | wmre T 7 |
Gaog2 | 80 muging i
| <o |
I Transferor gives up waiting I
di al og2 I CANCEL
dislogz | 200 Gk TTTTTTTTTTITTTTIIoee "l
dialog? | 487 Femuest Terminated T I
di al og2 I<Aék _____________________________________ I
dislogs | FEFER (Tarmet-Dialog 1 Fa T "l
dialogs | 202 rocepted | I
Gialogs | NOMEY (100 Tiying)| |
gislogs | T 200 K| |
di al og4 I________________IR&;TE/200 OK/ ACK
di al og3 I NOTI FY (200 OK) I ___________________ >I
gislogs | T 200 K| |
dislogl | BYHZ200 K g I
di al og4 I ___________________ >i BYE/ 200 OK

Figure 12: Seni-Attended Transfer as Blind Transfer Call Fl ow (Not
Recomended)
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Transf eror Transf eree Transfer

| | Tar get

| | |
alogl | INVITE/ 200 OK/ ACK | |

| <o |
alogl | INVITE (hold)/200 OK/ ACK |

R SERREEE EEEE TS > |
alog2 | INVITE |

R AR LR EEE R EEEEEPEEEERED >
alog2 | 180 Ringing |

R AEEEEEEEEEEEEEEEEEREEE |

| . o |

| Transferor gives up waiting but Target answers

|

al og2 | CANCEL |

R AR e EEEEEEEEEEEEE >
alog2 | 200 OK ( CANCEL) |

| <o |
alog2 | 200 X (INVITE) F1 |

| e |
alog2 | ACK |

R e EEEEEEEEEEEED >
alog2 | INVITE (hold)/200 OK/ ACK |

[ 7o >|

| Tones or nedia played avoid silence F2 |
al ogl | REFER (Refer-To: sips: Transf er Tar get |

| ?Repl aces=di al 0g2) |

|~ >] |
alogl | 202 Accepted | |

| <o | |
alogl | NOTIFY (100 Trying)| |

| <o |
al ogl | 200 &K | |

[~ > |
al og3 | I NVI TE (Repl aces: di al 0g2)/200 OK/ ACK F3

| R >
alog2 | BYE 200 K | |

R SRR EEEEEEEEEEEEE EEEE |
alogl | NOTIFY (200 OK) | |

R |
al ogl | 200 X | |

oo > |
alogl | BYE 200 K | |

|- > |
al og3 | | BYE/ 200 OK |

| R |
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Figure 13: Seni-Attended Transfer as Attended Transfer Call Fl ow (Not
Recomended)

7.7. Attended Transfer Fallback to Basic Transfer

In this flow, an attenpted attended transfer fails so the Transferor
falls back to basic transfer.

The call flow in Figure 14 shows the use of Require: replaces in the
INVI TE sent by the Transferor to the Transfer Target in which the
Transferor’s intention at the tine of sending the INVITE to the
Transfer Target was known to be to conplete an attended transfer.
Since the Target does not support Replaces, the INVITE is rejected
with a 420 Bad Extension response, and the Transferor switches from
attended transfer to basic transfer imediately.
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Tr ansf er or Tr ansf er ee Tr ansf er

| | Tar get
dialogl | INVITE/ 200 OK/ ACK | I
dialogl | oI ONS 200 &K | |
Gialogl | |NVITE (hold)] 200 OKI ACK |
dialogz | 1NATE (Renui e repl aces) |
gialogz | T 420 Bed Bxtension |
di al og2 I<___Aék __________________________________
dialogl | FEFER (Reter-To si pe: Tromsi erTarget) |
dialogl | 202 receptod | |
Gialogl | NOMEY (100 Tiving)| |
giatogr | T 200 O | |
di al og3 I ------------------- >| I NVI TE/ 200 OK/ ACK
di al ogl I NOTI FY (200 OK) G >I
giatogr | T 200 O | |
dialogl | BYH200 oK "l |
di al og3 i ___________________ >i BYE/ 200 K
... BYE200

Figure 14: Attended Transfer Fallback to Basic Transfer Using
Requi re: repl aces

Fi gure 15 shows the use of OPTIONS when the Transferee and Transfer
Target do not explicitly indicate support for the REFER nethod and

Repl aces header fields in Allow and Supported header fields and the
Transferor did not have the intention of performng an attended

transfer when the INVITE to the Target was sent.

Transferor determ nes, using OPTIONS, that the Transferee does

In dialogl, the

support REFER and Replaces. As a result, the Transferor begins the

attended transfer

by placing the Transferee on hold and calling the

Transfer Target. Using an OPTIONS in dial og2, the Transferor

determ nes that the target does not support either

Spar ks,

et al.

Best Current Practice
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naki ng attended transfer inpossible. The Transferor then ends
di al og2 by sending a BYE then sends a REFER to the Transferee using

the AOR URI of the Transfer Target.
Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get

di al ogl I | NVI TE/ 200 OK/ ACK I I
dialogl | oI O 200 K| |
dialogl | INVITE (hol d)7 200 oK ACK |
Gialog2 | 1NATE 200 OGAK | |
dialogz | G O&0 ok T 1
dialogz | BYmoon ok T "l
Gialogs | REFER (Targel-Dialog 1. T ’l
| Ref er- To: si ps: Transfer Target) |

dislogs | | 202 recepted | |
dialoga | NOTFY (100 Tryine)| I
dialoga | T 200 oK | |
di al og4 I ------------------- >I I NVI TE/ 200 OK/ ACK
di al og3 I NOTI FY (200 OK) I ___________________ g
dialoga | T 200 oK | |
dislogl | BYH200 oK "l |
di al og4 i ___________________ >i BYE/ 200 K
... BYF200

Figure 15: Attended Transfer Fallback to Basic Transfer

Spar ks,
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8. Transfer with Referred-By

In the previous exanples, the Transfer Target does not have
definitive information about what party initiated the transfer, or
in sone cases, even that transfer is taking place. The Referred-By
mechani sm [ RFC3892] provides a way for the Transferor to provide the
Transferee with a way to |l et the Transfer Target know what party
initiated the transfer.

The sinplest and | east secure approach just involves the inclusion of
the Referred-By header field in the REFER, which is then copied into
the triggered INVITE. However, a nore secure nechani sminvolving the
Ref erred-By security token, which is generated and signed by the
Transferor and passed in a nessage body to the Transferee then to the
Transfer Target.

The call flowin Figure 16 shows the Referred-By header field and
body in the REFER F5 and triggered INVITE F6. Note that the Secure/
Mul ti purpose Internet Mail Extensions (S/MME) signature is not shown
in the exanple bel ow The conventions used in the SIP Torture Test
Messages [ RFC4475] docunent are reused, specifically the <hex> and
<al | OneLi ne> t ags.
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Tr ansf er or Tr ansf er ee Tr ansf er
| | Tar get
di al ogl I | NVI TE/ 200 OK/ ACK Fll F2 I
dialogl | INVITE (hol d)7 200 oK ACK |
Gialog2 | |NVTE 200 0K AK Fs Fa |
dialogz | 1NVITE (held)i200 ok Ak T 1
dialogs | FEFER (Target-Di 6l on: 1, Referred. By: Tr anst eror,

| Refer-To:sips: Transfer Tar get ?Repl aces=2) F5

dialogs | 202 roeepied | |
dialogs | NOTFY (100 Trvi ned| |
dislogg [ 200 oK | I
di al og4 I IN\/I :I'-E-U?;:;)rl';\ces: di al 0g2, I
| Ref erred-By: Transferor )/200 OK/ ACK F6

di al og2 I BYE/ 200 OK I ___________________ >I
dialogd | NOMFY (200 GO T |
diatogs | T 200 O | |
dialogl | BYH200 oK "l |
di al og4 i ___________________ >i BYE/ 200 K i

... BYE200

Figure 16: Attended Transfer Call Flow with Referred-By
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F5 REFER Transferor -> Transferee

REFER si ps: 3l d812adkj w@i | oxi . exanpl e. com gr=3413kj 2ha SI P/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com branch=z9hG4bK392039842
Max- Forwards: 70
To: <si ps: 3l d812adkj w@di | oxi . exanpl e. com gr =3413kj 2ha>
From <sips:transferor@tl anta.exanpl e.conp;tag=1928301774
Call -1 D: a84b4c76e66710
CSeq: 314160 REFER
<al | OnelLi ne>
Ref er-To: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958
?Repl aces=090459243588173445%3Bt 0-t ag¥8DIn2n3wq¥8Bf rom t ag
%8D763231&Requi r e=r epl aces>
</ al | OneLi ne>
Supported: gruu, replaces, tdialog
Require: tdial og
Ref erred-By: <sips:transferor@tl anta. exanpl e. conp

; ¢i d="20398823. 2UWQFN309shb3@t | ant a. exanpl e. cont
Target-Di al og: 592435881734450904; | ocal -t ag=9n2n3wqg; renot e-t ag=763231
Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Content - Type: mul ti part/m xed; boundary=uni que-boundary-1
Cont ent - Lengt h:

--uni que- boundary- 1
Content-1D: <20398823. 2UMXFN309shb3@t | ant a. exanpl e. con®

Cont ent - Lengt h: 2961
Cont ent - Type: mul ti part/signed;
pr ot ocol ="appl i cati on/ pkcs-7-si gnature"
m cal g=shal
boundar y="- - - - 590F24D439B31E08745DEFOCD9397189"

------ 590F24D439B31E08745DEFOCD9397189
Cont ent - Type: message/ si pfrag

Date: Thu, 18 Sep 2003 13:07:43 GMI
<al | OneLi ne>
Ref er-To: <sips: 482n4z24kdg@hi cago. exanpl e. com gr =8594958
?Repl aces=090459243588173445%3B
to-tag¥8D9m2n3wg¥BBf r om t ag¥8D763231&Requi r e=r epl aces>
</ al | OneLi ne>
Ref erred-By: <sips:transferor@tl anta. exanpl e. conp
; ¢i d="20398823. 2UWQFN309shb3@t | ant a. exanpl e. cont

------ 590F24D439B31E08745DEFOCD9397189
Cont ent - Type: application/pkcs-7-si gnature; nane="sm nme. p7s"
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Cont ent - Tr ansf er - Encodi ng: bi nary
Content-Di sposition: attachnent; filenane="sni nme.p7s"

<hex>3082088806092A86
4886F70D010702A082087930820875020101310B300906052BOE03021A050030

(Si gnature not shown)

8E63D306487A740A197A3970594CF47DD385643B1DCA9FF767A3D2B428388966
79089AADI5767F</ hex>

------ 590F24D439B31E08745DEFOCDO397189- -

--uni que_boundary- 1

F6 I NVI TE Transferee -> Transfer Target

I NVI TE si ps: 482n4z24kdg@hi cago. exanpl e. com gr =8594958 SI P/ 2.0
Via: SIP/2.0/TLS referee. exanpl e; branch=z9hG4bKf f e209934aac
To: <sips:482n4z24kdg@hi cago. exanpl e. cony gr =8594958>
From <sips:transferee@il oxi.exanple.comr;tag=2909034023
Call-1D: fe9023940- a3465@ ef er ee. exanpl e
CSeq: 889823409 | NVI TE
Max- Forwar ds: 70
Cont act: <si ps: 31 d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Ref erred-By: <sips:transferor@tl anta. exanpl e. cone
; ¢i d="20398823. 2UNMFN309shb3@t | ant a. exanpl e. cont
Repl aces: 090459243588173445; t o-t ag=9n2n3wqg; from
tag=76323
Require: repl aces
Supported: gruu, replaces, tdialog
Content - Type: multi part/m xed; boundary=ny-boundary-9
Cont ent - Lengt h: .

--ny-boundary-9
Cont ent - Type: application/sdp

Content-Length: 156

v=0

o=ref eree 2890844526 2890844526 I N | P4 referee. exanpl e
s=Sessi on SDP

c=IN I P4 referee. exanpl e

t=0 0

mraudi 0 49172 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000
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--ny-boundary-9
Cont ent - Lengt h: 2961
Cont ent - Type: mul ti part/signed;
pr ot ocol ="appl i cati on/ pkcs-7-signature”;
m cal g=shal
boundar y="- - - - 590F24D439B31E08745DEFO0CD9397189"

------ 590F24D439B31E08745DEFOCD9397189
Cont ent - Type: message/ si pfrag

Date: Thu, 18 Sep 2003 13:07:43 GMI

<al | OneLi ne>
Ref er-To: <sips:transfertarget @hi cago. exanpl e. com
Repl aces=090459243588173445%3B
to-tag¥8D9m2n3wg¥BBf r om t ag¥8D763231&Requi r e=r epl aces>
</ al | OneLi ne>
Ref erred-By: <sips:transferor@tl anta. exanpl e. conp

; ¢i d="20398823. 2UWQFN309shb3@t | ant a. exanpl e. cont

------ 590F24D439B31E08745DEFOCD9397189

Cont ent - Type: application/pkcs-7-si gnature; nane="sm nme. p7s"
Cont ent - Tr ansf er - Encodi ng: bi nary

Content-Disposition: attachment; fil ename="sm ne. p7s"

<hex>3082088806092A86
4886F70D010702A082087930820875020101310B300906052BOE03021A050030

(Si gnature not shown)

8E63D306487A740A197A3970594CF47DD385643B1DCA9FF767A3D2B428388966
79089AADI5767F</ hex>

------ 590F24D439B31E08745DEFOCD9397189- -
- -ny- boundary- 9- -
9. Transfer as an Ad Hoc Conference

In this flow, shown in Figure 17, Bob does an attended transfer of
Alice to Carol. 1In order to keep both Alice and Carol fully informed
of the nature and state of the transfer operation, Bob acts as a
focus [ RFC4579] and hosts an ad hoc conference involving Alice, Bob
and Carol. Alice and Carol subscribe to the conference package

[ RFC4575] of Bob’s focus, which allows themto know the exact status
of the operation. After the transfer operation is conplete, Bob

del etes the conference.
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This call flow nmeets requirement 6 of Section 4.

related to the refer package are indicated as NOTIFY (refer), while

SIP CC Transfer

June 2009

NOTI FY nessages

NOTI FYs related to the Conference Info package are indicated as

NOTI FY ( Conf-1nfo).

Note that any type of sem -attended transfer

rel ayi ng could be inplenented using this nodel.
sinmply mxing, the focus could introduce additiona

in which nedia mxing or

In addition to
medi a signals

such as sinulated ring tone or on hold announcenments to inprove the

user experience.

Sparks, et al.

I
I
I
| Al'ice subscribes to the conference package
I
I

Bob begi ns consultation operation

Best Current Practice

Alice Bob Caro
| | |
| INVITE | |
o > |
| 180 Ri ngi ng |
| <o | |
| 200 OK | |
| <o mmmmmn s | |
| ACK | |
[ mm e > |
| RTP | |
|<::::::::::::::::::>|

Bob places Alice on hold and begins acting |like a focus

I NVI TE Require:replaces Contact: Conf-ID;isfocus
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Spar ks,
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| 180 Ri ngi ng |
[T |
| 200 OK |
[ <o |
| ACK |
[T >
| RTP |
| <::::::::::::::::::>|

Carol subscribes to the conference package
- learns Bob is on hold

| |
| SUBSCRI BE si p: Conf-1D

| I NVI TE (hol d)
[----------aemee - - >
| 200 K

| <o |
| ACK
[------mmmm - - >

Alice |learns that Carol is now on hold

NOTI FY ( Conf -1 nf o)

Bob begi ns transfer operation

REFER Ref er-To:

NOTI FY (Refer)

et al.

|
Caro

Best Current Practice

June 2009
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|- > |
| 200 OK | I
| <o | | |
| I NVITE Repl aces: B-C Contact: Alice |
e R R >
| 200 &K |
R R EEEEEE R |
| ACK |
e EEEEEEEEEEEED >
| RTP |
| <:::::::::::::::::::::::::::::::::::::::)|
| | BYE |
| | < |
| | 200 X |
| |- >
| NOTIFY (Refer) | |
------------------- >| |
| 200 &K | |
| <o | |
| | | |
| Bob term nates the ad-hoc conference |
| | |
| BYE | |
| <o | |
| 200 X | |
|----mmmmm >| |
| NOTI FY (Conf-Info) |

------------------- >|

|

Figure 17: Attended Transfer as an Ad Hoc Conference
10. Transfer with Multiple Parties

In this exanple, shown in Figure 18, the Originator places a call to
the Facilitator who reaches the Recipient through the Screener. The
Reci pient’s contact information is exposed to the Facilitator and the
Oiginator. This exanple is provided for clarification of the
semantics of the REFER nmethod only, and it should not be used as the
design of an inplenentation.
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Ori gi nat or Facilitator Scr eener Reci pi ent
| | | |
1 |JINVITE 200 OK/ ACK | | "Get Fred for me!"
| ----mmem-- > | | "Right away!"
2 |INVITE (hold)/200 OK/ ACK | |
| <o |
2 | | 1 NVI TE/ 200 OK/ ACK | "l have a cal
I >| |fr0n1Nhry for Fred"
2 | | INVITE (hold)/200 OK/ ACK "Hold pl ease"
| ESEEEEEEEEES |
3 | | | 1 NVI TE/ 200 OK/ ACK
| | [--------- >| "You have a cal
| | | | from Mary"
| | | “Put her through"
3 | | | INVI TE (hol d)/200 OK/ ACK
| | EERREEEEE >
4 | | REFER | |
| | <o | |
4 | | 202 Accept ed| |
| |- > |
4 | | NOTI FY (100 Try|ng)
| |- |
4 | | 200 K |
| | <o |
5 | | I NVI TE/ 200 OK/ ACK |
I B >"This is Fred"
4 | | NOTI FY (200 OK) | "Please hold for
I >| | Mar y"
4 | | 200 K |
| | <o |
2 | | BYE/ 200 OK |
| ESEREEERREES |
3 | | | BYE/ 200 OK
| N et >|
5 | | INVI TE (hol d)/200 OK/ ACK
| |- >
6 | REFER | | |
| <o | | |
6 |202 Accepted| | |
----------- > | |
6 | NOTI FY (100 Trying) | |
----------- >| | |
6 |200 X | | I
| <-oo-ao--- | | |
7 | INVITE 200 OK/ ACK | |
[----mmm - >| "Hey Fred"
Sparks, et al. Best Current Practice
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11.

11.

6 | NOTI FY (200 OK) | | “"Hell o Mary"
2o > | |
6 |200 K | | |
Sooo-ooo-o | | |
1 |BYE200 K | |
| <o | |
5 | | BYE/ 200 OK |
| R R RREEEEEE >
7 |BYE/200 OK | | I
R | "See you later”

Figure 18: Transfer with Multiple Parties Exanple
Gat eway Transfer |ssues

A gateway in SIP acts as a User Agent. As a result, the entire
precedi ng di scussion and call flows apply equally well to gateways as
native SIP endpoints. However, there are sone gateway-specific

i ssues that are documented in this section. Wile this discussion
focuses on the common cases involving Public Sw tched Tel ephone

Net wor k (PSTN) gateways, similar situations exist for other gateways,
such as H. 323/ SI P gat eways.

1. Coerce Gateway Hairpins to the Sanme Gat eway

To illustrate how a hairpin situation can occur in transfer, consider
this exanple. The original call dialog is setup with the Transferee
residing on the PSTN side of a SIP gateway. The Transferor is a SIP
phone purely in the IP space. The Transfer Target is on the PSTN
side of a SIP gateway as well. After conpleting the transfer,
(regardl ess of consultative or blind) the Transferee is in a cal

with the Transfer Target (both on the PSTN side of a gateway). It is
often desirable to renove the gateway(s) out of the loop. This is
likely to only be possible if both legs of the target call are on the
same gateway. Wth both Iegs on the same gateway, it may be able to
i nvoke the anal ogous transfer on the PSTN side. Then the target cal
woul d not involve the gateway.

So the problemis howto give the proxy enough information so that it
knows to route the call to the sane gateway. Wth a sinple single
call that hairpins, the incom ng and outgoing | eg have the sane

di al og. The proxy shoul d have enough information to optinize the
routing.

In the consultative transfer scenario, it is desirable to coerce the
consul tative I NVITE out the sane gateway as the original call to be
transferred. However, there is no way to relate the consultation
with the original call. |In the consultative case, the target cal
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11

12.

I NVI TE i ncl udes the Repl aces header, which contains dial og

i nformati on that can be used to relate it to the consultation
However, there is no information that relates the target call to the
ori gi nal

In the blind transfer scenario, it is desirable to coerce the target
call onto the sanme gateway as the original call. However, the sane
problemexists in that the target-dialog cannot be related to the
origi nal dial og.

In either transfer scenario, it may be desirable to push the transfer
operation onto the non-SIP side of the gateway. Presunably, this is
not possible unless all of the | egs go out the sane gateway. |If the
gat eway supports nore than one trunk group, it mght also be
necessary to get all of the legs on the same trunk group in order to
performthe transfer on the non-SIP side of the gateway.

Solutions to these gateway specific issues may involve new extensions
to SIP in the future.

.2. Consultative Turned Blind Gateway d are

In the consultative transfer case turned blind, there is a glare-like
problem The Transferor initiates the consultation INVITE, the
Transferor gets inpatient and hangs up, transitioning this to a blind
transfer. The Transfer Target on the gateway (connected through a
PSTN switch to a single Iline or dunb anal og phone) rings. The user
answers the phone just after the CANCEL is received by the Transfer
Target. The REFER and INVITE for the target call are sent. The
Transferee attenpts to set up the call on the PSTN side, but gets

ei ther a busy response or lands in the users voicenail as the user
has the handset in hand and off hook

This is another exanple of a race condition that this call flow can
cause. The recommended behavior is to use the approach described in
Section 7.6.

Security Considerations

The call transfer flows shown in this docunent are inplenented using
the REFER and Repl aces call control primtives in SIP. As such, the
security considerations detailed in the REFER [ RFC3515] and Repl aces
[ RFC3891] docunents MJUST be foll owed, which are briefly summarized in
the follow ng paragraphs. This docunent addresses the issue of
protecting the Address of Record URI of a Transfer Target in Sections
7.1 and 7. 2.
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13.

14.

14.

Any REFER request MJUST be appropriately authenticated and aut hori zed
using standard SIP nechani sns or else calls nay be hijacked. A User
Agent may use |l ocal policy or human intervention in decidi ng whether
or not to accept a REFER I n generating NOTIFY responses based on
the outcome of the triggered request, care should be taken in
constructing the nessage/sipfrag body to ensure that no private
information is | eaked.

An | NVI TE contai ning a Repl aces header field SHOULD only be accepted
if it has been properly authenticated and authorized using standard
SI P nechani sns, and the requestor is authorized to performdial og
repl acenent. Special care is needed if the replaced dialog utilizes
addi tional nmedia streans conpared to the original dialog. In this
case, the user MUST authorize the addition of new nedia streans in a
di al og repl acenent. For exanple, the same nechani smused to

aut horize the addition of a nedia streamin a re-1NVITE coul d be
used.
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