Net wor k Wor ki ng Group R Deni s- Cour nont
Request for Comments: 5597 Vi deoLAN pr oj ect
BCP: 150 Sept ember 2009
Cat egory: Best Current Practice

Net wor k Address Transl ati on (NAT) Behavi oral Requirenents for the
Dat agr am Congesti on Control Protoco

Abst ract

Thi s docunent defines a set of requirenents for NATs handling the
Dat agr am Congesti on Control Protocol (DCCP). These requirenents
al | ow DCCP applications, such as stream ng applications, to operate
consistently, and they are very simlar to the TCP requirements for
NATs, which have al ready been published by the I ETF. Ensuring that
NATs neet this set of requirements will greatly increase the

l'i kel'i hood that applications using DCCP will function properly.

Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Conmunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nenmo is unlinmted.

Copyri ght and License Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.

Thi s docunent nmay contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
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not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh
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1. Introduction

For historical reasons, NAT devices are not typically capable of
handl i ng datagranms and fl ows for applications that use the Datagram
Congestion Control Protocol (DCCP) [RFC4340].

This meno di scusses the technical issues involved and proposes a set
of requirenments for NAT devices to handle DCCP in a way that enables
conmuni cati ons when either or both of the DCCP endpoints are |ocated
behi nd one or nore NAT devices. All definitions and requirenents in
[ RFCA787] are inherited here. The requirements are otherw se
designed simlarly to those in [RFC5382], fromwhich this nmeno
borrows its structure and rmuch of its content.

Not e however that, if both endpoints are hindered by NAT devices, the
normmal nodel for DCCP of asymmetric connection will not work. A

si mul t aneous- open nust be perforned, as in [ RFC5596]. Also, a
separate, unspecified nechani sm my be needed, such as Unilatera

Sel f Address Fixing (UNSAF) [RFC3424] protocols, if an endpoint needs
to learn its own external NAT mappi ngs.

2. Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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Thi s docunment uses the term "DCCP connection" to refer to individua
DCCP fl ows, as uniquely identified by the quadruple (source and
destination | P addresses and DCCP ports) at a given tine.

Thi s docunent uses the term "NAT mapping” to refer to a state at the
NAT that is necessary for network address and port translation of
DCCP connections. This docunent also uses the terns "endpoint-

i ndependent mappi ng", "address-dependent mappi ng", "address and port-
dependent mappi ng", "filtering behavior", "endpoint-independent
filtering", "address-dependent filtering", "address and port-
dependent filtering", "port assignment", "port overloading",
“hairpinning", and "external source |IP address and port" as defined
in [ RFC4787] .

3. Applicability Statenent

Thi s docunent applies to NAT devices that want to handl e DCCP
datagrans. It is not the intent of this docunent to deprecate the
overwhel ming majority of deployed NAT devices. These NATs are sinply
not expected to handle DCCP, so this nmenop is not applicable to them

Expect ed NAT behavi ors applicable to DCCP connections are very
simlar to those applicable to TCP connections (with the exception of
REQ- 6 below). The follow ng requirenents are discussed and justified
extensively in [ RFC5382]. These justifications are not reproduced
here for the sake of brevity.

In addition to the usual changes to the |IP header (in particular, the
| P addresses), NAT devices need to mangl e:

o the DCCP source port for outgoing packets, depending on the NAT
mappi ng,

o the DCCP destination port for incom ng packets, depending on the
NAT mappi ng, and

o the DCCP checksum to conpensate for |P address and port nunber
nodi fications.

Because changi ng the source or destination |IP address of a DCCP
packet will normally invalidate the DCCP checksum it is not possible
to use DCCP through a NAT without dedicated support. Sonme NAT

devi ces are known to provide "generic" transport-protocol support,
whereby only the I P header is mangled. That schene is not sufficient
to support DCCP
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4. DCCP Connection Initiation
4.1. Address and Port Mappi ng Behavi or

A NAT uses a mapping to transl ate packets for each DCCP connection

A mapping is dynamcally allocated for connections initiated fromthe
internal side, and is potentially reused for certain subsequent
connections. NAT behavi or regardi ng when a nappi ng can be reused
differs for different NATs, as described in [ RFC4A787].

REQ 1: A NAT MJST have an "Endpoi nt - I ndependent Mappi ng" behavior for
DCCP

4.2. Established Connections

REQ- 2: A NAT MUST support all valid sequences of DCCP packets
(defined in [ RFC4340] and its updates) for connections initiated both
internally as well as externally when the connection is permtted by
the NAT. In particular, in addition to handling the DCCP 3-way
handshake node of connection initiation, A NAT MJST handl e the DCCP
si mul t aneous- open node of connection initiation, defined in

[ RFC5596]. That node updates DCCP by addi ng a new packet type: DCCP-
Li sten. The DCCP-Li sten packet conmuni cates the information
necessary to uniquely identify a DCCP session. NATs nmay utilise the
connection information (address, port, Service Code) to establish

| ocal forwarding state

4.3. Externally Initiated Connections

REQ- 3: If application transparency is nost inportant, it is
RECOMVENDED t hat a NAT have an "Endpoi nt-i ndependent filtering"
behavior for DCCP. |If a nore stringent filtering behavior is nost
inmportant, it is RECOMMENDED that a NAT have an "Address-dependent
filtering" behavior for DCCP

o The filtering behavior MAY be an option configurable by the
admi ni strator of the NAT.

o The filtering behavior for DCCP MAY be independent of the
filtering behavior for any other transport-I|layer protocol, such as
UDP, UDP-Lite, TCP, and SCTP (Stream Control Transmi ssion
Pr ot ocol ).

REQ 4: A NAT MUST wait for at |least 6 seconds fromthe reception of
an unsolicited, inbound DCCP-Listen or DCCP-Sync packet before it may
respond with an I CWP Port Unreachable error, an | CMP Protoco
Unreachabl e error, or a DCCP-Reset. If, during this interval, the
NAT receives and transl ates an out bound DCCP- Request packet for the
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connection, the NAT MUST silently drop the original unsolicited,

i nbound DCCP-Li sten packet. O herw se, the NAT SHOULD send an | CVP
Port Unreachable error (Type 3, Code 3) for the original DCCP-Listen
unl ess the security policy forbids it.

5. NAT Session Refresh

The "established connection idle-tineout" for a NAT is defined as the
mnimumtinme a DCCP connection in the established phase rmust remain

i dl e before the NAT considers the associ ated session a candidate for
renoval . The "transitory connection idle-tineout” for a NAT is
defined as the minimumtine a DCCP connection in the CLOSEREQ or
CLOSI NG phases nust remain idle before the NAT considers the

associ at ed session a candidate for renmpval. DCCP connections in the
TIMEWAIT state are not affected by the "transitory connection idle-
timeout".

REQ-5: If a NAT cannot determ ne whether the endpoints of a DCCP
connection are active, it MAY abandon the session if it has been idle
for some tine. Where a NAT inplenments session tineouts, the default
val ue of the "established connection idle-tineout” MJST be of 124

m nutes or |onger, and the default value of the "transitory
connection idle-timeout” MJST be of 4 m nutes or longer. A NAT that

i npl enents session tinmeouts may be configurable to use smaller val ues
for the NAT idle-tinmeouts.

NAT behavi or for handling DCCP- Reset packets or connections in the
TIMEWAIT state is left unspecified.

6. Application-Level Gateways
Contrary to TCP, DCCP is a |loss-tolerant protocol. Therefore,
nodi fyi ng the payl oad of DCCP packets may present a significant
addi ti onal challenge in maintaining any application-|layer state
needed for an Application Level Gateway (ALG to function properly.
Additionally, there are no known DCCP-capable ALGs at the tine of
witing this docunent.
REQ 6: If a NAT includes ALGs, these ALGs MJST NOT affect DCCP.
NOTE: This is not consistent with REQ 6 of [RFC5382].

7. O her Requirenents Applicable to DCCP
A list of general and UDP-specific NAT behavioral requirenments are

described in [RFC4787]. A list of ICMP-specific NAT behavi ora
requi renents are described in [RFC5508]. The requirenments |isted
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bel ow reiterate the requirenents fromthese two docunents that
directly affect DCCP. The followi ng requirements do not relax any
requirenents in [ RFC4787] or [RFC5508].

7.1. Port Assignnent

REQ 7: A NAT MJUST NOT have a "Port assignnent" behavior of "Port
over | oadi ng" for DCCP

7.2. Hairpinning Behavior

REQ 8: A NAT MUST support "hairpinning" for DCCP. Furthernore, a
NAT' s hai r pi nni ng behavi or MJST be of type "External source IP
address and port".

7.3. 1 CMP Responses to DCCP Packets

REQ 9: If a NAT translates DCCP, it SHOULD translate | CVP Destination
Unreachabl e (Type 3) nessages.

REQ 10: Recei pt of any sort of | CVMP nessage MJUST NOT term nate the
NAT mappi ng or DCCP connection for which the | CVP was gener at ed.

8. Requirements Specific to DCCP
8.1. Partial Checksum Coverage

DCCP supports partial checksum coverage. A NAT will usually need to
performincrenental changes to the packet Checksumfield, as for

ot her | ETF-defined protocols. However, if it needs to recalculate a
correct checksumvalue, it nust take the checksum coverage into
account, as described in Section 9.2 of [RFC4340].

REQ 11: If a NAT translates a DCCP packet with a valid DCCP checksum
it MIUST ensure that the DCCP checksumis translated such that it is
valid after the transl ation

REQ 12: A NAT MJST NOT nodify the value of the DCCP Checksum
Cover age.

The Checksum Coverage field in the DCCP header determ nes the parts
of the packet that are covered by the Checksumfield. This always

i ncl udes the DCCP header and options, but sone or all of the
application data may be excluded as deterni ned on a packet - by-packet
basis by the application. Changing the Checksum Coverage in the
network violates the integrity assunptions at the receiver and may
result in unpredictable or incorrect application behaviour
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8.

10.

2. Services Codes

DCCP specifies a Service Code as a 4-byte value (32 bits) that
descri bes the application-level service to which a client application
wi shes to connect [RFC4340].

REQ 13: If a NAT translates a DCCP packet, it MJST NOT nodify its
DCCP Service Code val ue

Furt her guidance on the use of Service Codes by m ddl eboxes,
i ncl udi ng NATs, can be found in [ RFC5595].

DCCP wi t hout NAT Support

I f the NAT device cannot be updated to support DCCP, DCCP dat agramns
can be encapsulated within a UDP transport header. |ndeed, npbst NAT
devi ces are already capable of handling UDP. This is however beyond
the scope of this docunent.

Security Considerations

[ RFCA787] discusses security considerations for NATs that handle IP
and unicast (UDP) traffic, all of which apply equally to this
docunent. Security concerns specific to handling DCCP packets are
di scussed in this section

REQ 1 and REQ 6 through REQ 13 do not introduce any new known
security concerns.

REQ 2 does not introduce any new known security concerns. Wile a
NAT may el ect to keep track of some DCCP-specific, per-flow state
(conpared to UDP), it has no obligations to do so.

REQ 3 allows a NAT to adopt either a nobre secure or a nore
application-transparent filtering policy. This is already addressed
in [ RFC4787] and [ RFC5382].

Similar to [ RFC5382], REQ 4 of this document reconmmends that a NAT
respond to unsolicited, inbound Listen and Sync packets with an | CWP
error delayed by a few seconds. Doing so may reveal the presence of
a NAT to an external attacker. Silently dropping the Listen makes it
harder to di agnose network problenms and forces applications to wait
for the DCCP stack to finish several retransm ssions before reporting
an error. An inplenenter nust therefore understand and carefully
wei gh the effects of not sending an ICMP error or rate-limting such
ICVMP errors to a very small nunber.
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11.

12.

12.

12.

REQ 5 recomends that a NAT that passively nmonitors DCCP state keep
idl e sessions alive for at |least 124 minutes or 4 minutes, depending
on the state of the connection. To protect agai nst denial -of -service
attacks filling its state storage capacity, a NAT may attenpt to
actively determine the liveliness of a DCCP connection, or the NAT
adm ni strator could configure nore conservative tineouts.
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