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1. Introduction

Thi s docunent describes a nodel for managi ng Et hernet pseudow re
services for transm ssion over a Packet Switched Network (PSN). This
M B nodul e is generic and comon to all types of PSNs supported in
the Pseudowi re Enul ati on Edge-to-Edge (PWE3) architecture [ RFC3985],
whi ch describes the transport and encapsul ation of L1 and L2 services
over supported PSN types.

In particular, the MB nodul e associates a port or specific VLANs on
top of a physical Ethernet port or a virtual Ethernet interface (for
Virtual Private LAN Service (VPLS)) to a point-to-point PW It is
conpl emrentary to the PWSTD-M B [ RFC5601], whi ch nanages the generic
PW paraneters comon to all services, including all supported PSN

types.

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through Sinmple Network Managenent Protocol (SNMP). (bjects
in the MB are defined using the mechanisnms defined in the Structure
of Managenent Information (SM). This nmeno specifies a M B nodul e
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that is conpliant to the SMv2, which is described in STD 58, RFC
2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

3. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ BCP14].

Thi s docunent adopts the definitions, acronynms, and mechani snms
described in [RFC3985] and [ RFC3916]. Unless otherw se stated, the
nmechani sns of [ RFC3985] apply and will not be re-described here.

4. Overview

The M B nodul e structure for defining a PWservice is conposed of
three layers of MB nodul es functioning together. This general nodel
is defined in the PWE3 architecture [ RFC3985]. The layering nodel is
intended to sufficiently isolate PWservices fromthe underlying PSN
| ayer that carries the enul ated service. This is done at the sane
time as providing a standard neans for connecting any supported
services to any supported PSNs.

The first layer, known as the service |ayer, contains service-
specific nmodul es. These nodul es define service-specific managenent
obj ects that interface or collaborate with existing MB nodul es for
the native version of the service. The service-specific nodul e
"glues" the standard nmodules to the PWE3 M B nodul es.

The next |ayer of the PWES M B framework is the PWM B nodul e

[ RFC5601]. This nmodule is used to configure general paraneters of
PW that are common to all types of emul ated services and PSNs. This
| ayer is connected to the service-specific |layer above and the PSN

| ayer bel ow

The PSN | ayer provi des PSN-specific nodul es for each type of PSN
These nodul es associate the PWwith one or nore "tunnel s" that carry
the service over the PSN. These nodules are used to "glue" the PW
service to the underlying PSN-specific MB nodules. This docunent
defines the MB nodul e for Ethernet PWover any PSN type.

Thi s nodul e uses Textual Conventions (TCs) and objects as defined in

[ RFC2578], [RFC2579], [RFC2580], [RFC2863], [RFC4363], [RFC4502], and
[ RFC5601] .
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The Etherlike-MB [ RFC3635] does not support virtual Ethernet ports;
however, it is sonmetines desired to nanage the PWas an Ethernet port
via the Etherlike-MB. This MB nodul e supports an option to

recogni ze the PWas an iflndex, enabling standard use of the

Et herli ke-M B to manage the PW

5. Feature Checkli st

The PW Ethernet M B nodul e (PWENET-STD-MB) is designed to satisfy
the follow ng requirenents and constraints:

- The MB nodule is designed to work with the PWSTD-M B [ RFC5601] .
- The MB nodule is agnostic to the PSN type.

- The M B nodul e supports various options for selecting Ethernet
packets into the PW as defined in [RFC4448]. These include
port-based PW VLAN based PW and VLAN-nmani pul at ed based (change,
add, or renove) between the port to be ermulated and the PW

- In the case of an MPLS PSN, the M B nodul e supports the use of
multiple PW to carry the sane Ethernet service. These PW can be
used to support Label -Only-Inferred-PSC LSPs (L-LSPs) or EXP-
Inferred-PSC LSPs (E-LSPs) that are froma single Cass of Service
(CoS), when nmapping of the Ethernet user priority (PRI) bits to
the PSN CoS is required.

- The M B nodul e enabl es bot h point-to-point Ethernet services and
VPLS services as discussed in the L2VPN wor ki ng group [ RFC4664] .

- The MB nodul e all ows nodeling of the PWas an Ethernet virtual
port to be managed via existing Ethernet MBs |ike Etherlike-MB
[ RFC3635] .

6. PWENET M B Mdul e Usage

- The PWtable (pwTable) is used for all PWtypes (ATM FR
Et hernet, SONET, etc.). This table contains high-1evel generic
paranmeters related to the PWcreation. Arowis typically created
by the operator (see [RFC5542] for other options) for each PW
servi ce.

- Based on the PSN type defined for the PW rows are created in the
PSN-speci fic nodule (for exanple, [RFC5602]) and associated to the
pwTabl e by the comon pwl ndex.

- |If the PWtype is Ethernet or EthernetTagged a row is created by
the agent in the pwEnet Tabl e.
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7. PWENET Managenent Mode

The managenent nodel for the Ethernet PWis shown in Figure 1, and is
based on the PWI ayering [ RFC3985].

oo e e e e e e e e a oo - +
| PE Devi ce |
ot o e +
Single | | |
AC | | Si ngl e | PWInstance
<------ >0 For war der + PW I nst ance X<=========>
AU SRS .

May be nodel ed as
i f1ndex

Not at i on: o] A physi cal CE-bound PE port.
+ A PWIW instance interface to the forwarder.
X A PE PSN- bound port.

Figure 1: A sinple point-to-point service

In the typical point-to-point service, the object pwEnetPortlfl ndex
associ ates the physical CE-bound PE port ('0') to the PW(it is
allowed to have multiple PW associated to the sanme physical port).
This M B nodul e al so manages some of the possible operations of the
f or war der .

In sone nodels, it is convenient to nodel the forwarder virtua
interface to a PWIW instance ('+ ) as an iflndex. As discussed in
[ RFC5601], this is possible by using the PWifType in the ifTable and
indicating the iflndex in the main pwlable. |In case of Ethernet PW
a virtual interface of ifType = etherLike will be assigned on top of
the PWinterface to enable statistics gathering and statuses and

ot her managenent configuration tasks via existing tools. This way,
the PWinstance is nmanaged as virtual Ethernet interface in the PE

The nodel for using the PWin non-point-to-point applications, such
as VPLS, is done with the sane principle in mnd, except that the
creation of the tables is related typically to an auto-di scovery
process.
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8. Exanple of the PWENET M B Mdul e Usage

Assume we would like to create a PWof type VLAN between two PEs, for
VLAN val ue 5.

- Follows the exanple in [RFC5601], with pwlype equal s
" et her net Tagged’ .

- The agent creates a row in the pweEnet Table and a row in the
pwEnet St at sTabl e for the specified pw ndex. The pwEnet PW nstance
is automatically set by the agent to the value of 1.

- The operator fills the following entries in the pwEnet Tabl e:

pwEnet PWwVI an 5,
pwEnet VI anMbde noChange,
pwEnet Port VI an 5,

pwEnet Port | f | ndex 1001,
pwEnet Pwi f | ndex 0, -- Not nmnaged in the
-- Etherlike MB nodul e

- The PWis ready for forwardi ng when signaling has been
acconpl i shed successfully between the two peers.

9. Service-Delimting Mdes

Thi s section describes how the M B nodul e supports point-to-point
applications with vari ous VLAN service-delimting options on the
original Ethernet port and the correspondi ng PWnode and VLAN val ues.
If the PWis attached to VPLS service, the PWis associated to a
virtual interface that is attached to a bridge or VPLS forwarder.
The bridging function between | ocal physical ports and virtual
interfaces that are |later associated to PW is not handled via this
M B nodul e.
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There are three main service types that are supported by this MB
nodul e:

(1) Port nmode: In this node, the whole traffic fromthe port is
mapped to the PW

A. In the typical application, the packet is sent to the PWas

is:
pwEnet PwM an 4095,
pwEnet VI anMbde port Mode,
pwEnet Port VI an 4095,
pwType Et her net ,
B. It is possible to add a provider tag (value 10, for exanple)

to the packet when it is sent over the PW

pwEnet PwVl an 10,
pwEnet VI anMode addVl an,
pwEnet Port VI an 4095,

pwType SHOULD be set to ' Ethernet Tagged’ .

(2) Single VLAN. In this node, only the first VLAN field on the
packet fromthe physical port is the service-delinmting tag, as
an exanple VLAN=5. The follow ng options of processing are
possi bl e:

A. One-to-one mapping: The service-delimting tag is kept as is

on the PW

pwEnet PWwVI an 5,
pwEnet VI anMbde noChange,
pwEnet Port VI an 5,

pwType SHOULD be set to ' Ethernet Tagged' .

B. VLAN change napping: The service-delimting tag changes its
value (to the value of 6) on the PW

pwEnet PwVl an 6,
pwEnet VI anMbde changeV! an,
pwEnet Port VI an 5,

pwType SHOULD be set to ' Ethernet Tagged’' .
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C. The service-delinmting tag is renoved when the packet is
sent to the PW

pwEnet PwM an 4095,
pwEnet VI anMbde renoveVl an,
pwEnet Port VI an 5,

pwType SHOULD be set to ' Ethernet Tagged' .

It should be noted that this nbode is al so applicabl e when
the service-delimting tag is a service provider tag (VLAN=5
in this case), and the node renoves this VLAN and naps the
traffic to a single PWindependent of the packet format on
top of this VLAN

D. Untagged packets mapped to a PWas is (packets with a VLAN
field fromthe same port MAY be mapped to other PW).

pwEnet PwVl an o,
pwEnet VI anMode noChange,
pwEnet Port VI an o,

pwType MAY equal ’'Ethernet’ or 'Ethernet Tagged’ .

E. Untagged packets napped to a PW and a VLAN field is added
to the packet.

pwEnet PwM an 6,
pwEnet VI anMbde addVl an,
pwEnet Port VI an 0,

pwType SHOULD be set to ' Ethernet Tagged' .

F. A provider VLAN (value 10) is added to packets arriving with
VLAN val ue 5 before they are sent to the PW

pwEnet PwVl an 10,
pwEnet VI anMode addVl an,
pwEnet Port VI an 5,

pwType SHOULD be set to ' Ethernet Tagged’ .

(3) Nested VLAN (QnQ: Wen only the first VLAN is the service-
delimting tag, one of the nodes as described in 2) SHOULD be
used. |If the service-deliniting tag is both the first VLAN and
the second VLAN, the follow ng option is supported by this MB
nodul e:
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Assumi ng the provider VLAN tag equals 5 and the user VLAN tag
equal 100, this traffic can be nmapped to the PWwithout the
provider tag by using the followi ng configuration:

pwEnet PwMl an 100,
pwEnet VI anMbde r enoveVLAN,
pwEnet Port VI an 5,

It is RECOWENDED that the pwlype woul d equal ' Ethernet Tagged’,
but pwType equal to 'Ethernet’ MAY be used as well.

Packets with the sanme provider tag MAY be mapped to other PW.
(4) Oher scenarios are considered out of scope and shoul d be
handl ed by other M B npdul es that manage the forwarder and the

Native Service Processing (NSP) sections.

10. Object Definitions

PWENET-STD-M B DEFINITIONS ::= BEG N
| MPORTS
OBJECT- TYPE, MODULE- | DENTI TY, Unsigned32, mb-2
FROMV SNWPv2- SM -- [ RFC2578]
MODULE- COMPLI ANCE, OBJECT- GROUP
FROM SNWPv2- CONF -- [ RFC2580]
St or ageType, RowSt at us
FROM SNWPv2- TC -- [ RFC2579]
I nterfacel ndexOr Zero
FROM I F-M B -- [ RFC2863]
Zer oBasedCount er 32
FROV RMON2- M B -- [ RFC4502]
pwl ndex
FROM PW STD-M B -- [ RFC5601]

VI anl dOr AnyOr None
FROM Q BRI DGE- M B; -- [ RFC4363]

pwEnet St dM B MODULE- | DENTI TY
LAST- UPDATED "200906150000Z" -- 15 June 2009 00: 00: 00 GMI

ORGANI ZATI ON "Pseudow re Edge-to-Edge Emul ati on (PWE3) Wor ki ng
G oup”
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CONTACT- | NFO
"David Zelig
Emai | : davi dz@versi.com

Thomas D. Nadeau
Email: tom nadeau@t. com
DESCRI PTI ON
"This M B nodul e descri bes a nodel for managi ng Ethernet
poi nt -t o-poi nt pseudow re services over a Packet
Swi t ched Network (PSN).

Copyright (c) 2009 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the foll ow ng
conditions are net:

- Redistributions of source code nmust retain the above
copyright notice, this list of conditions and the foll ow ng
di scl ai ner.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclainer in the docunentation and/or other materials
provided with the distribution

- Neither the nanme of Internet Society, |ETF or IETF Trust, nor
the names of specific contributors, may be used to endorse or
pronote products derived fromthis software without specific
prior witten permssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS " AS IS AND ANY EXPRESS COR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GAT OMNER OR

CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCl DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LI M TED TO PROCUREMENT OF SUBSTI TUTE GOODS COR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEG.I GENCE OR
OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF TH S SOFTWARE
EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5603;
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see the RFC itself for full legal notices."
-- Revision history
REVI SI ON "200906150000Z" -- 15 June 2009 00: 00: 00 GMr
DESCRI PTION "I nitial version published as part of RFC 5603."
o= { mb-2 180 }

pwEnet Cbj ect s OBJECT | DENTI FI ER : :
pwEnet Conf or mance OBJECT | DENTI FI ER : :

{ pwEnetStdM B 1 }
{ pwEnetStdM B 2 }

-- Ethernet PWtable

pwEnet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwEnet Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table contains the index to the Ethernet tables
associated with this Ethernet PW the VLAN configuration,
and the VLAN node."

.= { pwkEnet hjects 1}

pwEnet Entry OBJECT- TYPE
SYNTAX PwEnet Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This table is indexed by the sanme i ndex that was created
for the associated entry in the PWgeneric table in the

PW STD- M B nodul e.
The pwi ndex and the pwEnet PW nstance are used as indexes
to allow multiple VLANs to exist on the sane PW

An entry is created in this table by the agent for every
entry in the pwlable with a pwlype of 'ethernet Tagged’

or 'ethernet’. Additional rows may be created by the
operator or the agent if nultiple entries are required for
t he same PW

The val ue of pwEnet PM nstance can be arbitrarily sel ected
to nmake the row uni que; however, inplenentations that know
the VLAN field value when the rowis created MAY use the
value of the VLAN itself for better readability and
backward conpatibility with ol der versions of this MB
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nodul e.

This table provi des Ethernet port mapping and VLAN
configuration for each Ethernet PW

Al read-create objects in this table MAY be changed at any
time; however, change of some objects (for exanple,

pwEnet VI anMode) during the PWforwardi ng state MAY cause traffic
di sruption.

Manual entries in this table SHOULD be preserved after a
reboot, and the agent MJST ensure the integrity of those
entries. |If the set of entries of a specific rowis found to
be inconsistent after reboot, the PWpwOper Status MJIST be
decl ared as not Present (5).

| NDEX { pwl ndex, pwEnet Pwl nstance }
= { pwknetTable 1 }

PwEnet Entry ::= SEQUENCE {
pwEnet PW nst ance Unsi gned32,
pwEnet PwMl an VI anl dOr AnyOr None,
pwEnet VI anMbde | NTEGER,
pwEnet Port VI an VI anl dOr AnyOr None,
pwEnet Port | f | ndex I nt erfacel ndexOr Zer o,
pwEnet Pw f | ndex I nterfacel ndexOr Zer o,
pwEnet Rowst at us RowSt at us,

}

pwEnet St or ageType St or ageType

pwEnet PwW nst ance OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

“I'f multiple rows are mapped to the sane PW this index is
used to uniquely identify the individual row

If the value of the VLAN field is known at the tinme of
row creation, the value of pwEnet PWM an MAY be used

for better readability and backward conpatibility with

ol der versions of this MB npbdule. Oherw se, the val ue
1 SHOULD be set to the first row for each pw ndex

for better readability and in order that the managenent
application will know in advance how to access the

first rowwhen it was created by the agent.
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c:={ pwEnetEntry 1}

pwEnet PwMl an  OBJECT- TYPE

SYNTAX VI anl dOr AnyOr None

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object defines the (service-delimting) VLAN field
val ue on the PW The val ue 4095 MJST be used if the
object is not applicable, for exanple, when mapping all
packets froman Ethernet port to this PW(raw node).
The value 0 MJUST be set to indicate untagged franes
(fromthe PWpoint of view), i.e., when pwknet VI anMde
equal s ' noChange’ and pwkEnet PortVl an equals 0."

::={ pwknetEntry 2 }

pwEnet VI anMbde OBJECT- TYPE
SYNTAX | NTEGER {

ot her (0),
portBased(1),
noChange( 2),
changeVl an( 3),
addVl an(4),
renoveVl an(5)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the node of VLAN handling between the
port or the virtual port associated with the PWand the
PW encapsul ati on.

"other’ indicates an operation that is not defined by
this M B nodul e.

- 'portBased’ indicates that the forwarder will forward
packets between the port and the PWindependent of their
structure (i.e., there are no service-delimting VLAN tags
fromthe PE standpoint).

- '"noChange’ indicates that the PWcontains the original
user VLAN, as specified in pwEnetPortVian; i.e., the
VLAN on the PE-CE link is the service-delimting tag
and is kept "as is’ on the PW

- 'changeVlan’ indicates that the VLAN field on the PW
may be different than the VLAN field on the user’s

Zelig & Nadeau St andards Track [ Page 13]



RFC 5603 ENET M B July 2009

port. The VLAN on the PE-CE link is the service-delinmiting
tag but has a different value on the PW

- "addVlan’ indicates that a VLAN field will be added
on the PSN-bound direction (i.e., on the PW. pwEnet PwWl an
i ndi cates the value that will be added.

- 'renmoveVl an’ indicates that the encapsul ation on the
PW does not include the service-deliniting VLAN field.
Note that PRI bits transparency is lost in this case.

- Inplenentation of 'portsbased’, 'renoveVlan', 'addVl an’
"other’, and ’'changeVlan’ is OPTI ONAL.
DEFVAL { noChange }
::={ pwkEnetEntry 3 }

pwEnet Port VI an OBJECT- TYPE

SYNTAX VI anl dOr AnyOr None

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object defines if the mappi ng between the original port
(physical port or VPLS virtual port) to the PWis VLAN based
or not. In case of VLAN napping, this object indicates the
VLAN val ue on the original port.

The val ue of ’'4095 MJST be used if the whole original port
traffic is mapped to the same PW Note that a pwlype of
"ethernet Tagged’ can still be used if service-delimting tag
i s added on the PW (pwEnet VI anMbde equal s ' addVl an’).

Thi s object MJUST be equal to pwEnet PwM an if pwEnet VI anMbde
equal s ' noChange’ .

The value 0 indicates that packets without a VLAN field
(i.e., untagged frames) on the port are associated to this
PW This allows the same behavi or as assigning 'Default
VLAN to untagged franes.

DEFVAL { 4095 }
.= { pwkEnetEntry 4 }

pwEnet Port | fl ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This object is used to specify the iflndex of the Ethernet
port associated with this PWfor point-to-point Ethernet
service, or the iflndex of the virtual interface of the
VPLS instance associated with the PWif the service is
VPLS. Two rows in this table can point to the sanme iflndex
only if there is no overlap of VLAN values specified in
pwEnet Port VI an that are associated with this port.

A val ue of zero indicates that association to an iflndex is
not yet known."

.= { pwkEnetEntry 5 }

pwEnet PW f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
“"If the PWis nodeled as an iflndex in the ifTable, this
obj ect indicates the value of the iflndex representing the
Et hernet PWon the PSN side in the Etherlike-MB. Note that
this value may be different fromthe val ue of pw flndex
that represents the iflndex of the PWfor ifType "pw ."

DEFVAL { 0 }

.= { pwkEnetEntry 6 }

pwEnet RowSt at us  OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s obj ect enables creating, deleting, and nodifying this
row. "

::={ pwkEnetEntry 7 }

pwEnet St or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the storage type of this row "
DEFVAL { nonVol atile }
.= { pwkEnetEntry 8 }

-- BEthernet PWStatistics Table
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pwEnet St at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PwEnet StatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains statistical counters specific for
Et hernet PW"
.= { pwknet Ohjects 2}

pwEnet St at seEntry OBJECT- TYPE
SYNTAX PwEnet St at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry represents the statistics gathered for the
PWcarrying the Ethernet."
| NDEX { pw ndex }
.= { pwEnet StatsTable 1 }

PwEnet St at sEntry ::= SEQUENCE {
pwEnet St at sl | | egal VI an Zer oBasedCount er 32,

pwEnet St at sl | | egal Lengt h Zer oBasedCount er 32
}

pwEnet St at sl | | egal VI an OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets received (fromthe PSN) on this PW
with either an illegal VLAN field, a nmissing VLAN field
when one was expected, or an excessive VLAN field when
it was not expected. This counter may not be applicable
in sone cases, and MJST return the value of zero in
such a case."

.= { pwEnetStatsEntry 1 }

pwEnet St at sl | | egal Length OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets that were received with an ill egal

Et hernet packet length on this PW An illegal length is
defined as being greater than the value in the advertised

MIU supported, or shorter than the all owed Ethernet packet
si ze. "
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.= { pwknet StatsEntry 2 }

--- Conformance description

pwEnet Gr oups OBJECT | DENTI FI ER : :
pwEnet Conpl i ances OBJECT | DENTI FI ER : :

{ pwEnet Conf ornmance 1 }
{ pwEnet Conf or mance 2 }

-- Compliance requirement for fully conpliant inplenentations

pwEnet Modul eFul | Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for agents that provides full
support for the PWENET-STD-M B nodul e. Such devi ces
can then be nonitored and al so be configured using
this MB nodule."

MODULE -- this nodul e

MANDATORY- GROUPS {

pwEnet G oup,
pwEnet St at sG oup
}
OBJECT pwEnet VI anMbde
DESCRI PTI ON "An i nmpl enent ati on MUST support at |east the val ue
noChange(2)."
OBJECT pwEnet PwW f | ndex

M N-ACCESS read-only
DESCRI PTION "Wite access and val ues other than zero are
required only for inplenentations that support
nodel i ng the Ethernet PWin the Etherlike-MB."
CBJECT pwEnet RowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2),
not Ready(3) }
VRl TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

M N-ACCESS read-only

DESCRI PTI ON "Support for createAndWait is not required. Support
of notReady is not required for inplenentations that
do not support signaling.
Support of read-wite is not required for
i mpl enentati ons that do not support nore than one
VLAN mapping to the same PW"

::= { pwknet Conpliances 1 }
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-- Compliance requirenent for read-only conpliant inplenentations

pwEnet Modul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agents that provide read-
only support for the PWENET-STD-M B nodul e. Such
devi ces can then be nonitored but cannot be configured
using this MB nodule."

MODULE -- this nodul e
MANDATORY- GROUPS { pwEnet Gr oup,
pwEnet St at sGr oup

}

OBJECT pwEnet PwM an
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwEnet VI anMode

M N-ACCESS read-only

DESCRI PTION "Wite access is not required. An inplenentation
MJST support at |east the val ue noChange(2)."

OBJECT pwEnet Port VI an
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwEnet Port | f I ndex
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwEnet Pwi f | ndex

M N-ACCESS read-only

DESCRI PTION "Wite access is not required. Values other than
zero are required only for inplenentations that
support nodeling the Ethernet PWin the
Et herli ke-MB."

CBJECT pwEnet RowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2),
not Ready(3) }
M N-ACCESS read-only
DESCRI PTION "Wite access is not required. Support
of notReady is not required for inplenmentations that
do not support signaling.”

OBJECT pwEnet St or ageType
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M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

::= { pwknet Conpliances 2 }
-- Units of conformance

pwEnet G oup OBJECT- GROUP
OBJECTS {

pwEnet PwM an,
pwEnet VI anMbde,
pwEnet Port VI an,
pwEnet Port | f | ndex,
pwEnet Pwi f | ndex,
pwEnet RowsSt at us,
pwEnet St or ageType

}
STATUS current
DESCRI PTI ON
"Col l ection of objects for basic Ethernet PWconfiguration."
:={ pweEnetGoups 1}

pwEnet St at sG oup OBJECT- GROUP
OBJECTS {
pwEnet St at sl | | egal VI an,
pwEnet St at sl | | egal Lengt h

}
STATUS current
DESCRI PTI ON
"Col | ection of objects counting various PWI|evel errors."
.= { pwkEnet Groups 2 }

END
11. Security Considerations

It is clear that this MB nodule is potentially useful for nmonitoring
of PWcapable PEs. This MB nodule can al so be used for
configuration of certain objects, and anything that can be configured
can be incorrectly configured, with potentially disastrous results.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:
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o the pwEnet Tabl e contains objects to provision Ethernet PWs.
Unaut hori zed access to objects in these tables could result in
di sruption of traffic on the network. The use of stronger
mechani sns such as SNWMPv3 security shoul d be consi dered where
possi ble. Specifically, SNMPv3 VACM and USM MJST be used with any
v3 agent that inmplenents this MB nodule. Adnministrators should
consi der whether read access to these objects should be all owed,
since read access may be undesirable under certain circunstances.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

o the pwknet Table shows the Ethernet PWservice configuration. |If
an adm ni strator does not want to reveal this information, then
these tabl es shoul d be considered sensitive/vul nerabl e.

SNWVP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWMPv3 franmework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/del ete) them
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12. | ANA Consi derati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

pwEnet St dM B { mb-2 180 }
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