Net wor k Wor ki ng Group O Nickl ass
Request for Comments: 5604 RADVI SI ON Lt d.
Cat egory: Standards Track July 2009

Managed Objects for Tinme Division Miultiplexing (TDM
over Packet Switched Networks (PSNs)

Abstract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet community.
In particular, it describes managed objects for pseudow re
encapsul ati on for structured or unstructured Tinme-Di vision
Multiplexing (TDM (T1, E1, T3, E3) circuits over a Packet Sw tched
Net wor k ( PSN)

Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Docunments in effect on the date of
publication of this document (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Thi s docunent nay contain material from | ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

Ni ckl ass St andards Track [ Page 1]



RFC 5604 Manage TDM over PSN July 2009

Tabl e of Contents

1. IntroduCti On ... e 2
2. CONVENL T ONS ..t 3
3. Termnol 0gy . ..o 3
4. The Internet-Standard Managenent Framework ...................... 4
B OV VI BW L ot 4
6. TDM M B Mdul e Usage ... ... . e 4
6.1. Structure of TDM M B ... ... ... e 4
6.2. TDM Connection Configuration Procedure ..................... 5
6.3. TDM PWINMDINIi tOri NG . ..ot e e e e e e e e 6
7. Exanple of Actual TDM PWSetup ........ i 6
8. Qhject Definition ... ... . ... e e 9
9. Security Considerati ONS .. ... ... 37
10. TANA Considerati ONS . ... ... e 39
11, Ref ereNCeS . .. 39
11.1. Normative References ......... ... 39
11.2. Informative References ........ ... .. . . ... 40
12, Acknow edgemBNt S .. ... e 41
1. Introduction
Thi s docunent describes a nodel for managi ng TDM pseudowi res, i.e.,

TDM dat a encapsul ated for transm ssion over a Packet Sw tched Network
(PSN). The term TDMin this docunent is |limted to the scope of

Pl esi ochronous Digital H erarchy (PDH). It is currently specified to
carry any TDM Signals in either Structure Agnostic Transport node
(E1, T1, E3, and T3) or in Structure Aware Transport node (E1l, T1,
and NxDS0) as defined in the Pseudow re Enul ati on Edge-t o- Edge ( PVE3)
TDM Requi renent s docunent [ RFC4197].

This docunent is closely related to [ SATOP], [TDMJ P], and [ CESOPSN],
whi ch describe the encapsul ati on of TDM signals and provi de the
Circuit Enmulation Service over a PSN

The TDM managenent nodel consists of several M B nodul es, follow ng
the layering nodel described in the PWE3 Architecture docunent

[ RFC3985]. The TDM M B npdul e described in this document works
closely with the M B nodul es described in [DS3M B], [DS1M B],

[DSOM B], [IFMB], [PWMB], and with the textual conventions defined
in [PWC . The conceptual |ayering and relationship anong all those
is described in Figure 1 below. A TDM connection will be a

pseudowi re (PW connection. It will not be treated as an interface
and will therefore not be represented in the ifTable.

Ni ckl ass St andards Track [ Page 2]



RFC 5604 Manage TDM over PSN July 2009
Figure 1. Conceptual Layering
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2. Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ BCP14].

3. Term nol ogy

The basic termnology used to refer to transmission direction in this

docunent

is taken from [ SATOP],

whi ch descri bes a nechani sm for

transporting Structure-Agnostic (TDM bit-streans over a packet -

ori ented network.
for

" PSN- bound"
recei ved,
per packet,

and timestanps (if the RTP header
| ayer and PSN headers,

Conversely,

t he " CE- bound"

To sinplify this docunent,
structured and unstructured TDM as wel | .

is used)),

and sent into the PSN

the term nology is used

references the traffic direction where TDM data is

adapted to the packet based on the number of payl oad bytes
assigned a rel evant TDM header (sequence nunbers,
prepended nul ti pl exi ng

fl ags,

references the traffic direction where

packets are received fromthe PSN, packet payl oads are reassenbl ed by

including a jitter
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is stored prior to play out to the TDMIline. The size of this buffer
SHOULD be locally configurable to all ow acconmodati on to the PSN
speci fic packet delay variation.

The CE-bound TDM i nterworking function (I W) SHOULD use the sequence
nunber in the control word for the detection of |ost (Loss of Packet
State (LOPS)) and m s-ordered packets. |f the RTP header is used,
the RTP sequence nunbers MAY be used for the sane purposes.

4. The Internet-Standard Managenent Franework
For a detailed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].
Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

5. Overview

This M B nodule is designed to satisfy the foll ow ng requirenments and
constraints:

1. Fit within the architecture defined by [ RFC3985] and [ PWWM B].
2. Support edge-to-edge emul ation of any TDM connecti ons.

3. Configure the connection. The connection-specific behavior is
provi ded via the suppl enent M B nodul es.

4. Report various alarms, counters, and status objects.
6. TDM M B Mdul e Usage
6.1. Structure of TDM M B
The M B consists of five tables;
- The TDM PW Tabl e (pwIDMrabl e) contai ns generic TDM i nformation

regardi ng the PWconnection. It contains the iflndex of the TDM
interface, an index to an entry in the generic configuration table
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(pwIDMCf gTabl e), an index to an entry in the specific configuration
tabl e (pwCXXXCf gTabl e, where XXX can be TDWbl P (TDM over |P) or
CESOPSN (CGircuit Emul ation Service over PSN)), config error

i ndi cations, and various status indications. The two indices of
the two configuration tables are providing the connection
paranmeters. The TDMinterface can be a full link of any TDM type
like E1l or DS3, for exanple, or the interface of the bundl e hol ding
the collection of time slots to be transmitted. Based on the TDM
PWtype, the relevant pwXXXCfgTable fromthe relevant M B nodul e
will be used. The specific types are:

o 17 Structure-agnostic E1 over Packet

o 18 Structure-agnostic T1 (DS1) over Packet
o 19 Structure-agnostic E3 over Packet

o 20 Structure-agnostic T3 (DS3) over Packet
0 21 CESoPSN basic node (XXX=CESoPSN)

0 22 TDWol P AAL1npde (XXX=TDMbl P)

0 23 CESoPSN TDM with CAS ( XXX=CESoPSN)

0 24 TDMol P AAL2 Mode ( XXX=TDMbl P)

- The TDM Generic Paraneter Table (pwIDMCfgTabl e) contains TDM
generic configurable paraneters for any TDM type.

- The TDM Performance Current Tabl e (pwTIDWPerf Current Tabl e) contains
TDM statistics for the current 15-mi nute peri od.

- The TDM Performance Interval Table (pwIDWPerfl nterval Tabl e)
contains TDM statistics for historical intervals (usually 96 15-
mnute entries to cover a 24 hour period).

- The TDM Performance One-Day |Interval Table
(pwTDMPer f 1Dayl nt er val Tabl e) contains TDM statistics for historical
i nterval s accurul ated per day. Usually 30 one-day entries to cover
a nonthly peri od.

6.2. TDM Connection Configuration Procedure

Configuring a TDM PWinvol ves the foll owi ng steps:

First, configure the paranmeters of the interface-specific |ayer using
the DS1-M B and or the DS3-M B.

Ni ckl ass St andards Track [ Page 5]



RFC 5604 Manage TDM over PSN July 2009

Next, if applicable, create a bundle of tine slots using the DSO
Bundle M B [ DSOM B] .

Next, create an entry in the pwlable and configure the PSN tunnels:
- Foll ow steps as defined in [ P\M B].

NOTE: The agent should create an entry in the pwIDMrabl e for any
entry created in the pwlable with pwlype equal to a val ue between
(17) and (24).

Next conplete the TDM PW confi guration

- If necessary, create an entry in the relevant pwXXXCfgTable and in
the pwiDMrabl e (suitable entries may already exist in both tables).

- Set the index of the relevant pwXXXCfgTable entry and of the
rel evant pwIDMCf gTabl e entry in the pwIDMrabl e.

6.3. TDM PW Monitoring

Upon nmaki ng the TDM PW operati onal, the pwIDWPerf Current Tabl e,
pwTDMVPer f | nt er val Tabl e, and PwTDMPer f 1Dayl nt er val Tabl e can be used to
nmonitor the various counters, indicators, and conditions of the PW
Al'l performance paraneters are accunulated in daily intervals and in
15-mnute intervals. The nunber of daily intervals kept by the agent
is based on the specific inplenmentation. The 15-minute intervals, up
to 96 intervals (24 hours worth), are all kept by the agent. Fewer
than 96 intervals of data will be available if the agent has been
restarted within the last 24 hours. Performance paraneters continue
to be collected when the interface is dowmn. There is no requirenent
for an agent to ensure a fixed relationship between the start of a
15-minute interval and any wall clock; however, sonme agents nmay align
the 15-minute intervals with quarter hours. Performance paraneters
are of types PerfCurrent Count and Perflnterval Count. These textua
conventions are all Gauge32, and they are used because it is possible
for these objects to decrease.

7. Exanple of Actual TDM PW Setup

Thi s section provides an exanmpl e of using the various M B objects
described in the following section to set up a TDM PW connecti on

The first exanple is setting a connection of DS1 type. The second

exanple is setting a connection with a bandwi dth of 3 DSO (tine
slots).
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Wil e those exanples are not neant to illustrate all options of the
M B, they are intended as an aid to understandi ng sone of the key
concepts. See [PWMB] for an exanple of setting up PSN tunnels.

First exanple:

1. Configure the DS1 interface using DS1-M B.

2. If needed, create an entry in the pwIDMCf gTabl e (assumi ng i ndex =
10); verify that there are no errors in the configuration using

the rel evant object.

3. Get a new pw ndexNext [PWM B] and create a new pwTable entry
using the val ue of pw ndexNext (assune here, the PWindex = 20).

4. Set the pwlype [PWM B] of the new entry to the rel evant val ue
(17) or (18). This should create a new entry in the pwIDMIabl e.

5. Configure the newy created TDM PWwi th the required pointers,
i ndices, and the relevant entry in pwIDMCf gTabl e (i ndex 10).

In [ DSIM B] dsx1lflndex (iflndex = 5)

In pwTDMCf gTabl e entry: Set the connection characteristic
par anmet ers:

{

pwTDMCf gPayl oadSi ze 43 -- payl oad bytes

pwTDMCf gPkt Reor der = FALSE
pwTDMCf gRt pHdr Used = FALSE
pwTDMCf gJt r Bf r Dept h = 30000 -- m cro-seconds

}

In pwTDMTabl e entry: Set the relevant iflndex, the generic TDM
i ndex, and the specific TDMindex to conplete creation:

pwTDM f | ndex =5 -- Iflndex of associated entry
-- in DSl table

pwGenTDMCSF gl ndex = 10 -- I ndex of associated entry
-- in pwIDMCf gTabl e.

pwRel TDMCS gl ndex =0 -- No Index in associated entry

-- in pwXXXCf gTabl e.
}

Verify that there are no error bits set in pwIDMConfi gError.
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Second exanpl e:

1.

2.

Configure the DSl interface using DS1-M B.

Set up a bundle and get its dsxOBundlelflndex. Setting up the
bundl e shoul d i nvol ve using |FM B properly.

Since structured TDMWoIP circuit is defined, the next MB npdul e
to be used is TDWol P-M B.

I f needed, create an entry in the pwIDMCf gTabl e (assum ng index =
7).

I f needed, create an entry in the pwxXXXCfgTable (index = 11).
XXX can be TDWbol P or CESoPSN.

Verify that there are no errors in the configuration using the
rel evant object when signaling is in use.

Get a new pw ndexNext [PWM B] and create a new pwlabl e entry
usi ng the val ue of pw ndexNext.

Set the pwlype [PWM B] of the new entry to (24). This should
create a new entry in the pwIDMrabl e.

Configure the newy created TDM PWwith the required pointers,
i ndices, and the relevant entries in pwIDMCfgTabl e and in
pwXXXCf gTabl e (assumi ng indices 7 and 11).

n [ DSIM B] dsx1lflndex (ifl ndex)
n [ DSOM B] dsx0Bundl el f I ndex

5
8

n pwiDMrabl e entry: Set the relevant iflndex, the generic

TDM i ndex, and the specific TDMindex to conplete creation:

{

}

pwTDM f | ndex = 8 -- Iflndex of associated entry
-- in DSO table

pwGenTDMCS gl ndex = 7 -- Index of associated entry
-- i n pwIDMCf gTabl e.

pwRel TDMCf gl ndex =11 -- I ndex of associated entry

-- i n pwXXXCf gTabl e.
-- pwWXXXCf gTabl e m ght be an inplenentation specific table too.

Verify that there are no error bits set in pwIDMConfi gError.
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8. oj ect Definition
PWTDM M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32, Counter32, Unsigned32, mb-2
FROM SNWPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

TEXTUAL- CONVENTI ON, Trut hVal ue, RowStatus, StorageType,
Ti meSt anp
FROM SNMPv2- TC

I nt er f acel ndexOr Zer o
FROM I F-M B -- [I FM B]

SnnpAdmi nStri ng
FROM SNMP- FRAVEWORK- M B -- [ RFC3411]

Per f Current Count, Perflnterval Count
FROM PerfHi st-TC-M B

pwl ndex
FROM PW STD- M B

PwCf gl ndexOr zer o
FROM PW TC- STD- M B;

-- The TDM M B
pwlDVM B MODULE- | DENTI TY

LAST- UPDATED "2009061500002"
ORGANI ZATI ON "Pseudo-Wre Emul ati on Edge-to- Edge (PWE3)
Wor ki ng Group”
CONTACT- | NFO
" Oly Nicklass
Post al : RADVI SI ON Ltd.
24Raul Wal | enberg St.
Tel Aviv, Israel
Email : orlyn@ advi si on. com

The PWE3 Working G oup (email distribution pwe3@etf.org,
http://wwv.ietf.org/htm.charters/pwe3-charter.htm)
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DESCRI PTI ON
"This M B contai ns managed object definitions for
encapsul ating TDM (T1, E1, T3, E3, NxDSO) as
pseudo-wi res over packet-sw tching networks (PSN).

This M B suppl enents the PWSTD-MB as in: Zelig, D.
Nadeau, T. 'Pseudowire (PW WManagenent |nfornation Base’
The PW STD-M B contains structures and M B associ ati ons
generic to pseudowire (PW enulation. PWspecific

M Bs (such as this) contain config and stats for specific
PW t ypes.

Copyright (c) 2009 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
followi ng conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
fol |l owi ng discl ai mer.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclainer in the docunentation and/or other materials
provided with the distribution

- Neither the name of Internet Society, |ETF or |ETF Trust,
nor the nanes of specific contributors, nmay be used to
endorse or pronote products derived fromthis software
wi t hout specific prior witten perm ssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS " AS IS AND ANY EXPRESS COR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GAT OMNER OR

CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCl DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LI M TED TO PROCUREMENT OF SUBSTI TUTE GOODS COR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEG.I GENCE OR
OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE CF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5604;
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see the RFC itself for full |egal notices.

REVI SION  "2009061500002"
DESCRI PTI ON

“I'nitial version published as part of RFC 5604."
o= { nmb-2 186 }

-- Local Textual conventions

PWTDMCSf gl ndex :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"I'ndex into the rel evant pwxXXXCf gTabl e. "
SYNTAX Unsi gned32 (1..4294967295)

-- Notifications
pwTDMNot i fi cati ons OBJECT | DENTI FI ER

::={ pwIDW B 0 }
-- Tables, Scalars
pwTDMObj ect s OBJECT | DENTI FI ER

= { pwIDWM B 1 }
-- Conf ormance
pwTDMConf or mance OBJECT | DENTI FI ER

::={ pwIDWM B 2 }

-- TDM PWt abl e

pwTDMTIabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwTDMENtry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains basic information including the
i fIndex and pointers to entries in the rel evant TDM
config tables for this TDM PW"

o= { pwIDMDbjects 1}

pwIDMVENt ry OBJECT- TYPE

SYNTAX PWTDMVENt 1y
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This table is indexed by the sanme index that was
created for the associated entry in the PWTabl e
(in the PWSTD-M B).

- The Pwl ndex.
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An entry is created in this table by the agent for every
entry in the pwlable with a pwlype equal to one of the
foll ow ng:

elSatop(17), t1Satop(18), e3Satop(1l9), t3Satop(20),

basi cCesPsn(21), basicTdm p(22), tdmCasCesPsn(23),

or tdnCasTdml p(24).

Unl ess ot herwi se specified, all witeable objects in this
tabl e MUST NOT be changed after row activation in the
generic pwlable (see [PWM B]) and val ues nust persi st
after reboot."

| NDEX { pw ndex }

::={ pwIDMrable 1 }

PWTDMVENt ry :: = SEQUENCE ({
pwTDVRat e I nt eger 32,
pwTDM f | ndex I nterfacel ndexOr Zer o,
pwGenTDMCF gl ndex PwCf gl ndexOr zer o,
pwRel TDMCf gl ndex PwCf gl ndexOr zer o,
pwTDMConf i gEr r or BI TS,
pwTDMTi nmeEl apsed I nt eger 32,
pwTDWal i dl nt erval s I nt eger 32,
pwTDWal i dDayl nt erval s I nt eger 32,
pwTDM ast ESTi neSt anp Ti meSt anp
}
pwTDVRat e OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The paraneter represents the bit-rate of the TDM service
in multiples of the 'basic’ 64 Kbit/s rate [ TDMCP- EXT].
It conplements the definition of pwlype used in
PW STD- M B.
For structure-agnostic node, the follow ng shoul d be used:
a) (Structure-Agnostic TDM over Packet) Satop El - 32
b) Satop T1 enul ati on:

i) MUST be set to 24 in the basic emul ati on node

ii) MJST be set to 25 for the 'COctet-aligned Tl

enul ati on node

c) Satop E3 - 535
d) Satop T3 - 699
For all kinds of structure-aware enul ation, this parameter
MUST be set to N where N is the nunber of DSO channels
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in the corresponding attachnment circuit."
REFERENCE
" TDMCP- EXT"
DEFVAL { 32 }
c:={ pwIDMEntry 1 }
pwTDM f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This is a unique index within the ifTable. It represents
the interface index of the full link or the interface

i ndex for the bundl e holding the group of

tinme slots to be transmtted via this PWconnection.

A value of zero indicates an interface index that has yet

to be determ ned.

Once set, if the TDMiflndex is (for sonme reason) |later
renoved, the agent SHOULD del ete the associated PWrows

(e.g., this pwIDMrable entry). |If the agent does not

delete the rows, the agent MJST set this object to
zero."
.= { pwIDMEntry 2 }

pwGenTDMCf gl ndex OBJECT- TYPE

SYNTAX PwCf gl ndexOr zer o
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Index to the generic paranmeters in the TDM configuration
table that appears in this MB nodule. It is likely that
mul tiple TDM PW of the sanme characteristic will share

a single TDM Cfg entry. "
c:={ pwIDMEntry 3 }

pwRel TDMCf gl ndex OBJECT- TYPE

SYNTAX PwCf gl ndexOr zer o
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Index to the relevant TDM configuration table entry
that appears in one of the related M B nodul es
such as TDWbl P or CESoPSN. It is likely that

mul tiple TDM PW of the sanme characteristic will share

a single configuration entry of the relevant type.

The value O inplies no entry in other related MBs."

.= { pwIDMEntry 4 }

Ni ckl ass St andards Track
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pwTDMConf i gError OBJECT- TYPE
SYNTAX BI TS {

not Appl i cabl e (0,
tdmlypel nconpati bl e (1,
peer Rt pl ncompati bl e (2,
peer Payl oadSi zel nconpati bl e ( 3

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Any of the bits are set if the local configuration is
not conpatible with the peer configuration as avail able
fromthe various paraneters options. Setting is done based
on signaling, or else value (0) will be set.

-tdniTypel nconpatible bit is set if the I ocal configuration
is not carrying the same TDM type as the peer configuration

-peerRtplnconpatible bit is set if the | ocal configuration
is configured to send RTP packets for this PW and the
renote i s not capabl e of accepting RTP packets.

- peer Payl oadSi zel nconpatible bit is set if the |oca
configuration is not carrying the sane Payl oad Size as the
peer configuration."

::={ pwIDMEntry 5}

pwTDMTi meEl apsed OBJECT- TYPE

SYNTAX | nteger32 (1..900)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of seconds, including partial seconds,
that have el apsed since the begi nning of the current
measurenent period. If, for sone reason, such as an
adjustrment in the systenis tine-of-day clock, the
current interval exceeds the maxi mum val ue, the
agent will return the maxi mum val ue."

::= { pwIDMEntry 6}

pwTIDWal i dl nt erval s OBJECT- TYPE
SYNTAX | nteger32 (0..96)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of previous 15-nminute intervals for which data
was col |l ected.
An agent with TDM capability nust be capabl e of supporting
at least n intervals. The mnimmvalue of nis 4. The
default of n is 32 and the nmaxi numvalue of n is 96.
The value will be n unless the neasurenent was (re-)
started within the last (n*15) minutes, in which case,
the value will be the nunber of conplete 15-m nute
intervals for which the agent has at |east some data.
In certain cases (e.g., in the case where the agent is
a proxy), it is possible that sonme intervals are unavail abl e.
In this case, this interval is the maxi muminterval nunber
for which data is available."

::= { pwIDMEntry 7}

pwTIDWal i dDayl nt er val s OBJECT- TYPE

SYNTAX | nteger32 (0..30)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of previous days for which data
was col | ect ed.
An agent with TDM capability nust be capabl e of supporting
at least n intervals. The mninumvalue of nis 1. The
default of nis 1 and the maxi numvalue of nis 30."

::= { pwIDMEntry 8}

pwTDMLast EsTi neSt anp OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime at the nmpbst recent occasion at
whi ch the TDM PWentered the ES or SES state.™
.= { pwIDMEntry 11}
-- End of TDM PWtabl e
-- PWCeneric TDM PW Confi guration Table

pWTDMCY gl ndexNext OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This object contains the value to be used for
pwTDMCf gl ndex when creating entries in the
pwIDMCf gTabl e.  The value O indicates that no
unassi gned entries are available. To obtain the
val ue of pwIDMCf gl ndexNext for a new entry in the
pwIDMCf gTabl e, the nmanager issues a nanagenent
protocol retrieval operation. The agent will
deternmine through its local policy when this
i ndex value will be made available for reuse.”
c:= { pwIDMDbj ects 2 }

pwTDMCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwTDMCf gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a set of paranmeters that nmay be
referenced by one or nore TDM PW in pwIDMrabl e. "
o= { pwIDMDbjects 3 }

pwIDMCf gEntry  OBJECT- TYPE

SYNTAX PWTDMCf gEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"These paraneters define the characteristics of a

TDM PW  They are grouped here to ease NMS burden.

Once an entry is created here it may be re-used

by many PW.

Unl ess ot herwi se specified, all objects in this table
MUST NOT be changed after row activation (see [PMMB])."

| NDEX { pwIDMCf gl ndex }

.= { pwIDMCfgTable 1 }

PWTDMCf gEntry :: = SEQUENCE {
pwTDMCf gl ndex PWTDMC gl ndex,
pwTDMCf gRowSt at us RowSt at us,
pwTDMCf gPayl oadSi ze Unsi gned32,
pwTDMCF gPkt Reor der Tr ut hval ue,
pwTDMCf gRt pHdr Used Trut hVval ue,
pwTDMCf gJt r Bf r Dept h Unsi gned32,
pwTDMCf gPayl oadSuppr essi on | NTEGER,
pwIDMCf gConsecPkt sl nSynch Unsi gned32,

pwTDMCf gConsecM ssPkt sQut Synch Unsi gned32,
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pwTDMCF gSet Up2SynchTi neQut Unsi gned32,
pwTDMCf gPkt Repl acePol i cy I NTEGER
pwTDMCf gAvePkt LossTi meW ndow I nt eger 32,
pwTDMCf gExcessi vePkt LossThr eshol d Unsi gned32,
pwTDMCF gAl ar mrhr eshol d Unsi gned32
pwTDMCf gCl ear Al ar mithr eshol d Unsi gned32
pwTDMCf gM ssi ngPkt sToSes Unsi gned32
pwTDMCf gTi nmest anpMode | NTEGER
pwTDMCf gSt or ageType St or ageType,
pwTDMCf gPkt Fi | | er Unsi gned32
pwTDMCf gNarre SnnpAdmi nStri ng
}
pwTDMCf gl ndex OBJECT- TYPE

SYNTAX PWTDMCf gl ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Index to an entry in this table. When an NVS creates
a newentry/rowin this table, it best makes use of
the val ue of the pwIDMCf gl ndexNext object in order to
find a free or avail able index value."

c:= { pwIDMCfgEntry 1 }

pwTDMCF gRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Cbj ect used for creating, nodifying, and del eting
arowfromthis table. The follow ng objects cannot be
nodified if the entry is in use and the status is active:
pwTDMCf gPayl oadSi ze, pwIDMCf gRt pHdr Used,
pwTDMCf gJt r Bf r Dept h, and pwTDMCf gPayl oadSuppr essi on
The row cannot be deleted if the entry is in use.”

c:= { pwIDMCfgEntry 2 }

pwTDMCf gPayl oadSi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The value of this object indicates the PayLoad Size (in bytes)
to be defined during the PWsetUp. Upon TX, inplenmentation
nmust be capabl e of carrying that anount of bytes.
Upon RX, when the Low Entry Networking (LEN) field is set
to 0, the payload of packet MJUST assune this size, and if
the actual packet size is inconsistent with this |ength,
the packet MJST be considered to be mal forned."
c:= { pwIDMCfgEntry 4 }

pwTDMCf gPkt Reor der OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If set to True: as CE-bound packets are queued in the
jitter buffer, out of order packets are re-ordered. The
maxi mum sequence nunber differential (i.e., the range in
whi ch re-sequencing can occur) is dependant on the depth
of the jitter buffer. See pwTDMZf gJtrBfrDepth

NOTE: Sone inpl enmentations may not support this feature.
The agent should then reject a SET request for true."
.= { pwIDMCfgEntry 5 }

pwTDMCf gRt pHdr Used OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If set to False: an RTP header is not pre-pended to the
TDM packet . "

REFERENCE

" SATOP"

DEFVAL { false }
.= { pwIDMCfgEntry 6 }

pwTDMCf gJt r Bf r Dept h OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "m crosecond”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The size of this buffer SHOULD be locally
configured to all ow accomopdation to the PSNspecific packet
del ay vari ati on.
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If configured to a value not supported by the
i mpl ement ation, the agent MJUST return an error code
"jtrBfrDepth’ in ' pwIDMConfi gError’.

NOTE: jitter buffers are a limted resource to
be managed. The actual size should be at |east twice as big
as the val ue of pwrIDMCf gJtrBf rDepth. ™

DEFVAL { 3000 }

c:= { pwIDMCfgEntry 7 }

pwTDMCf gPayl oadSuppr essi on  OBJECT- TYPE

SYNTAX | NTEGER
{
enable ( 1),
di sable ( 2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Sel ecting 'enabl e’ neans: Payload suppression is allowed.
Payl oad MAY be omitted in order to conserve bandw dt h.
Sel ecting 'disable neans: No suppression under any
condi tion.
bj ect MAY be changed at any tine."
DEFVAL { disable }
::={ pwIDMCfgEntry 8 }

pwTDMCf gConsecPkt sl nSynch OBJECT- TYPE
SYNTAX Unsi gned32 (1..10)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of consecutive packets with sequentia
sequence nunbers that are required to exit the
LOPS.
oj ect MAY be changed only when the related PWis
defined as not active."

REFERENCE
" SATOP"
DEFVAL { 2}
c:= { pwIDMCfgEntry 9 }

pwTDMCf gConsecM ssPkt sQut Synch  OBJECT- TYPE

SYNTAX Unsi gned32 (1..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of consecutive m ssing packets that are

Ni ckl ass St andards Track [ Page 19]



RFC 5604 Manage TDM over PSN July 2009

required to enter the LOPS.
hj ect MAY be changed only when the related PWis
defined as not active."
REFERENCE
" SATOP"
DEFVAL { 10 }
o= { pwIDMCfgEntry 10 }

pwTDMCf gSet Up2SynchTi neQut OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mllisecond"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The ampunt of tinme the host should wait before declaring the
pseudowire in a down state, if the nunmber of consecutive
TDM packets that have been received after changing the
adm nistrative status to up and after finalization of
signaling (if supported) between the two PEs is smaller
t han pwTDMCf gConsecPkt sl nSynch. Once the PW has
Qper Status of 'up’, this paranmeter is no longer valid. This
paranmeter is defined to ensure that the host does not
prematurely informfailure of the PW In particular, PW
"down’ notifications should not be sent before expiration
of this timer. This paraneter is valid only after
adnmi ni strative changes of the status of the PW If the PW
fails due to network inpairnents, a 'down’ notification
shoul d be sent.
nj ect MAY be changed only when the related PWis
defined as not active."
DEFVAL {5000}
c:={ pwIDMCfgEntry 11 }

pwTDMCf gPkt Repl acePol i cy OBJECT- TYPE

SYNTAX | NTEGER
{
al |l Ones (1),
i mpl ement ati onSpecific(2),
filler (3) --user defined

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This paraneter determnines the value to be played when CE bound
packets over/underflow the jitter buffer, or are m ssing
for any reason. This byte pattern is sent (played) on
the TDMline. Selecting inplementationSpecific(2) inplies an
agent-specific algorithm Selecting filler(3) requires
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the setting of pwIDMCfgPktFiller
hj ect MAY be changed only when the related PWis
defined as not active."

DEFVAL { allOnes } -- Play AIS

c:= { pwIDMCfgEntry 12 }

pwTDMCf gAvePkt LossTi neW ndow OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "mllisecond"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Il ength of tine over which the average packet
| oss rate should be conputed to detect excessive packet
| oss rate.
nj ect MAY be changed only when the related PWis
defined as not active.”
o= { pwIDMCfgEntry 13}

pwTDMCf gExcessi vePkt LossThreshol d OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Percent"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Excessive packet loss rate is detected by computing the
average packet-loss rate over a pwIDMCf gAvePkt LossTi meW ndow
amount of tine and comparing it with this threshold val ue.
The rate is expressed in percentage.
oj ect MAY be changed only when the related PWis
defined as not active."

c:={ pwIDMCfgEntry 14 }

pwTDMCf gAl ar mThr eshol d OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mlisec"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Alarnms are only reported when the defect state persists
for the length of time specified by this object.
Obj ect MAY be changed only when the related PWis
defined as not active."

DEFVAL { 2500 }

c:= { pwIDMCfgEntry 15 }

pwTDMCf gCl ear Al ar nithr eshol d OBJECT- TYPE
SYNTAX Unsi gned32
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UNI TS "mlisec"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Alarm MUST be cleared after the correspondi ng defect is
undetected for the anobunt of tine specified by this object.
oj ect MAY be changed only when the related PWis
defined as not active."

DEFVAL { 10000 }
c:={ pwIDMCfgEntry 16 }

pwTDMCf gM ssi ngPkt sToSes OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Percent"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Percent of m ssing packets detected (consecutive or not)
within a 1-second wi ndow to cause a Severely Error
Second (SES) to be counted.
hj ect MAY be changed only when the related PWis
defined as not active."

DEFVAL { 30 }

o= { pwIDMCfgEntry 17 }

pwTDMCF gTi nest anpMbde  OBJECT- TYPE

SYNTAX | NTEGER
not Appl i cable (1),
absol ute (2),
differential (3)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Ti mestanp generati on MAY be used in one of the follow ng
nodes:

1. Absol ute node: The PSN bound | W sets timestanps

using the cl ock recovered fromthe inconing TDM attachnent
circuit. As a consequence, the timestanps are closely
correlated with the sequence nunbers. Al TDM

i npl enentati ons that support usage of the RTP header MJST
support this node.

2. Differential node: Both | Ws have access to a conmon hi gh-
quality timng source, and this source is used for tinmestanp
generation. Support of this nmode is OPTI ONAL.

bj ect MAY be changed only when the related PWis
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defined as not active."
c:= { pwIDMCfgEntry 18 }

pwTIDMCf gSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this
row. Conceptual rows having the val ue pernanent (4) nust
allow wite-access to all columar objects.”

o= { pwIDMCfgEntry 19 }

pwTDMCf gPkt Fi | | er OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Filler byte pattern played out on the TDM
interface i f pwIDMCf gPkt Repl acePol i cy
was set to filler(3).
nj ect MAY be changed only when the related PWis
defined as not active.”
DEFVAL
{ 255} -- Play all ones, equal to AI'S indications.
c:= { pwIDMCfgEntry 20 }

pWTDMC gNanme  OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A descriptive string, preferably a unique name, to an entry
in this table.
hj ect MAY be changed at any time."

o= { pwIDMCfgEntry 21 }

-- End of Table

-- The followi ng counters work together to integrate

-- errors and the lack of errors on the TDM PW An error is

-- caused by a nissing packet. A mssing packet can be a result
-- of: packet loss in the network, (uncorrectable) packet out

-- of sequence, packet length error, jitter buffer overfl ow,

-- and jitter buffer underflow. The result is declaring whether
-- or not the TDM PWis in Loss of Packet State (LOPS).

-- TDM PW Per f ormance Current Tabl e
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pwTDVPer f Cur r ent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwTDMPerf Current Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The current 15-mnute interval counts are in
this table.

This table provi des per TDM PW perfornmance information."
c:= { pwIDMDbjects 5 }

pwTDVPer f Current Ent ry OBJECT- TYPE

SYNTAX PWTDVPer f Current Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by the agent for every
pwIDMTabl e entry. After 15 mnutes, the contents of this
table entry are copied to a new entry in the
pwTDWVPer f I nterval table, and the counts in this entry
are reset to zero."

| NDEX { pw ndex }

.= { pwIDMPerfCurrentTable 1 }

PwTDMPer f Current Entry ::= SEQUENCE {
pwTDMPer f Cur rent M ssi ngPkt s Per f Cur r ent Count ,
pwTDVPer f Cur r ent Pkt sReOr der Per f Cur r ent Count ,
pwTDMPer f Cur rent Jt r Bf r Under r uns Per f Cur r ent Count ,
pwTDMVPer f Current M sOr der Dr opped Per f Cur r ent Count ,
pwTDMPer f Cur r ent Mal f or medPkt Per f Cur r ent Count ,
pwTDMPer f Cur r ent ESs Per f Curr ent Count ,
pwTDMPer f Cur r ent SESs Per f Cur r ent Count ,
pwTDMPer f Cur r ent UASs Per f Cur r ent Count ,
pwTDWPer f Cur r ent FC Per f Cur r ent Count
}
pwTDMPer f Cur rent M ssi ngPkt s OBJECT- TYPE
SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of m ssing packets (as detected via control word
sequence nunber gaps)."
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.= { pwIDMPerfCurrentEntry 1 }

pwTDMPer f Cur r ent Pkt sReOr der OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nurber of packets detected out of sequence (via control

word sequence nunber) but successfully re-ordered.

Not e: sone inplenmentations may not support this feature."
.= { pwIDMPerfCurrentEntry 2 }

pwTDMPer f Cur rent Jt r Bf r Under runs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of times a packet needed to be played
out and the jitter buffer was enpty."
::={ pwIDWPerfCurrentEntry 3 }

pwTDMPer f Current M sOr der Dr opped OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nurber of packets detected out of order (via control word
sequence nunbers) that could not be re-ordered or could
not fit in the jitter buffer.”

.= { pwIDMPerfCurrentEntry 4 }

pwTDMVPer f Cur rent Mal f or medPkt OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of packets detected with unexpected size or
bad headers’ stack."
::= { pwIDWPerfCurrentEntry 5 }

pwTDMPer f Cur rent ESs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The counter associated with the nunber of Error

Seconds encountered. Any mal formed packet, sequence error,

LOPS, and the like are considered as Error Seconds."
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.= { pwIDMPerfCurrentEntry 6 }

pwTDMPer f Cur r ent SESs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The counter associated with the nunber of
Severely Error Seconds encountered.”
1= { pwIDMPerfCurrentEntry 7 }

pwTDMPer f Cur r ent UASs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The counter associated with the nunber of
Unavai | abl e Seconds encountered. Any consecutive
ten seconds of SES are counted as one Unavail abl e
Seconds (UAS)."

::= { pwIDWPerfCurrentEntry 8 }

pwTDMPer f Cur r ent FC OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"TDM Fai lure Counts (FC-TDM. The nunber of TDM failure
events. A failure event begins when the LOPS failure
is declared, and it ends when the failure is cleared. A
failure event that begins in one period and ends in
anot her period is counted only in the period in which
it begins."

1= { pwIDMPerfCurrentEntry 9 }

-- End TDM PW Performance Current Interval Table
-- TDM PW Per formance I nterval Table

pwTDMPer f | nt er val Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwTDMPerfl nterval Entry
MAX- ACCESS not - accessi bl e
STATUS current

Ni ckl ass St andards Track [ Page 26]



RFC 5604 Manage TDM over PSN July 2009

DESCRI PTI ON
"This table provides performance infornmation per TDM PW
simlar to the pwIDWPerf Current Tabl e above. However,
these counts represent historical 15-mnute intervals.
Typically, this table will have a maxi num of 96 entries
for a 24 hour period, but is not limted to this."

.= { pwIDMbjects 6 }

pwTDVPer f | nt er val Entry OBJECT- TYPE

SYNTAX PwTDMVPer f | nt erval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by the agent for
every pwIDWMPerfCurrentEntry that is 15 minutes ol d.

The contents of the Current entry are copied to the new
entry here. The Current entry then resets its counts
to zero for the next current 15-minute interval."

I NDEX { pw ndex, pwTDMPerfl nterval Nunber }

.= { pwIDWPerflnterval Table 1 }

PwWTDMVPer f I nterval Entry ::= SEQUENCE {

pwTDMVPer f | nt er val Nunber Unsi gned32,
pwTDVPer f | nt er val Val i dDat a Tr ut hVal ue,
pwTDVPer f | nt er val Dur ati on Unsi gned32,

pwTDMVPer f | nt er val M ssi ngPkt s
pwTDMPer f | nt er val Pkt sReOr der
pwTDMVPer f | nt er val Jt r Bf r Under runs
pwTDMVPer f | nt erval M sOr der Dr opped
pwTDVPer f | nt er val Mal f or medPkt

pwTDMVPer f | nt er val ESs
pwTDMPer f | nt er val SESs
pwTDMPer f | nt er val UASs
pwTDWPer f | nt er val FC

}

pwTDMPer f | nt er val Number OBJECT- TYPE

SYNTAX Unsi gned32 (1..96)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

Ni ckl ass
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is the nost recently conpleted 15-ninute interval, and
the interval identified by Nis the interval inmmediately
preceding the one identified by NN1. The mi ni mumrange of
Nis 1 through 4. The default range is 1 through 32. The
maxi mum value of Nis 1 through 96."

.= { pwIiDWMPerflnterval Entry 1 }

pwTDWPer f | nt er val Val i dDat a OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This variable indicates if the data for this interva
is valid."
::= { pwIDWPerflnterval Entry 2 }

pwTDMPer f | nt er val Dur ati on OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The duration of a particular interval in seconds.
Adj ustments in the systenis tine-of-day clock may
cause the interval to be greater or less than the
normal value. Therefore, this actual interval value
is provided."

::={ pwIDWPerflnterval Entry 3 }

pwTDMVPer f | nt er val M ssi ngPkt s OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunmber of m ssing packets (as detected via contro
word sequence nunber gaps)."
.= { pwiDWPerflnterval Entry 4 }

pwTDVPer f | nt er val Pkt sReOr der OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunber of packets detected out of sequence (via contro
word sequence nunber) but successfully re-ordered.
Not e: sone inplenentations may not support this
feature.”

.= { pwIDWMPerflnterval Entry 5 }
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pwTDMVPer f | nt er val Jt r Bf r Under runs OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nunber of times a packet needed to be played
out and the jitter buffer was enpty."
::= { pwIDWPerflnterval Entry 6 }

pwTDMVPer f | nt er val M sOr der Dr opped OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nurber of packets detected out of order (via control word
sequence nunbers) that could not be re-ordered or could
not fit in the jitter buffer.”

.= { pwIDWMPerflnterval Entry 7 }

pwTDVPer f | nt er val Mal f or medPkt OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nunber of packets detected with unexpected size, or
bad headers’ stack"
::= { pwIDWPerflnterval Entry 8 }

pwTDMVPer f | nt er val ESs OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The counter associated with the nunber of Error
Seconds encountered."
.= { pwiDWPerflnterval Entry 9 }

pwTDVPer f | nt er val SESs OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The counter associated with the nunber of
Severely Error Seconds encountered.”
::={ pwIDWPerflnterval Entry 10 }
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pwTDVPer f | nt er val UASs OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The counter associated with the nunber of
Unavai | abl e Seconds encountered."”
::={ pwIDWPerflnterval Entry 11 }

pwTDMPer f | nt er val FC OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"TDM Fai l ure Counts (FC-TDM. The nunber of TDM failure
events. A failure event begins when the LOPS failure
is declared, and it ends when the failure is cleared. A
failure event that begins in one period and ends in
another period is counted only in the period in which
it begins."
::={ pwIDWPerflnterval Entry 12 }

-- End TDM PW Perfornance | nterval Table
-- TDM PW l1lday Performance Tabl e

pwTDVPer f 1Dayl nt er val Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwTDMPer f 1Dayl nt erval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides performance infornmation per TDM PW
simlar to the pwIDWPerfl nterval Tabl e above. However,
these counters represent historical one-day intervals up to
one full nmonth. The table consists of real-tine data, as
such it is not persistence across re-boot."

o= { pwIDMbjects 7 }

pwTDVPer f 1Dayl nt er val Entry OBJECT- TYPE

SYNTAX PwTDMVPer f 1Dayl nt er val Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry is created in this table by the agent
for every entry in the pwIDMrabl e table."

I NDEX { pw ndex, pwTDVPer f 1Dayl nt er val Nunber }
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.= { pwIDWvPerflDayl nterval Table 1 }

: = SEQUENCE {

July 2009

pwTDVPer f 1Dayl nt er val Nunber Unsi gned32,
pwTDMVPer f 1Dayl nt er val Val i dDat a Trut hVal ue
pwTDMPer f 1Dayl nt er val Dur ati on Unsi gned32,
pwTDMVPer f 1Dayl nt er val M ssi ngPkt s Count er 32
pwTDMPer f 1Dayl nt er val Pkt sReOr der Count er 32,
pwTDVPer f 1Dayl nt er val Jt r Bf r Under r uns Count er 32,
pwTDMVPer f 1Dayl nt er val M sOr der Dr opped Count er 32,
pwTDMVPer f 1Dayl nt er val Mal f or medPkt Count er 32,
pwTDVPer f 1Dayl nt er val ESs Count er 32,
pwTDMVPer f 1Dayl nt er val SESs Count er 32,
pwTDMVPer f 1Dayl nt er val UASs Count er 32,
pwTDVPer f 1Dayl nt er val FC Count er 32

}

pwTDMVPer f 1Dayl nt er val Nunber OBJECT- TYPE

SYNTAX Unsi gned32 (1..30)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The nunber of intervals where 1 indicates the current day
neasured period and 2 and above indicate previ ous days,

respectively."

::= { pwIDWPerflDayl nterval Entry 1 }

pwTDVPer f 1Dayl nt er val Val i dDat a OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This variable indicates if the data for this interva

is valid."

.= { pwIDWPerflDayl nterval Entry 2 }

pwTDVPer f 1Dayl nt er val Dur ati on OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The duration of a particular interval in seconds.
Adj ustnments in the systenis tinme-of-day clock may
cause the interval to be greater or less than the

normal val ue.

Therefore, this actual interval value

is provided."
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.= { pwIDWvPerflDayl nterval Entry 3 }

pwTDVPer f 1Dayl nt er val M ssi ngPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“"Nunber of missing packets (as detected via control word
sequence nunber gaps)."
::= { pwIDWPerfl1Dayl nterval Entry 4 }

pwTDMVPer f 1Dayl nt er val Pkt sReOr der OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunmber of packets detected out of sequence (via control
word sequence nunber) but successfully re-ordered.
Not e: sone inplenmentati ons may not support this
feature.”

::= { pwIDWPerflDayl nterval Entry 5 }

pwTDMVPer f 1Dayl nt er val Jt r Bf r Under runs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of times a packet needed to be played
out and the jitter buffer was enmpty."
.= { pwIDWPerflDayl nterval Entry 6 }

pwTDMVPer f 1Dayl nt er val M sOr der Dr opped OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of packets detected out of order (via control word
sequence nunbers) that could not be re-ordered or could
not fit in the jitter buffer."

::= { pwIDwWPerfl1Dayl nterval Entry 7 }

pwTDMVPer f 1Dayl nt er val Mal f or redPkt OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of packets detected with unexpected size or
bad headers’ stack."

Ni ckl ass St andards Track [ Page 32]



RFC 5604 Manage TDM over PSN

.= { pwIDWvPerflDayl nterval Entry 8 }

pwTDVPer f 1Dayl nt er val ESs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber

Seconds encountered. "
::= { pwIDWPerf1Dayl nterval Entry 9 }

pwTDMVPer f 1Dayl nt er val SESs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

July 2009

of Error

"The counter associated with the nunmber of Severely

Error Seconds."
.= { pwIDWvPerf1Dayl nterval Entry 10 }

pwTDVPer f 1Dayl nt er val UASs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber

UnAvai | abl e Seconds.

of

NOTE: When first entering the UAS state, the nunber

of SESto UAS is added to this object,

t hen as each

addi ti onal UAS occurs, this object increnments by one."

::= { pwIDWPerfl1Dayl nterval Entry 11 }

pwTDMVPer f 1Dayl nt er val FC OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"TDM Fai l ure Counts (FC- TDM .
events.

The nunber of TDM failure
A failure event begins when the LOPS failure

is declared, and it ends when the failure is cleared."”

.= { pwIDWPerflDayl nterval Entry 12 }
-- End of PW TDM Performance table

-- Confornmance |Infornmation
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pwTDMConpl i ances OBJECT | DENTI FI ER : :
pwIDM&S oups OBJECT | DENTI FI ER ::

{ pwIDMConf ormance 1 }
{ pwIDMConf or mance 2 }

pwTDMVbdul eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agent that support TDM PW
over PSN operation."

MODULE -- this nodule
MANDATORY- GROUPS { pwTIDMa oup,
pwTDMPer f Cur rent Gr oup,
pwTDMPer f | nt er val Gr oup,
pwTDMVPer f 1Dayl nt er val Gr oup

}

OBJECT pwCGenTDMCS gl ndex

M N- ACCESS r ead-only

DESCRI PTI ON
"The ability to set an index pointer
is not required.”

OBJECT pwRel TDMCSf gl ndex

M N- ACCESS r ead-only

DESCRI PTI ON
"The ability to set an index pointer
is not required.”

OBJECT pwTIDMCf gPkt Reor der

M N- ACCESS r ead-only

DESCRI PTI ON
"The ability to set the packet reordering
is not required. |If the feature is not
supported, the value set by the agent MJST
be FALSE."

OBJECT pwTDMCf gRt pHdr Used

M N- ACCESS read-only

DESCRI PTI ON
"The ability to set whether or not to use the
RTP header is not required.”

OBJECT pwTDMCf gPayl oadSuppr essi on
M N- ACCESS read-only
DESCRI PTI ON
"The ability to set this object is not
required.”
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OBJECT pwTDMCf gPkt Repl acePol i cy

M N- ACCESS read-only

DESCRI PTI ON
"The ability to set the replace policy
is not required.”

OBJECT pwTDMCf gSt or ageType

M N- ACCESS read-only

DESCRI PTI ON
"The ability to set the storage type is
not required."

OBJECT pwTDMCf gPkt Fi | | er
M N- ACCESS read-only
DESCRI PTI ON
"The ability to set the filler pattern
is not required.”
OBJECT pwTDMCf gNane
M N- ACCESS r ead-only
DESCRI PTI ON
"The ability to set an alias
is not required.”

.= { pwIDMConpliances 1 }
-- Units of conformance

pwIDM& oup OBJECT- GROUP
OBJECTS {

pwTDVRat e,
pwTDM f | ndex,
pwGenTDMCS gl ndex,
pwRel TDMCS gl ndex,
pwTDMConf i gEr r or,
pwTDMTi meEl apsed,
pwlDWal i dI nt erval s,
pwTDWal i dDayl nt er val s,

pwTDM.ast EsTi neSt anp,
pwTDMCf gl ndexNext ,
pwTDMCf gRowSt at us,
pwTDMCf gPayl oadSi ze,
pwTDMCf gPkt Reor der

pwTDMCf gRt pHdr Used,
pwTDMCf gJt r Bf r Dept h,
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pwTDMCf gPayl oadSuppr essi on,
pwTDMCf gConsecPkt sl nSynch,
pwTDMCf gConsecM ssPkt sQut Synch,
pwTDMCf gSet Up2SynchTi neCQut ,

pwTDMCf gPkt Repl acePol i cy,

pwTDMCf gAvePkt LossTi meW ndow
pwTDMCf gExcessi vePkt LossThr eshol d,

pwTDMCf gAl ar mrhr eshol d ,
pwTDMCf gCl ear Al ar mTrhr eshol d,
pwTDMCf gM ssi ngPkt sToSes,

pwTDMCf gTi nmest anpMode,
pwTDMCf gSt or ageType,
pwTDMCf gPkt Fi | | er,
pwTDMCf gNane

}
STATUS current
DESCRI PTI ON
"Col | ection of objects for basic TDM PW config and
status."
o= { pwIDM& oups 1 }

pwTDMVPer f Current Group OBJECT- GROUP
OBJECTS {
pwTDMPer f Cur rent M ssi ngPkt s,
pwTDMPer f Cur r ent Pkt sReCOr der
pwTDMPer f Cur rent Jt r Bf r Under r uns,
pwTDMVPer f Current M sOr der Dr opped,
pwTDMVPer f Cur r ent Mal f or mredPkt ,

pwTDMPer f Cur r ent ESs,
pwTDMPer f Cur r ent SESs,
pwTDMPer f Cur r ent UASs,
pwTDMVPer f Cur rent FC

}
STATUS current
DESCRI PTI ON
"Col l ection of current statistics objects for TDM PWs. "
= { pwIDM& oups 2 }

pwTDMVPer f | nt er val G oup OBJECT- GROUP
OBJECTS {
pwTDMPer f | nt er val Val i dDat a,
pwTDMVPer f | nt er val Dur ati on,
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pwTDMVPer f | nt er val M ssi ngPkt s,
pwTDMVPer f | nt er val Pkt sReOr der,
pwTDVPer f | nt er val Jtr Bf r Under r uns,
pwTDMVPer f | nt er val M sOr der Dr opped,
pwTDMPer f | nt er val Mal f or nedPkt ,

pwTDMVPer f | nt er val ESs,
pwTDMVPer f | nt er val SESs,
pwTDMPer f | nt er val UASs,
pwTDMVPer f | nt er val FC

}
STATUS current
DESCRI PTI ON
"Col l ection of Interval statistics objects for TDM PWs. "
c:={ pwIDM& oups 3 }

pwTDVPer f 1Dayl nt er val Group OBJECT- GROUP
OBJECTS {

pwTDVPer f 1Dayl nt er val Val i dDat a,
pwTDVPer f 1Dayl nt er val Dur ati on,
pwTDMVPer f 1Dayl nt er val M ssi ngPkt s,
pwTDMVPer f 1Dayl nt er val Pkt sReCOr der
pwTDMVPer f 1Dayl nt er val Jt r Bf r Under r uns,
pwTDMVPer f 1Dayl nt er val M sOr der Dr opped,
pwTDMVPer f 1Dayl nt er val Mal f or medPkt ,

pwTDVPer f 1Dayl nt er val ESs,
pwTDVPer f 1Dayl nt er val SESs,
pwTDVPer f 1Dayl nt er val UASs,
pwTDVPer f 1Dayl nt er val FC

}
STATUS current
DESCRI PTI ON
"Collection of Daily statistics objects for TDM PW. "
o= { pwIDM& oups 4 }

END

9. Security Considerations
It is clear that this MB nodule is potentially useful for nmonitoring
of TDM PWs. This M B can al so be used for configuration of certain

obj ects, and anything that can be configured can be incorrectly
configured, with potentially disastrous results.
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There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

The pwTlDMTrabl e and pwTDMCf gTabl e contai n objects of TDM PW paraneters
on a Provider Edge (PE) device. Unauthorized access to objects in
these tables could result in disruption of traffic on the network.

The use of stronger mechani snms such as SNMPv3 security shoul d be
consi dered where possible. Specifically, SNWPv3 VACM and USM MJST be
used with any SNMPV3 agent, which inplenents this M B nodul e.

Admi ni strators shoul d consi der whether read access to these objects
shoul d be all owed, since read access may be undesirabl e under certain
ci rcumnst ances.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

The pwTlDMrabl e, pwTDMPerf Current Tabl e, pwIDWPerf I nterval Tabl e, and
pwTDMVPer f 1Dayl nt er val Tabl e col | ectively show the TDM pseudowi re
connectivity topology and its perfornance characteristics.

If an Adm nistrator does not want to reveal this information, then
t hese tables should be considered sensitive/vul nerabl e.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).
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10.

11.

11.

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng I ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri ptor OBJECT | DENTI FI ER val ue

pwiDMM B { mib-2 186 }
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