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Abst ract

RFC 3680 defines a Session Initiation Protocol (SIP) event package
for registration state. This package allows a watcher to | earn about
information stored by a SIP registrar, including its registered

cont act .

However, the registered contact is frequently unreachabl e and thus
not useful for watchers. The G obally Routable User Agent UR

(GRU), defined in RFC 5627, is a URI that is capable of reaching a
particul ar contact. However this URI is not included in the docunent
format defined in RFC 3680. This specification defines an extension
to the registration event package to include GRUUs assigned by the
registrar.

Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1

| ntroducti on

RFC 3680 [2] defines a Session Initiation Protocol (SIP) [5] event
package for registration state. This package allows a watcher to
| earn about information stored by a SIP registrar, including the
regi stered contacts.

However, a registered contact is frequently unreachable from hosts
outsi de of the domain of the User Agent (UA). It is commonly a
private address, or, when it is a public address, access to it may be
bl ocked by firewalls.

The d obally Routable User Agent URI (GRUU), defined in RFC 5627 [3],
is a URI that reaches a particular UA instance, but is reachabl e by
any host on the Internet. GCRUUs assigned by the registrar represent
additional registration state. However, GRUUs assigned by the
registrar are not included in the notifications provided by RFC 3680.
For many applications of the registration event package, a CRUW is
needed, and not the registered contact.

For exanple, the Wl conme Notices exanple in [2] will only operate
correctly if the contact address in the registration event
notification is reachable by the sender of the wel cone notice. When
the registering device is using the GRUU extension, it is likely that
the registered contact address will not be globally addressable, and
a GRUU should be used as the target address for the MESSAGE

Anot her case where this feature may be helpful is within the Third
CGeneration Partnership Project (3GPP) IP Miltinedia Subsystem (1 M5)

| MS enpl oys a technique where a REA STER of a contact address to one
Address of Record (AOR) causes the inmplicit registration of the sane
contact to other associated AORs. |If GRUUs are requested and

obtai ned as part of the registration request, then additional GRUUs

will also be needed for the inplicit registrations. Wile assigning
the additional CRUUs is straightforward, informng the registering UA
of themis not. In IMS, UAs typically subscribe to the registration

event, and subscriptions to the registration event for an AOR result
in notifications, each containing the registration state of all the
associ ated AORs. The proposed extension provides a way to easily
deliver the GRUUs for the associ ated AORs.

As specified in RFC 5627 [3], tenporary GRUUs are invalidated when
contact address bindings for the corresponding AOR and instance ID
are not refreshed, or when a registration to the AOR and instance |ID
is performed with a new Call-1D. A UA cannot always determine with
certainty which tenmporary GRUUs are valid based solely on the
response to the REG STER requests it has issued, or from
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notifications according to RFC 3680 [2]. The extension defined in
thi s docunent provides sufficient information for a UA to deternmnine
whi ch tenporary GRUUs are valid.

The registration event package has provisions for including extension
el enents within the <contact> elenment. This docunment defines new

el ements that may be used in that context to deliver the public and
temporary GRUUs corresponding to the contact.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119. [1]

3. Description

Two new el enents (<pub-gruu> and <tenp-gruu>) are defined, each of
which contains a GRUU. The <tenp-gruu> elenment also identifies the
ol dest tenporary GRUU that is currently valid.

These optional elenments may be included within the body of a NOTIFY
for the registration event package when GRUUs are associated with the
contact. The contact URI and the GRUUs are then all available to the
wat cher .

4. Notifier Processing of SUBSCRI BE Requests
Unchanged from RFC 3680 [2].
5. Notifier Generation of NOTIFY Requests

A notifier for the registration event package [2] SHOULD incl ude the
<pub- gruu> el ement when a contact has an instance ID and a public
GRUW is associated with the conbination of the AOR and the instance
ID. \When present, the <pub-gruu> el enent MUST be positioned as a
child of the <contact> el enent.

A notifier for the registration event package [2] MAY include the
<tenp-gruu> el enent when a contact has an instance ID and a tenporary
GRUW is associated with the conbination of the AOR and the instance
ID. This elenent SHOULD be included if the subscriber is also
authorized to register to the AOR  This el ement SHOULD NOT be
included if the subscriber is not authorized to register to the AOR,
unl ess there is an explicitly configured policy directing that it be
i ncl uded. Wen present, the <tenmp-gruu> el enent MUST be positioned
as a child of the <contact> el ement.
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Note that it is possible for multiple registered contacts to share
the same instance ID. |In such a case, each <contact> elenent wll
have child <pub-gruu> and <tenp-gruu> el enents, which are identical
to the corresponding child elements in those other <contact> el ements
that share the same instance ID. Since a particular contact cannot
be associated with nore than one instance |ID, a <contact> el ement

wi Il never have nore than one <pub-gruu> and one <tenp-gruu> child

el ement .

If the notifier includes the <pub-gruu> element, it MJST popul ate the
element with the public GRUU that is associated with the instance ID
and AOR of the registered contact.

If the notifier includes the <tenp-gruu> elenent, it MJST popul ate
the element with the nost recently assigned tenmporary GRUU that is
associated with the instance I D and AOR of the registered contact.
It MUST al so popul ate the elenent with a "cseq"” attribute
corresponding to the first (oldest) currently active tenporary GRUU
that is associated with the instance ID and AOR of the registered
contact. The value of the "cseq" attribute is set to the val ue of
the CSeq header field of the REQ STER request that caused that first
temporary GRUU to be assi gned.

6. Subscriber Processing of NOTIFY Requests

When a subscriber receives a registration event notification with a
<contact> contai ning a <pub-gruu>, it MAY associate the public GRU
with the correspondi ng AOR and instance ID. Any previously received
public GRUU for the same AOR and instance |ID MJST be discarded. (It
will no longer function.)

When a subscriber receives a registration event notification with a
<contact> containing a <tenmp-gruu>, it MAY associate the tenporary
GRUU, together with the "callid" and "cseq" attributes, with the
correspondi ng AOR and instance |D.

Subscribers that are unaware of this extension will, as required by
[2], ignore the <pub-gruu> and <tenp-gruu> el enents.

6.1. Managing Tenporary GRUU Lifetine

Section 4.2 of RFC 5627 [3] gives guidance for devel opers of UAs on
how to ensure that only valid tenporary GRUUs are retained and used
by the UA. A UA cannot always determine with certainty which
temporary CGRUUs are valid based solely on the information contained
in responses to the REA STER requests it has issued or fromthe

i nformati on contained in notifications that conformsolely to RFC
3680 [2]. The extension defined in this docunment provides sufficient
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added information for a UA to determ ne which tenporary GRUUs are
valid. The extension to RFC 3680 defined in this docunment provides
added information to help with that process. The follow ng are steps
that the UA MAY take to ensure it only retains valid GRUUs:

o The UA should subscribe to the registration event package for the
AOR it is registering.

o Wen a UA receives a 2xx response to a REG STER request, it may
extract and retain tenmporary GRUUs fromthe response for future
use, as long as they remain valid. Appropriate GRUUs to retain
are those corresponding to the contact address and instance ID it
has registered. (Typically, the UAw Il register only one contact
address, and so receive at nost one tenporary GRUU.)

o The UA may add the tenporary GRUU to the set of valid tenporary
GRUUs associated with the AR (Note, in this case ACRis the
To-address of the REG STER request.) To aid in tracking validity,
the UA should al so associate a "callid" attribute and "cseq"
attribute with the tenporary GRUU, with val ues obtai ned
respectively fromthe Call-1D and CSeq val ues of the REG STER
response containing the tenporary GRUU.

o If the UA receives a registration event notification with an AOR
(that it supports) and a <contact>, for a contact address and
instance ID (that it has registered and that contains a <tenp-
gruu>), it may update its set of valid tenporary GRUUs associ at ed
with the AOR, as foll ows:

* |t may add the tenmporary GRUU to the set. To aid in tracking
validity, the UA should associate the "callid" and "cseq"
attributes of the <contact> with the GRUU in the set.

* It should rempve any tenporary CRUUs with a "callid" attribute
value different fromthat in the value of the "callid"
attribute of the <contact>, or with a "cseq" attribute with
val ue less than the value of the "first-cseq" attribute of the
<t enp- gr uu>.

o If the UA receives a registration event notification with an AOR
that it supports, and there are no <contact> entries for its
instance ID, then it should discard all the tenporary GRUUs it has
saved for that AOR

Kyzi vat St andards Track [ Page 6]



RFC 5628 Reg Event GRUU Extensi on Cct ober 2009

7.

8.

Sanpl e regi nfo Docunent

Note: This exanple and others in the follow ng section are

i ndented for readability by the addition of a fixed amount of
whi t espace to the beginning of each line. This whitespace is not
part of the exanple. The conventions of [7] are used to describe
representation of |ong nessage |ines.

The following is an exanple registration informati on docurment that
i ncl udes the new el enent:

<?xm version="1.0"?>
<reginfo xm ns="urn:ietf:parans: xm:ns:reginfo"
xm ns: gr="urn:ietf:parans: xm :ns:gruui nfo"
version="0" state="full">
<regi stration aor="sip: user @xanpl e. cont' i d="as9"
state="active">
<contact id="76" state="active" event="registered"
dur ati on-regi stered="36001" expires="3599"
cal I'i d="1j 9FpLxk3uxt nBt n@92. 0. 2. 1" cseq="54321"
g="0.8">
<uri>sip:user @92.0. 2. 1</ uri >
<al | OnelLi ne>
<unknown- par am nane="+si p. i nst ance" >
"& t;urn:uuid: f81d4f ae- 7dec- 11d0- a765- 00a0c91le6bf 6&gt ; "
</ unknown- par ane
</ al | OneLi ne>
<al | OnelLi ne>
<gr: pub-gruu uri="sip:user @xanpl e. com
; gr =hha9s8d- 999a"/ >
</ al | OneLi ne>
<al | OneLi ne>
<gr:tenp-gruu uri="sip: 8f f kas08af 7f askl zi 9@xanpl e. com
;ogr" first-cseq="54301"/>
</ al | OneLi ne>
</ cont act >
</registration>
</regi nf o>

Exanpl es

Note: In the foll owi ng exanples, the SIP nessages have been
sinmplified, renoving headers that are not pertinent to the exanple.

When the value of the Content-Length header field is "...", this
means that the value should be the conmputed | ength of the body.
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8.

8.

1. Exanple: Wl cone Notice

Consi der the Welconme Notices exanple in [2]. \When the application
server receives a notification of a new registration containing the
reginfo shown in Section 7, it should address nmessages using the
contai ned public GRUU as foll ows:

MESSAGE si p: user @xanpl e. com gr=hha9s8d-999a SIP/ 2.0

To: <sip: user @xanpl e. conp

From "SIPland Notifier" <sip:notifier@xanple.conp;tag=7xy8
Cont ent - Type: text/plain

Cont ent - Lengt h:

Wel cone to S|Pl and!
Bl ah, bl ah, bl ah.

2. Exanple: Inplicit Registration

In a 3GPP | M5 setting, a UA may send a single register nessage,
requesting assi gnment of CRUUs, as follows:

REQ STER si p: exanmpl e.net SIP/2.0
From <sip:user_aor_l1@xanpl e. net >; t ag=5ab4
To: <sip:user_aor_1@xanpl e. net >
Call-1D: faif9a@a. exanpl e.com
CSeq: 23001 REG STER
Cont act: <si p: ua. exanpl e. cone
; expi res=3600
; +Si p. i nstance="<urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"
Supported: path, gruu
Content-Length: O

The response reports success of the registration and returns the
GRUUs assigned for the conbination of AOR instance ID, and Contact.
It also indicates (via the P-Associ ated-UR header [6]) that there
are two other associated AORs that may have been inmplicitly

regi stered using the sane contact. FEach of those inmplicitly

regi stered AORs will have unique GRUUs assigned. The REQ STER
response will not include those GRUUs; it will only include the GRUUs
for the AOR and instance ID explicitly included in the registration.

SIP/2.0 200 X

From <sip:user_aor_l@xanpl e. net >; t ag=5ab4
To: <sip:user_aor_1@xanpl e. net >;tag=373392
Call-1D: faif9a@a. exanpl e.com

CSeq: 23001 REQ STER

Pat h: <si p: proxy. exanpl e.net;lr>

Servi ce- Route: <sip: proxy. exanple.net;lr>
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Cont act: <sip:ua. exanpl e. conp
; expi res=3600
; +si p. i nstance="<urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"
; pub- gruu="si p: user _aor _l1@xanpl e. net ; gr =hha9s8d- 999a"
; t enp- gruu="si p: 8f f kas08af 7f askl zi 9@xanpl e. net; gr"
P- Associ at ed- URI : <si p: user _aor_2@xanpl e. net >,
<si p: +358504821437@xanpl e. net ; user =phone>
Content-Length: O

The UA then subscribes to the registration event package as foll ows:

SUBSCRI BE si p: user _aor_l1l@xanple.net SIP/2.0
From <sip:user_aor_l1@xanpl e. net>; tag=27182
To: <sip:user_aor_l@xanpl e. net>

Call-1D: gbj gOb@a. exanpl e. com

CSeq: 45001 SUBSCRI BE

Rout e: <si p: proxy. exanpl e. net; |l r>

Event: reg

Expi res: 3600

Accept: application/regi nfo+xn

Contact: <sip:user_aor_l@xanpl e. net; gr=hha9s8d- 999a>
Content-Length: O

(The successful response to the subscription is not shown.) Once the
subscription is established, an initial notification is sent giving
registration status. |In | M5 depl oynents, the response includes, in
addition to the status for the requested URI, the status for the

ot her associated URIs.

NOTI FY si p: user _aor _1@xanpl e. net; gr=hha9s8d-999a SI P/ 2.0
From <sip:user_aor_l1@xanpl e. net>; tag=27182

To: <sip:user_aor_1@xanpl e. net >;tag=262281

Call-1D: gbj gOb@a. exanpl e. com

CSeq: 633 NOTI FY

Subscription-State: active; expi res=3600

Event: reg

Cont ent - Type: application/regi nf o+xm

Contact: <sip:registrar.exanple.net>

Cont ent - Lengt h:

<?xm version="1.0"7>
<reginfo xm ns="urn:ietf:parans: xm :ns:reginfo"
xm ns: gr="urn:ietf:parans: xm :ns: gruui nfo"
version="1" state="full">
<regi stration aor="sip:user_aor_1@xanple.net" id="a7"

state="active">

<contact id="92" state="active" event="registered"
durati on-regi stered="1" expires="3599"
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cal lid="faif9a@a. exanpl e. cont’ cseqg="23001">
<uri>
si p: ua. exanpl e. com
<furi>
<al | OneLi ne>
<unknown- par am nane="+si p. i nst ance" >
"& t;urn:uuid:f81d4f ae- 7dec- 11d0- a765- 00a0c91le6bf 6&gt ; "
</ unknown- par ane
</ al | OneLi ne>
<al | OnelLi ne>
<gr: pub-gruu uri="sip:user_aor_l@xanpl e. net
; gr =hha9s8d- 999a"/ >
</ al | OneLi ne>
<al | OneLi ne>
<gr:temp-gruu uri="sip: 8f f kas08af 7f askl zi 9@xanpl e. net
;ogr" first-cseq="54301"/>
</ al | OneLi ne>
</ cont act >
</registration>
<regi stration aor="sip:user_aor_2@xanple.net" id="a8"
state="active">
<contact id="93" state="active" event="created"
durati on-regi stered="1" expires="3599"
cal lid="faif9a@a. exanpl e. conf’ cseq="23001">
<uri >
si p: ua. exanpl e. com
</uri>
<al | OnelLi ne>
<unknown- par am nane="+si p. i nst ance" >
"& t;urn:uuid: f81d4f ae- 7dec- 11d0- a765- 00a0c91le6bf 6&gt ; "
</ unknown- par an®
</ al | OneLi ne>
<al | OneLi ne>
<gr: pub-gruu uri="sip:user_aor_2@xanpl e. net
; gr =hha9s8d- 999b"/ >
</ al | OneLi ne>
<al | OneLi ne>
<gr:temp-gruu uri="sip: 07hcovy36vp6vngvbi a@xanpl e. net
;gr" first-cseq="54301"/>
</ al | OneLi ne>
</ cont act >
</registration>
<registration
aor ="si p: +358504821437@xanpl e. net ; user =phone"
i d="a9"
state="active">
<contact id="94" state="active" event="created"
durati on-regi stered="1" expires="3599"
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cal lid="faif9a@a. exanpl e. cont’ cseqg="23001">
<uri>
si p: ua. exanpl e. com
<luri>
<al | OneLi ne>
<unknown- par am nane="+si p. i nst ance" >
"& t;urn:uuid:f81d4f ae- 7dec- 11d0- a765- 00a0c91le6bf 6&gt ; "
</ unknown- par ane
</ al | OneLi ne>
<al | OnelLi ne>
<gr: pub-gruu uri ="sip: +358504821437@xanpl e. net
; user =phone; gr =hha9s8d- 999c¢"/ >
</ al | OneLi ne>
<al | OneLi ne>
<gr:temp-gruu uri="sip: h99egj bv1l7fe8i bvl ka@xanpl e. net
;ogr" first-cseq="54301"/>
</ al | OneLi ne>
</ cont act >
</registration>
</regi nf o>

The status indicates that the associated URIs all have the sane
contact registered. It also includes the unique GRUUs that have been
assigned to each. The UA may then retain those GRUUs for use when
est abl i shing di al ogs using the correspondi ng AORs.

9. XM Schema Definition

The <pub-gruu> and <tenp-gruu> el enments are defined within a new XM
nanespace URI. This nanespace is "urn:ietf:parans: xm :ns:gruuinfo".
The schema for these elenments is:

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schemn target Namespace="urn:ietf: parans: xm : ns: gruui nf 0"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xmns:tns="urn:ietf:parans: xm : ns: gruuinfo">
<xs: conpl exType nane="pubG uu">
<xs:attribute name="uri" type="xs:anyURl"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="tenpG uu">
<xs: conpl exCont ent >
<xs: extension base="tns: pubG uu">
<xs:attribute name="first-cseq"
type="xs: unsi gnedLong"
use="required"/>
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</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

<
<

</ x

xs: el enent name="pub-gruu" type="tns: pubG uu"/>
xs: el enent nanme="tenp-gruu" type="tns:tenpGuu"/>
s: schema>

10. | ANA Consi derati ons

Ther e

are two | ANA consi derations associated with this specification.

10.1. URN Sub- Nanespace Regi stration

Thi s
[4].

URI :

section registers a new XM. nanespace, per the guidelines in

The URI for this nanespace is urn:ietf:parans:xm:ns:gruuinfo

Regi strant Contact: |ETF, SIPPI NG working group, <sipping@etf.org>,

Paul

XM_:

Kyzi vat

Kyzi vat <pkyzi vat @i sco. conp

BEG N
<?xm version="1.0"?>
<! DOCCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
“http://ww. w3. org/ TR/ xht m - basi ¢/ xht ml - basi c10. dt d" >
<htm xm ns="http://ww. wW3. org/ 1999/ xht m ">
<head>
<nmeta http-equiv="content-type"
content="text/htm ;charset=i so-8859-1"/>
<title>Reg Information GRUU Ext ensi on Namespace</title>
</ head>
<body>
<hl>Nanmespace for Reg Information GRUU Extension</hl>
<h2>urn:ietf:parans: xnm : ns: gruui nf o</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc5628.txt">
RFC5628</ a>. </ p>
</ body>
</htm >
END
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10.

11.

2. XM. Schena Registration
This section registers an XML schema per the procedures in [4].
URI: urn:ietf:parans: xm:schema: gruui nf o.

Regi strant Contact: |ETF, SIPPI NG working group, <sipping@etf.org>,
Paul Kyzivat <pkyzivat @i sco. conp

The XML for this schemn can be found in Section 9.
Security Considerations

Security considerations for the registrati on event package are
di scussed in RFC 3680 [2], and those considerations apply here.

If a contact address obtained via subscription to the registration
event package is not reachable by the subscriber, then its disclosure
may arguably be considered a mniml security risk. |n that case,
the inclusion of a GRUU nay be considered to increase the risk by
providing a reachabl e address. On the other hand, requests addressed
to a GRUU are always first processed by the servicing proxy before
they reach the intended User Agent. The proxy may control access as
desired, just as it nay for the AOR For instance, the proxy
servicing a GRUU nay accept requests from senders whose identity
appears on a white list, and reject other requests. |In this respect,
di scl osing a GRUU presents no nore risk than disclosing the ACR

Temporary CGRUUs have an additional security consideration. The
intent of the tenmporary GRUU is to provide a contact address that
cannot be correlated to the identity of the calling party. The

reci pient of a call using a tenmporary CGRUU may guess the identity of
the calling party and then attenpt to obtain the tenporary GRUUs
assigned to that caller to confirmthe conjecture. Two possible
approaches to obtaining the tenporary GRUUs are:

0 Send a REGQ STER request to a conjectured caller

0 Send a SUBSCRI BE request for the registration event package to the
conj ectured caller.

Typically, REG STER is restricted to devices or users that are
authorized to originate and receive calls with the AOR  Anonymty
anong users of the same ACR is hard to achieve and typically
unnecessary. It is recomrended (see Section 5) that the

aut horization policy for the registration event package pernt only
those subscribers who are authorized to register to the ACR to
receive tenporary GRUUs. Wth this policy, the confidentiality of
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the tenporary GRUU will be the same with and without the registration
event package. User Agents that use a tenporary GRUU should note
that confidentiality does not extend to parties that are permitted to
register to the ACR or to obtain the tenporary GRUU when subscri bi ng
to the registration event package.
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