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Abst ract

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines a mapping of SYSLOG nessages to Sinple

Net wor k Managenent Protocol (SNWMP) notifications.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. Introduction

SNWP ([ RFC3410], [RFC3411]) and SYSLOG [ RFC5424] are two wi dely used
protocol s to comunicate event notifications. Although co-existence
of several managenent protocols in one operational environment is
possi bl e, certain environments require that all event notifications
be collected by a single systemdaenon, such as a SYSLOG col | ector or
an SNMP notification receiver, via a single managenent protocol. In
such environments, it is necessary to translate event notifications
bet ween managenent protocol s.

Thi s docunent defines an SNVP M B nodule to represent SYSLOG nessages
and to send SYSLOG nessages as SNWVP notifications to SNW
notification receivers.

2. The Internet-Standard Managerment Franmework

For a detailed overview of the docunments that describe the current
I nt er net - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
bjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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3.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Overvi ew

SYSLOG nessages are translated to SNVWP by a SYSLOG t o- SNWP
translator. Such a translator acts as a SYSLOG col | ector [ RFC5424]
and i mpl enents a M B nodul e according to the SNMP architecture

[ RFC3411]. The translator might be tightly coupled to an SNWP agent
or it might interface with an SNMP agent via a subagent protocol.

After initialization, the SYSLOGto-SNWP translator will listen for
SYSLOG nessages. On receiving a nessage, the nessage will be parsed
to extract information as described in the MB nodule. A conceptual
table is populated with information extracted fromthe SYSLOG
nessage, and finally a notification nay be generated.

The M B nodule is organized into a group of scalars and two tables.
The sysl ogMsgControl group contains two scalars controlling the
maxi mum si ze of SYSLOG nessages recorded in the tables and al so
control ling whether SNVP notifications are generated for SYSLOG
nessages.

--sysl ogMsgbj ect s( 1)
|
+--sysl ogMsgControl (1)
|
+-- Unsi gned32 sysl ogMsgTabl eMaxSi ze( 1)
+-- Trut hVal ue sysl ogMsgEnabl eNoti fi cati ons(2)

The sysl ogMsgTabl e contains one entry for each recorded SYSLOG
nmessage. The basic fields of SYSLOG nessages as well as nessage
properties are represented in different colums of the conceptual
t abl e.

--sysl ogMsgbj ect s( 1)
|

+--sysl ogMsgTabl e( 2)

|
+--sysl ogMsgEntry(1) [sysl ogMsgl ndex]
|

+-- Unsi gned32 sysl ogvsgl ndex( 1)
+-- SyslogFacility syslogMsgFacility(2)
+-- SyslogSeverity syslogMsgSeverity(3)
+- - Unsi gned32 sysl ogMsgVer si on(4)
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+-- Sysl ogTi neSt anp sysl ogMsgTi meSt anp(5)
+-- DisplayString sysl ogMsgHost Nane( 6)
+-- DisplayString sysl ogMsgAppNane( 7)
+-- DisplayString sysl ogMsgPr ocl D( 8)
+-- DisplayString sysl ogMsghsgl D( 9)

+-- Unsi gned32 sysl ogMsgSDPar ans( 10)
+-- CctetString sysl ogvsgMsg(11)

The sysl ogMsgSDTabl e contains one entry for each structured data
el ement paraneter contained in a SYSLOG nessage. Since structured
data el ements are optional, the relationship between the

sysl ogMsgTabl e and the sysl ogMsgSDTabl e ranges from one-to-zero to
one-t o- nany.

--sysl ogMsgbj ect s( 1)
|

+- - sysl ogMsgSDTabl e( 3)
|
+--sysl ogMsgSDENtry( 1) [ sysl ogMsgl ndex,
| sysl ogMsgSDPar aml ndex,
| sysl ogvsgSDI D,
| sysl ogMsgSDPar amNane]

+- - Unsi gned32 sysl ogMsgSDPar an ndex( 1)
+-- DisplayString sysl oghvsgSDI X 2)
+-- DisplayString sysl ogMsgSDPar amNane( 3)

+- - Sysl ogPar amval ueStri ng sysl ogMsgSDPar anVal ue( 4)
5. Relationship to Gher MB Mdul es

The NOTI FI CATI ON-LOG-M B [ RFC3014] provides a generic mechani sm for
| ogging SNMP notifications in order to deal with | ost SNWP
notifications, e.g., due to transient conmunication problens.
Applications can poll the notification log to verify that they have
not mssed inportant SNVP notifications.

The M B nodul e defined in this meno provides a nmechanismfor |ogging
SYSLOG notifications. This additional SYSLOG notification log is
provi ded because (a) SYSLOG nessages might not |ead to SNWP
notification (this is configurable) and (b) SNWP notifications night
not carry all information associated with a SYSLOG notification.

The M B nodul e | MPORTS obj ects from SNMPv2- SM [ RFC2578], SNWPv2-TC

[ RFC2579], SNWPv2- CONF [ RFC2580], SNVP- FRAVEWORK- M B [ RFC3411], and
SYSLOG TC-M B [ RFC5427] .
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7.

The textual convention Sysl ogParanVal ueString uses the UTF-8
transformation format of the ISOIEC IS 10646-1 character set defined
in [ RFC3629] .

Rel ationship to the SNVMP Notification to SYSLOG Mappi ng

A conpani on docunent [ RFC5675] defines a mapping of SNWP
notifications to SYSLOG nessages. This section discusses the
possibilities of using both specifications in comnbination.

A SYSLOG col |l ector inplenenting the SYSLOG MSG M B nodul e and t he
mappi ng of SNWVP notifications to SYSLOG nessages may be configured to
transl ate recei ved SYSLOG nessages contai ning SNMP notifications back
into the original SNWP notification. |In this case, the relevant
tables of the SYSLOG MSGMB will not be populated for SYSLOG
nmessages carrying SNWP notifications. This configuration allows
operators to build a forwarding chain where SNVP notifications are
"“tunnel ed" through SYSLOG nessages. Due to size restrictions of the
SYSLOG transports and the nore verbose textual encoding used by
SYSLOG, there is a possibility that SNVMP notification content will

get truncated when tunnel ed through SYSLOG and thus the resulting
SNWP notification may be inconplete.

An SNVP nmanagenent application supporting the SYSLOG MSG- M B and t he
mappi ng of SNWVP notifications to SYSLOG nessages nmay process
information fromthe SYSLOG MSG-MB in order to emt a SYSLOG nessage
representing the SYSLOG nmessage recorded in the SYSLOG MSG- M B

nmodul e. This configuration allows operators to build a forwarding
chai n where SYSLOG nessages are "tunnel ed” through SNWP nessages. A
notification receiver can determ ne whether a syslogMsgNotification
contained all structured data el enent paraneters of a SYSLOG nessage.
In case paraneters are mssing, a forwardi ng application MJST
retrieve the nmissing paranmeters fromthe SYSLOG MSG M B. Regul ar

pol ling of the SYSLOG MSG M B can be used to take care of any | ost
SNWP notifications.

Definitions

SYSLOG M5G-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, Unsi gned32, mib-2
FROM SNMPv2- SM

TEXTUAL- CONVENTI ON, Di splayString, TruthVal ue
FROM SNMPv2- TC

OBJECT- GROUP, NOTI FI CATI ON- GROUP, MODULE- COVPLI ANCE
FROM SNMPv2- CONF

Sysl ogFacility, SyslogSeverity
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FROM SYSLOG TC- M B;

sysl ogvsgM b MODULE- | DENTI TY
LAST- UPDATED "200908130800Z"
ORGANI ZATI ON "I ETF OPSAWG Wor ki ng G oup”
CONTACT- | NFO
"Juer gen Schoenwael der
<j . schoenwael der @ acobs- uni versity. de>
Jacobs University Brenen
Canpus Ring 1
28757 Brenen
Cer many

Al exander C emm

<al ex@i sco. conp

Ci sco Systemns

170 West Tasnman Drive
San Jose, CA 95134-1706
USA

Ani r ban Kar makar

<akar maka@i sco. conp

Ci sco Systens India Pvt Ltd
SEZ Unit, Cessna Business Park,
Sarjapur Marathahalli ORR,
Bangal ore, Karnataka 560103

I ndi a"

DESCRI PTI ON
"This M B nodul e represents SYSLOG nessages as SNMP obj ects.

Copyright (c) 2009 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 5676; see
the RFC itself for full legal notices."

REVI SI ON "2009081308002"
DESCRI PTI ON

"Initial version issued as part of RFC 5676."
o= { mb-2 192 }
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-- textual convention definitions

Sysl ogTi meSt anp :: = TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "2d- 1d-1d, 1d: 1d: 1d. 3d, 1ald: 1d"
STATUS current
DESCRI PTI ON

"A date-tinme specification. This type is simlar to the
Dat eAndTi e type defined in the SNMPv2-TC, except the
subsecond granul ation is mcroseconds instead of
deci seconds and a zero-length string can be used
to indicate a m ssing val ue.

field octets contents range
1 1-2 year* 0..65536
2 3 nont h 1..12
3 4 day 1..31
4 5 hour 0..23
5 6 m nut es 0..59
6 7 seconds 0..60

(use 60 for |eap-second)

7 8-10 m cr oseconds* 0..999999
8 11 direction from UTC B Y B
9 12 hours from UTC* 0..13
10 13 m nutes from UTC 0..59
* Not es:

the value of year is in network-byte order
the val ue of mcroseconds is in network-byte order
daylight saving time in New Zeal and is +13

For exanple, Tuesday May 26, 1992 at 1:30:15 PM EDT woul d be
di spl ayed as:

1992-5-26, 13: 30: 15.0,-4:0

Note that if only local tine is known, then tinezone
information (fields 11-13) is not present."

SYNTAX OCTET STRING (SIZE (0 | 10 | 13))
Sysl ogPar anVal ueString ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 65535t "

STATUS current

DESCRI PTI ON

"The value of a SYSLOG SD- PARAM i s represented using the
ISO1EC IS 10646-1 character set, encoded as an octet string
using the UTF-8 transformation format described in RFC 3629.
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Since additional code points are added by anendnents to the
10646 standard fromtinme to tinme, inplenentations nust be
prepared to encounter any code point from 0x00000000 to
ox7fffffff. Byte sequences that do not correspond to the
valid UTF-8 encoding of a code point or that are outside this
range are prohibited. Simlarly, overlong UTF-8 sequences
are prohibited.

UTF-8 may require nultiple bytes to represent a single
character / code point; thus, the length of this object in
octets may be different fromthe nunber of characters
encoded. Simlarly, size constraints refer to the nunber of
encoded octets, not the nunber of characters represented by
an encodi ng. "

REFERENCE
"RFC 3629: UTF-8, a transformation format of |SO 10646"
SYNTAX OCTET STRI NG

-- object definitions

sysl ogvsgNoti fications OBJECT IDENTIFIER ::= { syslogvsgMb 0 }
sysl ogMsgbj ect s OBJECT IDENTIFIER ::= { syslogMsgMb 1 }
sysl ogMsgConf or mance OBJECT IDENTIFIER ::= { syslogMsgMb 2 }
sysl ogMsgCont r ol OBJECT I DENTIFIER ::= { syslogMsgObjects 1}
sysl ogMsgTabl eMaxSi ze OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi mum nunber of SYSLOG nmessages that may be held in

sysl ogMsgTabl e. A particular setting does not guarantee that
there is sufficient menmory avail able for the maxi mum nunber

of table entries indicated by this object. A value of 0 neans
no fixed limt.

If an application reduces the linmt while there are SYSLOG
nessages in the syslogMsgTabl e, the SYSLOG nessages that are
in the syslogMsgTabl e for the |ongest time MJST be discarded
to bring the table down to the newlimt.

The val ue of this object should be kept in nonvolatile
menory."

DEFVAL { 0}

::= { syslogMsgControl 1 }

sysl ogMsgEnabl eNot i fi cati ons OBJECT- TYPE

Schoenwael der, et al. St andards Track [ Page 8]



RFC 5676

sysl

sysl

Sys

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

SYSLOG M5G-M B

Tr ut hval ue
read-wite
current

Cct ober 2009

"I ndi cat es whet her sysl ogMsgNotification notifications are

gener at ed.

The val ue of this object should be kept

menory. "
DEFVAL

{ false }

::= { syslogMsgControl 2 }

ogMsgTabl e OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

"A table containing recent SYSLOG nessages.

SEQUENCE OF Sysl ogMsgEntry
not - accessi bl e
current

in nonvol atil e

The size of the

table is controlled by the sysl ogMsgTabl eMaxSi ze object. "
.= { sysl ogMsgbj ects 2 }

ogMsgEnt ry OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Sysl ogMsgEnt ry
not - accessi bl e
current

"An entry of the syslogMsgTable."
| NDEX { sysl ogMsgl ndex }
::={ syslogMsgTable 1 }

ogMsgENntry :
sysl ogMsgl ndex
sysl ogMsgFacility
sysl ogMsgSeverity
sysl ogMsgVer si on
sysl ogMsgTi neSt anp
sysl ogMsgHost Nane
sysl ogMsgAppNane
sysl ogMsgProcl D
sysl ogMsgMsgl D
sysl ogMsgSDPar ans

: = SEQUENCE {

Unsi gned32,
Sysl ogFacility,
Sysl ogSeverity,
Unsi gned32,
Sysl ogTi neSt anp,
Di splayString,
Di spl ayStri ng,
Di spl ayStri ng,
Di spl ayString,
Unsi gned32,
OCTET STRI NG

Unsi gned32 (1..4294967295)
not - accessi bl e

sysl ogMsgMsg
}
sysl ogMsgl ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS current
Schoenwael der, et al.

St andards Track
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DESCRI PTI ON
"“A nonotonically increasing nunber used to identify entries in
the sysl ogMsgTabl e. Wen sysl ogMsgl ndex reaches the nmaxi mum
val ue (4294967295), the value waps back to 1

Applications periodically polling the syslogMsgTable for new
entries should take into account that a conplete rollover of
sysl ogMsgl ndex wi Il happen if nore than 4294967294 nessages
are received during a poll interval."

::={ syslogMsgEntry 1 }

sysl ogMsgFaci lity OBJECT- TYPE

SYNTAX Sysl ogFacility
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The facility of the SYSLOG nessage.™
REFERENCE

"RFC 5424: The Sysl og Protocol (Section 6.2.1)

RFC 5427: Textual Conventions for Syslog Managenent"

::= { syslogMsgEntry 2 }

sysl ogMsgSeverity OBJECT- TYPE

SYNTAX Sysl ogSeverity
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The severity of the SYSLOG nessage”
REFERENCE

"RFC 5424: The Sysl og Protocol (Section 6.2.1)

RFC 5427: Textual Conventions for Syslog Managenent"

.= { syslogMsgEntry 3}

sysl ogMsgVer si on OBJECT- TYPE

SYNTAX Unsi gned32 (0..999)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The version of the SYSLOG nessage. A value of 0 indicates
that the version is unknown."

REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.2)"

.= { syslogMsgEntry 4 }

sysl ogMsgTi neSt anp OBJECT- TYPE

SYNTAX Sysl ogTi meSt anmp
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The tinestanmp of the SYSLOG nessage. A zero-length
string is returned if the timestanp is unknown."
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.3)"
.= { syslogMsgEntry 5 }

sysl ogMsgHost Name OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The hostnanme and the (optional) domain nanme of the SYSLOG

2009

nessage. A zero-length string indicates an unknown host nane.

The SYSLOG protocol specification constrains this string to
printable US-ASCI| code points."
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.4)"
.= { syslogMsgEntry 6 }

sysl ogMsgAppNane OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..48))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The app-nanme of the SYSLOG nessage. A zero-length string
i ndi cates an unknown app-nanme. The SYSLOG pr ot ocol
specification constrains this string to printable US-ASClI
code points.”
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.5)"
::={ syslogMsgEntry 7 }

sysl ogMsgProcl D OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The procid of the SYSLOG nmessage. A zero-length string
i ndi cates an unknown procid. The SYSLOG pr ot ocol
specification constrains this string to printable
US-ASClI | code points.™"
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.6)"
::={ syslogMsgEntry 8 }

sysl ogMsgMsgl D OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..32))
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sysl

sysl

sysl

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The megid of the SYSLOG nessage. A zero-length string
i ndi cates an unknown nsgi d. The SYSLOG protocol specification
constrains this string to printable US-ASCI| code points."
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.2.7)"
::={ syslogMsgEntry 9 }

ogMsgSDPar ans OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of structured data el ement paraneters

carried in the SYSLOG nessage. This number effectively

i ndi cates the nunber of entries in the sysl ogMsgSDTabl e.

It can be used, for exanple, by a notification receiver

to determ ne whether a notification carried all

structured data el enent paraneters of a SYSLOG nessage. "
::={ syslogMsgEntry 10 }

ogMsgMsg OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The message part of the SYSLOG nessage. The syntax does not
i npose a size restriction. Inplenmentations of this MB nodul e

may truncate the nmessage part of the SYSLOG nessage such that
it fits into the size constraints inposed by the inplenmentation
environnent. Such truncations can al so happen el sewhere in the
SYSLOG f orwar di ng chai n.

If the first octets contain the value 'EFBBBF h, then the rest
of the nessage is a UTF-8 string. Since SYSLOG nessages may be
truncated at arbitrary octet boundaries during forwarding, the
nmessage may contain invalid UTF-8 encodings at the end."
REFERENCE
"RFC 5424: The Syslog Protocol (Sections 6.1 and 6.4)"
.= { syslogMsgEntry 11 }

ogMsgSDTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sysl ogMsgSDEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"A table containing structured data el enments of SYSLOG
nmessages. "
::= { sysl ogMsgbj ects 3 }

sysl ogMsgSDEnt ry OBJECT- TYPE

SYNTAX Sysl ogMsgSDENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry of the syslogMsgSDTabl e."

I NDEX { sysl ogMsgl ndex, sysl ogMsgSDPar am ndex,
sysl ogMsgSDI D, sysl ogMsgSDPar anNane }

.= { syslogMsgSDTable 1 }

Sysl ogMsgSDENntry :: = SEQUENCE {
sysl ogMsgSDPar am ndex Unsi gned32,
sysl ogvsgSDI D Di spl ayString,

sysl ogMsgSDPar amNane Di splayString,
sysl ogMsgSDPar anval ue Sysl ogPar anVal ueStri ng

}
sysl ogMsgSDPar am ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object indexes the structured data el ement paraneters
contained in a SYSLOG nessage. The first structured data
el ement paraneter has the index value 1, and subsequent
paranmeters are indexed by increnenting the index of the
previ ous paraneter. The index increases across structured
data el ement boundaries so that the value reflects the
position of a structured data el ement paraneter in a
SYSLOG nessage. "

REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.3.3)"
.= { syslogMsgSDEntry 1 }

sysl ogvsgSDI D OBJECT- TYPE
SYNTAX Di splayString (SIZE (1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The nane (SD-ID) of a structured data el enent. The SYSLOG
protocol specification constrains this string to printable
US- ASCl | code points.™
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.3.2)"
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.= { sysl ogMsgSDEntry 2 }

sysl ogisgSDPar amNane OBJECT- TYPE
SYNTAX Di splayString (SIZE (1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The nane of a paranmeter of the structured data elenent. The
SYSLOG protocol specification constrains this string to
printable US-ASCI| code points."
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.3.3)"
.= { sysl ogMsgSDEntry 3 }

sysl ogvsgSDPar anVal ue OBJECT- TYPE
SYNTAX Sysl ogPar anVal ueStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of the paraneter of a SYSLOG nessage identified by
the index of this table. The value is stored in the unescaped
format."
REFERENCE
"RFC 5424: The Syslog Protocol (Section 6.3.3)"
.= { sysl ogMsgSDEntry 4 }

-- notification definitions

sysl ogvsgNoti fication NOTIFI CATI ON- TYPE
OBJECTS { syslogMsgFacility, syslogMsgSeverity,
sysl ogMsgVer si on, sysl ogMsgTi neSt anp,
sysl ogMsgHost Nanme, sysl ogMsgAppNane,
sysl ogMsgProcl D, sysl ogMsgMsgl D,
sysl ogMsgSDPar anms, sysl ogMsgMsg }
STATUS current
DESCRI PTI ON
"The sysl ogMsgNotification is generated when a new SYSLOG
nessage i s received and the val ue of
sysl ogMsgGenerateNotifications is true.

| mpl ement ati ons may add sysl ogMsgSDPar amval ue objects as | ong
as the resulting notification fits into the size constraints
i nposed by the inplenentation environment and the notification
nmessage size constraints inposed by naxMessageSi ze [ RFC3412]
and SNWP transport mappi ngs."

::= { syslogMsgNotifications 1}

-- conformance statenents
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sysl ogMsgGr oups OBJECT | DENTI FI ER ::
sysl ogMsgConpl i ances OBJECT | DENTI FI ER : :

{ sysl ogMsgConfornmance 1 }
{ sysl ogMsgConformance 2 }

sysl ogMsgFul | Compl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for inplenentations of the
SYSLOG MsG-M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {
sysl ogMsgG oup,
sysl ogMsgSDGr oup,
sysl ogMsgCont r ol Gr oup,
sysl ogMsgNoti ficati onG oup

::= { syslogMsgCompliances 1 }

sysl ogMsgReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for inplenmentations of the
SYSLOG M5G-M B that do not support read-wite access."
MODULE -- this nodul e
MANDATORY- GROUPS {
sysl ogMsgG oup,
sysl ogMsgSDGr oup,
sysl ogMsgCont r ol G- oup,
sysl ogMsgNot i fi cati onG oup

}
OBJECT sysl ogMsgTabl eMaxSi ze
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT sysl ogMsgEnabl eNoti fi cati ons
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
.= { sysl ogMsgConpliances 2 }

sysl ogMsgNot i fi cati onConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for inplenentations of the

SYSLOG MSG-M B that do only generate notifications and do not
provide a table to allow read access to SYSLOG nessage
details."

MODULE -- this nodul e

MANDATORY- GROUPS {
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sysl ogMsgG oup,
sysl ogvsgSDG oup,
sysl ogMsgNot i fi cati onG oup

}
OBJECT sysl ogMsgFacility
M N- ACCESS accessible-for-notify
DESCRI PTI ON
"Read access is not required."

OBJECT sysl ogvsgSeverity
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgVer si on
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgTi neSt anp
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgHost Name
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgAppNane
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogvsgProcl D
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgMsgl D
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgSDPar ans
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."”
OBJECT sysl ogMsghsg
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
OBJECT sysl ogMsgSDPar anVal ue
M N- ACCESS accessible-for-notify
DESCRI PTI ON

"Read access is not required."
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.= { sysl ogMsgConpliances 3 }

sysl ogMsgNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
sysl ogMsgNot i fication

}
STATUS current
DESCRI PTI ON
"The notifications emtted by this MB nodule."
::={ syslogMsgGoups 1}

sysl ogMsgG oup OBJECT- GROUP
OBJECTS {

-- sysl ogMsgl ndex,
sysl ogMsgFaci lity,
sysl ogMsgSeverity,
sysl ogMsgVer si on,
sysl ogMsgTi neSt anp,
sysl ogMsgHost Nane,
sysl ogMsgAppNane,
sysl ogMsgPr ocl D,
sysl ogMsgMsgl D,
sysl ogMsgSDPar ans,

sysl ogMsgMsg
}
STATUS current
DESCRI PTI ON

"A collection of objects representing a SYSLOG nessage,
excluding structured data el enents.”
.= { sysl ogMsgGroups 2 }

sysl ogMsgSDG oup OBJECT- GROUP
OBJECTS {
- - sysl ogMsgSDPar anl ndex,
-- sysl ogMsgSDI D,
-- sysl ogMsgSDPar amNane,
sysl ogMsgSDPar anVal ue

}
STATUS current
DESCRI PTI ON
"A collection of objects representing the structured data
el ements of a SYSLOG nessage. "
.= { sysl ogMsgGroups 3 }

sysl ogMsgCont r ol Group OBJECT- GROUP
OBJECTS {
sysl ogMsgTabl eMaxSi ze,
sysl ogMsgEnabl eNot i fi cati ons
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8.

9.

}
STATUS current
DESCRI PTI ON
"A collection of control objects to control the size of the
sysl ogMsgTabl e and to enabl e/ di sable notifications."
.= { sysl ogMsgGroups 4 }

END

Usage Exanpl e

The foll owi ng exanpl e shows a valid SYSLOG nessage i ncl udi ng
structured data. The otherw se-unprintable Unicode byte order nark
(BOV) is represented as "BOM' in the exanple.

<165>1 2003-10-11T22:14:15. 003Z nymachi ne. exanpl e. com
evntslog - 1 D47 [exanpl eSD D@2473 iut="3" event Source="Application"
event 1 D="1011"] BOMAn application event log entry...

This SYSLOG nessage | eads to the followi ng entries in the
sysl ogMsgTabl e and the sysl ogMsgSDTabl e (note that string indexes are
witten as strings for readability reasons):

sysl oghMsgl ndex. 1 = 1
sysl ogMsgFacility.1 = 20
sysl ogMsgSeverity.1 =5
sysl ogMsgVersion. 1 =
sysl ogMsgTi meSt anp. 1 2003-10-11, 22: 14: 15. 003, +0: 0
sysl ogMsgHost Name. 1 = "mymachi ne. exanpl e. conf

sysl ogMsgAppNane. 1 = "evnt sl og"

sysl ogMsgProciD.1 = "-"

sysl ogvsgMsgl D. 1 = "I D47"

sysl ogMsgMsg. 1 = "BOMAn application event log entry..."
sysl ogMsgSDPar anval ue. 1. 1. "exanpl eSDI D@2473". "i ut"

1

= "3"
sysl ogMsgSDPar anval ue. 1. 2. "exanpl eSDI D@2473". " event Sour ce"
= "Application”
sysl ogvsgSDPar anVal ue. 1. 3. "exanpl eSDI D@2473". "event | D'
= "1011"

| ANA Consi der ati ons

The | ANA has assigned val ue "192" under the 'm b-2' subtree and
recorded the assignment in the SM Numbers registry.
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10. Security Considerations

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
objects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o sysl ogMsgTabl eMaxSi ze: This object controls how nmany entries are
kept in the syslogMsgTabl e. Unauthorized nodifications nmay either
cause increased nenory consunption (by setting this object to a
| arge value) or turn off the capability to retrieve notifications
using CGET cl ass operations (by setting this object to zero). This
m ght be used to hide traces of an attack

o sysl ogMsgEnabl eNotifications: This object enables notifications.
Unaut hori zed nodifications to disable notification generation can
be used to hide an attack by preventing nanagenment applications
that use SNWP fromreceiving real-time notifications about events
carried in SYSLOG nessages. Unauthorized nodifications to enable
notification generation may be used as part of a denial-of-service
attack agai nst a network nmanagement systemif, for exanple, the
SYSLOG t 0- SNVP transl at or accepts unaut hori zed SYSLOG nessages.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

o0 sysl ogMsgTabl eMaxSi ze, sysl ogMsgEnabl eNotificati ons: These objects
provi de infornmation regardi ng whet her SYSLOG nessages are
forwarded as SNWP notifications and how nmany nessages wll be
mai ntai ned in the syslogMsgTable. This information m ght be
expl oited by an attacker in order to plan actions with the goal of
hi ding attack activities.

o syslogMsgFacility, syslogMsgSeverity, syslogMsgVersion
sysl ogMsgTi neSt anp, sysl ogMsgHost Nane, sysl ogMsgAppNane,
sysl ogMsgProcl D, sysl ogMsgMsgl D, sysl ogMsgSDPar ans, sysl ogMsghMsg,
sysl ogMsgSDPar anval ue: These objects carry the content of SYSLOG
messages and t he SYSLOG message-oriented security considerations
of [RFC5424] apply. |In particular, an attacker who gai ns access
to SYSLOG nessages via SNMP may use the know edge gai ned from
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11.

12.

12.

SYSLOG nessages to conprom se a machine or do other danage. It is
therefore desirable to configure SNMP access control rules,
enforcing a consistent security policy for SYSLOG nessages.

SNWP versions prior to SNVPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/ create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 franework (see [RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

Using the security features of the SNMPv3 framework secures the
transport of SYSLOG data via SNVWP only. It is therefore RECOMVENDED
that depl oynents use SYSLOG security nechanisns in order to prevent
attackers from addi ng malicious SYSLOG data to the MB tables.
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