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Abst r act

Thi s docunent describes a nmobility services framework design (MSFD)
for the | EEE 802.21 Medi a | ndependent Handover (M H) protocol that
addresses identified i ssues associated with the transport of MH
messages. The document al so describes nechanisns for Mbility
Services (MS) discovery and transport-|layer mechanisms for the
reliable delivery of MH nessages. This docunent does not provide
nmechani sns for securing the comunication between a nobile node (M)
and the Mobility Server. Instead, it is assunmed that either |ower-
| ayer (e.g., link-layer) security nechani sns or overall system
specific proprietary security solutions are used.

Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

| ESG Not e

As described later in this specification, this protocol does not
provi de security mechanisnms. |n sonme deploynent situations |ower-

| ayer security services may be sufficient. Qher situations require
proprietary mechanisnms or as yet inconplete standard mechani sns, such
as the ones currently considered by |EEE. For these reasons, the
speci fication recormends careful analysis before considering any

depl oynent .
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The | ESG enphasi zes the i nportance of these reconmmendations. The

| ESG al so notes that this specification deviates fromthe traditiona
| ETF requirement that support for security in the open Internet
environnent is a nmandatory part of any Standards Track protoco
specification. An exception has been nmade for this specification

but this should not be taken to nean that other future specifications
are free fromthis requirenent.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega

Provi sions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1

| ntroducti on

Thi s docunent proposes a solution to the issues identified in the
probl em st at enent docunent [RFC5164] for the layer 3 transport of
| EEE 802.21 M H protocols.

The M H Layer 3 transport problemis divided into two nmain parts: the
di scovery of a node that supports specific Mbility Services (MS)
and the transport of the information between a nobile node (M\) and
the di scovered node. The discovery process is required for the MNto
obtain the information needed for MH protocol conmunication with a
peer node. The information includes the transport address (e.g., the
| P address) of the peer node and the types of MS provided by the
peer node.

Thi s docunent |ists the major MoS depl oynent scenarios. |t describes
the solution architecture, including the MSFD reference nodel and

M HF identifiers. MS discovery procedures explain howthe MN

di scovers Mobility Servers in its hone network, in a visited network
or in athird-party network. The renainder of this docunent
describes the MH transport architecture, exanple nmessage flows for
several signaling scenarios, and security issues.

Thi s docunent does not provide nechani snms for securing the

conmuni cati on between a nobil e node and the Mbility Server.

Instead, it is assuned that either |ower layer (e.g., link |layer)
security mechani sns, or overall systemspecific proprietary security
solutions, are used. The details of such |lower |ayer and/or
proprietary mechani sms are beyond the scope of this document. It is
RECOMVENDED agai nst using this protocol wthout careful analysis that
these nechani sns neet the desired requirenents, and encourages future
standardi zation work in this area. The | EEE 802.21a Task G oup has
recently started work on MH security issues that may provi de sone
solution in this area. For further information, please refer to
Section 8.

Ter m nol ogy
The foll owing acronyns and term nology are used in this docunent:
Medi a | ndependent Handover (M H): the handover support architecture

defined by the | EEE 802. 21 working group that consists of the MH
Function (MHF), MH Network Entities, and MH protocol nessages.
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Medi a | ndependent Handover Function (MHF): a switching function that
provi des handover services including the Event Service (ES)
Information Service (1S), and Conmand Service (CS), through
service access points (SAPs) defined by the | EEE 802. 21 worki ng
group [| EEE80221].

M HF User: An entity that uses the MH SAPs to access M HF servi ces,
and which is responsible for initiating and termnating MH
si gnal i ng.

Medi a | ndependent Handover Function Identifier (MHFID): an
identifier required to uniquely identify the MHF endpoints for
delivering mobility services (MdS); it is inplenented as either a
FQDN or NAI.

Mobility Services (MS): conposed of Information Service, Commrand
Service, and Event Service provided by the network to nobil e nodes
to facilitate handover preparation and handover decision, as
descri bed in [| EEEB0221] and [ RFC5164].

MoSh: Mobility Services provided by the nobil e node’s Hone Network.
MoSv: Mbbility Services provided by the Visited Network.

MbS3: Mobility Services provided by a third-party network, which is a
network that is neither the Hone Network nor the current Visited
Net wor k.

Mobil e Node (MN): an Internet device whose |ocation changes, al ong
with its point of connection to the network.

Mobility Services Transport Protocol (MSTP): a protocol that is used
to deliver MH protocol nessages froman MHF to other MH aware
nodes in a network.

Information Service (I1S): a MoS that originates at the | ower or upper
| ayers of the protocol stack and sends information to the |ocal or
renote upper or |lower layers of the protocol stack. The purpose
of 1Sis to exchange information elenents (IEs) relating to
various nei ghboring network information.

Event Service (ES): a MoS that originates at a renote MHF or the
| ower | ayers of the local protocol stack and sends information to
the local MHF or |ocal higher layers. The purpose of the ESis
to report changes in link status (e.g., Link Going Down messages)
and various |ower |ayer events.
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Conmand Service (CS): a MS that sends conmands fromthe renote M HF
or local upper layers to the remote or | ocal |ower |ayers of the
protocol stack to switch links or to get |ink status.

Fully Qualified Domain Name (FQDN): a conpl ete domain name for a host
on the Internet, showing (in reverse order) the full del egation
path fromthe DNS root and top-I|evel domain down to the host nane

(e.g., nyexanpl e. exanple.org).

Net wor k Access ldentifier (NAI): the user ID that a user subnits
during network access authentication [ RFC4282]. For nobil e users,
the NAl identifies the user and helps to route the authentication
request nessage.

Net wor k Address Translator (NAT): a device that inplements the
Net wor k Address Translation function described in [RFC3022], in
whi ch local or private network | ayer addresses are mapped to
rout abl e (outside the NAT domain) network addresses and port
nunbers.

Dynami ¢ Host Configuration Protocol (DHCP): protocols described in
[ RFC2131] and [RFC3315] that allow Internet devices to obtain
respectively I1Pv4 and | Pv6 addresses, subnet masks, default
gat eway addresses, and other |IP configuration information from
DHCP servers.

Domai n Narme System (DNS): a protocol described in [RFCL035] that
transl ates domain names to | P addresses.

Aut hentication, Authorization, and Accounting (AAA): a set of network
nmanagenent services that respectively determine the validity of a
user’s I D, determ ne whether a user is allowed to use network
resources, and track users’ use of network resources.

Hone AAA (AAAh): an AAA server |ocated on the MN s home networKk.

Visited AAA (AAAV): an AAA server located in a visited network that
is not the MN's hone network.

M H Acknow edgenent (M H ACK): an MH signaling message that an M HF
sends in response to an MH nmessage froma sendi ng M HF.

Poi nt of Service (PoS): a network-side MHF instance that exchanges
M H nmessages with an M\-based M HF.
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2.

3.

Net wor k Access Server (NAS): a server to which an MN initially
connects when it is trying to gain a connection to a network and

that determ nes whether the MNis allowed to connect to the NAS s
net wor k.

User Datagram Protocol (UDP): a connectionless transport-|ayer
protocol used to send datagrans between a source and a destination
at a given port, defined in RFC 768.

Transm ssion Control Protocol (TCP): a streamoriented transport-
| ayer protocol that provides a reliable delivery service with
congestion control, defined in RFC 793.

Round-Trip Time (RTT): an estimation of the time required for a
segnent to travel froma source to a destination and an
acknow edgenment to return to the source that is used by TCP in
connection with timer expirations to determ ne when a segnment is
consi dered | ost and shoul d be resent.

Maxi mum Transmi ssion Unit (MIU): the | argest size of an |IP packet
that can be sent on a network segnent w thout requiring
fragmentation [ RFC1191].

Path MIU (PMIU): the largest size of an | P packet that can be sent on
an end-to-end network path without requiring IP fragnmentation.

Transport Layer Security Protocol (TLS): an application |ayer
protocol that primarily assures privacy and data integrity between
two conmmuni cating network entities [ RFC5246].

Sender Maxi mum Segnment Size (SMSS): size of the |argest segnent that
the sender can transmit as per [RFC5681].

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTI ONAL"

in this document are to be interpreted as described in RFC 2119
[ RFC2119].

Depl oyment Scenari os

Thi s section describes the various possibl e depl oynment scenarios for
the MN and the Mbility Server. The relative positioning of the W
and Mobility Server affects MoS discovery as well as the performance
of the MH signaling service. This docurment addresses the scenarios

listed in [ RFC5164] and specifies transport options to carry the MH
protocol over I|P.
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3.1. Scenario S1: Home Network MS

In this scenario, the MN and the services are located in the hone
network. W refer to this set of services as MoSh as shown in Figure
1. The MSh can be |located at the access network the MN uses to
connect to the honme network, or it can be | ocated el sewhere.

R + +====++
| HOVE NETWORK | | MoSh|
L + +====+
/\
N
\/
R +
| M
F---- - - - +

Figure 1: MoS in the Hone Network
3.2. Scenario S2: Visited Network MoS

In this scenario, the MNis in the visited network and nobility
services are provided by the visited network. W refer to this as
MoSv as shown in Figure 2.

I I I +
| HOVE NETVORK |
I i I +
I\
|
\/
B b +
| MoSv| | WISI TED NETWORK |
L e +
I\
|
\/
R +
| M|
I +

Figure 2: MoSv in the Visited Network
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3.3. Scenario S3: Third-Party MS

In this scenario, the MNis in its hone network or in a visited
network and services are provided by a third-party network. W refer
to this situation as MbS3 as shown in Figure 3. (Note that MS can
exi st both in hone and in visited networks.)

oo +
| HOVE NETVORK |
+====+ o e m et e e + LS +
| MbS3]| | THRD PARTY | <===> /\
+====+ o m e e e e a + |
/
oo +
| VISI TED NETWORK |
e m e - +
/\
|l
\/
R +
| M|
Femmmmmaa +

Figure 3: MobS froma Third Party
3.4. Scenario S4: Roani ng MoS

In this scenario, the MNis located in the visited network and al
M H services are provided by the home network, as shown in Figure 4.

+====+4+ I +
| MoSh| | HOVE NETWORK |
+====+ e RS +
I\
N
\/
I i I +
| VI SI TED NETVWORK
I I I +
I\
N
\/
F---- - - - +
| MW
L +

Figure 4: MS Provided by the Home While in Visited
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Different types of MdS can be provided i ndependently of other types
and there is no strict relationship between ES, CS, and IS, nor is
there a requirenent that the entities that provide these services
shoul d be co-located. However, while IS tends to involve a |arge
amount of static information, ES and CS are dynam c services and sone
rel ati onshi ps between them can be expected, e.g., a handover command
(CS) could be issued upon reception of a link event (ES). This
docunent does not make any assunption on the |location of the MS

(al though there might be sone preferred configurations), and ains at
flexible MSFD to discover different services in different |ocations
to optim ze handover performance. MS discovery is discussed in nore
detail in Section 5.

4. Solution Overview

As nentioned in Section 1, the solution space is being divided into
two functional domains: discovery and transport. The follow ng
assunpti ons have been nade:

0 The solution is primarily ained at supporting | EEE 802.21 MH
services -- nanely, Information Service (1S), Event Service (ES)
and Command Service (CS).

o If the MHFID is available, FQDN or NAl's realmis used for
nobility service discovery.

0 The solutions are chosen to cover all possible depl oynment
scenarios as described in Section 3.

o MbS discovery can be perforned during initial network attachnent
or at any tine thereafter.

The MN may know the real mof the Mbility Server to be di scovered.
The MN may al so be pre-configured with the address of the Mbility

Server to be used. In case the MN does not know what realm/
Mobility Server to query, dynam c assignnment nethods are described in
Section 5.

The di scovery of the Mbility Server (and the related configuration
at MHF level) is required to bind two MHF peers (e.g., M and
Mobility Server) with their respective |P addresses. Discovery MJST
be executed in the follow ng conditions:

o0 Bootstrappi ng: upon successful Layer 2 network attachnment, the M
MAY be required to use DHCP for address configuration. These
procedures can carry the required information for MS
configuration in specific DHCP options.
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o I|If the MN does not receive MoS information during network
attachment and the MN does not have a pre-configured Mbility
Server, it MJST run a discovery procedure upon initial |P address
confi gurati on.

o If the MN changes its I P address (e.g., upon handover), it MJST
refresh M HF peer bindings (i.e., MHF registration process). In
case the Mbility Server used is not suitable anynore (e.g., too
| arge RTT experienced), the MN MAY need to perform a new di scovery
pr ocedure.

o If the MNis a multi-homed device and it comunicates with the
same Mobility Server via different | P addresses, it MAY run
di scovery procedures if one of the |IP addresses changes.

Once the M HF peer has been di scovered, MH information can be

exchanged between M H peers over a transport protocol such as UDP or
TCP. The usage of transport protocols is described in Section 6 and
packi ng of the MH nessages does not require extra fram ng since the
M H protocol defined in [| EEEB0221] already contains a length field.

4.1. Architecture

Figure 5 depicts the MSFD reference nodel and its conponents within a
node. The topnost |layer is the MHF user. This set of applications
consists of one or nore MHclients that are responsible for
operations such as generating query and response, processing Layer 2
triggers as part of the ES, and initiating and carryi ng out handover
operations as part of the CS. Beneath the MHF user is the MHF
itself. This function is responsible for MdS discovery, as well as
creating, maintaining, nodifying, and destroying MH signaling
associations with other MHFs |ocated in MH peer nodes. Belowthe
M HF are various transport-layer protocols as well as address

di scovery functi ons.
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oo e e e oo +
M HF User
o e e e ee o eaoa- +
| |
T +
| M HF
oo e e e +
| | | | | |
| Foee oo - + 4o +
| | | DHCP | | DNS |
|| [ + +----- +
| | |
o e ee e oo +
| TCP/ UDP |
o e e e ee o eaoa- +

Figure 5: MN Stack

The MHF relies on the services provided by TCP and UDP for
transporting MH nessages, and relies on DHCP and DNS for peer

di scovery. In cases where the peer MHF I P address is not pre-
configured, the source MHF needs to discover it either via DHCP or
DNS as described in Section 5. Once the peer MHF is discovered, the
M HF nust exchange nessages with its peer over either UDP or TCP
Speci fic recommendati ons regardi ng the choice of transport protocols
are provided in Section 6.

There are no security features currently defined as part of the MH
protocol |evel. However, security can be provided either at the
transport or IP layer where it is necessary. Section 8 provides

gui del i nes and recomendati ons for security.

4.2. MHF ldentifiers (FQDN, NAl)

MHFID is required to uniquely identify the MHF end points for
delivering the nobility services (MS). Thus an MHF identifier
needs to be unique within a domain where nobility services are

provi ded and i ndependent of the configured |P address(es). An MHFID
MUST be represented either in the formof an FQDN [ RFC2181] or NA

[ RFC4282]. An M HFID can be pre-configured or discovered through the
di scovery net hods described in Section 5.

5. MS Discovery
The MoS di scovery method depends on whether the MN attenpts to
di scover a Mbility Server in the hone network, in the visited

network, or in a third-party renote network that is neither the home
network nor the visited network. 1In the case where the M al ready
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has a Mobility Server address pre-configured, it is not necessary to
run the discovery procedure. |f the MN does not have pre-configured
Mobility Server, the foll owi ng procedure appli es.

In the case where a Mobility Server is provided locally (scenarios S1
and S2), the discovery techniques described in [ RFC5678] and
[ RFC5679] are both applicable as described in Sections 5.1 and 5. 2.

In the case where a Mobility Server is located in the home network
while the MNis in the visited network (scenario S4), the DNS-based
di scovery described in [RFC5679] is applicable.

In the case where a Mobility Server is located in a third-party
network that is different fromthe current visited network (scenario
S3), only the DNS-based discovery method described in [ RFC5679] is
appl i cabl e.

It should be noted that authorization of an MN to use a specific
Mobility Server is neither in scope of this docunent nor is currently
specified in [| EEE80221]. W further assune all devices can access
di scovered MbS. In case future deploynents will inplenent

aut horization policies, the nobile nodes should fall back to other

| earned MbS if authorization is denied.

5.1. MS Discovery When MN and MoSh Are in the Home Network (Scenario
S1)

To discover a Mbility Server in the home network, the MN SHOULD use
the DNS-based MoS discovery method described in [RFC5679]. In order
to use that nechanism the MN MJUST have its hone dommin pre-
configured (i.e., subscriptionis tied to a network). The DNS query
option is shown in Figure 6a. Alternatively, the MN MAY use the DHCP
options for MdS discovery [RFC5678] as shown in Figure 6b (in sone
depl oyments, a DHCP relay may not be present).
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(a) Fom e m - - +
+e- -t | Domai n |
| MN [-------- >| Name |
t-o---t | Server
MN@xanpl e. or g . +
(b)
+- - + o e o +
AR | | | DHCP |
| MN | <----- >| DHCP| <---->| Server
to---t | Rel ay| | |
+----- + o e e oo +

Figure 6: MOS Discovery (a) Using DNS Query, (b) Using DHCP Option

5.2. MS Discovery Wen MN and MoSv Both Are in Visited Network
(Scenario S2)

To discover a Mbility Server in the visited network, the MN SHOULD
attempt to use the DHCP options for MS discovery [ RFC5678] as shown
in Figure 7.

e | | | DHCP

+eoe | Rel ay| | |

Figure 7: MbS Discovery Using DHCP Options

5.3. MS Discovery When MH Services Are in a Third-Party Renpte
Net wor k (Scenari o S3)

To discover a Mbility Server in a renpte network other than hone
networ k, the MN MJUST use the DNS-based MbS di scovery met hod descri bed
in [RFC5679]. The MN MJUST first learn the domain nane of the network
containing the MoS it is searching for. The MN can query its current
Mobility Server to find out the domain name of a specific network or
the domain nane of a network at a specific location (as in Figure
8a). | EEE 802.21 defines information el enents such as OPERATOR I D
and SERVI CE PROVIDER I D that can be a domain name. An |S query can
provide this information, see [| EEE80221].

Al ternatively, the MN MAY query a Mbility Server previously known to

| earn the domain name of the desired network. Finally, the MN MJST
use DNS- based di scovery mechanisnms to find a Mbility Server in the
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renote network as in Figure 8b. It should be noted that step b can
only be performed upon obtaining the domain nanme of the renote
net wor k.
(a)
S +
SRR | |
| | | I nformation |
| MN |-------- >| Server |
| | | (previously |
+----+ | di scover ed)
S +
(b)
R +
+----+ | Domai n
LU NEEEEEEES > Nane |
+----+ | Server
MN@xanpl e. org e +

Figure 8 MOS Discovery Using (a) IS Query to a Known | S Server,
(b) DNS Query

5.4. MS Discovery Wien the MNIs in a Visited Network and Services Are
at the Hone Network (Scenario $S4)

To discover a Mbility Server in the visited network when MH
services are provided by the home network, the DNS-based di scovery
nmet hod described in [RFC5679] is applicable. To discover the
Mobility Server at hone while in a visited network using DNS, the MN
SHOULD use the procedures described in Section 5. 1.

6. MH Transport Options

Once the MbS have been discovered, MH peers run a capability

di scovery and subscription procedure as specified in [| EEE80221].

M H peers MAY exchange information over TCP, UDP, or any other
transport supported by both the server and the client. The client
MAY use the DNS di scovery nechani smto di scover which transport
protocol s are supported by the server in addition to TCP and UDP that
are recommended in this docunent. \While either protocol can provide
the basic transport functionality required, there are perfornmance
trade-of fs and uni que characteristics associated with each that need
to be considered in the context of the MH services for different
network | oss and congestion conditions. The objectives of this
section are to discuss these trade-offs for different MH settings
such as the M H nessage size and rate, and the retransm ssion
paranmeters. In addition, factors such as NAT traversal are also
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di scussed. G ven the reliability requirenents for the MH transport,
it is assumed in this discussion that the MH ACK nmechanismis to be
used in conjunction with UDP, while it MJUST NOT be used with TCP

since TCP includes acknow edgenent and retransnission functionality.

6.1. MH Message Size

Al t hough the M H nessage size varies wi dely fromabout 30 bytes (for
a capability discovery request) to around 65000 bytes (for an IS

M H Get_Information response primtive), a typical MH nessage size
for the ES or CS ranges between 50 to 100 bytes [l EEE80221]. Thus,
considering the effects of the MH nessage size on the performance of
the transport protocol brings us to discussing two main issues,
related to fragnentation of |ong nessages in the context of UDP and
the concatenati on of short messages in the context of TCP

Since transporting long MH nessages may require fragmentation that
is not available in UDP, if MHis using UDP a Iimt MJST be set on
the size of the MH nessage based on the path MIU to destination (or
the M ni mum MTU where PMIU is not inplenmented). The M ninum MU
depends on the I P version used for transm ssion, and is the | esser of
the first hop MIU, and 576 or 1280 bytes for |Pv4 [ RFC1122] or for

| Pv6 [ RFC2460], respectively, although applications may reduce these
val ues to guard agai nst the presence of tunnels.

According to [l EEEB0221], when an M H message is sent using an L3 or
hi gher -1 ayer transport, L3 takes care of any fragmentation issue and
the MH protocol does not handle fragnentation in such cases. Thus,
M H | ayer fragmentati on MJUST NOT be used together with IP | ayer
fragnentation and MJUST not be used when M H packets are carried over
TCP.

The loss of an I P fragnent |eads to the retransm ssion of an entire
M H message, which in turn | eads to poor end-to-end del ay performance
in addition to wasted bandw dth. Additional recomendations in

[ RFC5405] apply for limting the size of the MH nessage when using
UDP and assuming |P layer fragmentation. 1In terns of dealing with
short nessages, TCP has the capability to concatenate very short
nessages in order to reduce the overall bandw dth overhead. However,
this reduced overhead cones at the cost of additional delay to
conplete an MH transaction, which my not be acceptable for CS and
ES. Note also that TCP is a streamoriented protocol and neasures
data flowin terns of bytes, not nessages. Thus, it is possible to
split nessages across nultiple TCP segnments if they are | ong enough
Even short messages can be split across two segnents. This can al so
cause unacceptabl e del ays, especially if the link quality is severely
degraded as is likely to happen when the MNis exiting a wirel ess
access coverage area. The use of the TCP_NODELAY option can
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6.

6.

alleviate this problemby triggering transnission of a segnment |ess
than the SM5S. (It should be noted that [RFC4960] addresses both of
these probl ens, but discussion of SCTP is omitted here, as it is
generally not used for the nmobility services discussed in this
docunent .)

2. MH Message Rate

The frequency of MH nessages varies according to the MH service
type. It is expected that CS/ES messages arrive at a rate of one in
hundreds of mlliseconds in order to capture quick changes in the
envi ronnent and/or process handover commands. On the other hand, IS
nessages are exchanged nmainly every tinme a new network is visited,
which may be in order of hours or days. Therefore, a burst of either
short CS/ ES nessages or long |IS nessage exchanges (in the case where
multiple MH nodes request information) may | ead to network
congestion. Wile the built-in rate-limting controls available in
TCP may be well suited for dealing with these congestion conditions,
this may result in large transm ssion delays that nay be unacceptable
for the tinmely delivery of ES or CS nessages. On the other hand, if
UDP is used, a rate-linmting effect simlar to the one obtained with
TCP SHOULD be obtai ned by adequately adjusting the paraneters of a
token bucket regul ator as defined in the MH specifications

[ EEEB0221]. Reconmendations for token bucket paranmeter settings are
as follows:

olf the MHF knows the RTT (e.g., based on the request/response MH
prot ocol exchange between two M H peers), the rate can be based
upon this as specified in [|EEE80221].

o If not, then on average it SHOULD NOT send nore than one UDP
nmessage every 3 seconds.

3. Retransm ssion

For TCP, the retransmission tinmeout is adjusted according to the
neasured RTT. However due to the exponential backoff nechanism the
del ay associated with retransmi ssion tinmeouts nmay increase
significantly with increased packet |oss.

If UDP is being used to carry MH nessages, MH MJST use M H ACKs.
An MH nessage is retransmtted if its corresponding MH ACK i s not
recei ved by the generating node within a tinmeout interval set by the
M HF.  The maxi mum nunber of retransm ssions is configurable and the
val ue of the retransmission timer is conputed according to the

al gorithmdefined in [RFC2988]. The default maxi mnum nunber of
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retransm ssions is set to 2 and the initial retransm ssion tiner
(TMD) is set to 3s when RTT is not known. The maximum TMO is set to
30s.

6.4. NAT Traversa

There are no known issues for NAT traversal when using TCP. The
default connection tinmeout of 2 hours 4 mnutes [RFC5382] (assuming a
2-hour TCP keep-alive) is considered adequate for MH transport

pur poses. However, issues with NAT traversal using UDP are
docunented in [ RFC5405]. Conmunication failures are experienced when
m ddl eboxes destroy the per-flow state associated with an application
session during periods when the application does not exchange any UDP
traffic. Hence, communication between the MN and the Mbility Server
SHOULD be able to gracefully handl e such failures and inpl enent
mechani sns to re-establish their UDP sessions. |n addition and in
order to avoid such failures, MH nmessages MAY be sent periodically,
simlarly to keep-alive nessages, in an attenpt to refresh m ddl ebox
state. As [RFCA787] requires a minimumstate tineout of 2 nminutes or
nore, MH nessages using UDP as transport SHOULD be sent once every 2
m nutes. Re-registration or event indication nmessages as defined in
[ EEEB0221] MAY be used for this purpose

6.5. Ceneral Guidelines

The ES and CS nessages are small in nature and have tight |atency
requirenents. On the other hand, |IS nmessages are nore resilient in
terns of |atency constraints, and some long IS nessages coul d exceed
the MIU of the path to the destination. TCP SHOULD be used as the
default transport for all nessages. However, UDP in conbination wth
M H acknow edgenent SHOULD be used for transporting ES and CS
nessages that are shorter than or equal to the path MIU as descri bed
in Section 6. 1.

For both UDP and TCP cases, if a port number is not explicitly
assigned (e.g., by the DNS SRV), MH nessages sent over UDP, TCP, or
ot her supported transport MJST use the default port nunber defined in
Section 9 for that particular transport.

A Mobility Server MJIST support both UDP and TCP for MH transport and
the MN MUST support TCP. Additionally, the server and MN MAY support
addi ti onal transport nmechani sns. The MN MAY use the procedures
defined in [RFC5679] to discover additional transport protocols
supported by the server (e.g., SCTP).
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7.

Qperation Flows

Figure 9 gives an exanmpl e operation flow between M HF peers when an
M H user requests an IS and both the MN and the Mbility Server are
inthe MN's home network. DHCP is used for Mbility Services (MS)
di scovery, and TCP is used for establishing a transport connection to
carry the IS nessages. Wen the Mbility Server is not pre-
configured, the MH user needs to discover the |IP address of the
Mobility Server to conmunicate with the remote M HF. Therefore, the
M H user sends a discovery request nmessage to the | ocal MHF as
defined in [| EEE80221].

In this exanple (one could draw simlar mechani sns with DHCPv6), we
assune that MS discovery is perforned before a transport connection
is established with the renbte M HF, and the DHCP client process is

i nvoked via sonme internal APlIs. The DHCP client sends a DHCP | NFORM
nmessage according to standard DHCP and with the MS option as defined
in [RFC5678]. The DHCP server replies via a DHCP ACK nessage with
the I P address of the Mobility Server. The Mbility Server address
is then passed to the MHF locally via some internal APlIs. The MHF
generates the discovery response nessage and passes it on to the
corresponding MH user. The MH user generates an IS query addressed
to the remote Mobility Server. The MHF invokes the underlying TCP
client, which establishes a transport connection with the renote
peer. Once the transport connection is established, the MHF sends
the IS query via an M H protocol REQUEST nessage. The nessage and
query arrive at the destination MHF and MH user, respectively. The
Mobility Server MH user responds to the corresponding IS query and
the Mobility Server M HF sends the IS response via an MH protocol
RESPONSE nessage. The nessage arrives at the source M HF, which
passes the IS response on to the corresponding MH user.
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MN MbS
| :::::::::::::::::::::::::::::::::::| | ::::::l | :::::::::::::::::::l
Foommemao + Fommmmea - +
| MH USER | P + oo + e + oo + | MH USER
| +eeest | | TCP | DHCP | [DHCP | | TGP | | H------4]
| | MHF | | |Cient] |dient] | Server| |Server| | | MHF |]
oo + Fooeen oo + Fooeen oo FAo oo e +
| | | | | |
M H Di scovery | | | | |
Request | | | | |
| | | | | |
| I nvoke DHCP dient | | | |
| (Internal process with MS)| DHCP | NFORM | |
I ::::::::::::::::::::::::::>| ::::::::::>I I I
| InformMbility Server | DHCP ACK | | |
| Addr ess | <::::::::::| | |
| <::::.::::::::::::::::::::::| | | |
| (i nternal process) | | | |
| | | | | |
M H Di scovery | | | | |
Response | | | | |
| | | | | |
IS Query | | | | |
M H User-> M HF | | | | |
| | | | | |
| I nvoke TCP dient| | | | |
| ================>| TCP connection established | |
| nt er nal process | <:::::::::::::::::::::::::::::>| |
| | | | |
| IS QUERY REQUEST (via MH protocol) |
| s sS  . . -. .  .  . . . , , , , , , , , , |
| | | 1S QUERY|
| | | REQUEST]|
| | M HF-> M H User |
| | | QUERY]
| | | RESPONSE|
| |
|

|

S RESPONSE |
H User <-M HF |
I

- =

Figure 9: Exanple Flow of Operation Involving MH User
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8.

8.

8.

Security Considerations

There are two conponents to the security considerations: MS

di scovery and MH transport. For MS discovery, DHCP and DNS
recommendati ons are hereby provided per |ETF guidelines. For MH
transport, we describe the security threats and expect that the
system depl oynment will have nmeans to mitigate such threats when
sensitive information is being exchanged between the nobile node and
Mobility Server. Since | EEE 802.21 base specification does not
provide MH protocol |evel security, it is assuned that either |ower

| ayer security (e.g., link layer) or overall systemspecific (e.qg.
proprietary) security solutions are available. The present docunent
does not provide any guidelines in this regard. 1t is stressed that

the | EEE 802.21a Task Group has recently started work on MH security
i ssues that may provide sone solution in this area. Finally,

aut horization of an MNto use a specific Mbility Server, as stated
in Section 5, is neither in scope of this document nor is currently
specified in [| EEE80221].

1. Security Considerations for MoS Di scovery

There are a nunber of security issues that need to be taken into
account during node discovery. |In the case where DHCP is used for
node di scovery and aut hentication of the source and content of DHCP
nessages is required, network adm nistrators SHOULD use the DHCP

aut hentication option described in [RFC3118], where avail able, or
rely upon link layer security. [RFC3118] provides mechani sms for
both entity authentication and nessage authentication. |In the case
where the DHCP aut hentication mechanismis not avail abl e,

adm nistrators may need to rely upon the underlying Iink |ayer
security. In such cases, the |ink between the DHCP client and Layer
2 term nation point nay be protected, but the DHCP nessage source and
its messages cannot be authenticated or the integrity of the latter
checked unless there exits a security binding between |ink | ayer and
DHCP | ayer.

In the case where DNS is used for discovering MS, fake DNS requests
and responses may cause denial of service (DoS) and the inability of
the MN to perform a proper handover, respectively. \Were networks
are exposed to such DoS, it is RECOWENDED that DNS service providers
use the Domain Nanme System Security Extensions (DNSSEC) as descri bed
in [RFC4033]. Readers nay also refer to [ RFC4641] to consider the
aspects of DNSSEC operational practices.

2. Security Considerations for MH Transport

The conmmuni cati on between an MN and a Mobility Server is exposed to a
nunber of security threats:
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o Mobility Server identity spoofing. A fake Mdbility Server could
provide the MNs with bogus data and force themto select the wong
network or to make a wrong handover deci sion

o Tampering. Tanpering with the information provided by a Mbility
Server may result in the MN naki ng wong network sel ection or
handover deci si ons.

0 Replay attack. Since Mbility Services as defined in [| EEE80221]
support a 'PUSH nodel ', they can send | arge anpbunts of data to the
MNs whenever the Mobility Server thinks that the data is rel evant
for the MN. An attacker may intercept the data sent by the
Mobility Server to the MNs and replay it at a later tine, causing
the MNs to nmake network sel ection or handover decisions that are
not valid at that point in time.

o Eavesdropping. By snooping the comunication between an MN and a
Mobility Server, an attacker may be able to trace a user’s
noverment between networks or cells, or predict future novenents,
by i nspecting handover service nessages.

There are many depl oyment - specific system security sol utions
avai |l abl e, which can be used to countermnmeasure the above menti oned
threats. For exanple, for the MbSh and MoSv scenari os (i ncluding
roam ng scenarios), link layer security may be sufficient to protect
the conmuni cati on between the MN and Mobility Server. This is a
typical nobile operator environment where |link |ayer security
provi des authentication, data confidentiality, and integrity. In
ot her scenarios, such as the third-party MdS, link |ayer security
solutions may not be sufficient to protect the communication path
between the MN and the Mbility Server. The conmuni cation channe
bet ween MN and Mbility Server needs to be secured by other neans.

The present docunent does not provide any specific guidelines about
the way these security solutions should be depl oyed. However, if in
the future the | EEE 802.21 Worki ng Group anends the specification
with MH protocol level security or reconmends the depl oynent
scenarios, |ETF may revisit the security considerations and reconmend
specific transport-|ayer security as appropriate.

9. | ANA Consi der ati ons

Thi s docunent registers the following TCP and UDP ports with | ANA:

Keywor d Deci nal Descri ption
i eee-m h 4551/ tcp M H Services
i eee-m h 4551/ udp M H Servi ces
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