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Handl i ng of Overl apping | Pv6 Fragnents
Abst r act

The fragnmentation and reassenbly algorithm specified in the base | Pv6
specification allows fragnents to overlap. This docunent
denponstrates the security issues associated with allow ng overl apping
fragments and updates the | Pv6 specification to explicitly forbid
over | appi ng fragnents.

Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docurment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. Introduction

Fragmentation is used in | Pv6 when the | Pv6 packet will not fit
inside the path MU to its destination. When fragnentation is
perfornmed, an | Pv6 node uses a fragnent header, as specified in
Section 4.5 of the |Pv6 base specification [ RFC2460], to break down
the datagraminto snmaller fragments that will fit in the path MIU.
The destinati on node receives these fragnents and reassenbl es them
The al gorithm specified for fragnentation in [ RFC2460] does not
prevent the fragments from overl apping, and this can | ead to sone
security issues with firewalls [RFC4942]. This docurment explores the
i ssues that can be caused by overl appi ng fragnents and updates the
| Pv6 specification to explicitly forbid overlapping fragnents.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. Overl apping Fragnents

Commonly used firewalls use the algorithmspecified in [RFCL858] to
weed out mmlicious packets that try to overwite parts of the
transport-layer header in order to bypass inbound connection checks.
[ RFC1858] prevents an overl apping fragnment attack on an upper-|ayer
protocol (in this case, TCP) by recomrendi ng that packets with a
fragment offset of 1 be dropped. While this works well for IPv4
fragnments, it will not work for IPv6 fragnents. This is because the
fragnmentabl e part of the | Pv6 packet can contai n extension headers
bef ore the TCP header, nmking this check |ess effective.
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3.

The Attack

This attack describes how a malicious node can bypass a firewal
usi ng overl apping fragments. Consider a sufficiently large |IPv6
packet that needs to be fragnented.

T I oo i +
| Unfragnentable | Fragnent abl e

| Par t | Par t

oo - B T R +

Figure 1. Large |IPv6 Packet

This packet is split into several fragnents by the sender so that the
packet can fit inside the path MU Let’'s say the packet is split
into two fragnents.

o e e e e e oo oo - Fomm oo o e e e e e oo +
| Unfragnmentable | Fragnent| first |
| Par t | Header | f ragnment

o e e oo - o e e e e e ok +
o e e e e e oo - Fomm e o e e e oo +
| Unfragnentable |Fragment| second |
| Par t | Header | f ragnent

o e e e oo Fomm e o e e e e +

Figure 2: Fragnmented | Pv6 Packet

Consider the first fragnent. Let’'s say it contains a destination
options header (DOH) 80 octets long and is followed by a TCP header
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Figure 3: First Fragnent

The TCP header has the follow ng values of the flags: S(YN =1 and
A(CK)=1. This may nmake an inspecting stateful firewall think that it
is a response packet for a connection request initiated fromthe
trusted side of the firewall. Hence, it will allow the fragnent to
pass. It will also allowthe follow ng fragnents with the same
Fragment ldentification value in the fragnent header to pass through

A malicious node can forma second fragnent with a TCP header that
changes the flags and sets S(YN)=1 and A(CK)=0. This can change the
packet on the receiving end to consider the packet as a connection
request instead of a response. By doing this, the malicious node has
bypassed the firewall’'s access control to initiate a connection
request to a node protected by a firewall.
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Fi gure 4: Second Fragment

Note that this attack is much nore serious in IPv6 than in IPv4. In
| Pv4, the overl apping part of the TCP header does not include the
source and destination ports. |In IPv6, the attack can easily work to
repl ace the source or destination port with an overlapping fragnment.

Node Behavi or

| Pv6 nodes transmitting datagrans that need to be fragmented MJST NOT
create overlapping fragnents. Wen reassenbling an |Pv6 datagram if
one or nore its constituent fragments is deternined to be an
over | appi ng fragment, the entire datagram (and any constituent
fragments, including those not yet received) MJST be silently

di scar ded.

Nodes MAY al so provi de nechanisns to track the reception of such
packets, for instance, by inplenenting counters or alarns relating to
these events.

Security Considerations
Thi s docunent di scusses an attack that can be used to bypass |Pv6
firewal | s using overlapping fragnents. It recomends disallow ng
overl apping fragments in order to prevent this attack
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