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Abst r act

Mobile I Pv6 (RFC 3775) enables a nobile node to remain reachable
while it roams on the Internet. However, the |ocation and nmovenent
of the nobile node can be revealed by the | P addresses used in
signaling or data packets. |In this docunent, we consider the Mdbile
| Pv6 | ocation privacy problem described in RFC 4882, and propose
efficient and secure techniques to protect |location privacy of the
nobi |l e node. This docunent is a product of the IP Mbility

Optim zations (MobOpts) Research G oup.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
conmunity. This docunment is a product of the Internet Research Task
Force (IRTF). The I RTF publishes the results of Internet-related
research and devel opment activities. These results m ght not be
suitable for deploynent. This RFC represents the consensus of the IP
Mobility Optinizations Research Group of the Internet Research Task
Force (IRTF). Docunents approved for publication by the | RSG are not
a candidate for any level of Internet Standard; see Section 2 of RFC
5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5726.
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1

| ntroducti on

The | P address | ocation privacy problemis concerned with unwittingly
reveal ing the current location of a nobile node to eavesdroppers and
to comuni cating parties. 1In the presence of nmobility as specified
in Mobile IPv6 [6], there are two related probl ens: disclosing the
care-of address to a correspondent node, and revealing the hone
address to an eavesdropper (please see the ternm nology below). A
detail ed description of the |ocation privacy problemcan be found in
RFC 4882 [11]. This docunment assunes that the reader is famliar
with the basic operation of Mbile IPv6 specified in RFC 3775, as
wel |l as the location privacy problem described in RFC 4882.

In order to protect location privacy, a nobile node nmust not disclose
the binding between its care-of address and its hone address. |In
this document, we propose a set of extensions to the Mbile |IPv6
specification to address the I P address |ocation privacy problem
Related to the I P address location privacy is "profiling", where the
activities of a nobile node are |linked and then anal yzed. Profiled
activities may contribute to conprom sing a nobile node’s |ocation
privacy, especially when conbined with additional information.
Furthernore, once |location privacy is conmpromsed, it may lead to
nore targeted profiling. Solutions to thwart profiling are

i nportant; however, they are not central to this docunent. W

di scuss profiling in the appendi x.

We propose two | P address | ocation privacy solutions in this
docunent. Wth the first solution (as described in Section 5), the
nobi | e node can conmunicate with the correspondent node by using the
real hone address wi thout |ocation privacy being breached by
eavesdroppers. This is done by using paraneters generated during the
return routability procedure to mask the real honme address, which
provi des an evolution towards |ocation privacy protection based on
return routability messages already specified in RFC 3775. Wth the
second solution (as described in Section 6), an |IPsec tunnel node
security association with a non-null encryption algorithmis
negotiated to encrypt signaling nmessages (including the real hone
address therein) exchanged between the nobile node and the hone
agent, for exanple, during the hone bindi ng update procedure.
Furthernore, during the return routability procedure and the
correspondent bi ndi ng update procedure, a "pseudo home address" (the
definition of this new termand many other commonly used nobility
related terns is provided in Section 2) is used to replace the rea
hone address in various nessages, which allows the nobile node to
hide its real honme address from both the correspondent node and
eavesdroppers without the need for additional extensions to the
correspondent node. Moreover, the nobile node may mask the pseudo
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2.

2.

2.

hone address by using the nechani smspecified in Section 5 to further
enhance | ocation privacy protection. Each of these two solutions can
be inplenented on its own without relying on the other

The solutions presented in this document are designed based on the
foll owi ng assunptions. First, we focus on |ocation privacy issues
ari sing when the nobil e node attaches to a foreign link; |ocation
privacy issues when the nobile node attaches to its hone link, if
any, are outside the scope of this docunment. Second, we assune that
I Psec [2] is used to secure nmobility signaling nessages exchanged
bet ween t he nobil e node and the hone agent; therefore, |ocation
privacy sol utions when other security mechani snms are used are beyond
the scope of this docunment. Third, we assune that eavesdroppers are
passi ve attackers, e.g., an eavesdropper along the path traversed by
traffic flows fromor to the nobile node. W make this assunption
because nessages generated by active attackers can either be

di scarded based on local policy at a nobile node or the nobile node
could choose to treat such nessages |ike those of any other
correspondent nodes. Thus, specific threats to |location privacy
posed by active attackers are al so beyond the scope of this docunent.
Fourth, in order to sinplify analysis, we assunme that both the
correspondent node and the home agent are fixed nodes; if either is
nmobi l e, the same anal ysis and solutions for the nobile node may al so
apply. Finally, the sane solution applies to each of the care-of
addresses if a nobile node naintains nore than one care-of address.

Thi s docunent represents the consensus of the MobOpts Research G oup
It has been reviewed by the Research G oup menbers active in the
specific area of work. At the request of their chairs, this docunent
has been conprehensively reviewed by nmultiple active contributors to
the IETF Mobile IP related working groups.

Conventi ons and Ter m nol ogy
1. Conventions

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [1].
2. Term nol ogy

In this docunent, we introduce two new terns, "pseudo honme address"

and "encrypted hone address". The definition of these two terns is
provided in the foll ow ng.
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o Pseudo Hone Address (pHoA): A unicast |Pv6 address fornmed to
repl ace the real honme address used in certain Mbile | Pv6
signaling or data packets. Wthout explicit indication, the
pseudo horme address | ooks |like a regular |Pv6 address [5].

o Encrypted Hone Address (eHoA): The out put when applying an
encryption algorithmto the real hone address or the pseudo hone
address with additional inputs, e.g., a key. The real hone
address can be recovered fromthe encrypted hone address by using
a decryption algorithm

In addition, we use commonly adopted nobility-related terns as
defined in [6] and [11] throughout this docunment. Sone of these
terns are provided bel ow for easier reference. Nevertheless, we
assume that readers are fanmiliar with the basic operation of the
Mobil e | Pv6 protocol as defined in RFC 3775 [6], RFC 3776 [7], and
RFC 4877 [8].

o Mobile Node (M\): A Mbile IPv6 conpliant nobile node that can
roamon the Internet

o Correspondent Node (CN): An | Pv6 node that conmmunicates with the
nmobi | e node

o Home Network: The network where the nobile node is normally
present when it is not roam ng

o Visited Network: The network that the npbil e node uses to access
the Internet when it is roam ng

o Home Agent (HA): A router on the nobile node’s honme network that
provi des forwardi ng support when the nobile node is roam ng

0 Home Address (HoA): The nobile node’s unicast |IP address valid on
its home network

o Care-of Address (CoA): The nobil e node’'s unicast |IP address valid
on the visited network

0 Return Routability (RR): A procedure which enabl es secure binding
bet ween t he care-of address and the home address when no pre-
exi sting security association exists between the nobile node and
the correspondent node

o Home Test Init (HoTl) / Home Test (HoT) / Care-of Test Init (CoTl)

/| Care-of Test (CoT): Messages used during the return routability
procedure
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o Binding Update (BU): A nessage used by the nobile node to securely
bind its care-of address to its hone address at the correspondent
node or the home agent

o Binding Acknow edgenent (BA): A response to the Binding Update

o Message Authentication Code (MAC): The value, which is conputed
using HVAC SHA1 in this docunent, that protects both a message’s
integrity and its authenticity

o0 Route Optimzation: A nechanismthat allows direct routing of
packets between a roanmi ng nobile node and its correspondent node,
wi t hout having to traverse the home network

0 Reverse Tunneling or Bidirectional Tunneling: A nechanismused for
packet forwardi ng between a roam ng nobil e node and its
correspondent node via its home agent

3. Requirenents

In this section, we describe the requirenents that should be net by
the Mobile I Pv6 location privacy solutions, hereafter referred to as
"the solution”. These are sone of the basic requirements set forth
in order to make the solution readily inplenmentable by those famliar
with Mobile IPv6 and the related security protocols used with it
(such as I KEv2 [4] and | Psec).

RO1: The solution nust follow the framework and architecture of | Pv6
and Mobile IPv6 (as specified in RFC 3775, RFC 3776, and RFC
4877) .

RO2: The solution nust not interfere with the operation of |Psec.
This means that the principles and the operation specified in
RFC 3776 and RFC 4877 need to be foll owed. For exanple, the
| Psec security association and policy must be identified by the
real hone address.

R0O3: The sol ution should provide back-conpatibility in order for
different Mobile IPv6 entities to work together even though they
may have different capabilities. This requires the nobile node
to be able to detect whether the home agent or the correspondent
node supports the use of the location privacy sol utions.

RO4: The overhead resulting fromthe solution, in ternms of payl oads
or nmessages transmtted and nenory, should be kept m ninal
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4.

Sol ution Overvi ew

The | P address | ocation privacy sol utions proposed in this docunent
intend to conceal the binding between the nobile node’'s real hone
address and its care-of address from eavesdroppers and the
correspondent node. In this section, we present an overview of the
proposed sol utions.

Wth the Mobile I Pv6 specification, during the home bindi ng update
procedure, both the real home address and the care-of address are in
the cleartext when either the I Psec tunnel node or the |Psec
transport nmode is used with no encryption. As described in

Section 6.1, the solution to prevent the real honme address being

| eaked to eavesdroppers on the MN\-HA path during the home binding
update procedure is to set up an I Psec tunnel node security
association with a non-null encryption algorithmto encrypt hone

bi ndi ng signaling nessages and the real hone address therein. This
nethod is al so used to enable | ocation privacy protection during
other mobility signaling nessage exchanges between the hone agent and
the nobil e node, such as the prefix discovery procedure (see

Section 6.4).

VWhen comunicating with the correspondent node with the reverse
tunnel i ng node, the nobile node can hide its current |ocation from
the correspondent node and eavesdroppers along the HA-CN path, since
the care-of address is not included in payl oad packets transmtted on
that path. Also, an IPsec security association with a non-nul
encryption al gorithm established between the nobil e node and the hone
agent can conceal the real honme address carried in payl oad packets
from eavesdroppers al ong the M\-HA path.

In order to communicate with a correspondent node in the route

optim zati on node, the nobile node needs to performthe return
routability procedure followed by the correspondent binding update
procedure. Wth the current Mobile | Pv6 specification, the real hone
address and the care-of address in the correspondent Bindi ng Update
nessage and payl oad packets are visible to eavesdroppers. Therefore,
in order to send and recei ve packets through the optinized route and
protect location privacy at the sane tine, the nobile node needs to
di sclose its care-of address and conceal its real home address.

There are two different scenarios and we propose a different sol ution
for each scenario.

One scenario is that the correspondent node is able to obtain the
nobil e node’s real hone address and initiates comunication with the
nmobi | e node by using the real home address. |In this case, the nobile
node needs to continue to use the real hone address with the
correspondent node in order to maintain session continuity, and to
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conceal the real home address from eavesdroppers. The solution for
this scenario (hereinafter referred to as "reverse-tunnel ed
correspondent binding update") is described in Section 5. Wth this
solution, the nobile node exchanges the same return routability
signaling messages as defined in RFC 3775 with the correspondent node
and then derives a privacy managenent key from keygen tokens and uses
this key to encrypt the real hone address. Finally, it reverse-
tunnel s an extended correspondent Bindi ng Update nessage via the hone
agent to register the encrypted honme address and the real homne
address at the correspondent node. After the correspondent

regi stration, the nobile node and the correspondent node use the

regi stered encrypted hone address, instead of the real hone address

i n payl oad packets exchanged via the optim zed route. The encrypted
hone address is different for different correspondent nodes since the
privacy nmanagenent key would be different.

The other scenario is that the nobile node prefers to conceal its
real hone address from both the correspondent node and the
eavesdroppers (typically the nobile node initiates comunication in
this case, since the correspondent node does not know the real hone
address). The solution for this scenario is described in

Section 6.2. Wth this solution, the nobile node first obtains a
hone keygen token generated based on the pseudo home address during
the honme address test procedure. Subsequently, the nobil e node sends
the correspondent Binding Update nessage to register the binding

bet ween t he pseudo hone address and the care-of address at the
correspondent node via the optimnized route. After the correspondent
regi stration, the nobile node and the correspondent node use the

regi stered pseudo hone address, instead of the real hone address, in
payl oad packets exchanged via the optim zed route. Note that the use
of the pseudo hone address is conpletely transparent to the
correspondent node.

Furthernore, it is feasible to throttle "profiling" on the pseudo
hone address by using a conbination of these two solutions. That is,
the nobil e node uses the pseudo hone address in the extended hone
address test procedure to obtain a honme keygen token; then, it uses
the pseudo hone address instead of the real honme address in the
reverse-tunnel ed correspondent binding update procedure. Wth this
solution, the encrypted pseudo home address used in route optim zed
payl oad packets | ooks different to eavesdroppers each tinme, after a
new round of the return routability procedure is conpleted.

Bef ore a pseudo hone address is used with a correspondent node, it
MUST be registered with the home agent during the hone registration
procedure. The nobile node indicates the requested pseudo home
address in a new nobility option, called the Pseudo Hone Address
option (see Section 7.3), carried in the hone Bi nding Update nessage,
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and the honme agent indicates the status of pseudo honme address
registration in another new nobility option, called Pseudo Hone

Addr ess Acknow edgenent option (see Section 7.4), carried in the home
Bi ndi ng Acknowl edgement nessage. The pseudo hone address MJST be
routable in order for the hone agent to intercept packets destined at
this pseudo home address. It is statistically difficult for other
nodes to derive the real hone address fromthe pseudo honme address.

A detail ed description of pseudo honme address generation is provided
in Section 6.1.1.1.

Wth extensions introduced in this docunent, a nobile node is able to
di scover whet her the home agent and the correspondent node support
the location privacy solutions or not. Wen present in the hone

Bi ndi ng Update nessage, the Pseudo Honme Address nobility option

i ndi cates that the nobil e node requests the use of the |ocation
privacy solutions. |If such a Binding Update message is valid and the
hone agent supports the | ocation privacy solutions for this
particul ar nobile node, it responds with the Pseudo Hone Address
Acknowl edgenent nobility option in the Bindi ng Acknow edgenent
nessage. Oherwise, if the home agent does not support the |ocation
privacy solutions, it does not include the Pseudo Hone Address
Acknowl edgenent nobility option in the Binding Acknow edgenent
message. Simlarly, the presence of the Encrypted Home Address
destination option in the correspondent Bindi ng Update nessage

i ndicates to the correspondent node that the nobile node requests the
use of the location privacy solutions. |f such a Binding Update
nmessage is valid and the correspondent node supports the | ocation
privacy solutions for this particular nobile node, it responds wth
the Encrypted Hone Address routing header in the correspondent

Bi ndi ng Acknow edgenent nessage to the nobile node. |If the
correspondent node does not support the |location privacy sol utions,

it rejects the nobile node's request by returning an | CMP Par anet er
Probl em nessage with Code value set to 2. Furthernore, a hone agent
that recogni zes such extensions but does not wi sh to provide |ocation
privacy protection MAY redirect the nobile node to another home
agent. |If the request for using the location privacy solutions is
rejected, the nobile node nay either proceed w thout |ocation privacy
protection, or try with a different home agent or a correspondent
node, or abort the operation

5. Reverse-Tunnel ed Correspondent Bindi ng Update

In this section, we describe a solution that protects |ocation
privacy agai nst eavesdroppers when the nobile node uses the real hone
address during communi cation with the correspondent node via the
optim zed route. Note that this solution does not require any change
to return routability signaling nessages. The detailed description
is as follows.
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5.1. The Procedure

After the return routability procedure is conpleted, if the nobile
node needs to protect |ocation privacy, and at the same time stil
uses the real home address with the correspondent node, the nobile
node derives a privacy nmanagenent key, Kpm fromthe Kbm where Kpm =
HVAC SHA1 (Kbm 0). The nobil e node uses Kpmto generate the
encrypted hone address as follows.

encrypted hone address = Enc(Kpm the home address)

Where Enc() is a symretric key encryption algorithm AES is the
default encryption algorithm

Kpm changes upon every change of Kbm which itself changes when
return routability is run (e.g., upon change of care-of address,
expiry of keygen token, etc.). So, Kpmis not re-used when a care-of
addr ess changes.

The nobil e node generates a correspondent Bindi ng Update nessage and
reverse-tunnels this nessage to the correspondent node via the hone
agent. The format of this message after encapsul ation is:

| Pv6 header (source = care-of address,
destinati on = honme agent)
ESP header in tunnel node
| Pv6 header (source = hone address,
destinati on = correspondent node)
Destination option header
Encrypted Home Address option (encrypted hone address)
Par anmet er s:
Al ternative Care-of Address option (care-of address)
sequence nunber (within the Binding Update nessage header)
hone nonce index (within the Nonce Indices option)
care-of nonce index (within the Nonce Indices option)
First (96, HWVAC SHA1 (Kbm (care-of address | correspondent
| BU))

This packet is protected by the | Psec security association with a
non-null encryption algorithm |f the hone agent can process this
packet successfully, it forwards the follow ng packet to the
correspondent node.

| Pv6 header (source = hone address,
destinati on = correspondent node)
Destination option header
Encrypt ed Home Address option (encrypted honme address)

Qu, et al. Experi ment al [ Page 12]



RFC 5726 M P6 Location Privacy Sol utions February 2010

Par anmet er s:
Al ternative Care-of Address option (care-of address)
sequence nunber (within the Binding Update nessage header)
hone nonce index (within the Nonce Indices option)
care-of nonce index (within the Nonce Indices option)
First (96, HVAC SHA1 (Kbm (care-of address | correspondent

| BY))

After receiving a reverse-tunnel ed correspondent Bindi ng Update
nmessage, the correspondent node performs the operation as described
in Section 5.5. [If the correspondent Binding Update nessage is
processed successfully and an acknow edgenent is requested, the
correspondent node constructs a Bindi ng Acknow edgenent nessage shown
bel ow.

| Pv6 header (source = correspondent node,
destinati on = honme address)
Encrypt ed Home Address routing header
encrypted hone address
Par anmet er s:
sequence nunber (within the Binding Update nessage header)
First (96, HVAC SHAl1 (Kbm (care-of address | correspondent
| BA)))

Upon receiving this Binding Acknow edgenent nessage, the honme agent
applies the I Psec security association with a non-null encryption
algorithmto this nessage and forwards the followi ng packet to the
nobi | e node.

| Pv6 header (source = hone agent,
destinati on = care-of address)
ESP header in tunnel nobde
| Pv6 header (source = correspondent node,
destinati on = home address)
Encrypt ed Home Address routing header
encrypted hone address
Par anmet er s:
sequence nunber (within the Binding Update nessage header)
First (96, HVAC SHAl1 (Kbm (care-of address | correspondent
| BA)))

The reverse-tunnel ed correspondent binding update procedure is

conpl eted after the nobile node processes the received Binding
Acknowl edgenent nmessage. Note that when the nobile node communi cates
with a different correspondent node, the encrypted honme address | ooks
different.
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To del ete an established Binding Cache entry at the correspondent
node, the nobile node reverse-tunnels the foll ow ng Binding Update
nmessage via the hone agent. Note that the Encrypted Hone Address
option is optional during the correspondent binding de-registration
and only the hone keygen token is used to generate Kbm and Kpm if
needed, in this case.

| Pv6 header (source = care-of address,
destinati on = home agent)
ESP header in tunnel node
| Pv6 header (source = hone address,
destinati on = correspondent node)
Destination option header (optional)
Encrypted Home Address option (encrypted honme address)
Par anmet ers:
Al ternative Care-of Address option (care-of address)
sequence nunber (within the Binding Update nessage header)
home nonce index (within the Nonce |Indices option)
care-of nonce index (within the Nonce Indices option)
First (96, HVAC SHAl1 (Kbm (care-of address | correspondent
| BU))

I f an acknow edgement is requested, the correspondent node returns
the follow ng Bi ndi ng Acknow edgenent nessage to the nobil e node.

| Pv6 header (source = correspondent node,
destinati on = honme address)
Encrypted Home Address routing header (optional)
encrypted hone address
Par anmet er s:
sequence nunber (within the Binding Update nessage header)
First (96, HVAC SHAl1 (Kbm (care-of address | correspondent
| BA)))

Since the destination IP address in this nessage is the honme address,
the hone agent will receive this nessage and forward it to the nobile
node via the reverse tunnel

5.2. Route-Optimn zed Payl oad Packets

After the correspondent registration is conpleted successfully,
subsequent payl oad packets are exchanged via the optim zed route

bet ween t he nobil e node and the correspondent node. |n such packets,
only the encrypted honme address carried in the Encrypted Hone Address
destination option and the Encrypted Home Address routing header are
vi sible to eavesdroppers.
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The format of payl oad packets sent fromthe nobile node to the
correspondent node is:

| Pv6 header (source = care-of address,
destinati on = correspondent node)
Destination option header
Encrypted Honme Address option (encrypted hone address)
Payl oad

The format of payl oad packets sent fromthe correspondent node to the
nmobi | e node i s:

| Pv6 header (source = correspondent node,
destinati on = care-of address)
Encrypt ed Hone Address routing header
encrypted hone address
Payl oad

5.3. Mohil e Node Qperation
5.3.1. Conceptual Data Structures

The Bi ndi ng Update List entry for the correspondent registration is
extended with a newfield to store the current encrypted hone address
used with a particular correspondent node. The encrypted hone
address is stored when the nobile node sends a reverse-tunnel ed
correspondent Bindi ng Update nmessage, and the state of the
correspondi ng Binding Update List entry is updated when the nobile
node successfully processes the correspondent Bindi ng Acknow edgenent
nessage. Note that the encrypted hone address field is not valid in
the Binding Update List entry for the hone registration

G ven that the encrypted honme address is 128 bits long, it is
expected that each encrypted home address or the conbination of the
encrypted hone address and the correspondent node’s | P address stored
in the Binding Update List is unique. Therefore, the nobile node can
use the encrypted hone address (or use it together with the
correspondent node’'s | P address) as a prinary key to | ook up the

Bi ndi ng Update List.

5.3.2. Reverse-Tunnel ed Correspondent Bi nding Update to the
Cor respondent Node

After the return routability procedure, if the nobile node chooses to
use the location privacy solution with the correspondent node, e.g.
based on the nobile node’s configuration, it generates the encrypted
hone address, updates or creates a new correspondent Binding Update
List entry to store the encrypted hone address, then forwards the
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correspondent Bindi ng Update nessage through the reverse tunne
established with the hone agent. Note that the MAC is generated in
the sanme way as specified in RFC 3775, and it does not cover the
encrypted hone address.

5.3.3. Reverse-Tunnel ed Correspondent Bi ndi ng Acknow edgenent fromthe
Cor respondent Node

When the nobil e node receives a Bi nding Acknow edgenment nessage from
the correspondent node in response to a previously sent reverse-
tunnel ed correspondent Binding Update nessage, if this Binding
Acknowl edgenent nessage contains an Encrypted Home Address routing
header, the nobil e node considers that the correspondent node
supports the location privacy solution. The nobile node

aut henticates this nmessage based on RFC 3775. |If authentication is
successful, the nobil e node decrypts the encrypted hone address and
conpares the result with the real hone address, or conpares the
encrypted hone address with the one stored in the Binding Update List
entry. |f they match, the nobil e node considers that the
correspondent registration is successful and updates the state of the
correspondi ng Bi nding Update List entry. |f they do not match, the
nobi | e node MAY start the correspondent bindi ng update procedure

agai n.

5.3.4. Route-Optimzed Payl oad Packets

In order to maintain session continuity, upper |layers of the IP stack
in the nobile node still use the real honme address, even after the
reverse-tunnel ed correspondent registration

A possible way of inplenmentation is as follows. Wen the Mbile IP
subl ayer at the nobil e node receives a packet fromthe upper |ayer,
the normal processing as specified in RFC 3775 is performed.
Subsequently, the Hone Address option is replaced with the Encrypted
Hone Address option carrying the encrypted home address stored in the
correspondi ng Binding Update List entry, and then the nobile node
forwards the packet to the correspondent node via the optim zed
route.

On the other hand, when the nobile node receives a payl oad packet
carrying the Encrypted Hone Address routing header, the nobile node
uses the encrypted hone address (optionally together with the IP
address of the correspondent node) to | ook up the Binding Update
List. If an entry is found, the nobile node accepts this packet,
repl aces the Encrypted Home Address option with the Hone Address
option carrying the real home address, and continues with processing
based on RFC 3775. If no entry is found, the nobile node silently
drops the received packet.
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5.3.5. Receiving |ICW Error Message

The nobile node may receive an | CMP Paraneter Problem Code 2,
nmessage forwarded by the home agent via the bidirectional tunnel, for
exanpl e, when the correspondent node does not support the use of the
Encrypted Honme Address option. |f such a nessage is received, the
nobi | e node SHOULD not attenpt to use the location privacy solution
with the correspondent node. The nobil e node may choose either not
to comuni cate with the correspondent node, or to comruni cate without
| ocation privacy protection.

5.3.6. Binding Error fromthe Correspondent Node

When the nobile node conmuni cates with a correspondent node by using
the encrypted hone address, a Binding Error nessage with the Status
field set as 1 (unknown binding for Home Address destination option)
may be received by the nobile node if there is no valid Binding Cache
entry established at the correspondent node. Note that we do not
specify a new Status value to be used in this case because the

i mpl enentati on of the Binding Update List entry can contain an

i ndi cati on of whether an encrypted home address is currently used
with the correspondent node. Upon receiving the Binding Error
nmessage, the nobile node can find out which encrypted home address is
invalid by | ooking at the Hone Address field of the Binding Error
nessage. The nobile node nay then performthe correspondent binding
updat e procedure to establish a valid binding for the encrypted hone
addr ess.

5.3.7. Binding Refresh Request fromthe Correspondent Node

When the nobil e node receives a Binding Refresh Request nessage sent
fromthe correspondent node and forwarded by the honme agent via the
bi di rectional tunnel, the nobile node needs to performthe
correspondent bi ndi ng update procedure to refresh the binding for the
encrypted hone address at the correspondent node.

5.4. Honme Agent Operation
Wth the solution described in this section (i.e., Section 5), there
is no new home agent operation to be specified. That is, the hone

agent behaves based on RFC 3775 when processing signaling or data
packets.
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5.

5.

5.

5.

5.

5.

5.

5.

5.

5.

Cor respondent Node Operation
1. Conceptual Data Structures

The Bi ndi ng Cache entry is extended with a newfield to store the
current encrypted hone address used with a particul ar nobil e node.
The encrypted hone address is stored when the correspondent node
successful ly processes a reverse-tunnel ed correspondent Bindi ng
Updat e nessage.

G ven that the encrypted honme address is 128 bits long, it is
expected that each encrypted honme address or the conbination of the
care-of address and the encrypted hone address stored in the Binding
Cache entry is unique. Therefore, the correspondent node can use the
encrypted hone address (or use it together with the care-of address)
as a primary key to | ook up the Binding Cache.

2. Reverse-Tunnel ed Correspondent Binding Update fromthe Mbile
Node

When receiving a reverse-tunnel ed Bi ndi ng Update nmessage with the
Encrypted Home Address option, if the correspondent node supports the
| ocation privacy solution, it verifies the message by using the same

met hod as defined in RFC 3775. If this verification succeeds, the
correspondent node generates Kpm and uses it to decrypt the encrypted
hone address, and conpares the result with the source IP address. |If

they match, the correspondent node stores the encrypted hone address
in the correspondi ng Bi ndi ng Cache entry.

3. Reverse-tunnel ed Correspondent Bindi ng Acknowl edgenent to the
Mobi | e Node

I f an acknow edgenent to the reverse-tunnel ed correspondent Binding
Updat e nessage is requested by the nobil e node, the correspondent
node returns a Bi ndi ng Acknow edgenent nessage with the Encrypted
Hone Address routing header, if it supports the location privacy
solution. The MAC in the Binding Acknow edgenent nessage is
generated in the same way as specified in RFC 3775 and does not cover
the encrypted hone address carried in the Encrypted Honme Address
routi ng header.

4. Route-Optim zed Payl oad Packets
In order to nmaintain session continuity, upper |ayers of the IP stack

in the correspondent node still use the real hone address, even after
the reverse-tunnel ed correspondent registration
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A possible way of inplenentation is as follows. Wen the IP |ayer at
the correspondent node finishes processing the packet received from
the upper layer based on RFC 3775, the Type 2 routing header together
with the real hone address therein is replaced with the Encrypted
Hone Address routing header with the encrypted hone address found in
the correspondi ng Bi nding Cache entry. Then, this packet is
forwarded to the nobile node via the optimzed route.

On the other hand, when the correspondent node receives a payl oad
packet with the Encrypted Hone Address option, it uses the encrypted
hone address (optionally together with the care-of address of the
nobil e node) to | ook up the Binding Cache. |If there is an entry, the
correspondent node replaces the Encrypted Honme Address option with
the Hone Address option carrying the real honme address before

forwardi ng the packet to the upper layer. |If no matching entry is
found, the correspondent node sends a Binding Error nessage to the
source | P address, i.e., the care-of address of the nobile node.

5.5.5. | CW° Error Message to the Mobile Node

When receiving a reverse-tunnel ed correspondent Bi ndi ng Update
nmessage with the Encrypted Hone Address option, if the correspondent
node does not support |ocation privacy extensions, it sends an | CVWP
Par amet er Probl em Code 2, nessage to the source |IP address (i.e.

the honme address of the nobile node) and the hone agent then forwards
this |CVWP nessage to the nobile node via the bidirectional tunnel

5.5.6. Binding Error to the Mbile Node

When the correspondent node receives a payl oad packet with the
Encrypted Honme Address option for which there is no valid Binding
Cache entry, it returns a Binding Error nessage with the Status code
set as 1 back to the source |IP address of the packet. Furthernore,
the Hone Address field in the Binding Error message MJST be copied
fromthe Encrypted Hone Address field in the Encrypted Hone Address
destination option of the offending packet, or set to the unspecified
address if no such option appears in the packet.

5.5.7. Binding Refresh Request to the Mbile Node
VWhen the correspondent node realizes that a Binding Cache entry is
about to expire, it sends a Binding Refresh Request nessage to the

real hone address of the nobile node stored in the Binding Cache
entry.
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5.

6.

6.

6.

6.

6. Summary

Wth the solution in Section 5, the real honme address is visible in
the Bi ndi ng Updat e and Bi ndi ng Acknow edgenent nessages al ong the
HA-CN path. Like Mbile IPv6 itself, it has not been designed to
change the communi cati ons between the honme network and the
correspondent node; the same issues would affect non-nobile hosts as
well. This solution neets all the requirenents set forth for the

| ocation privacy solutions and provides a sinple way to provide

| ocation privacy protection while allow ng the use of the real hone
address with the correspondent node.

| P Address Location Privacy Solution Using the Pseudo Honme Address
1. Home Binding Update

VWen the mobil e node attaches to a foreign link, it first performns
the honme bindi ng update procedure for the real home address with the
hone agent, as specified in RFC 3775. For hiding the real hone
address, we require the use of |Psec Encapsul ati ng Security Payl oad
(ESP) [3] in tunnel nmode. 1In order to provide location privacy, a
non-nul |l encryption transform nust be used so that the real hone
address is encrypted and encapsul ated, and made invisible to
eavesdroppers on the M\-HA path. The packet formats and processing
rules are the same as specified in RFC 3775 and RFC 4877.

1.1. Pseudo Hone Address Registration
1.1.1. Generation

To protect location privacy in the route optim zation node, the
nmobi | e node repl aces the real hone address used in certain signaling
and payl oad packets with the pseudo hone address. Different fromthe
encrypted hone address, the pseudo horme address needs to be routable
so that the hone agent can intercept packets with the pseudo hone
address used as the destination address. The pseudo hone address is
generated by concatenating one of the honme network prefixes with a
random bit string. There are many ways to generate such a random bit
string, for example, by using a random nunber generator or a secure
encryption or hash algorithm

Usi ng the pseudo hone address instead of the real hone address even
in return routability and bi nding update to the correspondent has the
foll owi ng advantages. First, the pseudo home address does not revea
the identity of a nobile node since it is not (or should not be)
publicly known. Hence, the signhaling on the HA-CN is path is nore
secure since attackers will not be able to deternmine the identity of
the nobil e node based on the pseudo honme address. Second, the nobile
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node can comruni cate with a correspondent wi thout disclosing its rea
hone address. Finally, the chosen pseudo hone address can be
different with different correspondents for both signaling and data
traffic purposes.

The prefix used to formthe pseudo hone address MUST be nanaged by
the sanme hone agent so that it can forward the return routability
nessages. Even though it does not have to be the sane as that used
in the real home address, the prefix is highly recommended to be
different. For instance, a hone agent may use a different prefix
pool for location privacy purposes for a set of nobile nodes. This
ensures that the real hone address and the pseudo hone address are
not co-related (assum ng the nobile node chooses different interface
identifiers (11Ds)).

6.1.1.2. Registration

The nobile node MUST regi ster the pseudo hone address to be used with
the honme agent before actually using it with a correspondent node.
To do so, the nobile node indicates a pseudo horme address in the
Pseudo Horme Address mobility option in the Binding Update nessage
sent to the hone agent. |If the home agent supports the |ocation
privacy solution, it perfornms the Duplicate Address Detection to
det ect whether this pseudo hone address conflicts with other pseudo
horme addresses subnitted fromdifferent nobile nodes. Based on the
result, the honme agent indicates whether to accept the pseudo hone
address by setting the appropriate status code in the Pseudo Home
Addr ess Acknowl edgenent option in the Bi ndi ng Acknow edgenent
message. |If the home agent prefers the use of a different home
network prefix fromthat of the requested pseudo hone address, the
hone agent returns the new pseudo hone address in the Pseudo Hone
Addr ess Acknow edgenent nobility option to the nobil e node.

The nobil e node MAY register the pseudo home address when it is about
to communi cate with a correspondent node with |ocation privacy
protection. The default lifetine of registered pseudo hone addresses
is the same as the Honme Bi nding Cache entry; however, a nobile node
may choose any val ue and a home agent may grant any value. The
nobi | e node can add or del ete any pseudo horme address by using the
Pseudo Horme Address mobility option in the home Binding Update
nmessage. The home agent does not have to recover the real home
address fromthe pseudo honme address.

6.1.2. Hone De-Registration
VWhen the nmobile node returns to its hone |ink, the home de-

regi stration procedure is the same as specified in RFC 3775, i.e.
the real hone address is used as the source |IP address in the Binding
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Updat e nessage and the destination | P address in the Binding

Acknowl edgenent nessage. The de-registration of the real hone
address results in automatic de-registration of all pseudo hone
addresses. \Wen the nobil e node decides to di sconnect fromthe hone
agent while at its foreign link, the format of the Bi nding Update and
Acknowl edgenent is the sane as that defined for the hone
registration, except that the Lifetine field is set to zero. The
horme agent del etes the correspondi ng Bi ndi ng Cache entry incl uding
the registered pseudo hone address, if any.

6.2. Correspondent Binding Update Using the Pseudo Hone Address
6.2.1. Return Routability Procedure

The | ocation privacy solution specified in this section does not

i ntroduce any change to the care-of address test procedure as
specified in RFC 3775. In the follow ng, we highlight the extensions
to the honme address test procedure, during which the nobile node
obt ai ns a hone keygen token generated based on the pseudo hone

addr ess.

The nobil e node generates and sends a Hone Test Init nessage to the
hone agent. The format of this message is:

| Pv6 header (source = care-of address, destination = hone agent)
ESP header in tunnel node
| Pv6 header (source = hone address, destination = correspondent)
Mobility Header (HoTl)

Hone Init Cookie

Pseudo Horme Address nobility option (pseudo hone address)

The difference fromwhat is specified in RFC 3775 is that the nobile
node includes a Pseudo Home Address nobility option (see Section 7.3)
in the Home Test Init message. A new option for carrying the pseudo
hone address is necessary because the security associati on between
the nobil e node and the hone agent is based on the real hone address.
The pseudo honme address contained in the Pseudo Hone Address option
is selected by the nobile node froma set of pseudo hone addresses
that have been registered with the hone agent during the home

regi stration procedure. Note that the Hone Test Init nessage is
protected by an |IPsec security association in the ESP tunnel npde
with a non-null encryption algorithmand a non-null authentication
algorithm as specified in RFC 3776.

When receiving a Hone Test Init nessage, the hone agent perforns the
operation as specified in Section 6.6.4. |f this operation succeeds
when the Pseudo Honme Address nobility option is present in the Hone
Test Init nessage, the hone agent generates a Hone Test Init nessage
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and forwards it to the correspondent node. As shown in the
foll owi ng, the pseudo home address carried in the Pseudo Home Address
nmobility option is used as the source |IP address in the forwarded
Hone Test Init nessage.

| Pv6 header (source = pseudo hone address,
destinati on = correspondent)
Mobi lity Header (HoTl)
Hone Init Cookie

The forwarded Home Test Init nmessage | ooks the same to the
correspondent node as what is specified in RFC 3775 and the
correspondent node does not realize that the pseudo hone address is
used, and just generates a hone keygen token using the sane al gorithm
as specified in RFC 3775.

hone keygen token =
First (64, HVAC SHA1 (Kcn, (pseudo home address | nonce | 0)))

The correspondent node then replies with a Honme Test nessage. As
shown in the followi ng, the format of this nmessage is the same as
that specified in RFC 3776, and the pseudo hone address is used as
the destination |IP address.

| Pv6 header (source = correspondent,
destinati on = pseudo hone address)
Mobi lity Header (HoT)
Home Init Cookie
Hone Keygen Token
Home Nonce | ndex

When the honme agent intercepts the Hone Test nessage using proxy

Nei ghbor Di scovery, it perforns the operation as specified in
Section 6.6.5. |If this operation succeeds, the home agent generates
the follow ng Hone Test nessage and forwards to the nobil e node.

| Pv6 header (source = hone agent, destination = care-of address)
ESP header in tunnel node
| Pv6 header (source = correspondent, destination = hone address)
Mobility Header (HoT)

Hone Init Cookie

Honme Keygen Token

Horme Nonce | ndex

Pseudo Home Address Acknow edgement nobility option

(pseudo hone address)
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When the nobil e node receives the Home Test nessage, it performs
operation as specified in Section 6.5.5. |f such operation succeeds,
the nmobil e node obtains a home keygen token conmputed using the pseudo
hone address. After the care-of address test is conpleted, the
nobi | e node hashes the care-of keygen token and the home keygen token

together to generate Kbm using the sane nethod as specified in RFC
3775.

6.2.2. Route-Optim zed Correspondent Bindi ng Update

In this procedure, the nobile node MJST use the sane pseudo hone
address used during the honme address test procedure. The pseudo hone
address is carried in the Hone Address option in the correspondent

Bi ndi ng Updat e nessage.

| Pv6 header (source = care-of address,
destinati on = correspondent)
Destination option header
Hone Address destination option (pseudo honme address)
Par anmet er s:
sequence nunber (within the Binding Update nessage header)
hone nonce index (within the Nonce Indices option)
care-of nonce index (within the Nonce Indices option)
First (96, HVAC SHA1 (Kbm (care-of address | correspondent

| BU))
When the correspondent node receives the Binding Update nessage, it
performs the sane operation as specified in RFC 3775. |f such

operation succeeds and an acknow edgenent is requested by the nobile
node, the correspondent node replies with the follow ng Binding
Acknowl edgenent nessage.

| Pv6 header (source = correspondent,
destinati on = care-of address)
Par anmet er s:
sequence nunber (within the Binding Update nessage header)
First (96, HVAC SHAl1 (Kbm (care-of address | correspondent
| BA)))

After the nobil e node receives the Bindi ng Acknow edgenent nessage
i ndicating that the correspondent registration succeeds, the nobile
node can now use the pseudo honme address for conmmunicating with the
correspondent node.
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Such a Bi ndi ng Update nessage nay al so be used by the nobile node to
del ete a previously established binding at the correspondent node.

In this case, simlar to what is specified in RFC 3775, Kbmis
generated exclusively fromthe hone keygen token that is based on the
pseudo hone address.

6.2.3. Reverse-tunnel ed Correspondent Bi ndi ng Update

The nobil e node may choose to use reverse tunneling for sending the
Bi ndi ng Update. The format of nessages during such a procedure is
simlar to what is described in Sections 5 and 6.2.1, except that a
pseudo hone address is used in place of the real hone address. The
Encrypted Honme Address destination and the Encrypted Honme Address
routi ng header SHOULD be used to carry the encrypted pseudo hone
addr ess.

6.2.4. Using Different Pseudo Hone Addresses with Different
Cor respondent Nodes

Based on its configuration and policy, the nobile node can choose to
use the sanme or different pseudo hone addresses when conmuni cating
with different correspondent nodes. Using a different pseudo home
address with each correspondent node may hel p prevent the nobile
node’'s activities frombeing |inked and correlated. To do so, the
nobi |l e node selects a different but already registered pseudo hone
address and repeats the return routability procedure and the
correspondent bi ndi ng update procedure with each correspondent node.

In addition, if the nobile node prefers, it MAY use different pseudo
hone addresses for different sessions with the sane correspondent
node. This typically requires additional configuration at the nobile
node t hat associates a specific session (for exanple, identified by
the port nunber and the protocol numnber, anbng others) with a

speci fic pseudo home address. This docunent does not address details
of this solution.

6.3. Payl oad Packets
6.3.1. Reverse Tunneling Mde
The format of payl oad packets reverse-tunneled via the home agent is

the sanme as that specified for the hone address test procedure in
Section 6.2.1.
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6.3.2. Route Optimzation Mde

When the route-optinized correspondent bindi ng update procedure is
performed, the format of payl oad packets exchanged between the nobile
node and the correspondent node is the sane as specified in RFC 3775.
The operation of the nobile node when comruni cating with the
correspondent node via the route optimzation node is described in
Section 6.5.6.

VWhen the reverse tunnel ed correspondent bindi ng update procedure is
performed, the format of payl oad packets exchanged between the nobile
node and the correspondent node is the sane as specified in Section
5, except that the encrypted pseudo hone address SHOULD be i ncl uded
in the Encrypted Honme Address destination option and the Encrypted
Hone Address routing header

6.4. Prefix Discovery

The solution to protect |ocation privacy during the prefix discovery
procedure is simlar to that used during the hone bindi ng update
procedure.

6.5. Mbobile Node Operation

In this section, we describe the nobile node’s operation when the
| ocation privacy solution is used.

6.5.1. Conceptual Data Structures
6.5.1.1. Pseudo Home Address Table

We introduce a new data structure, called Pseudo Honme Address tabl e,
to record the informati on of pseudo home addresses. The nobile node
may mai ntain a Pseudo Home Address table for each hone agent it
registers with. Each entry in the table contains a pseudo home
address and its associated state, i.e., "unconfirmed" or "confirmed".
The nobile node creates or updates entries in the Pseudo Honme Address
tabl e when sendi ng the honme Bindi ng Update nessage or receiving the
horme Bi ndi ng Acknow edgenent message. The pseudo hone address can be
used as a key to search the table. There MJST NOT be any duplicated
pseudo honme addresses stored in the Pseudo Home Address table.

6.5.1.2. Binding Update List

The Binding Update List entry is extended with a field, called Pseudo
Hone Address. This field MAY be inplenmented as a pointer that points
to a corresponding entry in the Pseudo Honme Address table. This
pointer is initialized as NULL when the Binding Update List entry is
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created (for exanple, when the nobile node sends a Bi ndi ng Update
nessage or a Hone Test Init nessage to the home agent). For the

bi nding sent to a specific hone agent, the Pseudo Hone Address field
points to the first entry in the Pseudo Home Address table (or NULL
if the table is enpty), so that the nobile node can access all the
pseudo hone addresses registered at this hone agent; on the other
hand, for the binding sent to a specific correspondent node, the
Pseudo Horme Address field points to the Pseudo Hone Address table
entry that contains the actual pseudo honme address used with this
correspondent node (or NULL if no pseudo hone address is used with
this correspondent node).

6.5.2. Binding Update to the Home Agent

The nobile node may decide to performthe home registration with

| ocation privacy protection, for exanple, when it attaches to a
foreign link or when it needs to extend the lifetine of a registered
honme bi ndi ng.

Since | Psec tunnel node is used, the nobile node MIST negotiate a
non-null encryption algorithm (for exanple, during the bootstrapping)
and use it to protect the hone Bi ndi ng Update nessage as specified in
RFC 3775 and RFC 4877. In addition, the nobile node can register a
pseudo hone address as descri bed above. |[|f the nobile node does not
wi sh to register the pseudo honme address at this point, but wishes to
di scover whet her the honme agent supports the location privacy
solution, the nobile node includes a Pseudo Hone Address mobility
option without the Pseudo Hone Address field in the Binding Update
nmessage sent to the home agent.

After sending the honme de-registration binding update nmessage, in
addition to the operation specified in RFC 3775, the nobile node MJST
stop using any data structure specific to the |ocation privacy
solution and MAY del ete them after the Binding Acknow edgenent
nmessage i s processed successfully.

6.5.3. Binding Acknow edgerment fromthe Home Agent

Wth I Psec tunnel node, the nobile node follows the rules specified
in RFC 3775 and RFC 4877 to process the Bindi ng Acknow edgemnent
nmessage.

In addition, if one or nore Pseudo Hone Address Acknow edgenent
nmobility options are present in the Binding Acknow edgenent nessage,
the nmobil e node checks the Status field in each option. |If the
Status field in one option is O (Success), the pseudo hone address,
if not already present, is added into the Pseudo Home Address table,
and the state of the corresponding entry is set to "confirmed".
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O herwi se, the nobile node del etes any existing pseudo hone address
with the "unconfirnmed" state (i.e., either an error code or no
acknow edgenment for such a pseudo hone address is received) fromthe
Pseudo Hone Address table.

The nobil e node considers that the hone agent supports the | ocation
privacy solution, if a valid Pseudo Hone Address Acknow edgenent
nobility option with or without a Pseudo Hone Address field is
recei ved.

Note that the nobile node MJUST determ ne whether the hone
regi stration succeeds or not based on what is specified RFC 3775.

6.5.4. Home Test Init to the Home Agent

To enabl e | ocation privacy protection during comunication with the
correspondent node in the route optimnm zation node, the nmobil e node
generates a Hone Test Init nmessage based on what is specified in RFC
3775 and RFC 3776. In addition, if the return routability procedure
is for a new session with the correspondent node, the nobile node

sel ects any pseudo horme address fromthose already registered with
the hone agent and stored in the Pseudo Hone Address table;

ot herwi se, the nobile node nmust use the same pseudo hone address as
used with the same correspondent node before. The sel ected pseudo
hone address is carried in the Pseudo Hone Address mobility option of
the generated Hone Test Init nessage. This Honme Test Init nessage is
protected by an |IPsec security association with a non-null encryption
al gorithm

After sending the Hone Test Init nessage to the hone agent, if there
is no Binding Update List entry existing for the correspondent node,
the nobil e node creates one entry that points to the pseudo hone

address used; otherw se, the nobile node updates the existing entry.

6.5.5. Hone Test fromthe Home Agent

When the nobil e node recei ves a Hone Test nessage fromthe hone
agent, it processes the packet based on processing rules specified in
RFC 3775 and RFC 3776. If this is a valid packet and there is a
Pseudo Home Address Acknow edgenent option included, the nobile node
exam nes the Status field inside this nobility option as foll ows:

o If the Status field indicates that the home address test procedure
usi ng the pseudo honme address succeeds (the Status field is 0), in
addition to what is specified in RFC 3775, the nobile node
prepares to use the pseudo home address carried in the Pseudo Hone
Addr ess Acknowl edgenent option for the correspondent registration
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o If the Status field indicates that the home address test procedure
using the pseudo hone address fails (the Status field is |arger
than 127), the nobile node can take steps to correct the cause of
the error and retransmt the Home Test Init message, subject to
the retransmission Iimt specified in RFC 3775. If this is not
done or it fails, then the nobile node SHOULD record in its
Bi ndi ng Update List that the future honme address test procedure
SHOULD NOT use the pseudo hone address with this correspondent
node.

6.5.6. Route-Optimzed Payl oad Packets

After the nobile node conpletes the route-optinized correspondent

regi stration procedure using the pseudo home address, payl oad packets
are sent to the correspondent node with the pseudo hone address in
the Hone Address destination option.

The packet processing rul es when sendi ng and receiving route-

optim zed packets are the sane as in RFC 3775 except that pseudo hone
addresses are used. In addition, if encrypted pseudo hone addresses
are used, both the nobile node and the correspondent node need to
repl ace the encrypted address with the pseudo home address before
passing themto the upper |ayers.

In the case that the nobil e node nasks the pseudo hone address and
uses the reverse-tunnel ed correspondent binding update procedure, the
nobi | e node perforns the operation specified in Section 5.3.4, except
that the pseudo honme address rather than the real home address is
expect ed.

6.5.7. Receiving Binding Refresh Request

When the Mobil e Node receives a Binding Refresh Request nmessage from
a correspondent node, the destination |IP address nay be the pseudo
hone address. In this case, the nobile node needs to check the
correspondi ng Binding Update List entry for the correspondent node.
If the pseudo hone address is invalid, the nobile node silently

di scards this nessage. Qherw se, the nobile node refreshes the

bi nding with the correspondent node by using the sanme pseudo hone
addr ess.

6.6. Hone Agent Operation

In this section, we describe the home agent’s operation when the
| ocation privacy solution is used.
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6.6.1. Conceptual Data Structures

The Bi nding Cache entry is extended with a field that points to a
list of currently accepted pseudo hone addresses. Note that each
regi stered pseudo honme address MJST be unique and all the registered
pseudo hone addresses SHOULD be organi zed in such a way that the
associ at ed Bi ndi ng Cache entry can be quickly | ocated when a pseudo
home address is used as the key to | ook up the Binding Cache.

6.6.2. Binding Update fromthe Mobile Node

If the received Binding Update nessage contains one or nore Pseudo
Hone Address nobility options, the home agent MJUST ignore such an
option if it does not recognize it. |If the hone agent recognizes
such an option, a Pseudo Home Address Acknow edgerment nobility option
is generated and some fields therein are set as foll ows:

o If the Pseudo Home Address field received is enpty, the Status
field is set to 0 (Success), and the Pseudo Hone Address field is

enpty.

o If the Pseudo Home Address field received is set to all zero, the
Status field is set is O (Success), and a pseudo hone address
SHOULD be included in the Pseudo Hone Address field, if the hone
agent supports the dynam ¢ pseudo hone address assi gnment;
otherwi se, the Status field is set to 132 (Dynanic pseudo hone
address assignment not avail able) and the Pseudo Hone Address
field is enmpty.

o The Pseudo Hone Address field received may contain an | Pv6
address. If the format of such an IP address is incorrect, the
Status field is set to 130 (Incorrect pseudo honme address). |If
such an I P address is invalid, for exanple, the prefix is not a
valid hone network prefix or this is detected as a duplicated IP
address, the Status field is set to 131 (Invalid pseudo home
address). |In both cases, the Pseudo Honme Address field is enpty.
If the home agent suggests a different pseudo hone address, the
Status field is set to O (Success), and the new pseudo hone
address is included in the Pseudo Home Address field. O herw se,
if the home agent accepts the requested pseudo hone address, the
Status field is set as 0 (Success), and the sane |IP address is
included in the Pseudo Home Address field.

o If the home agent does not allow the nobile node to use the pseudo
hone address with the correspondent node, the Status field SHOULD
be set as 129 (Administratively prohibited) and the Pseudo Home
Address field is enpty.
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o In case that the hone agent does not accept the Pseudo Hone
Address nobility option for all other reasons, the Status field
SHOULD be set as 128 (Failure, reason unspecified) and the Pseudo
Hone Address is enpty.

When receiving a Binding Update nessage protected with the | Psec
tunnel node, the hone agent perforns the operation specified in RFC
4877.

VWhen recei ving and successfully processing a Bindi ng Update nessage
for de-registration fromthe nobile node, in addition to what is
specified in RFC 3775, the honme agent MJST del ete data structures
related to the |location privacy extension

6.6.3. Binding Acknow edgenent to the Mbile Node

When sendi ng a Bi ndi ng Acknow edgenent nessage protected with the
| Psec tunnel node, the hone agent perforns the operation specified in
RFC 4877.

The processing rules related to the Pseudo Hone Address
Acknowl edgenent nobility option are described in Section 6.6.2.

6.6.4. Hone Test Init fromthe Mbile Node

When receiving a Hone Test Init nessage fromthe nobil e node, the
home agent first verifies this nmessage based on the | Psec processing
rules as specified in RFC 3776. If the verification fails, the home
agent acts based on such I Psec processing rules. Oherwi se, if the
Pseudo Hone Address option does not exist in the Hone Test Init
nessage, the hone agent perfornms the operation as specified in RFC
3775. O herwise, the follow ng operation is perforned.

1. The hone agent | ooks up its Binding Cache by using the real home
address as a key. |If the pseudo honme address carried in the
Pseudo Honme Address option does not match any pseudo home address
associ ated with the correspondi ng Bi nding Cache entry (i ncluding
when the Pseudo Hone Address field is set as zero), it MJST
reject the Hone Test Init nessage by sendi ng back a Honme Test
nmessage including the Pseudo Hone Address Acknow edgenent option
with the Status field set as 131 (Invalid pseudo home address).

2. Oherwi se, the honme agent constructs a Hone Test |Init nessage

with the pseudo hone address as the source | P address, and
forwards the Home Test Init nmessage to the correspondent node.
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6.6.5. Hone Test to the Mobil e Node

When the hone agent intercepts a Home Test message using proxy

Nei ghbor Di scovery, if the destination |IP address matches with one of
the real hone addresses, the honme agent perfornms the operation as
specified in RFC 3775. (Oherw se, the honme agent uses the
destination I P address to | ook up the Binding Cache to find if there
is a matched pseudo hone addresses. |If not, the honme agent discards
this nessage silently. Wen a matching pseudo honme address is found,
the hone agent generates a Hone Test nessage with a Pseudo Hone

Addr ess Acknow edgenent option and sends it to the nobil e node.

I nside the Pseudo Hone Address Acknow edgenent option, the Status
field is set to zero (Success) and the Pseudo Hone Address field is
filled with the found pseudo honme address.

6.7. Correspondent Node Operation

Wth the solution described in this section, when the correspondent
node is involved in the route-optin zed correspondent bindi ng update
procedure, there is no new operation if only pseudo hone addresses
are used without encryption. This specification recommends using
encrypted pseudo horme addresses to thwart revealing any prefix

i nformati on about a nobile node. The additional operations are the
sanme as specified in Section 5.5, except that the pseudo hone
address, instead of the real hone address, is used.

7. Extensions to Mobile | Pv6

This section describes the experinmental extensions to Mbile |IPv6
used in this docurment. For experinentation purposes, the
experimental |1Pv6 Option Type, the experinental |Pv6 Routing Header
Type, and the experinmental Mbility Option Type as defined in RFC
4727 [12] and RFC 5096 [13] can be used in the Encrypted Home Address
destinati on option, the Encrypted Hone Address routing header, the
Pseudo Home Address nobility option, and the Pseudo Hone Address
Acknowl edgenent nobility option. In the follow ng, we describe the
format of each extension for illustration purpose.

7.1. Encrypted Hone Address Destination Option

This option is used in the Destination Option extension header (Next
Header val ue = 60).
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0 1 2 3

01234567890123456789012345678901
bk ok ok o R S R
| Option Type | Option Length

B s i S i I i S S S i i
| |
+ +
| |
+ Encrypted Hone Address +
| |
+ +
| |
s S S o T i i S S i (i
Option Type

A type for identifying the use of the encrypted hone address in

this option. Inplenentations of this RFC can use the val ue

OXFE. This value is reserved in RFC 4727 for all experinents

i nvol ving | Pv6 destination options.
Encrypted Hone Address

The encrypted hone address generated froma either real or
pseudo hore address.

The processing of other fields in the Encrypted Hone Address option
is the same as that of those fields in the Home Address option
described in RFC 3775. Note that if the Encrypted Honme Address
option is present in a packet, the encrypted home address therein
MUST NOT be treated as the real source |IP address by the receiver.
7.2. Encrypted Hone Address Routing Header
The encrypted home address is carried in this routing header
R e s o S e T S T T i R e e e e o o i

Next Header | Hdr Ext Len=2 | Routing Type | Segnents Left=1
i T i e e i T i e S e S e e e I S R S o s e ol o

+-
|

+-
| |
+ +
| |
+ Encrypted Hone Address +
| |
+ +
| |
+- +

I T S T I S S S i S s e i
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Routing Type

A type for identifying the use of the encrypted hone address in
this option. Inplenentations of this RFC can use the val ue
OXFE. This value is reserved in RFC 4727 for all experinents

i nvol ving | Pv6 routing header

Encrypted Hone Address

The encrypted hone address generated froma either real or
pseudo homne address.

The processing of other fields in the Encrypted Hone Address routing
header is the sane as described in RFC 3775. Note that if this
routi ng header is present in a packet, the encrypted hone address
therein MUST NOT be treated as the real destination |IP address by the
receiver.

7.3. Pseudo Hone Address Mobility Option

This nmobility option is included in the nobility header, including
the Bi ndi ng Update nessage and the Hone Test Init nessage, and
carries zero or one pseudo home address. The alignnent requirenent
for this option is 4n.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length | Al Reserved | Prefix length
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

I I
+ +
I I
+ Pseudo Hone Address +
I I
+ +
I I
A T g S T S T i S S S

Type

A uni que type (together with the "A bit in the Reserved field)
for identifying the Pseudo Hone Address Acknow edgenent
nobility option. For experinental purpose, the value of this
type is 18 as reserved in RFC 5096.
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Length

The length of the Pseudo Home Address nobility option excluding
the Type field and the Length field. It MJST be 2 when the
Pseudo Honme Address field is not present; otherwi se, it MJST be
18.

Reserved Field

The " A" bit, which MIUST be set to zero to indicate that this is
a Pseudo Horme Address nobility option. The rest of bits MJST
be set as zero by the sender and ignored by the receiver.

Prefix Length

The I ength of the home network prefix of the included pseudo
hone address. \Wen the Pseudo Honme Address field is not
present, the Prefix Length field MIST be set as zero.

Pseudo Hone Address

If present, the field contains a pseudo hone address that the
nobi | e node wants to use for location privacy protection or
zero if the nobile node requests a pseudo hone address fromthe
hone agent. This field is not present if the nobile node only
i ntends to di scover whether the hone agent supports the

| ocation privacy solutions. The Length field is used to detect
whet her the Pseudo Hone Address field is present in the Pseudo
Hone Address nobility option.

7.4. Pseudo Hone Address Acknow edgenent Mobility Option

This nmobility option is included in the nobility header, including
the Bi ndi ng Acknow edgenment nmessage and the Home Test nessage sent to
the nmobil e node, and carries zero or one pseudo hone address. This
nobility option is used to indicate the status of the pseudo hone
address registration and/ or whether the hone agent supports the

| ocation privacy solutions. The alignment requirement for this
option is 2n.
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0 1 2 3
01234567890123456789012345678901
T S S s T SR SRp e S S

| Type | Length |
B s i S i I i S S S i i
| Al Reserved | Prefix length | St at us | Reserved

R S S i o A U SEp A S S A S S e S S

| |
+ +
| |
+ Pseudo Hone Address +
| |
+ +
| |
B ik ol T I R S S T T R T T sl it S SR R R S S S T ik ot S

Type

A uni que type (together with the "A bit in the Reserved field)
for identifying the Pseudo Hone Address Acknow edgenent
nmobility option. For experinental purpose, the value of this
type is 18 as reserved in RFC 5096.

Length

The I ength of the Pseudo Hone Address Acknow edgenent nobility
option excluding the Type field and the Length field. It MJST
be 4 when the Pseudo Hone Address field is not present;

ot herwi se, it MJST be 20.

Reserved
The A" bit, which MJUST be set to one to indicate that this is
a Pseudo Home Address Acknow edgenent nobility option. The
rest of bits MJUST be set as zero by the sender and ignored by
the receiver.

Prefix Length
The I ength of the home network prefix of the included pseudo
home address. \When the Pseudo Home Address field is not
present, the Prefix Length MJST be set as zero.

St at us
It indicates the status of the pseudo hone address

registration. Values fromO to 127 indicate success. Higher
val ues indicate failure. The follow ng values are reserved:
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8.

8.

0 Success

128 Failure, reason unspecified

129 Administratively prohibited

130 I ncorrect pseudo hone address

131 Invalid pseudo hone address

132 Dynam ¢ pseudo hone address assi gnment not avail able

Reser ved

This field is reserved for future use. |t MJST be set to zero
by the sender and ignored by the receiver.

Pseudo Hone Address

If present, the field contains a pseudo home address that the
hone agent registers for the nobile node to use for |ocation
privacy protection. This field is not present when the home
agent only needs to indicate that it supports the |ocation
privacy solutions as a response to the query fromthe nobile
node. The Length field is used to detect whether the Pseudo
Hone Address field is present in the Pseudo Hone Address
Acknowl edgenent nobility option

Security Considerations

The sol utions proposed in this docunent address one of the security
issues in the nobile environnent, i.e., location privacy. Throughout
the docunent, we provide a detailed anal ysis of how the proposed
solutions address the | ocation privacy problem W carefully design
such solutions to nmake sure that they fit well into the Mbile | Pv6
franework; therefore, the same threat anal ysis, security nechanisns
(such as | Psec, the sequence nunber in binding signaling nessages,
the return routability procedure), and considerations as described in
RFC 3775 still apply. Nevertheless, in the followi ng we provide an

i n-depth analysis on security threats involving the use of the

| ocation privacy solutions and denonstrate that the proposed
solutions do not introduce any new vul nerability or weaken the
strength of security protection of the original Mbile |Pv6 protocol

1. Home Bindi ng Update

G ven the strong security of the cryptography al gorithmused to
generate the encrypted hone address, eavesdroppers are unable to
derive the real home address fromthe encrypted hone address and thus
to correlate the care-of address with the real hone address.

Mor eover, the encrypted hone address can be updated to prevent
eavesdroppers fromlinking the nobile node’s ongoing activities.
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During the pseudo hone address registration, the honme agent verifies
that the requested pseudo hone address is not in use by other nobile
nodes; therefore, the other nobil e node cannot, inadvertently or

mal i ci ously, intercept ongoing sessions of a victimnobile node by
regi stering the sane pseudo hone address.

A mobil e node may attenpt to register a | arge nunber of pseudo hone
addresses that nay exhaust the pool of available pseudo hone
addresses and prevent other nobile nodes using |ocation privacy
protection. The home agent MJUST limt the nunmber of pseudo hone
addresses that can be requested by a nobile node. Al so, with the

| Psec security association between the honme agent and the nobile
node, if any nmisuse of the pseudo hone address registration is

det ected, the hone agent can identify the nmalicious nobile node and
take further actions.

8.2. Correspondent Bi nding Update

The return routability procedure using the pseudo hone address
follows the same principle of the original return routability
procedure, i.e., the nessage exchange verifies that the nobile node
is reachable at both the pseudo hone address and the care-of address
(this is because the pseudo hone address is required to be routable).
Furthernore, the extended return routability procedure also utilizes
the same security nechanisns as defined in RFC 3775, such as the
nonce, the node key, and the sequence nunber, to protect against
attacks. Overall, it provides the same security strength as the
original return routability procedure.

The reverse-tunnel ed correspondent binding update procedure does not
weaken security either. Although the real hone address is
transferred in cleartext on the HA-CN path, eavesdroppers on this
path can al ready perform nore serious attacks against the nobile node
with the Mobile I Pv6 protocol

8.3. Route-Optimzed Payl oad Packets

Using the Encrypted Honme Address option in route-optimzed packets
results in the same security inplications when the Honme Address
option is used in such packets. For exanple, the Encrypted Hone
Address option may be used by attackers to | aunch reflection attacks,
e.g., by indicating the I P address of a victimnode in the Encrypted
Hone Address option. Simlar to the processing rule for the Hone
Address option specified in RFC 3775, this docunent restricts the use
of the Encrypted Hone Address option: it can be used only if there is
an established Bi nding Cache entry containing the encrypted (pseudo)
horme address.
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Wth the proposed | ocation privacy solutions, the Encrypted Hone
Address routing header is used to carry the encrypted (pseudo) hone
address. The same threats specified in RFC 3775 for the Type 2
routi ng header are al so possi ble when the routing header carries the
encrypted (pseudo) home address. Simlar processing rules are also
used in this docurment to address such a threat: if the encrypted
(pseudo) hone address in the Encrypted Hone Address routing header
does not match with that stored in the Binding Update List entry, the
packet will be dropped.

9. Related Wrk

Qur work benefits from previous work and di scussion on this topic.
Simlar to the concept of the pseudo honme address, nany docunents
have proposed using a tenporary identity to replace the nobile node’s
hone address in the | Psec security association, Mbile IPv6 signaling
nmessages, and data packets. However, the details of how to generate
and update this identity are absent. In the follow ng, we provide a
survey of related work.

RFC 4941 [10] specifies a mechanismto generate randomn zed interface
identifiers, which can be used to update the care-of address and the
hone address. However, with our solution, the prefix of a pseudo
home address can be different fromthat of the real honme address and
ot her pseudo hone addresses, which prevents eavesdroppers from
correlating and analyzing IP traffic based on a comon prefix.
Furthernore, we also discuss the interval of |IP address update in the
nmobility scenario in order to resist the profiling attack both
effectively and efficiently.

In [16], the authors propose using a tenporary identity, called the
Tenporary Mobile Identifier (TM), to replace the honme address, and
di scussed the feasibility of utilizing the Crypto-Based Identifier
(CBI D), Cryptographically Generated Addresses (CGA), or Mbility
Anchor Point (MAP) to further protect |ocation privacy. However, as
a 128-bit random nunber, the TM is not routable; therefore, it is
not suitable to be the source |P address in the Home Test Init
nessage forwarded by the honme agent to the correspondent node.

O herwi se, the honme agent cannot receive the Hone Test nessage from
the correspondent node. Furthernore, the document does not specify
how to update the TM to address the profiling attack

In [14], the authors propose a nmechanismthat uses an identity as the

home address and periodically updates such an identity by using a key
and a previous identity as inputs to a cryptography al gorithm
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10.

11.

In [15], the authors propose to update the nobile node’s hone address
periodically to hide its nmovenent. The new honme address is generated
fromthe current |ocal network prefix, the Binding Update session
key, and the previous home address, and updated every time when the
return routability procedure is performed. The generated hone
address is random routable, recognizable, and recoverable.

In [18], the authors propose a mechanismto achi eve both route
optim zation and | ocation privacy at the sane tine. This is done by
di scovering a tunneling agent near the correspondent node and
bidirectionally tunneling data traffic between the nobile node and
the tunneling agent.

| ANA Consi der ati ons

Thi s docunent creates a new registry "Pseudo Home Address

Acknowl edgenent Status Codes"” for the Status field in the Pseudo Home
Addr ess Acknow edgenent nobility option. The current values are
described in Section 7.4 and are the follow ng:

0 Success

128 Failure, reason unspecified

129 Administratively prohibited

130 I ncorrect pseudo hone address

131 Invalid pseudo hone address

132 Dynanmi ¢ pseudo hone address assignment not avail able
Concl usi on

In this docunment, we have proposed solutions to address | ocation
privacy issues in the context of nobility. The nmain idea is to hide
the bi nding between the hone address and the care-of address from
eavesdroppers and the correspondent node. W have described two

nmet hods. The first nethod extends the return routability to hide the
real honme address in Binding Update and data packets. This nethod
uses the real home address in return routability signaling, and does
not require any changes to the hone agent. The second nethod uses
pseudo hone addresses starting fromreturn routability signaling, and
requi res some extensions to the hone agent operation. This nethod
protects revealing the real home address on the HA-CN path. The two
nmet hods provide a neans to hide the real home address from
eavesdroppers, and the second nethod can also hide it fromthe
correspondents.
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12.

13.

13.

The sol utions we have proposed are for the basic Mbile | Pv6 protoco
as specified in RFC 3775. Recently, many extensions to Mbile | Pv6
have been proposed, such as the NEMO Basi c Support protocol [19],

Dual Stack Mobile |1 Pv6 Support [20], Multiple Care-of Addresses

Regi stration [21], Binding Revocation [22], Generic Signaling Message
[23]. It is expected that the proposed | ocation privacy sol utions
can be applied with sone nodifications, if needed, to address

| ocation privacy issues when these extensions are used. One of our
future works is to clarify related issues, if any, when the |ocation
privacy solutions are used with new Mbile | Pv6 extensions.
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Appendi x A.  Profiling Attack: Discussion

Profiling attacks pose a significant threat to user privacy. By
coll ecting and analyzing (either online or offline) IP traffic,
attackers can obtain sensitive user information. |In the context of
nobility, although the profiling attack does not directly lead to
conprom se of location privacy in the way the disclosure of the

bi ndi ng between the hone address and the care-of address does,
attackers can infer the nobile node’s roaning and track its movement
(i.e., handover) by profiling the nobile node’s comunication based
on certain fields in I P packets, such as a constant |Psec SPI used
during the home registration. The nore information collected, the
hi gher probability | ocation privacy is conprom sed, which in return
results in nore targeted profiling.

We have taken the profiling probleminto consideration when designing
the solution to I P address | ocation privacy; however, not all aspects
of profiling attacks are addressed since the profiling probl em spans
nmultiple protocol layers. |In the followi ng, we provide a broad

di scussion on the profiling attack and protection nmechani sns. Qur

di scussion is organi zed based on how profiling attacks can be
performed. Note that the foll owi ng sections are not sorted based on
any criteria or may not exhaustively list all the possible attack
neans (for exanple, profiling attacks based on upper-I|ayer payl oads
in data packets are not discussed).

A.1. The Care-of Address

Eavesdr oppers on the MN-HA path and/or the MN-CN path can profile the
nobi | e node’ s communi cati on by collecting packets with the sane
care-of address. It is reconmended that the nobile node periodically
updates its care-of address by using DHCPv6 or |Pv6 address privacy
extension, even if it does not change its current attachment point.
Furthernore, it is even better to change the network prefix of the
care-of address periodically, since eavesdroppers may profile IP
packets based on the common network prefix.

Si nce the binding update procedure needs to be performed once the
care-of address is changed, in order to reduce signaling overheads,
the nmobil e node nmay choose to change its care-of address when the
Bi ndi ng Cache entry at the home agent or the correspondent node is
about to expire.

A 2. Profiling on the Encrypted Honme Address
CGenerated fromeither a real or pseudo hone address, the encrypted

hone address can be dynam cal ly updated, because a new key is
generated when a new round of the return routability procedure is
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perfornmed, which makes the encrypted hone address | ook different in
subsequent Bi ndi ng Update and Acknow edgenent nessages.

Nevert hel ess, the sane encrypted home address is used in payl oad
packets forwarded via the optimzed route before the next round of
the return routability procedure. G ven the cost and overhead of
updating the encrypted honme address, the proposed | ocation privacy
solutions still provide a reasonable |evel of protection against such
profiling attacks.

A.3. The | Psec SP

Eavesdr oppers on the MN-HA path can profile the nobile node's

conmuni cati on based on the SPI of an | Psec security association that
is for protecting the home Binding Update and Acknow edgenent nessage
or for protecting bidirectional-tunnel ed payl oad packets.

To resist this kind of profiling attack, the IPsec SPI needs to be
periodically updated. One way is that the nobile node and the hone
agent rekey the | Psec security association or performre-

aut hentication periodically. This may result in nore signaling
overhead. Another way is that the nobile node or the home agent
generates a new SPI and then notifies each other by exchanging the
Bi ndi ng Update and Acknow edgenent nessages protected by an existing
| Psec security association with a non-null encryption algorithm In
this way, the infornmation of the new SPI is hidden from
eavesdroppers. The new SPI MJST not conflict with other existing
SPIs; and if the conflict is detected on one end point, another SP
MJUST be generated and be synchronized with the other end point. The
new SPI is applied to the next packet that needs to be protected by
this IPsec security association. This solution requires close

i nteraction between Mbile IP and I Psec. For exanple, when the hone
agent receives a new SPl suggested by the nobile node, it needs to
change the correspondi ng Security Associ ati on Dat abase (SAD) entry.

A. 4. The I Psec Sequence Number

The | Psec sequence number is required to be larger than that in the
previous valid I Psec packet if the anti-replay service is enabled.
However, if the increment of the |Psec sequence nunber is fixed (for
exanpl e, the | Psec sequence nunber is sequentially increased), it is
possi bl e for eavesdroppers to identify a sequence of |Psec packets
that are fromto the same nobile node and to track the nobile node’'s
activities. One possible solution is to randonize the increnment of
the | Psec sequence nunber on both end points (i.e., the nobile node
and the hone agent) of the IPsec security association. The algorithm
to generate randomess is inplenentation specific. It can be, for
exanpl e, any random nunber generator, and independently chosen by
each end point.
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A.5. The Regular Interval of Signaling Messages

As described in RFC 3775, certain signaling nessages may be exchanged
on a regular basis. For exanple, the correspondent registration
needs to be perforned every MAX RR BI NDI NG LI FETI ME seconds and t he
hone bi ndi ng update procedure needs to be perforned regularly, if the
lifetime of the hone Binding Cache entry is fixed. Such timng
al | ows eavesdroppers to performtraffic anal yses and correl ate

di fferent nmessages. Due to background traffic and routing dynamcs,
the timng of messages observed by an eavesdropper at a certain
vantage point may be irregular. Nevertheless, a better solution is
to random ze the lifetinme of the Binding Cache entry in the hone
agent and the correspondent node.

A. 6. The Sequence Nunber in the Binding Update Message

RFC 3775 requires that the sequence nunber in the Binding Update
nessage be larger than that in the previous valid Binding Update
nessage for a particular nobile node. However, if the increnent of
the sequence nunber in the hone or correspondent Binding Update
nessage is fixed (for exanple, the sequence nunber is sequentially
increased), it is possible for eavesdroppers on the MN-HA or M\-CN
path to identify a sequence of Binding Update nessages that are from
the same nobile node and to track the nobil e node’s novenent. One
possi bl e solution is that the nobile node randoni zes the increnent of
the sequence nunber used in subsequent Binding Update nessages. The
algorithmto generate randommess is inplenentation specific. It can
be, for example, any random number generator. Note that such an
algorithmis not needed when the sequence nunber is encrypted, for
exanpl e, when the hone Bi nding Update nessage is protected by an

| Psec tunnel nobde security association

A 7. Miltiple Concurrent Sessions

It is possible for (colluded) eavesdroppers to correlate the nobile
node’s different sessions with the same or different correspondent
nodes, for exanple, based on the sanme pseudo hone address and/or the
same care-of address. A possible solution is to use different pseudo
home addresses and different care-of addresses in different sessions.
Note that the nobile node nay al so use the same pseudo hone address
with different correspondent nodes, if the pseudo honme address is
masked by different privacy managenent keys generated during the
return routability procedure with different correspondent nodes. In
this way, the encrypted pseudo hone addresses used with different
correspondent nodes | ook different to eavesdroppers.
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A. 8. Summary

As di scussed above, there exist nultiple means for eavesdroppers to
correl ate observed activities. For example, some IP fields, which
contain certain constant values and remain unchanged for a long tine,
al | ow eavesdroppers to identify and Iink the nobile node’s activities
determnistically. Qher nmeans may be | ess reliable when used for
traffic analysis and correl ation; neverthel ess, they provide
additional hints to malicious attackers.

The solution to the profiling attack is to update certain IP fields
periodically. Generally, the nore frequently, the higher the
probability that the profiling attack is resisted and al so the higher
the cost in ternms of communicati on and processi ng over heads and
conplexity. As eavesdroppers can profile activities based on
multiple fields, it may not be cost-effective to update some fields
nore frequently than others. Furthernmore, it may reduce sone
overheads, if all the related IP fields are updated together with the
sanme frequency.

The profiling attack is a conplicated issue. A conplete solution

woul d have to consider tradeoffs of many different factors, such as
conpl exity, effectiveness, and efficiency.
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