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Abst r act

Thi s docunent describes the conventions for using the Secure Hash

Al gorithm (SHA) nessage digest algorithnms (SHA-224, SHA-256, SHA- 384,
SHA-512) with the Cryptographic Message Syntax (CVM5). It also

descri bes the conventions for using these algorithnms with the CM5 and
the Digital Signature Al gorithm (DSA), Rivest Shamr Adl eman (RSA)
and Elliptic Curve DSA (ECDSA) signature algorithnms. Further, it
provi des SM MECapabilities attribute values for each al gorithm
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1. Introduction

Thi s docunent specifies the algorithmidentifiers and specifies
paranmeters for the message digest algorithnms SHA-224, SHA-256

SHA- 384, and SHA-512 for use with the Cryptographi c Message Synt ax
(CvB) [RFC5652]. The nessage digest algorithms are defined in [ SHS]
and reference code is provided in [RFC4634].

Thi s docunent al so specifies the algorithmidentifiers and paraneters
for use of SHA-224, SHA-256, SHA-384, and SHA-512 with DSA [DSS], RSA
( RSASSA- PKCS1-v1 _5) [ RFC3447], and ECDSA [DSS].

Thi s docunent does not define new identifiers; they are taken from
[ RFC3874], [RFC4055], and [ RFC5758]. Additionally, the paraneters
foll ow the conventions specified therein. Therefore, there is no
Abstract Syntax Notation One (ASN. 1) nodule included in this
docunent .
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Not e that [ RFC4231] specifies the conventions for the nessage
aut hentication code (MAC) al gorithnms: Hashed MAC (HVAC) with SHA-224,
HVAC wi t h SHA- 256, HVAC with SHA-384, and HVAC with SHA-512.

In the CM5, the various algorithmidentifiers use the
Al gorithm dentifier syntax, which is included here for convenience:

Algorithmdentifier ::= SEQUENCE ({
al gorithm OBJECT | DENTI FI ER,
parameters ANY DEFI NED BY al gorithm OPTI ONAL }

Thi s docunent al so specifies the SM MeECapabilities attribute val ues
[ RFC5751] for each algorithm The val ues provided are for the
SM MECapabi lity field, which is included here for convenience:

SM MECapabi lity ::= SEQUENCE {
capabilityl D OBJECT | DENTI FI ER,
par anmet ers ANY DEFI NED BY capabilityl D OPTI ONAL }

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Message Digest A gorithms

Digest algorithmidentifiers are located in the SignedData
digestAlgorithms field, the Signerinfo digestAlgorithmfield, the
Di gestedData di gestAlgorithmfield, and the AuthenticatedData
digestAlgorithmfield. The object identifiers are taken from

[ RFC4055] .

Di gest values are located in the DigestedData digest field and the
Message Digest authenticated attribute. In addition, digest val ues
are input to signature algorithns.

The digest algorithmidentifiers use the Algorithm dentifier syntax
el aborated upon in Section 1.

The algorithmfield and SM MECapabilities attribute are discussed in
Sections 2.1-2.4 for each nessage digest algorithm Section 3

provi des sonme signatures that use SHA2 al gorithns. Consult the
signature algorithmdefinitions for the procedures to conpute the

di gest values (i.e., Digestlnfo).
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The Algorithm dentifier paraneters field is OPTI ONAL

| mpl enment ati ons MUST accept SHA2 Al gorithmdentifiers with absent
parameters. | nplenentati ons MIUST accept SHA2 Al gorithm dentifiers
with NULL parameters. |nplenmentati ons MUST generate SHA2

Al gorithm dentifiers with absent paraneters.

NOTE: There are two possi ble encodings for the Al gorithm dentifier
paranmeters field associated with these object identifiers. The two
alternatives arise fromthe | oss of the OPTIONAL associated with the
algorithmidentifier paraneters when the 1988 syntax for

Algorithm dentifier was translated into the 1997 syntax. Later, the
OPTI ONAL was recovered via a defect report, but by then nmany people
t hought that al gorithm paraneters were mandatory. Because of this
hi story, some inplenmentations encode paraneters as a NULL el enent
while others onmit thementirely. The correct encoding is to onmit the
paraneters field; however, when sone uses of these algorithns were
defined, it was done using the NULL paraneters rather than absent
paraneters. For exanple, PKCS#1 [ RFC3447] requires that the padding
used for RSA signatures (EVBA-PKCS1-v1l 5) MJST use SHA2

Al gorithm dentifiers with NULL paranmeters (to clarify, the

requi renent "MJST generate SHA2 Algorithmdentifiers with absent
parameters"” in the previous paragraph does not apply to this

paddi ng) .

2.1. SHA-224

The SHA- 224 message digest algorithmis defined in [SHS]. The
algorithmidentifier for SHA-224 is:

i d-sha224 OBJECT | DENTIFIER :: = {

joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)

csor(3) nistalgorithm4) hashal gs(2) 4}
The paranmeters are as specified in the begi nning of Section 2.
The SM MECapabilities attribute value indicates support for SHA-224
in a SEQIENCE with the capabilitylD field containing the object
identifier id-sha224 with absent parameters. The DER encodi ng for
this SM MECapability is:

i d-sha224: 30 Ob 06 09 60 86 48 01 65 03 04 02 04
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2.2. SHA-256

The SHA- 256 message digest algorithmis defined in [SHS]. The
algorithmidentifier for SHA-256 is:

i d-sha256 OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}
The paranmeters are as specified in the begi nning of Section 2.
The SM MECapabilities attribute val ue indicates support for SHA-256
in a SEQIENCE with the capabilitylD field containing the object
identifier id-sha256 with absent paranmeters. The DER encoding for
this SM MECapability value is:
i d-sha256: 30 Ob 06 09 60 86 48 01 65 03 04 02 01
2.3. SHA-384

The SHA- 384 nmessage digest algorithmis defined in [SHS]. The
algorithmidentifier for SHA-384 is:

i d-sha384 OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 2}
The paranmeters are as specified in the begi nning of Section 2.
The SM MECapabilities attribute val ue indicates support for SHA-384
in a SEQIENCE with the capabilitylD field containing the object
identifier id-sha384 with absent parameters. The DER encodi ng for
this SM MECapability value is:
i d-sha384: 30 Ob 06 09 60 86 48 01 65 03 04 02 02
2.4. SHA-512

The SHA-512 message digest algorithmis defined in [SHS]. The
algorithmidentifier for SHA-512 is:

i d-sha512 OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm(4) hashal gs(2) 3 }

The paranmeters are as specified in the begi nning of Section 2.
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The SM MECapabilities attribute value indicates support for SHA-384
in a SEQUIENCE with the capabilitylD field containing the object
identifier id-sha384 with absent parameters. The DER encoding for
this SM MECapability value is:

i d-sha512: 30 Ob 06 09 60 86 48 01 65 03 04 02 03
3. Signature Al gorithns

Thi s section specifies the conventions enpl oyed by CMS
i mpl enent ati ons that support DSA, RSA, and ECDSA with SHA2
al gorithns.

Signature algorithmidentifiers are located in the Signerlnfo
signatureAlgorithmfield of SignedData. Al so, signature algorithm
identifiers are located in the Signerinfo signatureAl gorithmfield of
countersignature attributes.

Signature values are located in the Signerinfo signature field of
Si gnedData. Al so, signature values are located in the Signerinfo
signature field of countersignature attributes.

3.1. DSA

[ RFC3370], Section 3.1, specifies the conventions for DSA with SHA-1
public key algorithmidentifiers, paranmeters, public keys, and
signature values. DSA with SHA2 al gorithms uses the same conventions
for these public key algorithmidentifiers, paraneters, public keys,
and signature values. DSA MAY be used with SHA-224 and SHA-256. The
object identifiers are taken from [ RFC5758].

DSA has not been specified with SHA-384 and SHA-512. SHA-384 and
SHA-512 are not supported because the maximumbit |length of p
(specified as L) is 3072 for DSA. For consistent cryptographic
strength, SHA-384 would be used with DSA where L is 7680, and SHA-512
woul d be used with DSA where L is 15360.

The algorithmidentifier for DSA with SHA-224 signature values is:
i d-dsa-wi t h-sha224 OBJECT IDENTIFIER ::= {
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithns(4) id-dsa-with-sha2(3) 1}
The algorithmidentifier for DSA with SHA-256 signature values is:
i d-dsa-wi t h-sha256 OBJECT IDENTIFIER ::= {

joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithns(4) id-dsa-wth-sha2(3) 2}
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When either of these algorithmidentifiers is used, the
Al gorithm dentifier parameters field MIST be absent.

The SM MECapabilities attribute val ue indicates support for one of
the DSA signature algorithns in a SEQUENCE with the capabilitylD
field containing the object identifier id-dsa-with-sha* (where * is
224 or 256) with absent paraneters. The DER encodi ngs for these
SM MECapabi lity val ues are:

i d-dsa-with-sha224: 30 Ob 06 09 60 86 48 01 65 03 04 03 01
i d-dsa-with-sha256: 30 Ob 06 09 60 86 48 01 65 03 04 03 02
3.2. RSA

[ RFC3370], Section 3.2, specifies the conventions for RSA with SHA-1
(RSASSA- PKCS1-v1 5) public key algorithmidentifiers, paraneters,
public keys, and signature values. RSA with SHA2 al gorithns uses the
sanme conventions for these public key algorithmidentifiers,
paraneters, public keys, and signature values. RSA
( RSASSA- PKCS1-v1_5) [ RFC3447] MAY be used with SHA-224, SHA-256
SHA- 384, or SHA-512. The object identifiers are taken from
[ RFC4055] .
The object identifier for RSA with SHA-224 signature val ues is:

sha224W t hRSAEncrypti on OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 14 }

The object identifier for RSA with SHA-256 signature val ues is:

sha256W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 11}

The object identifier for RSA with SHA-384 signature val ues is:

sha384W t hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 12 }

The object identifier for RSA with SHA-512 signature val ues is:

sha512Wt hRSAEncryption OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1) pkes-1(1) 13 }
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3.

When any of these four object identifiers appears within an
Al gorithm dentifier, the paraneters MJST be NULL. | nplenentations
MUST accept the paraneters being absent as well as present.

The SM MECapabilities attribute val ue indicates support for one of
the DSA signature algorithns in a SEQUENCE with the capabilitylD
field containing the object identifier sha*WthRSAEncryption (where *
is 224, 256, 384, or 512) with NULL paraneters. The DER encodi ngs
for these SM MECapability val ues are:

sha224W t hRSAEncryption: 30 0d 06 09 2a 86 48 86 f7 0d 01 01 Oe
05 00

sha256W t hRSAEncryption: 30 0d 06 09 2a 86 48 86 f7 0d 01 01 Ob
05 00

sha384W t hRSAEncryption: 30 0d 06 09 2a 86 48 86 f7 0d 01 01 Cc
05 00

sha512W t hRSAEncryption: 30 0d 06 09 2a 86 48 86 f7 0d 01 01 Od
05 00

ECDSA
[ RFC5753], Section 2.1, specifies the conventions for ECDSA with
SHA-* (where * is 1, 224, 256, 384, or 512) public key algorithm
identifiers, parameters, public keys, and signature values. The
object identifiers, which are included bel ow for conveni ence, are
taken from [ RFC5758].
The algorithmidentifier for ECDSA with SHA-224 signature values is:

ecdsa-wi t h- SHA224 OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 1 }

The algorithmidentifier for ECDSA with SHA-256 signature values is:

ecdsa-wi t h- SHA256 OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
us(840) ansi - X9- 62(10045) signatures(4) ecdsa-w th-SHA2(3) 2 }

The algorithmidentifier for ECDSA with SHA-384 signature values is:

ecdsa-wi t h- SHA384 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 3}
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The algorithmidentifier for ECDSA with SHA-512 signature values is:

ecdsa-wi th- SHA512 OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 4 }

When any of these four object identifiers appears within an
Algorithmdentifier, the paraneters field MIUST be absent. That is,
the Algorithm dentifier SHALL be a SEQUENCE of one conponent: the OD
ecdsa-wi t h- SHA224, ecdsa-w t h- SHA256, ecdsa-wi t h- SHA384, or ecdsa-

wi t h- SHA512.

The SM MECapabilities attribute val ue indicates support for one of
the ECDSA signature algorithms in a SEQUENCE with the capabilitylD
field containing the object identifier ecdsa-wth-SHAL* (where * is
224, 256, 384, or 512) with absent paranmeters. The DER encodi ngs for
these SM MECapability val ues are:
ecdsa-wi t h- SHA224: 30 Oa 06 08 2a 86 48 ce 3d 04 03 01
ecdsa-wi t h- SHA256: 30 Oa 06 08 2a 86 48 ce 3d 04 03 02
ecdsa-wi th- SHA384: 30 Oa 06 08 2a 86 48 ce 3d 04 03 03
ecdsa-with- SHA512: 30 Oa 06 08 2a 86 48 ce 3d 04 03 04
4. Security Considerations
The security considerations in [RFC3370], [RFC3874], [RFC4055],
[ RFC5753], and [ RFC5758] apply. No new security considerations are
i ntroduced as a result of this specification
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