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Abst ract

The | TU-T has defined an architecture and requirenents for operating
an Automatically Switched Optical Network (ASON).

The Generalized Miultiprotocol Label Switching (GVWPLS) protocol suite
is designed to provide a control plane for a range of network
technol ogi es including optical networks such as tine division

mul tiplexing (TDM networks including SONET/ SDH and Optical Transport
Net wor ks (OTNs), and | anbda switching optical networks.

The requirenents for GWPLS routing to satisfy the requirements of
ASON routing, and an eval uation of existing GWLS routing protocols
are provided in other docunments. This docunent defines extensions to
the OSPFv2 Link State Routing Protocol to nmeet the requirenments for
routing in an ASON

Note that this work is scoped to the requirenents and eval uation
expressed in RFC 4258 and RFC 4652 and the | TU-T Recomendati ons
current when those docunents were witten. Future extensions of
revisions of this work may be necessary if the | TU-T Reconmendati ons
are revised or if newrequirenments are introduced into a revision of
RFC 4258.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
conmunity. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
comunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all documents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.
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I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5787

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunent. Code Conponents extracted fromthis docurment rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Generalized Miultiprotocol Label Switching (GWLS) [RFC3945]
protocol suite is designed to provide a control plane for a range of
networ k technol ogi es including optical networks such as time division
nmul tiplexing (TDM networks including SONET/ SDH and Optical Transport
Net wor ks (OTNs), and | anbda swi tching optical networks.

The I TU-T defines the architecture of the Automatically Sw tched
Optical Network (ASON) in [ G 8080].

[ RFC4258] details the routing requirenments for the GWPLS suite of
routing protocols to support the capabilities and functionality of
ASON control planes identified in [G7715] and in [G 7715.1].

[ RFC4652] evaluates the I ETF Link State routing protocols against the
requirenments identified in [RFC4258]. Section 7.1 of [RFC4652]
sunmari zes the capabilities to be provided by OSPFv2 [ RFC2328] in
support of ASON routing. This docunent details the OSPFv2 specifics
for ASON routing.

Multi-1layer transport networks are constructed fromnultiple networks
of different technol ogies operating in a client-server relationship
The ASON routing nodel includes the definition of routing |evels that
provide scaling and confidentiality benefits. In multi-Ileve

routing, dommins called routing areas (RAs) are arranged in a

hi erarchical relationship. Note that as described in [ RFC4652] there
is no inplied relationship between multi-layer transport networks and
multi-level routing. The nulti-level routing mechani sms described in
this docunment work for both single-layer and nulti-Ilayer networks.

| mpl enent ati ons nmay support a hierarchical routing topology (nulti-
level) for nmultiple transport network |ayers and/or a hierarchica
routing topology for a single transport network |ayer.

Thi s docunent details the processing of the generic (technol ogy-

i ndependent) link attributes that are defined in [ RFC3630],

[ RFC4202], and [ RFC4203] and that are extended in this document. As
detailed in Section 4.2, technol ogy-specific traffic engineering
attributes (and their processing) may be defined in other docunents
that conpl enent this docunent.

Note that this work is scoped to the requirenents and eval uation
expressed in [ RFC4258] and [ RFC4652] and the | TU-T Recommendati ons
current when those docunents were witten. Future extensions of
revisions of this work may be necessary if the | TU-T Recomendati ons
are revised or if newrequirenents are introduced into a revision of
[ RFC4258] .
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This docunent is classified as Experinmental. Significant changes to
routing protocols are of concern to the stability of the Internet.
The extensions described in this docunent are intended for cautious
use in self-contained environments. The objective is to determ ne
whet her these extensions are stable and functional, whether there is
a demand for inplementation and depl oynent, and whet her the

ext ensi ons have any inpact on existing routing protocol deploynents.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is assuned to be famliar with the term nol ogy and
requi renents devel oped in [ RFC4258] and the eval uati on out cones
detailed in [ RFC4652].

General ASON terminology is provided in Appendix A ASON routing
term nol ogy is described in Appendix B

2. Routing Areas, OSPF Areas, and Protocol Instances

An ASON routing area (RA) represents a partition of the data plane,
and its identifier is used within the control plane as the
representation of this partition

RAs are arranged in hierarchical |evels such that any one RA may
contain multiple other RAs, and is wholly contained by a single RA
Thus, an RA may contain smaller RAs inter-connected by links. The
l[imt of the subdivision results in an RA that contains just two sub-
net wor ks i nterconnected by a single link

An ASON RA can be mapped to an OSPF area, but the hierarchy of ASON
RA | evel s does not map to the hierarchy of OSPF routing areas.

I nst ead, successive hierarchical |evels of RAs MUST be represented by
separate instances of the protocol. Thus, inter-level routing

i nformati on exchange (as described in Section 6) involves the export
and inport of routing information between protocol instances.

An ASON RA may therefore be identified by the combination of its OSPF
instance identifier and its OSPF area identifier. Wth proper and
careful network-w de configuration, this can be achi eved using just
the OSPF area identifier, and this process is RECOWENDED in this
docunent. These concepts and the subsequent handling of network
reconfiguration is discussed in Section 6.
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3.

3.

Reachability

In order to advertise bl ocks of reachabl e address prefixes, a
summari zati on nechanismis introduced that conplements the techniques
descri bed in [RFC5786] .

Thi s extension takes the formof a network mask (a 32-bit nunber

i ndi cating the range of |IP addresses residing on a single IP

net wor k/ subnet). The set of |ocal addresses is carried in an OSPFv2
TE LSA Node Attribute TLV (a specific sub-TLV is defined per address
famly, i.e., IPv4d and I Pv6, used as network-unique identifiers).

The proposed solution is to advertise the |local address prefixes of a
router as new sub-TLVs of the (OSPFv2 TE LSA) Node Attribute top-
| evel TLV. This docunent defines the follow ng sub-TLVs:

- Node 1 Pv4 Local Prefix sub-TLV: Length: variable
- Node 1 Pv6 Local Prefix sub-TLV: Length: variable

1. Node | Pv4 Local Prefix Sub-TLV

The Type field of the Node I Pv4 Local Prefix sub-TLV is assigned a
value in the range 32768-32777 agreed to by all participants in the
experiment. The Value field of this sub-TLV contains one or nore

| ocal 1 Pv4 prefixes. The Length is neasured in bytes and, as defined
in [ RFC3630], reports the length in bytes of the Value part of the
sub-TLV. It is set to 8 x n, where n is the nunber of |ocal |Pv4
prefixes included in the sub-TLV.

The Node |1 Pv4 Local Prefix sub-TLV has the followi ng fornat:

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Length (8 x n) |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| Net wor k Mask 1
s S S i I S R R e h T Tk e S S S o T S
| | Pv4 Address 1
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| |
/1 /1

B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| Net wor k Mask n
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| | Pv4 Address n
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
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Network mask i: A 32-bit nunber indicating the |IPv4 address nmask for
the ith advertised destination prefix.

Each <Network mask, |Pv4 Address> pair listed as part of this sub-TLV
represents a reachabl e destination prefix hosted by the adverti sing
Router I|D.

The | ocal addresses that can be | earned from Opaque TE LSAs (that is,
the router address and TE interface addresses) SHOULD NOT be
advertised in the node | Pv4 Local Prefix sub-TLV.

3.2. Node |Pv6 Local Prefix Sub-TLV

The Type field of the Node I Pv6 Local Prefix sub-TLV is assigned a
val ue in the range 32768-32777 agreed to by all participants in the
experiment. The Value field of this sub-TLV contains one or nore

| ocal 1Pv6 prefixes. |1Pv6 Prefix representation uses [RFC5340],
Section A 4.1.

The Node | Pv6 Local Prefix sub-TLV has the followi ng fornat:
0 1 2 3

01234567890123456789012345678901
i T S S s S S S S i S

| Type | Lengt h |
I i i i S i it S
| PrefixLength | PrefixOptions | (0) |

T S T ST S S e T T S S S S S

| Pv6 Address Prefix 1

/ 11

S i i S S it Hp R
PrefixLength | PrefixOptions | (0)
i i S s i i S i i it S N it it SRS SR S SR

|
|
|
|
T o ik ik T TR e S S T i it S TR T e S e e it i
|
|
|
_ |
| Pv6 Address Prefix n
|
|

|
|
|
|
+
|
/
|
+
|
+
|
|
|
|
T T S S T T T i T s
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Length reports the length of the Value part of the sub-TLV in bytes.
It is set to the sumover all of the local prefixes included in the
sub-TLV of (4 + (nunber of 32-bit words in the prefix) * 4).

The encodi ng of each prefix potentially using fewer than four 32-bit
words is described bel ow.

PrefixLength: Length in bits of the prefix.

PrefixOptions: 8-bit field describing various capabilities
associated with the prefix (see [RFC5340], Section A 4.2).

| Pv6 Address Prefix i: The ith IPv6 address prefix in the |ist.
Each prefix is encoded in an even nultiple of 32-bit words using
the fewest pairs of 32-bit words necessary to include the entire
prefix. Thus, each prefix is encoded in either 64 or 128 bits
with trailing zero bit paddi ng as necessary.

The | ocal addresses that can be |earned fromTE LSAs, i.e., router
address and TE interface addresses, SHOULD NOT be advertised in the
node | Pv6 Local Prefix sub-TLV.

4. Link Attribute

[ RFC4652] provides a nap between link attributes and characteristics
and their representation in sub-TLVs of the top-level Link TLV of the
Opaque TE LSA [ RFC3630] and [ RFC4203], with the exception of the

| ocal adaptation (see below). Advertisenent of this information
SHOULD be supported on a per-layer basis, i.e., one Qpaque TE LSA per
swi tching capability (and per bandw dth granularity, e.g., |ow order
virtual container and hi gh-order virtual container).

4.1. Local Adaptation

Local adaptation is defined as a TE link attribute (i.e., sub-TLV)
that describes the cross/inter-layer rel ationships.

The Interface Switching Capability Descriptor (1SCD) TE Attribute

[ RFC4202] identifies the ability of the TE link to support cross-
connection to another link within the same |ayer, and the ability to
use a locally term nated connection that belongs to one |layer as a
data |link for another |ayer (adaptation capability). However, the

i nfornmati on associated with the ability to term nate connections
within that layer (referred to as the termination capability) is
enbedded with the adaptation capability.
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4.

5.

5.

For instance, a |link between two optical cross-connects will contain
at least one | SCD attribute describing the | anbda swi tchi ng capabl e
(LSC) switching capability; whereas a |ink between an optical cross-
connect and an IP/MPLS LSRwill contain at |least two | SCD attri butes:
one for the description of the LSC term nation capability and one for
the packet swi tching capable (PSC) adaptation capability.

In OSPFv2, the Interface Switching Capability Descriptor (1SCD) is a
sub-TLV (of type 15) of the top-level Link TLV (of type 2) [RFC4203].

The adaptation and term nation capabilities are advertised using two
separate | SCD sub-TLVs within the sane top-level Link TLV.

Per [ RFC4202] and [ RFC4203], an interface MAY have nore than one | SCD
sub-TLV. Hence, the correspondi ng adverti sements shoul d not result
in any conpatibility issues.

Further refinenment of the |1SCD sub-TLV for multi-layer networks is
out side the scope of this docunent.

2. Bandwi dth Accounting

GWPLS routing defines an Interface Switching Capability Descriptor

(1 SCD) that delivers, anobng other things, information about the
(maxi mun? m ni mun) bandwi dth per priority that a Label Sw tched Path
(LSP) can nmake use of. Per [RFC4202] and [ RFC4203], one or nore | SCD
sub- TLVs can be associated with an interface. This information,

conbi ned with the Unreserved Bandw dth (sub-TLV defined in [ RFC3630],
Section 2.5.8), provides the basis for bandw dth accounti ng.

In the ASON context, additional infornmation may be included when the
representation and information in the other advertised fields are not
sufficient for a specific technology (e.g., SDH). The definition of
technol ogy-specific information elements is beyond the scope of this
docunent. Some technologies will not require additional information
beyond what is already defined in [ RFC3630], [RFC4202], and

[ RFC4203] .

Routing I nformation Scope
1. Term nol ogy and Identification

The definition of short-hand term nol ogy introduced in [ RFC4652] is
repeated here for clarity.

- Pi is a physical (bearer/data/transport plane) node.
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- Li is alogical control plane entity that is associated to a single
data plane (abstract) node. Each Li is identified by a unique TE
Router ID. The latter is a control plane identifier, defined as
the Router Address top-level TLV of the Type 1 TE LSA [ RFC3630] .

Not e: The Router Address top-level TLV definition, processing, and
usage remain per [RFC3630]. This TLV specifies a stable |IP address
of the advertising router (Ri) that is always reachable if there is
any | P connectivity to it (e.g., via the Data Conmuni cati on

Net wor k) . Moreover, each advertising router advertises a unique,
reachabl e I P address for each Pi on behalf of which it nakes
adverti senments.

- R is alogical control plane entity that is associated to a
control plane "router". The latter is the source for topol ogy
information that it generates and shares with other control plane
"routers”. The R is identified by the (advertising) Router ID
(32-bit) [RFC2328].

The Router ID, which is represented by R and which corresponds to
the RC- 1D [ RFC4258], does not enter into the identification of the
| ogical entities representing the data pl ane resources such as
links. The Routing Database (RDB) is associated to the Ri.

Note: Aside fromthe Li/Pi mappings, these identifiers are not
assumed to be in a particular entity relationship except that the Ri
may have multiple Lis in its scope. The relationship between Ri and
Li is sinple at any nonment in time: an Li may be advertised by only
one R at any time. However, an R may advertise a set of one or
nore Lis. Hence, the OSPFv2 routing protocol nust support a single
Ri advertising on behalf of nobre than one Li

5.2. Link Advertisement (Local and Renpte TE Router |D Sub-TLV)

A Router ID (Ri) advertising on behalf multiple TE Router IDs (Lis)
creates a 1: N relationship between the Router ID and the TE Router

ID. As the link local and Iink renpote (unnunbered) ID association is
not uni que per node (per Li unicity), the advertisenent needs to
indicate the renote Lj value and rely on the initial discovery
process to retrieve the [Li;Lj] relationship. 1In brief, as
unnunmbered |inks have their ID defined on a per-Li basis, the renote
Lj needs to be identified to scope the link renote IDto the |oca

Li. Therefore, the routing protocol MJST be able to di sanbiguate the
advertised TE links so that they can be associated with the correct
TE Router 1D
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For this purpose, a new sub-TLV of the (OSPFv2 TE LSA) top-level Link
TLV is introduced that defines the Local and Renote TE Router |D.

The Type field of the Local and Renote TE Router ID sub-TLV is
assigned a value in the range 32768-32777 agreed to by al
participants in the experinent. The Length field takes the value 8.
The Value field of this sub-TLV contains 4 octets of the Local TE
Router Identifier followed by 4 octets of the Renote TE Router
Identifier. The value of the Local and Renote TE Router Identifier
SHOULD NOT be set to O.

The format of the Local and Renote TE Router | D sub-TLV is:

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Type | Length (8) |
B T s i I S e i S i i S S e S

| Local TE Router ldentifier

s S S i I S R R e h T Tk e S S S o T S
| Renote TE Router ldentifier

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

This sub-TLV is only required to be included as part of the top-I|eve
Link TLV if the Router IDis advertising on behalf of nore than one
TE Router ID. In any other case, this sub-TLV SHOULD be onitted
except if the operator plans to start off with 1 Li and progressively
add nore Lis (under the same Ri) such as to maintain consistency.

Note: The Link ID sub-TLV that identifies the other end of the |ink
(i.e., Router ID of the neighbor for point-to-point |inks) MJST
appear exactly once per Link TLV. This sub-TLV MJST be processed as
defined in [ RFC3630].

5.3. Reachability Advertisenent (Local TE Router |D sub-TLV)
When the Router IDis advertised on behalf of multiple TE Router |Ds
(Lis), the routing protocol MJST be able to associate the advertised
reachability information with the correct TE Router ID.
For this purpose, a new sub-TLV of the (OSPFv2 TE LSA) top-level Node

Attribute TLV is introduced. This TLV associates the |ocal prefixes
(see above) to a given TE Router ID
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The Type field of the Local TE Router ID sub-TLV is assigned a val ue
in the range 32768-32777 agreed to by all participants in the
experiment. The Length field takes the value 4. The Value field of
this sub-TLV contains the Local TE Router Identifier [RFC3630]
encoded over 4 octets.

The format of the Local TE Router |D sub-TLV is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Type | Length (4) |
s S S o T i i S S i (i

| Local TE Router Identifier
R Rt i i i i e T I I S S S R i e S R e e i s o

This sub-TLV is only required to be included as part of the Node
Attribute TLV if the Router IDis advertising on behalf of nore than
one TE Router ID. In any other case, this sub-TLV SHOULD be onitted.

6. Routing Information Di ssemn nation

An ASON routing area (RA) represents a partition of the data plane,
and its identifier is used within the control plane as the
representation of this partition. An RA nay contain snaller RAs
inter-connected by links. The limt of the subdivision results is an
RA that contains two sub-networks interconnected by a single Iink.
ASON RA | evels do not reflect routing protocol |evels (such as OSPF
areas).

Successive hierarchical |evels of RAs can be represented by separate
i nstances of the protocol.

Routing controllers (RCs) supporting RAs di ssem nate information
downward and upward in this hierarchy. The vertical routing

i nformation di ssem nati on nmechani sns described in this section do not
i ntroduce or inply a new OSPF routing area hierarchy. RCs supporting
RAs at nmultiple levels are structured as separate OSPF instances with
routing information exchanges between | evels described by inport and
export rul es operating between OSPF instances.

The inplication is that an RC that perforns inport/export of routing

i nformati on as described in this docunent does not inplenent an Area
Border Router (ABR) functionality.
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6.1. Inport/Export Rules

RCs supporting RAs di ssemi nate information upward and downward in the
hi erarchy by inmporting/exporting routing information as Opaque TE
LSAs (Opaque Type 1) of LS Type 10. The information that MAY be
exchanged between adjacent |evels includes the Router Address, Link
and Node Attribute top-level TLVs.

The Opaque TE LSA inport/export rules are governed as follows:

- If the export target interface is associated with the same RA as is
associated with the inport interface, the Qpaque LSA MUST NOT be
i mported.

- If a match is found between the advertising Router IDin the header
of the received Opaque TE LSA and one of the Router |Ds bel onging
to the RA of the export target interface, the Opaque LSA MJST NOT
be i nmport ed.

- If these two conditions are not nmet, the Opaque TE LSA MAY be
i mported according to local policy. |If inported, the LSA MAY be
di ssem nated according to | ocal policy. |If dissem nated, the
normmal OSPF flooding rules MIST be foll owed and the adverti sing
Router I D MUST be set to the inmporting router’s Router |D.

The inported/ exported routing information content MAY be transforned
e.g., filtered or aggregated, as long as the resulting routing
information is consistent. In particular, when nore than one RCis
bound to adjacent |evels and both are allowed to inport/export
routing information, it is expected that these transformations are
perfornmed in a consistent nanner. Definition of these policy-based
nmechani sns i s outside the scope of this docunent.

In practice, and in order to avoid scalability and processing
overhead, routing information inported/exported downward/ upward in
the hierarchy is expected to include reachability information (see
Section 3) and, upon strict policy control, |ink topol ogy

i nfornmation.

6.2 Di scovery and Sel ection

6.2.1. Upward Discovery and Sel ection
In order to discover RCs that are capable of dissem nating routing
i nformation up the routing hierarchy, the follow ng capability
descriptor bit is set in the OSPF Router Information Experinenta

Capabilities TLV (see Section 6.2.3) carried in the Router
I nformati on LSA ([ RFC4970]).
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- Ubit: Wen set, this flag indicates that the RC is capabl e of
di ssem nating routing information upward to the adjacent |evel.

In the case that multiple RCs are advertised fromthe same RA with
their Ubit set, the RCwith the highest Router ID, ampong those RCs
with the U bit set, SHOULD be selected as the RC for upward

di ssem nation of routing information. The other RCs MJST NOT
participate in the upward di ssem nation of routing information as

I ong as the Opaque LSA information corresponding to the highest
Router I D RC does not reach MaxAge. This nechani sm prevents nore
than one RC advertising routing information upward in the routing
hi erarchy fromthe sane RA

Note that if the information to allow the selection of the RC that
will be used to dissemnate routing information up the hierarchy from
a specific RA cannot be discovered automatically, it MJST be manual |y
confi gur ed.

Once an RC has been selected, it remains unnodified even if an RC
with a higher Router IDis introduced and advertises its capability
to disseminate routing informati on upward the adjacent level (i.e., U
bit set). This hysteresis mechani smprevents from di sturbing the
upward routing information di ssem nati on process in case, e.g., of

fl appi ng.
6.2.2. Downward Di scovery and Sel ection

The sane di scovery nechanismis used for selecting the RC responsible
for dissem nation of routing information downward in the hierarchy.
However, an additional restriction MJST be applied such that the RC
sel ection process takes into account that an upper |evel may be

adj acent to one or nore lower (RA) levels. For this purpose, a
specific TLV indexing the (lower) RA ID to which the RCs are capable
of dissem nating routing information is needed.

The Downstream Associated RAID TLV is carried in the OSPF Router
Informati on LSA [ RFC4970]. The Type field of the Downstream
Associated RA ID TLV is assigned a value in the range 32768-32777
agreed to by all participants in the experinent. The Length of this
TLV is n x 4 octets. The Value field of this sub-TLV contains the
list of Associated RA IDs. Each Associated RA ID value is encoded
following the OSPF area ID (32 bits) encoding rules defined in

[ RFC2328] .
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The format of the Downstream Associated RA ID TLV is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Type | Length (4 x n) |
e b i T T e T S s S R S e T O i i Tk i RIS S S

| Associated RA 1D 1

R T i T e e i T S L e e e i T St R S S S S s e I S R
I I

/1 - /1

T i S T i i S i S S I S
| Associated RA ID n
T S ks S T s S S R S

To di scover RCs that are capable of dissem nating routing informtion
downward through the routing hierarchy, the follow ng capability
descriptor bit is set in the OSPF Router |Infornation Experinenta
Capabilities TLV (see Section 6.2.3) carried in the Router

I nformati on LSA ([ RFC4970]).

Note that the Downstream Associated RA I D TLV MIST be present when
the D bit is set.

- Dbit: when set, this flag indicates that the RC is capabl e of
di ssem nating routing informati on downward to the adjacent |evels.

If multiple RCs are advertised for the same Associated RAID, the RC
with the highest Router ID, anbng the RCs with the D bit set, MJST be
sel ected as the RC for downward di ssem nation of routing information.
The other RCs for the same Associated RA ID MJUST NOT participate in
the downward di ssemination of routing information as long as the
Opaque LSA information corresponding to the highest Router |ID RC does
not reach MaxAge. This mechani sm prevents nore than one RC from
advertising routing informati on downward t hrough the routing

hi er ar chy.

Note that if the information to allow the selection of the RC that
will be used to dissemnate routing information down the hierarchy to
a specific RA cannot be discovered automatically, it MJST be manual ly
confi gured.

The OSPF Router information Qpaque LSA (Opaque type of 4, Opaque ID
of 0) and its content, in particular the Router Informationa
Capabilities TLV [ RFC4970] and TE Node Capability Descriptor TLV

[ RFC5073], MJST NOT be re-originated.
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6.2.3. Router Information Experinental Capabilities TLV

A new TLV is defined for inclusion in the Router Information LSA to
carry experinental capabilities because the assignment policy for
bits in the Router Informational Capabilities TLV is "Standards
Action" [RFC5226] prohibiting its use from Experinmental docunents.

The format of the Router Information Experimental Capabilities TLV is
as follows:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Type | Lengt h |
Lk e s e S e Sk i SRR R

| Experi mental Capabilities
B s i S i I i S S S i i

Type A value in the range 32768-32777 agreed to by al
participants in the experinent.

Length A 16-bit field that indicates the | ength of the value
portion in octets and will be a multiple of 4 octets
dependent on the nunber of capabilities adverti sed.
Initially, the length will be 4, denoting 4 octets of
i nformational capability bits.

Val ue A variabl e-1 ength sequence of capability bits rounded to
a multiple of 4 octets padded with undefined bits.

The foll owi ng experinmental capability bits are assigned:

Bit Capabilities
0 The U bit (see Section 6.2.1)
1 The D bit (see Section 6.2.2)

6.3. Loop Prevention

VWen nore than one RC is bound to an adjacent |evel of the hierarchy,
and is configured or selected to redistribute routing informtion
upward and downward, a specific mechanismis required to avoid

| ooping of routing information. Looping is the re-introduction of
routing information that has been advertised fromthe upper |eve

back to the upper level. This specific case occurs, for exanple,
when the RC advertising routing information downward in the hierarchy
is not the sane one that advertises routing upward in the hierarchy.
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When these conditions are net, it is necessary to have a neans by

whi ch an RC receiving an Qpaque TE LSA inported/ exported downward by
an RC associated to the same RA does not inport/export the content of
this LSA back upward into the (same) upper |evel.

Not e that configuration and operational sinplification can be
obt ai ned when both functionalities are configured on a single RC (per
pair of adjacent levels) fulfilling both roles. Figure 1 provides an
exanpl e where such sinplification applies.

RCS5 ------------ RC 6
I I
. RA Y
Upper . kkkkkhkkkk*k kkkkkhkkkk*k .
Layer ... ... *RC la *......... *RC2a *.............
* * * *
............ * RC_1b *. .. L. RC2b *o ..
LOWEI’ . kkkkkkk k% . . kkkkkkk k%
Layer . | . . |
RA 7 | | RA X
RC_3 RC 4

Figure 1. Hi erarchical Environnent (Exanple)

In this case, the procedure described in this section MAY be omitted,
as long as these conditions are permanently guaranteed. 1In all other
cases, W thout exception, the procedure described in this section
MUST be appli ed.

6.3.1. Associated RAID

We need sonme way of filtering the downward/ upward re-originated
Opaque TE LSA.  Per [RFC5250], the information contained in Opaque
LSAs nay be used directly by OSPF. By adding the RA I D associ ated
with the incomng routing information, the | oop prevention problem
can be sol ved.

This additional information, referred to as the Associated RA I D, MAY
be carried in Opaque LSAs that include any of the follow ng top-Ieve
TLVs:

- Router Address top-level TLV

- Link top-level TLV
- Node Attribute top-level TLV
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The Associated RA ID reflects the identifier of the area from which
the routing information is received. For exanple, for a nulti-Ileve
hi erarchy, this identifier does not reflect the originating RAID; it
will reflect the RA fromwhich the routing information is inported.

The Type field of the Associated RA ID sub-TLV is assigned a value in
the range 32768-32777 agreed to by all participants in the
experiment. The sanme val ue MJUST be used for the Type regardl ess of
whi ch TLV the sub-TLV appears in.

The Length of the Associated RAID TLV is 4 octets. The Value field
of this sub-TLV contains the Associated RA ID. The Associated RA ID
val ue is encoded following the OSPF area ID (32 bits) encoding rul es
defined in [ RFC2328].

The format of the Associated RA ID TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
T S T i S S e e R T S
| Type | Length (4) |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Associated RA ID
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

6.3.2. Processing

VWhen fulfilling the rules detailed in Section 6.1, a given Opaque LSA
i s inmported/ exported downward or upward the routing hierarchy, and
the Associated RAID TLV is added to the received Opaque LSA |ist of
TLVs such as to identify the area fromwhich this routing information
has been received.

When the RC adjacent to the | ower or upper routing |evel receives
this Opaque LSA, the following rule is applied (in addition to the
rul e governing the inport/export of Opaque LSAs as detailed in
Section 6.1).

- If a match is found between the Associated RA ID of the received
Opaque TE LSA and the RA ID belonging to the area of the export
target interface, the Qpagque TE LSA MJST NOT be inported.

- Oherw se, this Qpaque LSA MAY be inported and di sseni nated
downward or upward the routing hierarchy foll owi ng the OSPF
fl oodi ng rul es.

Thi s nechani sm ensures that no race condition occurs when the
conditions depicted in Figure 2 are net.
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RC5 ------------- RC 6
| |
RA Y
Upper kkkkkhkkkk*k kkkkkhkkkk*k -
Layer ... ... *RC la *......... *RC2a *.............
* * * *
............ *RC1b *.........* RC2b *............
LOWEI’ kkkkkkkk*k kkkkkkkk*k
Layer | |
| | RA X
RC3---. .. --- RC4

Figure 2. Race Condition Prevention (Exanple)

Assume that RC 1b is configured for exporting routing information
upward toward RA'Y (upward the routing hierarchy) and that RC 2a is
configured for exporting routing information toward RA X (downward
the routing hierarchy).

Assune that routing information advertised by RC 3 would reach RC 4
faster across RA_Y through hierarchy.

If RC2b is not able to prevent frominporting that information, RC 4
may receive that information before the same adverti senent woul d
propagate in RA X (fromRC 3) to RC 4. For this purpose, RC la
inserts the Associated RA X to the inported routing information from
RA X. Because RC 2b finds a match between the Associated RA ID (X
of the received Opaque TE LSA and the ID (X) of the RA of the export
target interface, this LSA MUST NOT be inported.

Resi | i ency

OSPF creates adjacenci es between nei ghboring routers for the purpose
of exchanging routing information. After a neighbor has been

di scovered, bidirectional conmunication is ensured, and a routing
adj acency is fornmed between RCs, |oss of comrunication may result in
partiti oned OSPF areas and so in partitioned RAs.

Consi der for instance (see Figure 2) the case where RC la and RC_1b
are configured for exchangi ng routing information dowward and upward
RAY, respectively, and that RC 2a and RC _2b are not configured for
exchanging any routing infornmation toward RA X. |If the comunication
between RC la and RC 2a is broken (due, e.g., to RC5 - RCG6

conmuni cation failure), RA Y could be partitioned.

In these conditions, it is RECOWENDED that RC 2a be re-configurable
such as to allow for exchanging routing information downward to RA X
This reconfiguration MAY be performed manually or automatically. In
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the latter cases, automatic reconfiguration uses the nechani sm
described in Section 6.2 (forcing MaxAge of the correspondi ng opaque
LSA information in case the originating RC becones unreachabl e).
Manual reconfigurati on MUST be support ed.

6.5. Nei ghbor Rel ationship and Routing Adjacency

It is assunmed that (point-to-point) IP control channels are

provi si oned/ confi gured between RCs bel onging to the sane routing

| evel . Provisioning/configuration techniques are outside the scope
of this docunent.

Once established, the OSPF Hell o protocol is responsible for

est abl i shing and nai ntai ni ng nei ghbor relationships. This protoco
al so ensures that conmunication between nei ghbors is bidirectional
Rout i ng adj acency can subsequently be forned between RCs foll ow ng
mechani sns defined in [ RFC2328] .

6.6 Reconfiguration
This section details the RA ID reconfiguration steps.

Reconfiguration of the RA ID occurs when the RAID is nodified, e.g.
fromvalue Z to value X or Y (see Figure 2).

The process of reconfiguring the RA ID involves:

- Disable the inport/export of routing information fromthe upper and
| ower levels (to prevent any LS information update).

- Change the RAID of the local level RAfrom e.g., Zto Xor Y.
Performa Link State Database (LSDB) checksumon all routers to
verify that LSDBs are consistent.

- Enable inmport of upstream and downstream routing information such
as to re-synchronize local-level LSDBs fromany LS information that
may have occurred in an upper or a lower routing |evel.

- Enabl e export of routing information downstream such as to re-sync
the downstreamlevel with the newly reconfigured RA ID (as part of
the re-adverti sed Opaque TE LSA).

- Enabl e export of routing information upstream such as to re-sync
the upstreamlevel with the newy reconfigured RA ID (as part of
the re-adverti sed Opaque TE LSA)

Note that the re-sync operation needs to be carried out only between
the directly adjacent upper and |ower routing |evels.
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7. OSPFv2 Scalability

- Routing informati on exchange upward/ downward i n the hierarchy
bet ween adj acent RAs SHOULD by default be linmted to reachability
information. |In addition, several transformations such as prefix
aggregati on are RECOVWENDED when al |l owi ng the anount of information
i mported/ exported by a given RC to be decreased wi thout inpacting
consi stency.

- Routing informati on exchange upward/ downward i n the hierarchy
i nvol ving TE attri butes MJST be under strict policy control
Paci ng and m n/max thresholds for triggered updates are strongly
RECOMVENDED.

- The number of routing | evels MJST be maintai ned under strict policy
cont rol

8. Security Considerations

Thi s docunent specifies the contents and processing of Opaque LSAs in
OSPFv2 [ RFC2328]. Opaque TE and Rl LSAs defined in this docunent are
not used for SPF computation, and so have no direct effect on IP
routing. Additionally, ASON routing domains are delimted by the
usual adm ni strative domai n boundari es.

Any nmechani snms used for securing the exchange of nornmal OSPF LSAs can
be applied equally to all Opaque TE and RI LSAs used in the ASON
context. Authentication of OSPFv2 LSA exchanges (such as OSPF
cryptographi c authentication [ RFC2328] and [ RFC5709]) can be used to
secure agai nst passive attacks and provide significant protection
agai nst active attacks. [RFC5709] defines a mechanismfor

aut henti cati ng OSPF packets by maki ng use of the HVAC al gorithmin
conjunction with the SHA fam |y of cryptographic hash functions.

[ RFC2154] adds 1) digital signatures to authenticate OSPF LSA dat a,
2) a certification mechanismfor distribution of routing information,
and 3) a nei ghbor-to-nei ghbor authentication algorithmto protect

| ocal OSPFv2 protocol exchanges.

9. Experinental Code Points
This docunent is classified as Experinental. It defines new TLVs and
sub-TLVs for inclusion in OSPF LSAs. According to the assignnent
policies for the registries of code points for these TLVs and sub-
TLVs, val ues must be assigned fromthe experinental ranges and nust
not be recorded by | ANA or nmentioned in this docunent.

The foll owi ng sections sunmmarize the TLVs and sub-TLVs concer ned.
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9.1. Sub-TLVs of the Link TLV

Thi s docunent defines the follow ng sub-TLVs of the Link TLV carried
in the OSPF TE LSA:

- Local and Renote TE Router |D sub-TLV
- Associated RA ID sub-TLV

The defining text for code point assignment for sub-TLVs of the OSPF
TE Link TLV says ([RFC3630]):

o Types in the range 10-32767 are to be assigned via Standards
Acti on.

o Types in the range 32768-32777 are for experinmental use; these
will not be registered with | ANA, and MJUST NOT be nentioned by
RFCs.

o Types in the range 32778-65535 are not to be assigned at this
time.

That means that the new sub-TLVs must be assigned type val ues from
the range 32768-32777. 1t is a matter for experinental

i npl enentations to assign their own code points, and to agree with
cooperating inplenentations participating in the sane experinents
what val ues to use.

Not e that the sanme value for the Associated RA | D sub-TLV MJST be
used when it appears in the Link TLV, the Node Attribute TLV, and the
Rout er Address TLV.

9.2. Sub-TLVs of the Node Attribute TLV

Thi s docunent defines the follow ng sub-TLVs of the Node Attribute
TLV carried in the OSPF TE LSA

- Node I Pv4 Local Prefix sub-TLV
- Node | Pv6 Local Prefix sub-TLV
- Local TE Router |ID sub-TLV

- Associated RA I D sub-TLV

The defining text for code point assignment for sub-TLVs of the OSPF
Node Attribute TLV says ([RFC5786]):

o Types in the range 3-32767 are to be assigned via Standards
Action.
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o Types in the range 32768-32777 are for experinmental use; these
will not be registered with | ANA, and MJUST NOT be mentioned by
RFCs.

o Types in the range 32778-65535 are not to be assigned at this
time. Before any assignnents can be nade in this range, there
MUST be a Standards Track RFC that specifies | ANA
Consi derations that covers the range being assigned.

That means that the new sub-TLVs nust be assigned type values from
the range 32768-32777. 1t is a matter for experinenta
i npl enentations to assign their own code points, and to agree with

cooperating inplenentations participating in the sane experinents
what val ues to use

Note that the same value for the Associated RA I D sub-TLV MJST be
used when it appears in the Link TLV, the Node Attribute TLV, and the
Rout er Address TLV.

9.3. Sub-TLVs of the Router Address TLV
The OSPF Router Address TLV is defined in [RFC3630]. No sub-TLVs are
defined in that docunent and there is no registry or allocation
policy for sub-TLVs of the Router Address TLV.

Thi s docunent defines the follow ng new sub-TLV for inclusion in the
OSPF Rout er Address TLV:

- Associated RA I D sub-TLV
Note that the sane value for the Associated RA I D sub-TLV MJUST be
used when it appears in the Link TLV, the Node Attribute TLV, and the
Rout er Address TLV. This is consistent with potential for a future
definition of a registry with policies that match the other existing
registries.

9.4. TLVs of the Router Information LSA

Thi s docunent defines two new TLVs to be carried in the Router
| nformati on LSA.

- Downstream Associated RA I D TLV
- Router Information Experinental Capabilities TLV

The defining text for code point assignment for TLVs of the OSPF
Router Information LSA says ([ RFC4970]):

o 1-32767 Standards Action
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o Types in the range 32768-32777 are for experinmental use; these
will not be registered with I ANA and MUST NOT be nentioned by
RFCs.

o Types in the range 32778-65535 are reserved and are not to be
assigned at this time. Before any assignnents can be nade in
this range, there MJUST be a Standards Track RFC that specifies
| ANA Consi derations that covers the range being assigned.

That means that the new TLVs nmust be assigned type values fromthe
range 32768-32777. It is a matter for experimental inplenentations
to assign their own code points, and to agree with cooperating

i npl enentations participating in the sane experinents what values to
use.
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Appendi x A, ASON Ter mi nol ogy
Thi s docunent nakes use of the follow ng terns:

Admi ni strative domain: (See Reconmendation [G 805].) For the
purposes of [Gr715.1], an adm nistrative domain represents the
extent of resources that belong to a single player such as a
network operator, a service provider, or an end-user
Admi ni strative domains of different players do not overl ap anongst
t hensel ves.

Control plane: perforns the call control and connection contro
functions. Through signaling, the control plane sets up and
rel eases connections, and nay restore a connection in case of a
failure.

(Control) Domain: represents a collection of (control) entities that
are grouped for a particular purpose. The control plane is
subdi vided into donmai ns matchi ng adm nistrative domains. Wthin
an admi ni strative domain, further subdivisions of the control
pl ane are recursively applied. A routing control donmain is an
abstract entity that hides the details of the RC distribution.

External NNI (E-NNI): interfaces are | ocated between protoco
control | ers between control donains.

Internal NNI (I-NNI): interfaces are |ocated between protoco
controllers within control domains.

Li nk: (See Recommendation G 805.) A "topol ogical conponent” that
describes a fixed relationship between a "subnetwork" or "access
group"” and anot her "subnetwork" or "access group". Links are not
l[imted to being provided by a single server trail

Management pl ane: performnms managenent functions for the transport
pl ane, the control plane, and the systemas a whole. It also
provi des coordi nation between all the planes. The follow ng
managenent functional areas are performed in the managenent plane:
performance, fault, configuration, accounting, and security
managenent .

Managenent donai n: (See Recomendation G 805.) A managenent domain
defines a collection of managed objects that are grouped to neet
organi zati onal requirenents accordi ng to geography, technol ogy,
policy, or other structure, and for a nunber of functional areas
such as configuration, security, (FCAPS), for the purpose of
providing control in a consistent manner. Managenent domai ns can
be disjoint, contained, or overlapping. As such, the resources
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within an administrative domain can be distributed into severa
possi bl e overl appi ng nanagenent donai ns. The same resource can
therefore belong to several managenent domai ns simultaneously, but
a management domain shall not cross the border of an

adm ni strative donain.

Subnetwork Point (SNP): The SNP is a control plane abstraction that
represents an actual or potential transport plane resource. SNPs
(in different subnetwork partitions) may represent the sane
transport resource. A one-to-one correspondence should not be
assuned.

Subnetwor k Poi nt Pool (SNPP): A set of SNPs that are grouped together
for the purposes of routing.

Term nation Connection Point (TCP): A TCP represents the output of a
Trail Term nation function or the input to a Trail Term nation
Si nk function.

Transport plane: provides bidirectional or unidirectional transfer of
user information, fromone |ocation to another. |1t can also
provide transfer of some control and network managemnent
information. The transport plane is layered; it is equivalent to
the Transport Network defined in Reconmendati on G 805.

User Network Interface (UNI): interfaces are | ocated between protoco
controll ers between a user and a control donmain. Note: There is
no routing function associated with a UNI reference point.

Appendi x B. ASON Routing Term nol ogy
Thi s docunent nakes use of the follow ng terns:

Routing Area (RA): an RA represents a partition of the data plane,
and its identifier is used within the control plane as the
representation of this partition. Per [G 8080], an RA is defined
by a set of sub-networks, the links that interconnect them and
the interfaces representing the ends of the links exiting that RA
An RA may contain smaller RAs inter-connected by links. The linit
of subdivision results in an RA that contains two sub-networks
i nterconnected by a single link

Routing Dat abase (RDB): a repository for the | ocal topology, network
topol ogy, reachability, and other routing information that is
updated as part of the routing information exchange and may
additionally contain information that is configured. The RDB nay
contain routing information for nore than one routing area (RA).
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Routi ng Conponents: ASON routing architecture functions. These
functions can be classified as protocol independent (Link Resource
Manager or LRM Routing Controller or RC) or protocol specific
(Protocol Controller or PC).

Routing Controller (RC): handles (abstract) information needed for
routing and the routing i nformati on exchange with peering RCs by
operating on the RDB. The RC has access to a view of the RDB
The RC i s protocol independent.

Note: Since the RDB may contain routing information pertaining to
multiple RAs (and possibly to multiple | ayer networks), the RCs
accessing the RDB may share the routing information.

Li nk Resource Manager (LRM: supplies all the relevant component and
TE link information to the RC. It inforns the RC about any state
changes of the link resources it controls.

Protocol Controller (PC: handl es protocol -specific nessage exchanges
according to the reference point over which the information is
exchanged (e.g., E-NNI, I-NNI), and internal exchanges with the
RC. The PC function is protocol dependent.
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