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1. Introduction

Thi s docunent specifies PB-TNC, a Posture Broker (PB) protoco
identical to the Trusted Computing Group’s | F-TNCCS 2.0 protocol [7].
The docunent then eval uates PB- TNC agai nst the requirements defined
in the Network Endpoi nt Assessment (NEA) Requirenents specification

[8].
1.1. Prerequisites

Thi s docunent does not define an architecture or reference nodel
Instead, it defines a protocol that works within the reference nodel
described in the NEA Requirenents specification [8]. The reader is
assuned to be thoroughly familiar with that docunment. No familiarity
with TCG specifications is assuned.

1.2. Message Di agram Conventi ons

Thi s specification defines the syntax of PB-TNC nessages using

di agrams. Each diagram depicts the format and size of each field in
bits. Inplenmentations MIUST send the bits in each diagramas they are
shown, traversing the diagramfromtop to bottomand then fromleft
to right within each line (which represents a 32-bit quantity).
Multi-byte fields representing nunmeric values nmust be sent in network
(bi g endi an) byte order.

Descriptions of bit field (e.g., flag) values are described referring
to the position of the bit within the field. These bit positions are
nunbered fromthe nost significant bit through the |east significant
bit, so a 1-octet field with only bit 0 set has the val ue 0x80.

1.3. Term nol ogy

Thi s docunent reuses the term nol ogy defined in the NEA Requirenents
document. One newtermis defined in this section

Batch - A group of PB-TNC nessages sent over a Posture Transport (PT)
protocol at one tine. Since the PB-TNC protocol needs to be able to
wor k over a hal f-dupl ex PT protocol, PB-TNC nmessages are grouped into
bat ches. The Posture Broker Cient sends one batch to the Posture

Br oker Server, which responds with a batch.

1.4. Conventions Used in This Document
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].
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2. PB-TNC Desi gn Consi derations

The primary purpose of the PB-TNC protocol is to carry Posture
Attribute (PA) messages between Posture Collectors and Posture
Validators. Al so, PB-TNC nust carry nessages between the Posture
Broker Cient and the Posture Broker Server (known as PB- TNC
nessages) and nmanage the state of the assessnent.

2.1. Message Addressing

The NEA Overvi ew and Requirements document [8] describes in section
5.1.1.1 several ways that nessages can be addressed and delivered to
the proper Posture Collector(s) and Posture Validator(s). O the
techni ques described in that section, PB-TNC supports dynam c
identifiers and nessage types.

2.1.1. Message Types

Message types are the sinplest and nost common way to handl e nessage
delivery. Each PA nessage sent via PB-TNC has an associ ated PA
nessage type, conmposed of a PA Message Vendor |ID and a PA subtype.

The PA-TNC specification [10] provides a list of |IETF Standard PA
Subt ypes, which are used with a PA Message Vendor ID of 0. These
i ncl ude val ues such as Operating Systemand Anti-Virus, which are
used for nessages relating to operating systemand anti-virus
post ure.

Vendor - speci fi c PA nessage types may be indicated by placing the
defining vendor’s Structure of Managenment Information (SM) Private
Enterprise Nunber into the PA Message Vendor ID field and a PA

Subt ype val ue assigned by that vendor in the PA Subtype field. This
al l ows each vendor to define its own set of PA Subtype val ues without
worryi ng about collisions with other vendors or with standard val ues.

The PA nessage type is sonmewhat anal ogous to a MME type in that it

i ndi cates the type of the PA nessage. Posture Collectors and Posture
Val idators can use local APIs to indicate to the Posture Broker
Client and Posture Broker Server which PA nmessage types they are
interested in receiving. For instance, a Posture Validator that

eval uates anti-virus posture mght indicate that it would like to
recei ve PA nessages with a PA Message Vendor ID of 0 and a PA Subtype
that matches the | ETF Standard PA Subtype for Anti-Virus. |t mght

al so indicate interest in sone vendor-specific PA nessage types to
get additional vendor-specific information on anti-virus posture.
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Thi s type-based subscription nodel allows great flexibility in design
and i npl enentation. One Posture Validator may be responsible for

eval uating several functions: anti-virus and host-based firewall, for
i nstance. Posture Collectors do not need to know whi ch Posture
Validators are installed on the Posture Broker Server or what they
handl e. The Posture Coll ector sinply sends PA nessages with nessage
types and the Posture Broker Server delivers themto the right
Posture Vali dators.

Because the Posture Broker Cient and Posture Broker Server mnust have
access to the PA Message Vendor |ID and PA Subtype fields and because
these are routing identifiers independent of the contents of the PA
nessages, these fields are located in PB-TNC not inside the PA
nessages t hensel ves.

A simlar type-based systemis used to tag PB-TNC nessages. In this
case, the extensibility benefits are not as essential as with PA-TNC
nessages, but the ability to define | ETF Standard PB- TNC Message
Types and vendor-specific PB-TNC nessage types is still val uable.

2.1.2. Dynamic ldentifiers

The type-based message delivery nodel described above is not idea
for all circunstances. Sonetinmes it is inportant for a Posture
Col l ector to deliver a nessage to a particular Posture Validator.

For exanple, a particular Posture Validator m ght send a renedi ation
nmessage and the Posture Collector night need to send a response only
to that one Posture Validator. To handle this circumstance, PB-TNC
provi des delivery based on dynamic identifiers.

When a Posture Broker Server |oads a Posture Validator, it assigns it
a Posture Validator ID. Any PA nessages sent by a Posture Validator
i nclude that Posture Validator’s Posture Validator IDin the Posture
Validator ID field of the PB-PA nessage. A Posture Collector that
recei ves such a message can send a nessage in response and request
exclusive delivery to the Posture Validator identified by that
Posture Validator I|D.

Dynamic identifiers avoid problenms caused by the nulticast nature of
nmessage types. Miltiple Posture Collectors or Posture Validators may
be registered for the same nmessage type, and this can cause confusion
if they all respond and the software designer did not consider that
possibility. The dynamic identifier systemallows nore directed
responses, but it does not work until at |east one nessage has been
received (so that the dynanmic identifiers can be received). Static
identifiers were considered as another alternative but rejected
because they result in a brittle systemthat only works with a
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particul ar set of Posture Collectors and Posture Validators and
causes problenms if two Posture Collectors or Posture Validators with
the sane static identifier are installed.

2.2. Vendor |Ds

In several places, PB-TNC needs to define a set of standard val ues
but al so all ow vendor-specific extensions. In each of these places
(PB- TNC Message Types, PA Subtypes, Renediation Paraneters Types, and
Error Codes), the solution chosen was to preface the values with a
vendor ID. If a vendor IDis O, the values in the next field are
registered in an I ANA registry and their neani ngs defined in an RFC.
If a vendor IDis non-zero, the values in the next field are vendor
specific and defined by the vendor whose SM Private Enterprise
Nunber matches the vendor ID. Vendor-specific nessages that are not
under st ood by the recipient are ignored and ski pped unl ess they have
the NOSKIP flag set, in which case an error code is returned.

2.3. Efficiency

PB- TNC needs to work with | ow bandwi dth transports and | ow power
devices. Therefore, a sinple, conpact format was chosen for the PB-
TNC protocol : binary messages with a Type-Length-Val ue structure.

3. PB-TNC Protocol Description
3.1. Protocol Overview

The PB-TNC protocol carries batches of PB nessages between a Posture
Broker Cdient and a Posture Broker Server. 1t encapsul ates PA
nessages and nanages the NEA session. It runs over a PT protocol

In order to work well over half-duplex PT protocols (such as those
based on EAP [9]), PB-TNC supports hal f-dupl ex protocol operation.

In this node, the Posture Broker Cient and Posture Broker Server
take turns sending a single batch of nessages to each other. Wile
the hal f-dupl ex nature of PB-TNC coul d sl ow exchanges that require
many round trips or bidirectional nultinmedia exchanges, this is not a
problemin practice because endpoi nt assessnents do not typically

i nvol ve multinedia or a | arge nunber of round trips. The benefit of
wor ki ng over hal f-duplex transports outweighs any limtations

i nposed.

PB- TNC al so supports full-dupl ex protocol operation so that PB-TNC
exchanges can be re-initialized i nmedi ately when needed (e.g., if the
Posture Broker Server policy changes or if the Posture Broker dient
detects a suspicious event).
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3.

2.

Each PB- TNC batch consists of a header followed by a sequence of PB-
TNC nessages. Each PB-TNC nessage has a Type-Lengt h-Val ue (TLV)
format with a few flags. The TLV fornmat allows a recipient to skip
messages that it does not understand. The TLV format al so provides a
standard way to mark nmessages as mandatory to ensure interoperability
bet ween a Posture Broker Client and a Posture Broker Server.

Thi s specification defines certain standard PB- TNC nessage types. It
al so permits vendors to define their own vendor-specific nessage
types. One of the npbst inportant standard PB- TNC nessage types is
PB- PA. A nessage with this type contains a PA nessage and vari ous
nmessage routing information. A Posture Broker Client or Posture
Broker Server that receives such a nessage does not interpret the PA
nmessage within. Instead, it delivers the PA message to the
appropriate set of Posture Collectors or Posture Validators, as

det erm ned using the message routing information contained in the PB-
PA nmessage.

A Posture Broker Server will often need to conmunicate with severa
Posture Broker Cients at once. The reverse may al so be true, as
when an endpoint has nultiple network interfaces connected to

di fferent networks. Each connection between a Posture Broker Server
and a Posture Broker Client is instantiated as a separate PB-TNC
session. There may be several sinultaneous sessions between a single
Posture Broker Server and Posture Broker Cient, but this is unusual

PB- TNC St ate Machi ne

Figure 1 illustrates the PB-TNC state machi ne, showi ng the set of

states that a PB-TNC sessi on can have and the possible transitions
among these states. The followi ng paragraphs describe this state

machi ne in nore detail
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Recei ve CRETRY SRETRY
or SRETRY  +---------------- +
+- -+ | |
v | v |
R + CRETRY +--------- +
CDATA | Server |<--------- | Decided | CLOSE
A > Working |--------- >| | ------- +
| Fommm e m e + RESULT +--------- + |
| A v
| | | S S=======
—======= | | CLOSE " End "
"lnit " CDATA| | SDATA —======
—======= | | N N
| v | |
| | SDATA S + CLCSE | |
| +-------- > dient |---------------------- + |
| | Working | |
| EPDERRPRE + |
| |~ |
| 4ot |
| Recei ve CRETRY |
| CLCSE |
oy +

Figure 1. PB-TNC state nachi ne

In this diagram states are indicated by rectangul ar boxes. The

initial

and term nal

states have double outlines (with = and ").

State transitions are indicated by unidirectional arrows marked with
the cause of the transition.

Many transitions (CDATA, SDATA, CRETRY, SRETRY, and RESULT) are
triggered by the transm ssion or receptio

particul ar type.

n of a PB-TNC batch of a

The type of a PB-TNC batch is indicated by the

contents of the Batch Type field in the PB-TNC header for that batch.

For

brevity,

this docunent says "a FOO batch" instead of "a PB-TNC

bat ch whose Batch Type field contains FOO'. Qher transitions are
triggered by receiving a PB-TNC batch of a particular type (e.g.,

Recei ve CRETRY).

The CLOSE transition may be triggered by sending or

receiving a CLOSE batch but may al so be triggered by termnation of
the underlying PT connecti on.

A PB-TNC session starts in the Init state when the underlying

transport protocol
Br oker
dient

(PT) establishes a connection between a Posture
Client and a Posture Broker Server
initiated the underlying transport session, it starts by

. | f the Posture Broker

sendi ng a CDATA batch to the Posture Broker Server, thus causing a
transition to the Server Wrking state.

Sahi t a,

et al.

St andards Track

If the Posture Broker Server

[ Page 9]



RFC 5793 PB- TNC March 2010

initiated the transport session, it starts by sending a PB-TNC batch
of type SDATA to the Posture Broker Client, thus causing a transition
to the Cient Wrking state.

The Posture Broker Cient and Posture Broker Server may now alternate
sendi ng CDATA and SDATA batches to each other. Only the Posture
Broker Client can send a data batch when the session is in the Cient
Wrking state, and only the Posture Broker Server can send a data
batch when the session is in the Server Wrking state.

The npbst conmmon way to end an exchange is for the Posture Broker
Server to send a RESULT batch. This causes a transition into the
Deci ded state. This is not a term nal state. The PT session can
remai n open and anot her exchange can be initiated by having the
Posture Broker Client send a CRETRY batch. This can be useful when
the Posture Broker Client (or nmore likely a Posture Coll ector)

di scovers a suspicious condition on the endpoint, for exanple. |If
the underlying transport protocol (PT) supports full-duplex
operation, the Posture Broker Server can also initiate another
exchange fromthis state by sending a SRETRY batch. This can be
useful when the policy changes on the server, for exanple.

VWhet her an SRETRY or CRETRY nessage or both are sent, the next state
is the Server Wrking State. Fromthis state, the Posture Broker
Server sends an SDATA batch and the new exchange begins. The state
transitions marked Receive CRETRY and Receive CRETRY or SRETRY
indicate that it is permssible to receive such nmessages in the

i ndi cated states, generally when the Posture Broker Client sent a
CRETRY nessage at roughly the same tinme as the Posture Broker Server
decided to send an SRETRY. In that case, a CRETRY nessage nmay be
received while in the Server Working or Cient Wrking state. Al so,
an SRETRY nessage may be received while in the Server Wrking state.
These nessages are redundant and therefore ignored, as indicated by
the relevant transitions, which don't cause a state change.

The only termnal state is the End state. This state is reached if
the underlying PT connection closes. This can be caused by an action
of the Posture Broker Cient or Posture Broker Server or it can be
caused by some external factor, such as pulling the network plug.
VWhen possible, a CLOSE batch SHOULD be sent before the underlying PT
connection is termnated. However, there may be cases where the PT
connection is closed without notice. For exanple, a plug may be

pul | ed, a software programmay fail, or a Posture Broker Cient or
Posture Broker Server may be unable to send a CLOSE nessage due to
hal f-duplex limtations in the underlying PT protocol. In these

cases, the Posture Broker Client and Posture Broker Server will
general ly receive sone formof notification fromthe Posture
Transport Cient and Posture Transport Server that the PT connection
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has been closed. This notification can trigger the CLOSE transition.
However, the notification interaction is not standardi zed since the
vertical interfaces in the NEA Reference Mdel are not standardized.
In any case, the reception of the CLOSE batch or notification of
term nation of the transport causes the transition to the End state.

Note that a Posture Broker Cient and Posture Broker Server nay not
al ways have exactly the same state for a given PB-TNC session. For
exanpl e, say that a session is in the Cient Wrking state and the
Posture Broker Cient transmits a CDATA batch. Wile this batch is
intransit (transmtted by the Posture Broker Cient but not yet
recei ved by the Posture Broker Server), the Posture Broker dient
will think that the session is in Server Wrking state but the
Posture Broker Server will think that the session is in dient
Working state. However, this is a tenporary condition and does not
cause problens in practice. The only possible issue is that a
Posture Broker Cient or Posture Broker Server does not know whet her
the other party has received its nessage until it receives a response
fromthe other party.

If a half-duplex transport is used, note that the Posture Broker
Server cannot send a SRETRY batch when the session is in the Decided
state because the Posture Broker Server sent the mpbst recent batch
(the RESULT batch) and this would violate the hal f-dupl ex nature of
the transport protocol. Instead, a server that wishes to initiate a
new exchange in the Decided state when a hal f-duplex transport is in
use shoul d close the PT connection without sending a CLOSE batch and
start a new PB-TNC session. This limtation does not exist when a
full -duplex transport is used.

The Posture Broker Server and Posture Broker Cient MJUST foll ow t he
state machi ne described in this section

3.3. Layering on PT

PB- TNC batches are carried over protocol bindings of the PT protocol
whi ch provides the interaction between a Posture Transport Cient and
a Posture Transport Server. PB-TNC counts on PT to provide a secure
transport. In particular, PT MJST support mutual authentication of
the Posture Transport Client and the Posture Transport Server,
confidentiality and integrity protection for PB-TNC batches, and
protection against replay attacks. PB-TNC is unaware of the
underlying transport protocols being used. PB-TNC operates directly
on PT; no further layer of PB-TNC i s expected.

Sahita, et al. St andards Track [ Page 11]



RFC 5793 PB- TNC March 2010

3.3.1. Posture Transport (PT) Protocol Requirenents Addendum

RFC 5209 [8] describes normative requirenents for the Posture
Transport protocol. This section specifies additional requirements
for the Posture Transport protocol. Candidate Posture Transport
protocol s nust indicate conformance to requirenents specified in this
section as well as section 7.4 of RFC 5209.

The additional requirenents for candi date PT protocols are:

PT-6 The PT protocol MJST be connection oriented; it MJST support
confirmed initiation and cl ose down.

PT-7 The PT protocol MJST be able to carry binary data.

PT-8 The PT protocol MJST provide nechanisnms for flow control and
congestion control

PT-9 PT protocol specifications MJST describe the capabilities that
they provide for and limtations that they i npose on the PB
protocol (e.g., half/full duplex, nmaxi mum nessage size).

3.4. Exanple of PB-TNC Encapsul ation

Thi s section shows how PA nessages can be carried inside a PB-TNC
batch that is inside a PT protocol

Wthin the PT protocol, the PB-TNC header is packaged next, foll owed
by two PB-PA nessages that contain PA nmessages neant for the Posture
Col l ectors and Posture Validators on the platform

s S S i I S R R e h T Tk e S S S o T S
| PT Prot ocol

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| PB- TNC Header

B T s i I S e i S i i S S e S
| PB- PA Message

s S S i I S R R e h T Tk e S S S o T S
| PB- PA Message

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Figure 2: Exanple of PB-TNC nessage encapsul ation

This figure is conceptual, of course, and not an exact byte-for-byte
replica.
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4. PB-TNC Protocol Specification

This section defines the syntax and semantics of the PB-TNC protoco
fields. |If a Posture Broker Client or Posture Broker Server receives
a batch that violates the requirenents of this specification, it MJST
respond by sending a fatal Invalid Paraneter error in a CLOSE batch
unl ess this docunment specifies otherw se.

4.1. PB-TNC Header

Every PB-TNC batch MJST start with the foll owi ng header. A PB-TNC
batch MJST contain only one instance of this header foll owed by zero
or nore PB-TNC nessages. The PB-TNC nessages are defined in
subsequent sections of this specification

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Ver si on | O Reserved | B-Type
s S S i I S R R e h T Tk e S S S o T S
| Batch Length |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Version (8 bits)

This field indicates the version of the format for the PB-TNC
nmessage. This version is intended to allow for evolution of the
PB- TNC protocol in a manner that can easily be detected by nessage
recipients.

This field MUST be set to 2 when the batch conforms to this
specification. Later versions of PB-TNC may define other val ues
for this field. The values 0x00, 0x09, Ox0a, 0x0d, 0x20, and 0x3c
are reserved and cannot be used for any version of PB-TNC to
ensure that PB-TNC can be easily distinguished fromearlier
posture broker protocols already in use.

If a Posture Broker Cient or Posture Broker Server receives a
Version value that it does not support, it MJST respond with a PB-
TNC batch with batch type CLOSE that contains only a fatal Version
Not Supported error code and whose Version header field has the
value 2. Inplenmentations responding to a PB-TNC nessage

contai ning a supported version MJST use the sane Version nunber to
mnimze the risk of version inconpatibility. PB-TNC nessage
initiators that support nultiple PB-TNC protocol versions SHOULD
be able to alter which version of PB-TNC nessage they send based
on prior nessage exchanges with a particul ar peer Posture Broker
Client or Posture Broker Server.
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Directionality (D) (1 bit)

When a Posture Broker Client is sending this nessage, the
Directionality bit MJST be set to 0. When a Posture Broker Server
is sending this nmessage, the Directionality bit MJST be set to 1
This hel ps avoid any situation where two Posture Broker Clients or
two Posture Broker Servers engage in a dialog. It also helps with
debuggi ng.

Reserved (19 bits)

This field is reserved. For this version of this specification
it MUST be set to 0 on transm ssion and i gnored on reception
Future versions of this specification may all ow senders to set
sone of these bits and recipients to interpret them

B- Type (Batch Type) (4 bits)

This field is used to drive the state nmachi ne described in section
3.2. This field MIST have one of the values fromthe follow ng

table. If any other value is received, the recipient MJST ignore
the contents of the batch and send a fatal Invalid Parameter error
code in a CLOSE batch. |If the value received is not permtted for

the current state, according to the state nachine in section 3.2.
the recipient MJST ignore the contents of the batch and send a
fatal Unexpected Batch Type error code in a CLOSE batch.
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Nurber Name

1 CDATA
2 SDATA
3 RESULT
4 CRETRY
5 SRETRY
6 CLOSE

Sahita, et al.
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Definition

The Posture Broker Client may send a batch with
this Batch Type to convey nessages to the
Posture Broker Server. A Posture Broker Server
MUST NOT send this Batch Type. A CDATA batch
may be enpty (contain no nessages) if the
Posture Broker Cient has nothing to send.

The Posture Broker Server may send a batch with
this Batch Type to convey nessages to the
Posture Broker Cient. A Posture Broker Cient
MUST NOT send this Batch Type. An SDATA batch
may be enpty (contain no nmessages) if the
Post ure Broker Server has nothing to send.

The Posture Broker Server may send a batch with
this Batch Type to indicate that it has
conpleted its evaluation. The batch MJST

i nclude a PB-Assessment - Result nessage and MAY
i ncl ude a PB-Access- Recomrendati on nmessage.

The Posture Broker Client may send a batch with
this Batch Type to indicate that it wishes to
restart an exchange. A Posture Broker Server
MUST NOT send this Batch Type. A CRETRY batch
may be enpty (contain no nmessages) if the
Posture Broker Cient has nothing el se to send.

The Posture Broker Server may send a batch with
this Batch Type to indicate that it wishes to
restart the exchange. A Posture Broker dient
MUST NOT send this Batch Type. A SRETRY batch
may be enpty (contain no nmessages) if the
Posture Broker Server has nothing else to send.

The Posture Broker Server or Posture Broker
Client may send a batch with this Batch Type to
indicate that it is about to termnate the
under|yi ng PT connection. A CLCSE batch may be
enpty (contain no nessages) if there is nothing
to send. However, if the termnation is due to a
fatal error, then the CLOSE batch MJUST contain a
PB- Error nessage.
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Batch Length (32 bits)

This length field contains the size of the full PB-TNC batch in
octets. This length includes the PB-TNC header and all the PB-TNC
nmessages in the batch. 1In other words, it includes the entire
contents of the batch. This field MUST contain at |east the val ue
8 for the fixed-length fields in this header. Any Posture Broker
Client or Posture Broker Server that receives a PB-TNC nessage
with a PB-TNC Message Length field whose value is |l ess than 8 MJST
respond with a fatal Invalid Paraneter error code in a CLOSE

bat ch.

4.2. PB-TNC Message

Al'l PB-TNC nessages have the sane overall structure, which is
described in this section. O course, the format and semantics of
the PB-TNC Message Value field will vary, depending on the val ues of
the PB-TNC Vendor |D and PB- TNC Message Type fiel ds.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Fl ags | PB- TNC Vendor |ID

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| PB- TNC Message Type

s S S i I S R R e h T Tk e S S S o T S
| PB- TNC Message Length

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| PB- TNC Message Val ue (Vari abl e Lengt h)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Flags (8 bits)
This field defines flags inpacting the processing of this nessage.

Bit 0 of this Flags field (the nbst significant bit) is known as
the NOSKIP flag. |If this flag is cleared (value 0), then the
reci pient (a Posture Broker Client or Posture Broker Server) may
skip (ignore) this message if the nessage type is not understood
or the recipient cannot or will not process the nessage as
required in the definition of that nmessage. |If this flag is set
(value 1), then recipients MJST NOT skip this attribute.

This flag does not nean that all recipients nmust support this
nmessage. Instead, any recipient that receives a nessage with this
flag set to 1 but cannot or will not process it as required MJST
NOT act on any part of the PB-TNC batch. Instead, the recipient
MUST respond with a fatal Unsupported Mandatory Message error code
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in a CLOSE batch. In order to avoid taking action on sone
nmessages in a batch only to later find an unsupported NOSKI P

fl agged nessage, recipients of a PB-TNC batch might choose to scan
all of the messages in the batch prior to acting upon any of the
nmessages, checking to determ ne whether one of themis an
unsupported nessage with the NOSKIP flag set.

The other bits in this Flags field are reserved. For this version
of PB-TNC, they MJST be set to O on transnission and ignored on
reception.

TNC Vendor ID (24 bits)

The PB-TNC Vendor ID field identifies a vendor by using the SM
Private Enterprise Nunmber (PEN). Any organization can receive its
own uni que PEN from | ANA, the Internet Assigned Numbers Authority.
This Vendor 1D qualifies the PB-TNC Message Type field so that
each vendor has 27"32-1 separate nmessage types available for their
use.

Message types standardi zed by the I ETF use zero (0) in this field.
The Vendor ID Oxffffff is reserved. Posture Broker Cients and
Post ure Broker Servers MJUST NOT send nessages in which the Vendor
ID has this reserved value (Oxffffff). |If a Posture Broker dient
or Posture Broker Server receives a nessage in which the PB-TNC
Vendor |ID has this reserved value (Oxffffff), it MJST respond with
a fatal Invalid Paraneter error code in a CLOSE batch

TNC Message Type (32 bits)

The PB-TNC Message Type field identifies the type of the PB-TNC
nessage contained in the PB-TNC Message Value field. The PB-TNC
nmessage type Oxffffffff is reserved. Posture Broker Cients and
Post ure Broker Servers MJST NOT send messages in which the PB-TNC
Message Type field has this reserved value (Oxffffffff). If a
Posture Broker Cient or Posture Broker Server receives a nessage
in which the PB-TNC Message Type field has this reserved val ue
(oxffffffff), it MJUST respond with a fatal Invalid Paraneter error
code in a CLOSE batch. Unless otherwise prohibited in the
definition of a particular PB-TNC nmessage type (e.g., PB-Language-
Preference), a single PB-TNC batch may contain nultiple nmessages
with the sane nessage type and/or vendor |D.

The | ETF and any other organi zation with a PEN can define 2732-1
uni que PB- TNC nessage types, as long as the organization’s PEN is
placed in the PB-TNC Vendor ID field of the nessage. Since the
PB- TNC nessage type is qualified by the vendor ID, there is no
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risk of conflicts as |Iong as each organi zation uses its own PEN
for the vendor ID and nmanages its own set of 2732-1 nessage type
val ues.

Thi s docunent defines certain PB-TNC nessage types that, when used
with the |ETF SM PEN (0), have standard neani ngs. These are
known as | ETF Standard PB-TNC Message Types. Sone of these PB-TNC
nessage types are nandatory and therefore MJST be inpl enmented by
all Posture Broker Cient and Posture Broker Server

i mpl enentations that claimconpliance with this specification

For details on which PB-TNC nessage types are mandatory, see the
description of these nessage types later in section 4.

| ANA mai ntains a registry of PB-TNC nessage types. Entries in
this registry are added by Expert Review with Specification
Required, followi ng the guidelines in section 6.1.

New vendor -speci fic PB-TNC nessage types (those used with a non-
zero PB-TNC vendor I D) nmay be defined and enpl oyed by vendors

wi thout | ETF or | ANA invol verent. However, Posture Broker Cients
and Posture Broker Servers MJST NOT require support for particular
vendor - speci fi c PB-TNC message types and MJST interoperate with

ot her parties despite any differences in the set of vendor-

speci fic PB-TNC nessage types supported (although they MAY permit
adm nistrators to configure themto require support for specific
PB- TNC nessage types).

Note that the PB-TNC Message Type field is completely separate
fromthe PA Subtype field. The sane value (e.g., 0) may have
di fferent nmeanings as a PB-TNC nessage type and as a PA subtype.

TNC Message Length (32 bits)

This field specifies the Iength of this PB-TNC nmessage in octets.
It includes this header (the fields Flags, PB-TNC Vendor ID, PB-
TNC Message Type, and PB- TNC Message Length). Therefore, this

val ue MUST al ways be at |east 12. Any Posture Broker dient or
Posture Broker Server that receives a nmessage with a PB-TNC
Message Length field whose value is less than 12 MUST respond with
a fatal Invalid Paraneter error code in a CLOSE batch

TNC Message Val ue (variabl e | ength)

The syntax and semantics of this field vary, depending on the

val ues in the PB-TNC Vendor | D and PB- TNC Message Type fi el ds.
The syntax and semantics of several standard nessages are defined
i n subsequent sections of this specification
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4.3. | ETF Standard PB- TNC Message Types

The following table provides a reference list with brief descriptions
of the | ETF Standard PB- TNC Message Types defined in this
specification. These PB-TNC nessage types nust be used with a PB-TNC
vendor I D of zero (0). |If these PB-TNC nessage type val ues are used
with a different PB-TNC vendor ID, they have a conpletely different
nmeaning that is not defined in this specification

For nore details on these nessage types, see the remai nder of section
4. For |ETF Standard PA Subtypes (which are conpletely different
from PB- TNC nessage types), please refer to the PA-TNC specification
[10].

Message Type Definition

0 PB- Experi nmental - reserved for experimental use

1 PB- PA - contains a PA nessage

2 PB- Assessment - Result - the overall assessnment result
conputed by the Posture Broker Server

3 PB- Access- Recormendati on - includes Posture Broker
Server access reconmendation

4 PB- Renedi ati on- Parameters - includes Posture Broker
Server renediation paraneters

5 PB-Error - error indicator

6 PB- Language- Pref erence - sender’s preferred
| anguage(s) for hunman-readabl e strings

7 PB- Reason-String - string explaining reason for

Posture Broker Server access recomendation
4. 4. PB-Experinenta

The PB- Experinmental PB-TNC nessage type is a PB-TNC nessage type
(value 0) that has been set aside for experinmental purposes. It may
be used to test code or for other experimental purposes. It MJST NOT
be used in a production environnent or in a product. This neaning
for this PB-TNC nessage type only applies if the PB-TNC Vendor ID
field in the PB-TNC Message Header contains the value zero (0). If a
di fferent Vendor IDis contained in that field, the PB-TNC nessage
type O has a conmpletely different neaning not defined in this

speci fication.

The contents of the PB-TNC Message Length and PB- TNC Message Val ue
fields for this PB-TNC nessage type are not specified. They nay have
al nost any val ue, dependi ng on what experinments are being conduct ed.
Simlarly, the Flags field for this nessage may have the NOSKIP bit
set or cleared, depending on what experinents are being conduct ed.
However, note that the PB-TNC Message Length field nmust have a val ue
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of at least 12 since that is the total of the length of the fixed-
length fields at the start of the PB-TNC nessage (the fields Flags,
PB- TNC Vendor | D, PB-TNC Message Type, and PB- TNC Message Length).
Any Posture Broker Client or Posture Broker Server that receives a
nmessage with a PB-TNC Message Length field whose value is invalid
MUST respond with a fatal Invalid Parameter error code in a CLOSE
bat ch.

A Posture Broker Cient or Posture Broker Server inplenmentation

i ntended for production use MJUST NOT send a nessage with this Message
Type with the value zero (0) as the vendor ID. If it receives a
nessage with this nessage type and with the value zero (0) as the
vendor ID, it MJST ignore the nmessage unless the NOSKIP bit is set,
in which case it MJST respond with a fatal Unsupported Mandatory
Message error code in a CLOSE batch.

4.5. PB-PA

The PB-TNC nessage type named PB-PA (value 1) contains one PA
nessage. Many batches will contain several PB-PA nessages, but sone
bat ches may not contain any nessages of this type.

Al'l Posture Broker Client and Posture Broker Server inplenentations
MUST i npl enent support for this PB-TNC nessage type. GCenerally, this
support will consist of forwarding the encl osed PA nessage to the
appropriate Posture Collectors and Posture Validators. Specific
requi renents are contained later in the description of this nessage

type.

The type of the PA nessage contained in a PB-PA nessage is indicated
by the PA Message Vendor |ID and PA Subtype fields, as described |ater
in this section. The PA-TNC specification [10] describes severa
standard PA nessage types that can be identified by the PA Message
Vendor | D and PA Subtype values listed in the PA-TNC specification.

O her PA nessage types may al so be defined, as described in the
description of the PA Subtype field later in this section

The NOSKIP flag in the PB-TNC Message Header MJST be set for this
nessage type. Any Posture Broker Client or Posture Broker Server
that receives a PB-PA message with the NOSKIP flag not set MJST

i gnore the message and MUST respond with a fatal Invalid Parameter
error code in a CLOSE batch.

For the PB-PA nessage type, the PB-TNC Vendor ID field MJST contain
the value zero (0) and the PB-TNC Message Type field MJUST contain 1.
If a non-zero value is contained in the PB-TNC Vendor ID field,
nmessage type 1 has a conpletely different meaning not defined in this
speci fication.
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The PB- TNC Message Length field MUST contain the length of the entire
PB- TNC nessage, including the fixed-length fields at the start of the
PB- TNC nessage (the fields Flags, PB-TNC Vendor |D, PB-TNC Message
Type, and PB- TNC Message Length), the fixed-length fields listed

bel ow (Fl ags, PA Message Vendor 1D, PA Subtype, Posture Collector
Identifier, and Posture Validator Identifier), and the PA Message
Body. Since the PA Message Body is variable I ength, the value in the
PB- TNC Message Length field will vary also. However, it MJST al ways
be at least 24 to cover the fixed-length fields listed in the
precedi ng sentences. Any Posture Broker Cient or Posture Broker
Server that receives a PB-PA nmessage with a PB-TNC Message Length
field that has an invalid value MJST respond with a fatal Invalid
Paraneter error code in a CLOSE batch.

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this message type. The text after this
di agram descri bes the fields shown here.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Fl ags | PA Message Vendor |ID

B s i S i I i S S S i i
| PA Subt ype

e i S i e e e ok S R S S
| Posture Collector Identifier | Posture Validator Identifier
Lk R e T e i i i SEI TR R
| PA Message Body (Variabl e Length)

B s i S i I i S S S i i

Flags (8 bits)
This field contains flags relating to the PA nessage.

Bit O of this flags field (the nost significant bit) is known as
the EXCL flag (for exclusive). |If the EXCL bit is cleared (val ue
0), the Posture Broker Client or Posture Broker Server that

recei ves this PB-TNC nessage SHOULD deliver the PA nessage
contained in this PB-TNC nessage to all Posture Collectors or
Posture Validators that have expressed an interest in PA nessages
with this PA Message Vendor |ID and PA subtype. |If a Posture
Broker Cient receives a nessage with the EXCL flag set (value 1),
the Posture Broker Client SHOULD deliver the PA nmessage contai ned
in this PB-TNC nessage only to the Posture Collector identified by
the Posture Collector ldentifier field. However, if the
identified Posture Collector has not expressed an interest in PA
messages with this PA Message Vendor |ID and PA subtype, the PA
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nessage should be silently discarded. Anal ogous requirenents
apply to a Posture Broker Server that receives a nessage with the
EXCL flag set.

The EXCL bit allows, for exanmple, a Posture Validator to handle
the circunstance where there are two Posture Col |l ectors on the
endpoint that are interested in a particular kind of PA nessages
and the Posture Validator has remediation instructions that only
apply to one of those Posture Collectors.

The other bits in this Flags field are reserved. For this version
of PB-TNC, they MJST be set to 0 on transnission and ignored on
reception.

PA Message Vendor 1D (24 bits)

The PA Message Vendor ID field identifies a vendor by using the
SM Private Enterprise Nunber (PEN). Any organi zation can receive
its own unique PEN from | ANA, the Internet Assigned Nunbers
Authority. The PA Message Vendor ID qualifies the PA Subtype
field so that each vendor has 27"32-1 separate PA subtypes
available for its use. PA subtypes standardized by the | ETF are
al ways used with a PA Message Vendor |ID of the value zero (0) in
this field. The PA Message Vendor ID Oxffffff is reserved. A
Posture Broker Cient or Posture Broker Server MJST NOT send
nessages in which the PA Message Vendor ID field has this reserved
val ue (Oxffffff). |If a Posture Broker Cient or Posture Broker
Server receives a nmessage in which the PA Message Vendor |D has
this reserved value (Oxffffff), it MJIST respond with a fata
Invalid Paraneter error code in a CLOSE batch.

PA Subtype (32 bhits)

The PA Subtype field identifies the type of the PA nessage
contained in the PA Message Body field. The PA subtype Oxffffffff
is reserved. A Posture Broker Cient or Posture Broker Server
MUST NOT send nessages in which the PA Subtype field has this
reserved value (Oxffffffff). |f a Posture Broker Cient or
Posture Broker Server receives a nmessage in which the PA Subtype
has this reserved value (Oxffffffff), it MJST respond with a fata
Invalid Parameter error code in a CLOSE batch. A Posture Broker
Client or Posture Broker Server MJST support having nultiple PA
nessages in a single PB-TNC batch that have the same PA subtype
and/ or PA Message Vendor |D.

| ANA maintains a registry of PA subtypes. Entries in this

registry are added by Expert Review with Specification Required,
following the guidelines in section 6.1. No PA subtypes are
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defined in this specification. Definitions of |ETF Standard PA
Subtypes are contained in the PA-TNC specification [10] and ot her
specifications. |ETF Standard PA Subtypes are always used with a
PA Message Vendor 1D of zero (0).

New vendor -speci fic PA subtypes (those used with a non-zero PA
Message Vendor |ID) nmay be defined and enpl oyed by vendors wi thout
| ETF or | ANA invol venment. However, Posture Broker Cients and
Posture Broker Servers MUST NOT require support for particul ar
vendor - speci fi ¢ PA subtypes and MJST interoperate w th other
parties despite any differences in the set of vendor-specific PA
subt ypes supported (although they MAY pernmit administrators to
configure themto require support for specific PA subtypes).

Note that the PB-TNC Message Type field is conpletely separate
fromthe PA Subtype field. The sane value (e.g., 0) may have
di fferent neani ngs as a PB-TNC nessage type and as a PA subtype.

Posture Collector Identifier (16 bits)

The Posture Collector Identifier field contains the identifier of
the Posture Collector associated with this PA nmessage.

The Posture Broker Client is responsible for assigning one or nore
Posture Collector Identifier values (but not Oxffff) to each
Posture Collector involved in a nessage exchange. Miltiple
Posture Collector identifiers are required for appropriate
correlation in cases where there are multiple conponents of the
same type handl ed by a single Posture Collector, e.g., an endpoint
with two VPN client inplenentations handled by a single VPN
Posture Collector. Please refer to section 3.3 of the PA-TNC
specification for an exanple that illustrates the use of nmultiple
Posture Collector ldentifiers. The Posture Collector ldentifier
val ue(s) assigned to a Posture Collector by a Posture Broker
Client MJUST NOT change during the course of a PT session. This
identifier is used to identify a unique Posture Collector

conmuni cating with the Posture Broker Client on the endpoint
during a NEA exchange, and is used by the Posture Validator to
send response attributes to a specific Posture Collector conponent
i f required.

When a Posture Broker Server sets the EXCL flag for a PA nessage,
the Posture Broker Server MJST set the Posture Coll ector
Identifier field to the identifier of the Posture Collector that
shoul d receive the PA nessage. |If the EXCL flag is not set, a
Posture Broker Server MAY still set the Posture Coll ector
Identifier value for PA nessages that it sends to indicate that
the PA nessage is intended as a response to a nessage sent by the
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Posture Col |l ector associated with the specified Posture Collector
Identifier. |If the Posture Broker Server does not w sh to

i ndi cate any Posture Collector in this manner, it SHOULD set this
field to the reserved value Oxffff.

Posture Validator Identifier (16 bits)

The Posture Validator Identifier field contains the identifier of
the Posture Validator associated with this PA nmessage.

The Posture Broker Server MJST assign a uni que Posture Validator
Identifier value (but not Oxffff) to each Posture Validator

i nvol ved in a nessage exchange and i nclude this Posture Validator
identifier in this field for any PA nessages sent by that Posture
Validator. The Posture Validator Identifier value assigned to a
Posture Validator by a Posture Broker Server MJST NOT change
during the course of a PT session. This identifier is used to
identify a unique Posture Validator comunicating with the Posture
Br oker Server endpoint during a NEA exchange, and is used by the
Posture Collector to send attributes to a specific Posture
Validator if required.

VWhen a Posture Broker Client sets the EXCL flag for a PA nessage,
the Posture Broker Cient MJUST set the Posture Validator
Identifier field to the identifier of the Posture Validator that
shoul d receive the PA nessage. |If the EXCL flag is not set, a
Posture Broker Cient MAY still set the Posture Validator
Identifier value for PA nessages that it sends to indicate that
the PA nessage is intended as a response to a nessage sent by the
Posture Validator associated with the specified Posture Validator
Identifier. |If the Posture Broker Cient does not wish to

i ndi cate any Posture Validator in this manner, it SHOULD set this
field to the reserved val ue Oxffff.

PA Message Body (variabl e | ength)

The PA Message Body field contains the body of the PA nessage that
is being carried in this PB-TNC nessage. The length of this field
can be determined by subtracting the length of the fixed-1ength
fields at the start of the PB-TNC nessage (the fields Flags, PB-
TNC Vendor I D, PB-TNC Message Type, and PB- TNC Message Length) and
the fixed-length fields at the start of the PB-PA nessage (Fl ags,
PA Message Vendor | D, PA Subtype, Posture Collector Identifier,
and Posture Validator Identifier) fromthe nessage | ength
contained in the PB-TNC Message Length field. The length of these
fixed-length fields is 24 octets. Therefore, any Posture Broker
Client or Posture Broker Server that receives a PB-PA nessage with

Sahita, et al. St andards Track [ Page 24]



RFC 5793 PB- TNC March 2010

Sah

a PB-TNC Message Length field whose value is |ess than 24 MJST
respond with a fatal Invalid Paraneter error code in a CLCSE
bat ch.

PB- Assessnent - Resul t

The PB-TNC nessage type named PB-Assessnent-Result (value 2) is used
by the Posture Broker Server to provide the assessnment result after
the Posture Broker Server has conpl eted the assessnent of the
endpoint. The Posture Broker Server will typically conpute the
assessment result as a cunul ative of the individual assessnent
results received fromthe various Posture Validators; the algorithm
for conputation of assessnment result at the Posture Broker l|ayer is

i mpl enent ati on specific and can al so change based on policies in a
speci fic deployment. The Posture Broker Server MJST include one
nmessage of this type in any batch of type RESULT and MJST NOT i ncl ude
a nmessage of this type in any other type of batch. The Posture
Broker dient MJUST NOT send a PB-TNC nessage with this nessage type.
If a Posture Broker Server receives a PB-TNC nessage with this
nessage type, it MJST respond with a fatal Invalid Paraneter error in
a CLOSE batch. The Posture Broker dient MJST inplenment and process
this nessage and MJST i gnore any nmessage with this nmessage type that
is not part of a batch of type RESULT.

The NOSKIP flag in the PB-TNC Message Header MUST be set for this
nessage type. The PB-TNC Vendor ID field MIUST contain the value zero
(0) and the PB-TNC Message Type field MUST contain 2. |f a non-zero
value is contained in the PB-TNC Vendor ID field, nessage type 2 has
a conpletely different neaning not defined in this specification

The PB- TNC Message Length field MUST contain the value 16 since that
is the total of the length of the fixed-length fields at the start of
the PB-TNC nessage (the fields Flags, PB-TNC Vendor ID, PB-TNC
Message Type, and PB- TNC Message Length) along with the Assessnent
Result field described below. Any Posture Broker Client or Posture
Broker Server that receives a PB-Assessnent-Result nessage with a PB-
TNC Message Length field that does not have a value of 16 MJUST
respond with a fatal Invalid Paraneter error code in a CLOSE batch.

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this message type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Assessnent Result
B s i S i I i S S S i i
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This 32-bit field MJST
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contain one of the foll ow ng val ues

Val ue Descri ption

0 Posture Broker Server assessed the endpoint to be
conpliant with policy.

1 Post ure Broker Server assessed the endpoint to be non-
conpliant with policy but the difference from conpliance
was m nor.

2 Posture Broker Server assessed the endpoint to be non-
conpliant with policy and the assessed di fference from
conpl i ance was very significant.

3 Posture Broker Server was unable to determ ne policy
conpliance due to an error.

4 Posture Broker Server was unable to determ ne whether the

If a Posture Broker
other than the five val ues described above,
I nval i d Par aneter

f at al

assessed endpoi nt

is conpliant with policy based on the

attributes provided by endpoint.

dient

recei ves an Assessnent Result val ue
it MJUST respond with a

error in a CLOSE batch. Qher val ues nay

Sahi t a,

be defined in future versions of PB-TNC but only if the PB-TNC
versi on nunmber is changed. Therefore, there is no need for an
| ANA registry for Assessnent Result val ues.

PB- Access- Recomendat i on

The PB- TNC nessage type named PB-Access- Recommendation (value 3) is
used by the Posture Broker Server to provide an access recomendation
after the Posture Broker Server has conpl eted sone assessnment of the
endpoi nt. The PB-Assessnent-Result and the PB-Access- Recommendati on
attribute together constitute the gl obal assessnment decision for an
endpoi nt. The PB- Access-Reconmendation is not authoritative, and the
networ k and host-based access control systens would typically use
additional information to determ ne the network access that is
granted to the endpoint. The Posture Broker Server MAY include one
nessage of this type in any batch of type RESULT and MJST NOT i ncl ude
a nessage of this type in any other type of batch. Posture Broker
Clients MJUST NOT send a PB-TNC nessage with this nessage type. If a
Posture Broker Server receives a PB-TNC nmessage with this nessage
type, it MJST respond with a fatal Invalid Paraneter error in a CLOSE
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batch. The Posture Broker Cient MJST inplenent and process this
nessage and MJUST ignore any nessage with this nmessage type that is
not part of a batch of type RESULT.

The NOSKIP flag in the PB-TNC Message Header MUST NOT be set for this
nessage type. Any Posture Broker Client or Posture Broker Server
that receives a PB-Access- Recormendati on nmessage with the NOSKIP fl ag
set MJST ignore the nmessage and MUST respond with a fatal Invalid
Paraneter error code in a CLOSE batch. The PB-TNC Vendor ID field
MJST contain the value zero (0) and the PB-TNC Message Type field
MJST contain 3. If a non-zero value is contained in the PB-TNC
Vendor ID field, nessage type 3 has a conpletely different neaning
not defined in this specification. The PB-TNC Message Length field
MUST contain the value 16 since that is the total of the |length of
the fixed-length fields at the start of the PB-TNC nessage (the
fields Flags, PB-TNC Vendor |ID, PB-TNC Message Type, and PB-TNC
Message Length) along with the Access Recommendation field described
bel ow. Any Posture Broker Client or Posture Broker Server that

recei ves a PB-Access- Recommendati on nessage with a PB- TNC Message
Length field that does not have a value of 16 MJST respond with a
fatal Invalid Parameter error code in a CLOSE batch

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this nessage type. The text after this
di agram descri bes the fields shown here.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Reserved | Access Recomendati on Code
s S S o T i i S S i (i

Reserved (16 bits)

These Reserved bits MJST be set to O on transm ssion and i gnored
on reception.

Access Reconmendati on Code (16 bits)

The Access Recommendati on Code field identifies the Access
Recommendati on that the Posture Broker Server has made for this
Posture Broker Cient at this time. This field MJST have one of
these three values: 1 for Access Allowed (full access), 2 for
Access Denied (no access), or 3 for Quarantined (partial access).
If a Posture Broker Cient receives an Access Reconmendati on Code
val ue other than these three values, it MJST respond with a fata
Invalid Parameter error code in a CLOSE batch. O her val ues may
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be defined in future versions of PB-TNC but only if the PB-TNC
version nunber is changed. Therefore, there is no need for an
| ANA registry for Access Reconmendati on Codes.

4.8. PB-Renedi ati on-Paranet ers

The PB-TNC nessage type named PB- Renedi ati on-Paraneters (value 4) is
used by the Posture Broker Server to provide global (not Posture

Val i dat or-specific) remedi ati on paranmeters after the Posture Broker
Server has conpl eted sone assessnment of the endpoint. The Posture

Br oker Server MAY include one or nore nmessages of this type in any
batch of any type, but this nessage type is nost useful in batches of
type RESULT.

The Posture Broker Cient MJST NOT send a PB-TNC nessage with this
message type. |If a Posture Broker Server receives a PB-TNC nessage
with this message type, it MJIST respond with a fatal Invalid
Paranmeter error in a CLOSE batch. The Posture Broker Cient may

i mpl enent and process this nessage but is not required to do so. It
may skip this nmessage. Even if the Posture Broker Cient inplenents
this nessage type, it is not obligated to act on it.

The NOSKIP flag in the PB-TNC Message Header MUST NOT be set for this
nessage type. The PB-TNC Vendor ID field MIUST contain the value zero
(0) and the PB-TNC Message Type field MUST contain 4. |f a non-zero

value is contained in the PB-TNC Vendor ID field, nessage type 4 has

a conpletely different neaning not defined in this specification

The PB-TNC Message Length field MJST contain the length of the entire
PB- TNC nessage, including the fixed-length fields at the start of the
PB- TNC nessage (the fields Flags, PB-TNC Vendor |D, PB-TNC Message
Type, and PB- TNC Message Length), the fixed-length fields listed

bel ow (Reserved, Renedi ation Paraneters Vendor |ID, and Renediation
Par amet ers Type), and the Renedi ati on Parameters. Since the
Renedi ati on Parameters field is variable length, the value in the PB-
TNC Message Length field will vary also. However, it MJST al ways be
at least 20 to cover the fixed-length fields listed in the preceding
sentences. Any Posture Broker Cient that receives a PB-Renedi ation-
Par amet ers nmessage with a PB-TNC Message Length field that contains
an invalid value (e.g., less than 20) MJST respond with a fata
Invalid Parameter error code in a CLOSE batch.

The following diagramillustrates the format and contents of the PB-

TNC Message Value field for this nmessage type. The text after this
di agram descri bes the fields shown here.
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0 1 2 3

01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Reser ved | Renedi ati on Parameters Vendor |ID |
B s i S i I i S S S i i
| Renedi ati on Paraneters Type |
el s S i e e e R S i s ok i i SR SR S
| Renedi ati on Paranmeters (Variable Length) |
Lk R e T e T R b ik o S S S

Reserved (8 hits)

These Reserved bits MJST be set to 0 on transm ssion and i gnored
on reception.

Renedi ati on Paraneters Vendor |ID (24 bits)

The Renedi ati on Parameters Vendor ID field identifies a vendor by
using the SM Private Enterprise Nunmber (PEN). Any organization
can receive its own unique PEN from | ANA, the Internet Assigned
Nunbers Authority. The Renedi ation Paraneters Vendor |ID qualifies
the Renedi ati on Paraneters Type field so that each vendor has 2732
separate Renedi ati on Paraneters Types available for its use.

Renedi ati on Parameters Types standardi zed by the | ETF are al ways
used with the value zero (0) in this field.

Renedi ati on Parameters Type (32 bits)

The Renedi ati on Parameters Type field identifies the type of
renmedi ati on parameters contained in the Renediati on Paraneters
field. A Posture Broker Cient or Posture Broker Server MJST
support having multiple Renedi ati on Paraneters nessages contai ned
in a single PB-TNC batch that have the same Renedi ati on Paraneters
Type and/ or Renedi ati on Parameters Vendor |D.

| ANA maintains a registry of PB-TNC Renedi ati on Paraneters Types.
Entries in this registry are added by Expert Review with

Speci fication Required, follow ng the guidelines in section 6.1.
A list of IETF Standard PB- TNC Renedi ati on Paraneters Types
defined in this specification appears later in this section.

New vendor-speci fic Renedi ati on Paraneters Types (those used with
a non-zero Renedi ation Paraneters vendor |1D) may be defined and
enpl oyed by vendors without |IETF or | ANA invol vement. However,
Posture Broker Cients and Posture Broker Servers MJST NOT require
support for particular vendor-specific Remedi ati on Paraneters
Types and MJST interoperate with other parties despite any
differences in the set of vendor-specific Renedi ation Paraneters
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4.

8.

Types supported (although they MAY pernit administrators to
configure themto require support for specific Renediation
Par armet ers Types).

Note that the Renmedi ati on Paraneters Type is conpletely separate
fromthe PB-TNC Message Type and the PA Subtype fields. The sane
value (e.g., 0) nmay have different nmeanings in each of these
fields.

Renedi ati on Paranmeters (variabl e | ength)

1

The Renedi ation Paraneters field contains the actual renediation
paranmeters carried in this PB-TNC nessage. The length of this
field can be determ ned by subtracting the length of the fixed-
length fields at the start of the PB-TNC nessage (the fields

Fl ags, PB-TNC Vendor 1D, PB-TNC Message Type, and PB- TNC Message
Length) and the fixed-length fields at the start of the PB-

Renedi ati on- Paranmet ers nessage (Reserved, Renediation Paraneters
Vendor | D, and Renedi ation Paraneters Type) fromthe nessage

l ength contained in the PB-TNC Message Length field. The length
of these fixed-length fields is 20 octets. Therefore, any Posture
Broker dient that receives a PB-Renedi ati on-Paraneters nessage
with a PB-TNC Message Length field whose value is |ess than 20
MUST consider this a mal forned nessage. The Posture Broker Cient
MUST respond with a fatal Invalid Paranmeter error code in a CLOSE
bat ch.

| ETF Standard PB- TNC Rernedi ati on Paraneters Types

Thi s subsection defines several Renedi ation Paraneters Types that
have been standardi zed by the | ETF

Renedi ati on- URI

This Remedi ation Paranmeters Type is enployed by creating a PB-
Renedi ati on- Parameters nessage with a Renedi ati on Paraneters
Vendor |ID equal to the value zero (0) and a Renedi ati on Paraneters
Type of 1. The Renedi ation Paraneters field in the PB-

Renedi ati on- Paranet ers nessage MJST contain a URI, as described in
RFC 3986 [2]. This URI contains instructions and resources for
renmedi ati on. The Posture Broker Cient MAY | oad the URI and

di splay the resulting web page to the user. The Posture Broker
Client MAY also ignore the URI or take another action with it.

The Posture Broker Server and any other parties involved in
configuring this remediation URI should consider the likely
capabilities of the Posture Broker Cdient when creating the UR
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and the content referenced by the URI. For exanple, they should
consi der the Posture Broker Cient’s |anguage preferences as
expressed in the PB-Language-Preference nessage.

Renedi ati on-String

Thi s Renedi ation Paraneters Type is enployed by creating a PB-
Renedi ati on- Paranmeters nessage with a Renedi ati on Paraneters
Vendor |ID equal to the value zero (0) and a Renedi ati on Paraneters
Type of 2. The Renedi ation Paraneters field in the PB-

Renedi ati on- Paramet ers nessage MJST contain the structure defined
bel ow, whi ch contai ns hunman-readabl e instructions for renediation.

The Posture Broker Cient MAY display the instructions to the
user. The Posture Broker Client MAY al so ignhore the instructions
or take another action with them The Posture Broker Server and
any other parties involved in configuring these instructions
shoul d consider the likely capabilities of the Posture Broker
Client when creating the instructions. For exanple, they should
consi der the Posture Broker Client’s |anguage preferences as
expressed in the PB-Language-Preference nessage.

The following diagramillustrates the format and contents of the
Renedi ati on Parameters field when carrying a Renediation-String
paranmeter. The text after this diagram describes the fields shown
her e.

1 2 3
01234567890123456789012345678901
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Renedi ation String Length |
e i I R R i T R it i S S e e e i I T R T e e i
| Renedi ation String (Variable Length) |
B ik T T e S S i i L S S e s ik I NI R _H S R R S I R i S
| Lang Code Len | Renediation String Lang Code (Variable Len) |
R ol N N N R R e T N i i NI R R R NI R R R R ik s S R i i et N

Renedi ation String Length (32 bits)

The Renediation String Length contains the Iength of the
Renedi ation String field in octets.

Renedi ation String (variable |ength)

The Renediation String field MIUST contain a UTF-8 [6] encoded
string. This string contains human-readabl e instructions for
renmedi ati on that MAY be displayed to the user by the Posture
Broker Client. NUL term nation MJST NOT be included. If a
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Posture Broker Cient receives a Reason String that does contain a
NUL term nation, it MJUST respond with a fatal Invalid Paraneter
error in a CLOSE batch.

Lang Code Len (8 bits)

The Lang Code Len field contains the |ength of the Renediation
String Lang Code field in octets. This value nay be set to zero
to indicate that the | anguage code for the Renediation String
field is not known.

Renedi ation String Lang Code (variable | ength)

The Renediation String Lang Code field contains a US-ASCI| string
conposed of a well-fornmed RFC 4646 [3] | anguage tag that indicates
the | anguage(s) used in the Remediation String in the Remedi ation
Paranmeters field. A zero-length string may be sent for this field
(essentially omitting this field) to indicate that the |anguage
code for the Renediation String field is not known.

4.9. PB- Er r or

The PB- TNC nessage type named PB-Error (value 5) is used by the
Posture Broker Cient or Posture Broker Server to indicate that an
error has occurred. The Posture Broker Cient or Posture Broker
Server MAY include one or nore nessages of this type in any batch of
any type. Qher nessages nay al so be included in the same batch.

The party that receives a PB-Error nessage MAY log it or take other
action as deemed appropriate. |If the FATAL flag is set (value 1),
the recipient MIST term nate the PB-TNC session after processing the
batch w t hout sending any nessages in response. Every Posture Broker
Client and Posture Broker Server MJST inplenent this nmessage type.

The NOSKIP flag in the PB-TNC Message Header MJUST be set for this
nmessage type. The PB-TNC Vendor ID field MJIST contain the value zero
(0) and the PB-TNC Message Type field MUST contain 5. |f a non-zero
value is contained in the PB-TNC Vendor ID field, nessage type 5 has
a conpletely different neaning not defined in this specification

The PB-TNC Message Length field MUST contain the length of the entire
PB- TNC nessage, including the fixed-length fields at the start of the
PB- TNC nessage (the fields Flags, PB-TNC Vendor |ID, PB-TNC Message
Type, and PB- TNC Message Length), the fixed-length fields |isted

bel ow (Fl ags, Error Code Vendor |ID, Error Code, and Reserved), and
the Error Parameters. Since the Error Paraneters field is variable

l ength, the value in the PB-TNC Message Length field will vary al so.
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However, it MJUST always be at least 20 to cover the fixed-length
fields listed in the precedi ng sentences. Any Posture Broker dient
or Posture Broker Server that receives a PB-Error nmessage with a PB-
TNC Message Length field that contains an invalid value (e.g., less
than 20) MJST respond with a fatal Invalid Paraneter error code in a
CLCSE batch. Any PB-Error nessage generated while processing a PB-
Error nmessage MJUST be a fatal error to avoid the chance of generating
an infinite | oop of errors.

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this message type. The text after this
di agram descri bes the fields shown here.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Fl ags | Error Code Vendor ID
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Error Code | Reserved |

T S S T R T s
| Error Paraneters (Variabl e Length)
I S s =T oI S o e T s s S e T S

Flags (8 hits)
This field defines flags relating to the error

Bit 0 of this flags field (the nost significant bit) is known as
the FATAL flag. |If the FATAL bit is cleared (value 0), the
Posture Broker Cient or Posture Broker Server that receives this
PB- TNC nessage SHOULD process this error and then continue with
the exchange. |If the FATAL flag is set (value 1), the Posture
Broker Client or Posture Broker Server that receives this PB-TNC
nmessage MJST term nate the exchange after processing the error

In addition, any Posture Broker Client or Posture Broker Server
that sends a fatal error MJUST NOT process the batch that caused
the error and MJST term nate the exchange after sending the batch
containing the error report. A PB-Error nessage with the FATAL
flag set MUST al ways be sent in a CLOSE batch since the sender
will be termi nating the exchange i medi ately after sending the
bat ch.

The FATAL bit allows a Posture Broker Cient or Posture Broker
Server to signal a fatal error (like an invalid batch type) and/or
a non-fatal error (like an invalid | anguage tag for a preferred

| anguage) .
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The other bits in this Flags field are reserved. For this version
of PB-TNC, they MJST be set to 0 on transni ssion and ignored on
reception.

Error Code Vendor 1D (24 bits)

The Error Code Vendor ID field identifies a vendor by using the
SM Private Enterprise Nunber (PEN). Any organi zation can receive
its own unique PEN from | ANA, the Internet Assigned Numbers
Authority. The Error Code Vendor ID qualifies the Error Code
field so that each vendor has 2"16 separate Error Codes avail abl e
for its use. FError codes standardi zed by the | ETF are al ways used
with the value zero (0) in this field. For detailed descriptions
of those nessages, see the next few subsections.

Error Code (16 bits)

The Error Code field identifies the type of error being signal ed
with this message. The format of the Error Paranmeters field
depends on the value of the Error Code Vendor ID and the Error
Code. However, any recipient that does not understand a
particul ar error code can process the error fairly well by using
the FATAL flag to determ ne whether the error is fatal and the PB-
TNC Message Length to skip over the Error Paraneters field (or |og

it).

| ANA maintains a registry of PB-TNC Error Codes. Entries in this
registry are added by Expert Review with Specification Required,
followi ng the guidelines in section 6.1. A list of IETF Standard
PB- TNC Error Codes defined in this specification appears later in
section 4.9.1.

New vendor-specific error codes (those used with a non-zero error
code vendor ID) may be defined and enpl oyed by vendors wi t hout

| ETF or I ANA invol venent. Posture Broker Cients and Posture
Broker Servers that receive an unknown error code MJST process
this error code gracefully by ignoring or logging it if it is not
marked as fatal and term nating the exchange if it is nmarked as
fatal.

Reserved (16 bits)

The Reserved bits MJST be set to 0 on transnission and ignored on
reception.
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4.9.1. |ETF Standard PB-TNC Error Codes

The following error codes are | ETF Standard PB-TNC Error Codes, hence
the Error Code Vendor |ID MJST be the value zero (0). The follow ng
table defines the 16-bit error code. Vendor-specific error codes may
be defined by setting the Error Code Vendor ID to the defining
vendor’'s SM PEN and setting the Error Code field to whatever error
code(s) that vendor has defined. The format, |ength, and neaning of
the Error Parameters field varies, based on the Error Code Vendor ID
and Error Code. Subsequent sections of this docunent define the
format, |ength, and nmeaning of the Error Paraneters for the | ETF
Standard PB-TNC Error Codes defined in this section

Error Code Definition

0 Unexpected Batch Type. Error Paraneters are enpty.

1 Invalid Paraneter. Error Paraneters has of fset where
i nvalid val ue was found.

2 Local Error. Error Parameters are enpty.

3 Unsupported Mandatory Message. Error Paraneters has
of fset of offending PB-TNC Message

4 Versi on Not Supported. Error Paraneters has information
about which versions are supported.

4.9.2. FError Paraneters Structures for | ETF Standard PB- TNC Error Codes

This section defines the format, | ength, and neaning of the Error
Paranmeters field for the | ETF Standard PB-TNC Error Codes defined in
this specification.

The Error Paraneters field is zero length for the | ETF Standard PB-
TNC Error Code 0. The FATAL flag MJUST be set for this error code.

The Error Paraneters field has the followi ng structure for the | ETF
Standard PB-TNC Error Code 1. The Ofset field is the offset in
octets fromthe start of the PB-TNC batch to the invalid value. The
FATAL flag may be either set or cleared for this error code.

0 1 2 3
01234567890123456789012345678901
T e R e i o T e e e el o ok S I RN
| O f set |
i i S T S S S s S S S i ai i i ST
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The Error Paraneters field is zero length for the | ETF Standard PB-
TNC Error Code 2. The FATAL flag MJUST be set for this error code.

The Error Paraneters field has the follow ng structure for the | ETF
Standard PB-TNC Error Code 3. The Ofset field is the offset in
octets fromthe start of the PB-TNC batch to the PB-TNC nessage whose
nessage type was not recogni zed (and where the NOSKIP flag was set).
The FATAL flag MJST be set for this error code.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| O fset |
s S S i I S R R e h T Tk e S S S o T S

The Error Paraneters field has the follow ng structure for the | ETF
Standard PB-TNC Error Code 4. The FATAL flag MJST be set for this
error code.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Bad Version | Max Version | Mn Version | Reser ved
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

The Bad Version field is the version nunber that was received and is
not supported. The Max Version and M n Version fields indicate which
PB- TNC versi on nunmbers are supported by the sender of the error code.
The sender MUST support all PB-TNC versions between the Mn Version
and the Max Version, inclusive (i.e., including the Mn Version and
the Max Version) but excluding the reserved versions listed in
section 4.1. The Reserved field MJST be set to 0 on transm ssion and
i gnored upon reception. Wen possible, recipients of this error code
SHOULD send future messages to the Posture Broker Server or Posture
Broker Cient that originated this error message with a PB-TNC
versi on nunber within the stated range.

Any party that is sending the Version Not Supported error code MJST
i nclude that error code as the only PB-TNC nmessage in a PB-TNC CLOSE
batch with version nunber 2. Al parties that send PB-TNC bat ches
SHOULD be able to properly process a batch that neets this
description, even if they cannot process any ot her aspect of PB-TNC
version 2. This ensures that a PB-TNC versi on exchange can proceed
properly, no natter what versions of PB-TNC the parties inplenent.
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4.10. PB-Language- Preference

The PB- TNC nessage type named PB-Language-Paraneters (value 6) is
used by the Posture Broker Client to indicate which | anguage or

| anguages it would prefer for any hunman-readable strings that m ght
be sent to it. This allows the Posture Broker Server and Posture
Validators to adapt any nessages they nmay send to the Posture Broker
Client’'s preferences (probably deternined by the | anguage preferences
of the endpoint’s users).

The Posture Broker Server may al so send this nessage type to the
Posture Broker Cient to indicate the Posture Broker Server’s

| anguage preferences, but this is not very useful since the Posture
Broker Cient rarely sends human-readable strings to the Posture
Broker Server and, if it does, rarely can adapt those strings to the
preferences of the Posture Broker Server.

No Posture Broker Client or Posture Broker Server is required to send
or inplenent this nmessage type. However, a Posture Broker Server
SHOULD attenpt to adapt to user |anguage preferences by inplenenting
this nessage type, passing the | anguage preference information to
Posture Validators, and allowi ng administrators to configure human-
readabl e | anguages i n whatever | anguages are preferred by their

users.

A Posture Broker Client or Posture Broker Server may include a
nmessage of this type in any batch of any type. However, it is
suggested that this nmessage be included in the first batch sent by
the Posture Broker Client or Posture Broker Server in a PB-TNC
session so that the recipient can start adapting its human-readabl e
nessages as soon as possible. |f one PB-Language-Paraneters nessage
is received and then another one is received in a later batch for the
sane PB-TNC session, the value included in the | ater nessage shoul d
be considered to replace the value in the earlier nessage.

A Posture Broker Cient or Posture Broker Server MJST NOT include
nore than one nessage of this type in a single batch. |If a Posture
Broker Cient or Posture Broker Server receives nore than one nessage
of this type in a single batch, it should ignore all but the |ast

one.

The NOSKIP flag in the PB-TNC Message Header MUST NOT be set for this
nessage type. The PB-TNC Vendor ID field MJUST contain the value zero
(0) and the PB-TNC Message Type field MUST contain 6. |f a non-zero

value is contained in the PB-TNC Vendor ID field, nessage type 6 has

a conpletely different neaning not defined in this specification
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4.

The PB- TNC Message Length field MUST contain the length of the entire
PB- TNC nessage, including the fixed-length fields at the start of the
PB- TNC nessage (the fields Flags, PB-TNC Vendor |D, PB-TNC Message
Type, and PB- TNC Message Length) and the Language Preference field.
Since the Language Preference field is variable length, the value in
the PB-TNC Message Length field will vary also. However, it MJST

al ways be at |east 12 to cover the fixed-length fields listed in the
precedi ng sentences.

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this message type. The text after this
di agram descri bes the fields shown here.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Language Preference (Variable Length)
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Language Preference (variable |ength)

The Language Preference field contains an Accept-Language header
as described in RFC 3282 [4] (using the RFC 2234 ABNF definition
of Accept-Language included in that RFC, US-ASCI| only, no contro
characters all owed, no coments, no NUL termi nation). Any Posture
Broker Cient or Posture Broker Server that sends a PB-Language-
Pref erence message MJST ensure that the Language Preference field
conforms to this format. For exanple, one acceptable val ue woul d
be "Accept-Language: fr, en" (w thout the quote marks).

A zero-length Language Preference field indicates that no | anguage
preference information is available. GCenerally, there’'s no need
to send a PB-Language- Preference nessage with a zero-length
Language Preference field since this is equivalent to sending no
PB- Language- Pref erence nessage at all, but it may be useful to
send a zero-length Language Preference field if a PB-Language-
Preference nessage with a non-zero-length Language Preference
field was sent in an earlier batch but these preferences no | onger

apply.
11. PB-Reason-String

The PB-TNC nessage type named PB-Reason-String (value 7) is used by
the Posture Broker Server to provide a hunman-readabl e expl anation for
the gl obal assessnent decision conveyed in the PB-Assessment-Result &
PB- Access- Recommendat i on messages. Therefore, a PB-Reason-String
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nessage SHOULD only be included in the sane batch as the PB-
Assessnent - Result and PB- Access- Recommendati on nessage. The Posture
Broker dient MJUST NOT ever send a PB-Reason-String nessage.

The Posture Broker Cient is not required to inplenment this nmessage
type and the Posture Broker Server is not required to send it.
However, there is sone benefit to doing so since users are often
curious about why the endpoi nt was consi dered non-conpliant. The
manner in which a Posture Broker Client uses this field is up to the
i mpl enenter and not specified here. The Posture Broker Cient MAY

di splay the nessage to the user, log it, ignore it, or take any other
action that is not inconsistent with the requirenents of this
specification. Since the strings contained in this nmessage are
human-r eadabl e, the Posture Broker Server SHOULD adapt themto the
Posture Broker dient’s |anguage preferences as expressed in any PB-
Language- Pref erence nessage sent by the Posture Broker Client in this
PB- TNC sessi on.

A Posture Broker Server MAY include nore than one nessage of this
type in any batch of any type. However, it is suggested that this
nessage be included in the sane batch as the PB-Assessnent-Result and
PB- Access- Recormendati on message. |If nore than one PB-Reason-String
message is included in a single batch, the Posture Broker i ent
SHOULD consider the strings included in these nessages to be
equivalent in nmeaning. This allows the Posture Broker Server to
return multiple equivalent reason strings in different |anguages,
which may help if the Posture Broker Server is not able to
accommodat e the Posture Broker Client’s |anguage preferences.

The NOSKIP flag in the PB-TNC Message Header MUST NOT be set for this
nessage type. The PB-TNC Vendor ID field MJUST contain the value zero
(0) and the PB-TNC Message Type field MJUST contain 7. |f a non-zero

value is contained in the PB-TNC Vendor ID field, nessage type 7 has

a conpletely different neaning not defined in this specification

The PB-TNC Message Length field MUST contain the length of the entire
PB- TNC nessage, including the fixed-length fields at the start of the
PB- TNC nessage (the fields Flags, PB-TNC Vendor |D, PB-TNC Message
Type, and PB-TNC Message Length), the fixed-length fields listed

bel ow (Reason String Length and Lang Code Len), and the Reason String
and Reason String Language Code fields. Since the Reason String and
Reason String Language Code fields are variable length, the value in
the PB-TNC Message Length field will vary al so. However, it MJST
always be at least 17 to cover the fixed-length fields listed in the
precedi ng sentences. |In fact, the PB-TNC Message Length field MJST
be exactly the sumof 17 (for the fixed-length fields) and the val ues
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of the Reason String Length and Lang Code Len fields. |If this is not
the case, the recipient MIST respond with a fatal Invalid Paraneter
error code in a CLOSE batch.

The following diagramillustrates the format and contents of the PB-
TNC Message Value field for this nessage type. The text after this
di agram descri bes the fields shown here.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Reason String Length

e i S i e S e e Ch S e R S S
| Reason String (Variable Length)

e  E E kR e T e S b ok i S R R
| Lang Code Len | Reason String Language Code (Variabl e Length)
B s i S i I i S S S i i
Reason String Length (32 bits)

The Reason String Length field contains the length of the Reason
String field in octets.

Reason String (variable |ength)

The Reason String field contains a UTF-8 encoded string that

provi des a human-readabl e reason for the Posture Broker Server’'s
assessment decision. NUL termination MJUST NOT be included. |If a
Posture Broker Cient receives a Reason String that does contain a
NUL termination, it MJUST respond with a fatal Invalid Paraneter
error code in a CLOSE batch. A zero-length string MUST NOT be
sent since this is the sane as sending no reason string at all

| eavi ng the reason unspecifi ed.

Lang Code Len (8 bits)

The Lang Code Len field contains the |l ength of the Reason String
Language Code field in octets.

Reason String Language Code (vari able | ength)

The Reason String Language Code field contains a US-ASCI| string
containing a well-formed RFC 4646 [3] | anguage tag that indicates
the | anguage(s) used in the Reason String in this nessage. NUL
terminati on MJST NOT be included in this field. A zero-length
string MAY be sent for this field (essentially onmitting this
field) to indicate that the |anguage code for the reason string is
not known.
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5. Security Considerations

PT is required and assuned to provide reliable and secure transport
for the PB-TNC protocol (including authentication, confidentiality,
integrity protection, and replay protection). Still, it is useful to
describe the possible threats to PB-TNC and t he count er neasures that
are or can be enployed. This section does that.

5.1. Threat Mbdel
There are several possible threats to the PB-TNC prot ocol

Untrusted internediaries on the network between the NEA Cient and
the NEA Server may attenpt to observe data sent between the Posture
Broker dient and the Posture Broker Server via PB-TNC, nodify this
data in transit, reorder it, or replay it. They may also attenpt to
mount a deni al -of -service attack against either party or truncate the
exchange prematurely. |f successful, these attacks may result in

i mproper assessnent decisions relating to the NEA Client, failure to
reassess these decisions in |ight of changed circunstances, i nproper
remedi ati on instructions sent to the NEA dient (which could lead to
the conpromi se of the NEA Cient), unauthorized access to
confidential information about the NEA Client’s health and/or
identity, inproper reason strings or other nessages that m ght be

di spl ayed to the user, access to reusable credentials such as posture
assertions, denial of service on the NEA Cient, and even conplete
deni al of access to the network (if a denial-of-service attack

agai nst the NEA Server was successful and the network required

perm ssion fromthe NEA Server to grant network access).

Trusted internmediari es between the Posture Broker Cient and the
Posture Broker Server include the Posture Transport Client and the
Posture Transport Server. These parties are considered trusted
because they are responsible for properly inplenenting the security
protections provided by PT. |If they fail to do so properly, these
security protections may be dimnished or elimnated altogether. The
possi bl e attacks are the sane as those listed in the previous
paragraph. To give one fairly likely exanple, if a Posture Transport
Client fails to properly authenticate and authorize the Posture
Transport Server (whether through inplenmentation error or through
user configuration to "trust anyone"), the inproperly authorized
Posture Transport Server may nount any of the previously described
attacks against the NEA dient.

Conpromi se of any of the trusted parties (the Posture Broker dient,
the Posture Transport Client, the Posture Broker Server, or the

Posture Transport Server) may result in failures that are equival ent
to those listed in the first paragraph. These failures may be even
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nore dangerous since they will not be detectable by observing network
traffic or by exami ning and conparing audit logs. Failure to
properly secure conmuni cati ons between the Posture Broker Cient and
the Posture Transport Client or between the Posture Broker Server and
the Posture Transport Server is usually indistinguishable from
conprom se of those parties. Conpronise of the operating system or
other critical software, firmmvare, or hardware conponents on the NEA
Client or NEA Server will typically result in an equivalent result.
And an attacker’s ability to gain privileged access to the NEA Cient
or NEA Server (even for a brief time, |ong enough to disable or

m sconfigure security settings) is generally equivalent as well. If
the NEA Cient or NEA Server are dependent on other services for
their proper operation (including Posture Collectors, Posture
Validators, directories, and patch managenent services), conprom se
of those services may result in conmprom se or failure of the
dependent parties. O course, conpromi se or failure of NEA Server
conponents is nost serious since this would probably affect a | arge
nunber of NEA Cients while the effects of NEA Cient conprom se
mght well be limted to a single nachine.

5.2. Count erneasures

The primary counterneasure agai nst attacks by untrusted network
internediaries is the security provided by the PT protocol. Any
candi date PT protocols should be carefully exani ned to ensure that
all the threats described above are adequately addressed.

As not ed above, conprom se or erroneous operation of any of the
trusted parties is a serious matter with substantial security
inmplications. This includes the Posture Broker Cient, the Posture
Br oker Server, the Posture Transport Client, and the Posture
Transport Server. These are all security-sensitive conmponents so
they should be built and managed in accordance with best practices
for security devices. This is especially inmportant for the NEA
Server and its conponents since a conprom se of this device would
affect the security and availability of the entire network (simlar
to conpromi se of a AAA server). Comruni cati ons between the trusted
parties nust also be secured. For exanple, if the Posture Broker
Server and the Posture Transport Server are separate components,
their conmmuni cati ons nust be secured.

Since the NEA Client may be a nobile device with little physica
security (such as a | aptop conputer or even a public tel ephone), it
shoul d general |y be assuned that sone proportion of Access NEA
Clients will be conprom sed and therefore hostile. The NEA Server
shoul d be designed to be robust against hostile NEA Clients. Once a
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conpromi sed NEA Client is detected, it can be treated in a nanner
equi valent to an untrusted party and shoul d pose no greater threat
than any other untrusted party.

Count er neasur es agai nst a conprom sed NEA Server (or a conponent
thereof such as a Posture Broker Server or a Posture Transport
Server) include prevention of conpronise, detection of conprom se,
and mtigation of the effects of conpromi se. For prevention, the NEA
Server and its conponents and dependenci es shoul d be inpl enmented
usi ng secure inplenentation techniques (e.g., secure coding and

m ni m zation) and nanaged using secure practices (e.g., strong

aut hentication and separation of duty). For detection, the behavior
of the NEA Server should be nonitored (e.g., via logging especially
of remediation instructions, intrusion detection systens, and probes
that inpersonate a valid NEA Cient and record NEA Server behavior)
and any anomralies analyzed. For mitigation, NEA Cients should not
blindly foll ow remedi ation instructions received froma trusted NEA
Server. At |east for patches and ot her dangerous actions, they
shoul d validate these actions (e.g., via user confirmation) before
proceeding. It should not be possible to configure a NEA Client to
trust all NEA Servers wi thout proper authentication and

aut hori zati on.

6. | ANA Consi derations

Four new | ANA registries are defined by this specification: PB-TNC
Message Types, PA Subtypes, PB-TNC Renedi ati on Paraneters Types, and
PB- TNC Error Codes. This section explains how these registries work.

Al of these registries support |IETF standard val ues and vendor -
defined values. To explain this phenonenon, we will use the PB-TNC
Message Type as an exanpl e but the other three registries work the
same way. \Wenever a PB-TNC Message Type appears on a network, it is
al ways acconpanied by an SM Private Enterprise Nunmber (PEN), also
known as a vendor ID. If this vendor IDis zero, the accompanying
PB- TNC Message Type is an | ETF standard value listed in the | ANA
registry for PB-TNC Message Types and its nmeaning is defined in the
specification listed for that PB-TNC Message Type in that registry.

If the vendor IDis not zero, the neaning of the PB-TNC Message Type
is defined by the vendor identified by the vendor ID (as listed in
the 1ANA registry for SM PENs). The identified vendor is encouraged
but not required to register with I ANA sone or all of the PB-TNC
Message Types used with their vendor ID and publish a specification
for each of these val ues.

Thi s del egati on of namespace is anal ogous to the techni que used for

ODs. It canresult in interoperability problenms if vendors require
support for particular vendor-specific values. However, such
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behavior is explicitly prohibited by this specification, which
dictates that "Posture Broker dients and Posture Broker Servers MJST
NOT require support for particular vendor-specific PB-TNC nessage
types and MIUST interoperate with other parties despite any
differences in the set of vendor-specific PB-TNC nessage types
supported (although they MAY permit admnistrators to configure them
to require support for specific PB-TNC nessage types)." Simlar

requi renents are included for PA Subtypes, Renediation Paraneters
Types, and PB-TNC Error Codes.

6.1. Designated Expert Cuidelines

For all of the four I ANA registries defined by this specification,
new val ues are added to the registry by Expert Review with

Speci fication Required, using the Designated Expert process defined
in RFC 5226 [5].

Thi s section provides guidance to designated experts so that they nmay
nmake deci sions using a philosophy appropriate for these registries.

The registries defined in this docunment have plenty of values. In
nost cases, the | ETF has approxi mately 2732 val ues available for it
to define and each vendor the sane nunber of values for its use. The
only exception is the registry for PB-TNC Error Codes where 2716

val ues are available for the | ETF and 2716 val ues for each vendor
Because there are so nany val ues avail abl e, designated experts should
not be terribly concerned about exhausting the set of val ues.

I nst ead, designated experts should focus on the foll ow ng
requirenents. Al values in these | ANA registries MJST be docunented
in a specification that is permanently and publicly available. |ETF
standard val ues MJUST al so be useful, not harnful to the Internet, and
defined in a manner that is clear and likely to ensure

i nteroperability.

Desi gnat ed experts shoul d encourage vendors to avoid defining simlar
but inconpatible values and instead agree on a single | ETF standard
val ue. However, it is beneficial to document existing practice.

There are several ways to ensure that a specification is permanently
and publicly available. It may be published as an RFC

Alternatively, it may be published in another manner that nakes it
freely available to anyone. However, in this latter case, the vendor
MUST supply a copy to the I ANA and authorize the |ANA to archive this

copy and nake it freely available to all if at sonme point the
docunent becomes no | onger freely available to all through other
channel s.

Sahita, et al. St andards Track [ Page 44]



RFC 5793 PB- TNC March 2010

6.2. Registry for PB-TNC Message Types

The nane for this registry is "PB-TNC Message Types". Each entry in
this registry should include a human-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 2732-2, and
a reference to a specification where the contents of this nessage
type are defined. This specification nust define the nmeaning of this
PB- TNC nessage type and the format and semantics of the PB-TNC
Message Value field for PB-TNC nessages that include the designated
nuneric value in the PB-TNC Message Type field and the designated
Private Enterprise Nunber in the PB-TNC Vendor ID field.

Entries to this registry are added by Expert Review with
Specification Required, follow ng the guidelines in section 6.1.

The following entries for this registry are defined in this docunent.
They are the initial entries in the registry for PB-TNC Message
Types.

PEN | nt eger Nane Def i ni ng Specification
0 0 PB- Experi ment al RFC 5793
0 1 PB- PA RFC 5793
0 2 PB- Assessnent - Resul t RFC 5793
0 3 PB- Access- Reconmendat i on RFC 5793
0 4 PB- Renedi ati on- Paranet ers RFC 5793
0 5 PB- Err or RFC 5793
0 6 PB- Language- Pr ef er ence RFC 5793
0 7 PB- Reason- St ri ng RFC 5793
0 Oxffffffff Reserved RFC 5793

6.3. Registry for PA Subtypes

The nane for this registry is "PA Subtypes". Each entry in this

regi stry should include a hunman-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 2732-2, and
a reference to a specification where the contents of this PA subtype
are defined. This specification nust define the meaning of this PA
subtype and the format and semantics of the PA Message Body field for
PB- TNC nessages that have a PB-TNC Vendor ID of 0, a PB-TNC Message
Type of PB-PA, the designated nuneric value in the PA Subtype field,
and the designated Private Enterprise Number in the PA Message Vendor
ID field.

Entries to this registry are added by Expert Review with
Speci fication Required, follow ng the guidelines in section 6. 1.
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Thi s docunent does not define any initial entries for this registry.
Therefore, this registry should initially be enpty. Subsequent RFCs
(such as PA-TNC) will define entries in this registry.

6.4. Registry for PB-TNC Renedi ati on Parameters Types

The nane for this registry is "PB-TNC Renedi ati on Paraneters Types".
Each entry in this registry should include a human-readabl e nane, an
SM Private Enterprise Nunber, a decinmal integer value between 0 and
2732-1, and a reference to a specification where the contents of this
renmedi ati on parameters type are defined. This specification nust
define the nmeaning of this renediation paraneters type value and the
format and senmantics of the Remediation Paraneters field for PB-TNC
nessages that have a PB-TNC Vendor |ID of 0, a PB-TNC Message Type of
PB- Renedi ati on- Paraneters, the designated nuneric value in the
Renedi ati on Parameters Type field, and the designated Private
Enterprise Nunber in the Remedi ation Paranmeters Vendor 1D field.

Entries to this registry are added by Expert Review with
Speci fication Required, follow ng the guidelines in section 6. 1.

The following entries for this registry are defined in this docunent.
They are the initial entries in the registry for PB-TNC Renedi ati on
Paranmeters Types.

PEN | nt eger Nane Def i ni ng Specification
0 1 Renedi ati on- URI RFC 5793
0 2 Renedi ati on-String RFC 5793

6.5. Registry for PB-TNC Error Codes

The nane for this registry is "PB-TNC Error Codes". Each entry in
this registry should include a human-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 2716-1, and
a reference to a specification where this error code is defined.

Thi s specification nust define the neaning of this error code and the
format and semantics of the Error Parameters field for PB-TNC
nmessages that have a PB-TNC Vendor |ID of 0, a PB-TNC Message Type of
PB-Error, the designated numeric value in the Error Code field, and
the designated Private Enterprise Nunmber in the Error Code Vendor 1D
field.

Entries to this registry are added by Expert Review with
Speci fication Required, follow ng the guidelines in section 6. 1.

The following entries for this registry are defined in this document.
They are the initial entries in the registry for PB-TNC Error Codes.
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8.

8.

1

PEN | nt eger Nane Defi ni ng Specification
0 0 Unexpect ed Batch Type RFC 5793
0 1 I nval i d Paraneter RFC 5793
0 2 Local Error RFC 5793
0 3 Unsupported Mandatory Message RFC 5793
0 4 Ver si on Not Supported RFC 5793
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Appendi x A.  Use Cases
A1, Initial Cient-Triggered Assessnent

Thi s scenario involves the assessment of an endpoint initiated during
network join. The assessment is triggered by the Posture Broker
Client (PBC) and involves collection of patch information from both
Standard Operating System (0OS) Posture Collector and vendor-specific
Patch Posture Collector (PC). The assessnent by both the vendor-
specific Patch Posture Validator (PV) and Standard OS Posture
Validator result in a conpliant assessment decision that results in a
conpliant System Assessnent Decision to be returned by the Posture

Br oker Server (PBS).

Fommmma S S R R S S S O R +
| Vndr. X | Std. | | Std. | | Std. | | Std. || Vndr. X
| Patch PC| | OS PC | | PBC | | PBS | | OSSPV ||Patch PV|
T LI R T SR B T eI S U SRR B SR S

| | N W Joi n| | | |

| e >| | | |

| | Req Post. | | | |

| H<-mmmmmoe e + | | |

| | Req Post. | | | |

H<e e | | | |

| R > | | |

| | | Posture | | |

| | | Report | | |
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| | | |  Verify | |
| | | | Posture | |
| | | [--------- > |
| | | | | Verify |
| | | | | Posture

| | | [ - - >|
| | | | OS Reslt | |
| | | | <-ccmmmenn | |

| | | Assess | <-------------------

| | | Result | |

| VndrX Patch PResult | | | |

A.1.1. Message Contents

This section shows the contents of the key fields in each of the PA
nessages exchanged in this use case. Wen necessary, additiona
conmentary is provided to explain why certain fields contain the
shown val ues. Note that nmany of the flows shown are between
conponents on the same system so no nessage contents are shown.

A l1.1.1. NWJoin
This flow represents the event that causes the PBC to decide to start

an assessnent of the endpoint in order to gain access to the network.
This is merely an event and doesn’t include a nessage being sent.
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A.1.1.2. Request Posture (Req Post.)
This flow illustrates an invocation of the OS and Patch Posture
Col l ectors requesting particular posture attributes to be sent.
Because this use case is triggered locally, NEA doesn't specify the
contents of this flow.

A 1.1.3. Vendor X Patch Posture (VndrX Patch Posture)
This flow contains the PA nmessage fromthe Vendor X Patch Posture
Col l ector; the nessage content is described in the PA-TNC
speci fication.

A.1.1.4. OS Posture

This flow contains the PA nessage fromthe OS Posture Collector; the
nmessage content is described in the PA-TNC specification.

A 1.1.5. Posture Report

This flow contains the PB nmessage contai ning the PA nmessages fromthe
Pat ch and OS Posture Coll ectors:

PB Envel ope {
HDR {
D bit=0 (Posture Broker Client is originator)
Bat ch Type=CDATA
Batch Length
}
PB Message 1 {
Vendor -i d=0
Type =2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=0 ( St andar d)

PA- subt ype=1 (0S)
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CS Posture PA Message

}
PB Message 2 {

Vendor -i d=0
Type =2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=1 (Vendor X)
PA- subt ype=1 (Vendor X PA sub-type for patch nmanagenent)

Vendor X Patch Posture PA Message

}
A.1.1.6. Verify Posture

This flowillustrates an invocation of the OS and Patch Posture

Val i dators requesting verification of the posture attributes

recei ved. Because this flow happens locally within the NEA server,
NEA doesn’t specify the message content.

A 1.1.7. OS Posture Result (OS Reslt)
This flow contains the PA nessage (Posture Assessnment Result) from
the OS Posture Validator; the nmessage content is described in the PA-
TNC speci ficati on.

A.1.1.8. Vendor X Patch Posture Result (VndrX Patch Result)
This flow contains the PA nessage (Posture Assessnent Result) from

the Vendor X Patch Posture Validator; the nessage content is
described in the PA-TNC specification.
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A 1.1.9. Assessnent Result (Assess Result)
This flow contains the PB nessage containing the system assessnent
result conmputed by the Posture Broker Server and the PA nessages from
the Patch and OS Posture Validators:
PB Envel ope {
HDR {
D bit=1 (Posture Broker Server is originator)
Bat ch Type=RESULT
Batch Length
}
PB Message 1 {
Vendor - i d=0,
Type =3 (Access- Recommendat i on)
Length

Val ue = {

Syst em Eval uati on- Resul t =0 ( Conpl i ant)

}
PB Message 2 {

Vendor - i d=0,
Type=2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor - i d=0

PA- subt ype=1 (OS)
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CS Posture Result PA Message

}
PB Message 3 {
Vendor - i d=0,
Type=2 (PB- PA)
Length
Val ue = {
PA- Msg- vendor -i d=1 (Vendor X)
PA- subt ype=1 (Vendor X PA sub-type for patch nmanagenent)

Vendor X Patch Posture Result PA Message

}
A 1.1.10. Posture Result (OS PRslt & Vndr X Post PResult)

These flows illustrate an invocation of the OS and Vendor X Patch
Posture Collectors to receive the posture assessnment results.
Because this flowis triggered |locally, NEA doesn't specify the
contents of this flow

A 2. Server-lnitiated Assessnent wi th Renedi ation

Thi s scenario involves the assessnment of an endpoint initiated by the
NEA server. The assessnent is triggered by the Posture Broker Server
and involves collection of Anti-Virus attributes for two Anti-Virus
conponents running on the endpoint. The endpoint is assessed to be
conpliant by one of the vendor (Vendor X) anti-virus posture
val i dators and non-conpliant by the other vendor (Vendor Y) anti-
virus posture validator. This results in a non-conpliant System
Assessnent Decision to be returned by the Posture Broker Server. The
Posture Broker Server also returns renediation instructions for the
endpoi nt as part of the response.
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oo + Am------ R RN + oo R RpRpRpR + oo +
| Vndr Y | | Vndr X | Std. | | Std. | | Vndr X| | Vndr Y |
| AVPC| | AVPC| | PBC || PBS | | AVPV| | AV PV |
T L S Ru S Rpupupip I S

| | | N WJoin| | |

| | |- >| | |

| | | | Create | |

| | | | Post. Req | |

| | | |--------- >| |

| | | | <o R |
| | | | Vndr X AV | |
| | | | Post. Req | |

| | | Posture |<--------- | |
| | | Request | | |
I | Vndr X AV | <-------- | | |

| | Post. Req | | | |

| vndr Y AV | | | |

| Posture Req | | | |

| Vndr Y AV Posture | | | |
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I | Vndr X AV | | | |
| | Posture | | | |

| | -mmmmmmm - >| Posture | | |

| | | Response | | |
| | |-------- >| | |
| | | |  Verify | |
| | | | Posture | |
| | | |--------- >| |
| | | | Verify Posture |
| | | |---------- Ho------- >|
| | | | Vndr Y Posture Result]
| | | | <--moom-- oo |
I I | | Vndr X AV | |
| | | | Post Reslt| |
| | | Assess |<--------- | |
| | | Result | | |

I | Vndr X AV | <-------- | | |

| | Post Reslt |<-------- | | |

| Vndr Y AV Post Reslt | | | |
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A 2.1. Message Contents
This section shows the contents of the key fields in each of the PA
nmessages exchanged in this use case. Wen necessary, additional
commentary is provided to explain why certain fields contain the
shown val ues. Note that nmany of the flows shown are between
conponents on the same system so no message contents are shown.

A 2.1.1. NWJoin
This flow represents the event that causes the PBS to decide to start
an assessnent of the endpoint in order to gain access to the network.
This is merely an event and doesn’t include a nessage being sent.

A 2.1.2. Create Posture Request (Create Posture Req)
This flow illustrates an invocation of the Vendor X and Vendor Y
Anti-Virus posture validators requesting posture requests to be
created. Because this use case is triggered locally, NEA doesn't
specify the contents of this flow

A.2.1.3. Vendor X Anti-Virus Posture Request (Vndr X AV Post. Req)
This flow contains the PA nessage (Posture Request) fromthe Vendor X
Anti-Virus Posture Validator; the nessage content is described in the
PA- TNC speci fication.

A.2.1.4. Vendor Y Anti-Virus Posture Request
This flow contains the PA nessage (Posture Request) fromthe Vendor Y
Anti-Virus Posture Validator; the nessage content is described in the
PA- TNC speci fication.

A.2.1.5. Posture Request

This flow contains the PB nmessage containing the PA nessages fromthe
Vendor X and Vendor Y Anti-Virus Posture Validators:

PB Envel ope {

HDR {
D bit=1 (Posture Broker Server is originator)
Bat ch Type=SDATA

Bat ch Length
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PB Message 1 {
Vendor -i d=0
Type =2 (PB-PA)
Lengt h
Val ue = {
PA- Msg- vendor -i d=1 (Vendor X)
PA- subt ype=2 (Vendor X PA sub-type for Anti-Virus)

Vendor X AV Posture Request PA Message

}
PB Message 2 {

Vendor -i d=0
Type =2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=2 (Vendor YY)
PA- subt ype=1 (Vendor Y PA sub-type for Anti-Virus)

Vendor Y AV Posture Request PA Message
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A.2.1.6. Process Posture Request (Vndr X AV Post Req & Vndr Y AV
Post ure Req)

This flow illustrates an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Collectors to process the Posture Request and
return particular posture attributes requested. Because this use
case is triggered locally, NEA doesn't specify the contents of this
flow

A.2.1.7. Vendor Y Anti-Virus Posture (Vndr Y AV Posture)
This flow contains the PA nessage (response to the Posture Request)
fromthe Vendor Y Anti-Virus Posture Collector; the nmessage content
is described in the PA-TNC specification.

A.2.1.8. Vendor X Anti-Virus Posture (Vndr X AV Posture)
This flow contains the PA nessage (response to the Posture Request)
fromthe Vendor X Anti-Virus Posture Collector; the nmessage content
is described in the PA-TNC specification.

A.2.1.9. Posture Response

This flow contains the PB nmessage containing the PA nessages fromthe
Vendor X and Vendor Y Anti-Virus Posture Collectors:

PB Envel ope {

HDR {
D bit=0 (Posture Broker Client is originator)
Bat ch Type=CDATA

Bat ch Length

PB Message 1 {
Vendor -i d=0
Type =2 (PB-PA)
Lengt h

Val ue = {
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PA- Msg- vendor -i d=1 (Vendor X)
PA- subt ype=2 (Vendor X PA sub-type for Anti-Virus)

Vendor X AV Posture PA Message

}

PB Message 2 {
Vendor -i d=0
Type =2 (PB-PA)
Length

Val ue = {
PA- Msg- vendor -i d=2 (Vendor Y)
PA- subt ype=1 (Vendor Y PA sub-type for Anti-Virus)

Vendor Y AV Posture PA Message

}

A .2.1.10. Verify Posture

This flow illustrates an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Validators requesting verification of the posture
attributes received. Because this flow happens locally within the
NEA server, NEA doesn’'t specify the nessage contents.

A.2.1.11. Vendor Y Anti-Virus Posture Result (Vndr Y AV Post Result)

This flow contains the PA nessage (Posture Assessnment Result) from
the Vendor Y Anti-Virus Posture Validator; the nessage content is
described in the PA-TNC specification
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A.2.1.12. Vendor X Anti-Virus Posture Result (Vndr Y AV Post Result)
This flow contains the PA nessage (Posture Assessment Result) from
the Vendor X Anti-Virus Posture Validator; the nessage content is
described in the PA-TNC specification

A . 2.1.13. Assessnent Result (Assess Result)

This flow contains the PB nessage containing the system assessnent

result conmputed by the Posture Broker Server and the PA nessages from
the Patch and OS Posture Validators:

PB Envel ope {

HDR {
D bit=1 (Posture Broker Server is originator)
Bat ch Type=RESULT

Batch Length

PB Message 1 {
Vendor - i d=0,
Type=3 (Access- Reconmendat i on)
Length
Val ue = {

PB- Assessnent - Resul t =1 ( Non- Conpl i ant)

}
PB Message 2 {

Vendor - i d=0,
Type=4 (Renedi ati on- Par anet er s)

Length
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Val ue = {
Renedi at i on- Par am Vendor - | D=0
Renedi ati on- Param Type=1 (Renedi ati on- URl)

Renedi ati on-Param=" " http://xyz'’

}

}
PB Message 3 {

Vendor - i d=0,
Type=4 (Remedi ati on- Par anet er s)
Length
Val ue = {
Renedi at i on- Par am Vendor - | D=0
Renedi ati on- Param Type=2 (Renedi ati on-String)
Renedi ati on-Param=""Try Stepl, Step2,..."’
}

}
PB Message 4 {

Vendor -i d=0,
Type=2 (PB-PA)
Lengt h
Val ue = {
PA- Msg- vendor -i d=1 (Vendor X)
PA- subt ype=2 (Vendor X PA sub-type for Anti-Virus)

Vendor X AV Posture Result PA Message
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}
PB Message 5 {

Vendor - i d=0,
Type=2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=2 (Vendor YY)
PA- subt ype=1 (Vendor Y PA sub-type for Anti-Virus)

Vendor Y AV Posture Result PA Message

}
A 2.1.14. Posture Result (Vndr X AV Post Reslt & Vndr Y AV Post Reslt)

These flows illustrate an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Collectors to receive the posture assessnent
results. Because this flowis triggered locally, NEA doesn't specify
the contents of this flow

A.3. Cdient-Triggered Reassessnent

This scenario involves the reassessnent of an endpoint as a result of
enabl i ng a software conponent on the endpoint. The endpoint has two
VPN client software conmponents, one fromvendor X for the user’s hone
networ k and other fromvendor Y for the network that the endpoint is
currently accessing. The assessnment is triggered when the user tries
to use the Vendor X VPN client; this is a violation of the posture
policy. The Posture Broker Cient triggers the posture assessnent
when it receives a notification fromthe Standard VPN Posture
Col I ector about the change to the operational state of the VPN
conponent on the endpoint. Note that the VPN Posture Coll ector
supports standard attributes and sone vendor-defined attributes from
vendor X s and vendor Y' s nanmespaces. This use case doesn’t |everage
vendor-defined attributes. The assessment involves verification of
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the standard VPN posture attributes by the Standard VPN Posture
Validator that results in a non-conpliant assessnent result. This
use case relies on the use of a virtual Posture Collector concept
described in section 3.3 of the PA-TNC specification. As illustrated
in this example, the Posture Broker Client will assign two Posture
Collector IDs to a single Posture Collector (Standard VPN PC), and
the Posture Collector will generate two separate PA nessages to
report the posture for Vendor X and Vendor Y VPN Cients. The
Posture Broker Client will use the assigned IDs in the PB nessage
sent to the NEA Server. This entire behavior will be conpletely
opaque to the NEA Server, which will handle the PB nessage as if
there were two VPN Posture Collectors on the NEA dient.

R R + Ae------ R R + e + e + e +
| Vndr X | |Vndr Y| |Standard | | Standard| | Standard| | Standard|
|[VPNCInt | |VPNCnt| | VWNPC | | PBC | | PBS | | VPN PV |
T S R S e R R S T LR e
Enbl e| | | | I I
---- > | | | | |

| VPN Status Change | | | |

R >| Posture | | |

| | | Change | | |
| | |-------- >| | |
| | | Req. Post | | |
| | | <-------- | | |
| | Ins/Rq Infol | | |
| | <---------- | | | |
| Inspect/Request Info | | | |
| <--emeee-- R SR — | VPNX Post | | |
| | |-------- >| | |
| | | VPNY Post | | |
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| | |- > | |
| I I | Posture | |
| I I | Report | |
I I I [--------- > |
| | I I | Vrfy Post. |
I I I | P >|
I I I | | VPN PRslt |
| | I | Assess |<---------- |
| | | | Result | |
| | | | <mmeenee | |
| I | VPN PRsl t | | |

| | ESREREEEE | | |
A 3.1. Message Contents

This section shows the contents of the key fields in each of the PA
nmessages exchanged in this use case. When necessary, additiona
commentary is provided to explain why certain fields contain the
shown val ues. Note that nmany of the flows shown are between
conmponents on the same system so no nessage contents are shown.

A.3.1.1. Enable VPN Cient (Enble)
This flow represents the end user triggered event of starting the VPN
Client software fromVendor X. This is nmerely an event and doesn’t
i ncl ude a nessage bei ng sent.
A 3.1.2. Notify Status Change (VPN Status Change)
This flow represents the detection of the active state of the Vendor

X VPN Cient software by the Standard VPN Posture Collector. This is
nerely an event and doesn’'t include a nmessage bei ng sent.
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A.3.1.3. Notify Posture Change (Posture Change)
This flow represents the notification of the VPN Posture change sent
fromthe VPN Posture Collector to the Standard Posture Broker Cient.
This is merely an event and doesn’t include a nmessage being sent.

A.3.1.4. Request Posture (Req. Post)
This flowillustrates an invocation of the VPN Posture Coll ector
requesting particular posture attributes to be sent. Because this
use case is triggered locally, the contents of this flow aren’t
speci fied by NEA.

A.3.1.5. Inspect/Request Information (Ins/Rgq |Info)
This flow illustrates the acquisition of the posture attributes by
the Standard VPN Posture Collector fromthe Vendor X and Vendor Y VPN
Client conponents. Because this flowis triggered locally, NEA
doesn’t specify the nessage contents.

A.3.1.6. Vendor X VPN Posture (VPNX Post.)
This flow contains the PA nessage fromthe VPN Posture Collector for
Vendor X VPN Cient posture; the nessage content is described in the
PA- TNC speci fication.

A.3.1.7. Vendor Y VPN Posture (VPNY Post.)
This flow contains the PA nessage fromthe VPN Posture Collector for
Vendor Y VPN Cient posture; the nessage content is described in the
PA- TNC speci fication.

A.3.1.8. Posture Report (Post. Rpt.)

This flow contains the PB nessage contai ning the PA nmessage fromthe
VPN Posture Col | ector:

PB Envel ope {

HDR {
D bit=0 (Posture Broker Client is originator)
Bat ch Type=CRETRY

Bat ch Length
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PB Message 1 {
Vendor -i d=0
Type =2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=0
PA- subt ype=7 (VPN

Posture-Coll ector-1D=1 //Virtual Posture Collector ID for
Vendor X VPN Cient

Vendor X VPN Posture PA Message

}
PB Message 2 {

Vendor -i d=0
Type =2 (PB-PA)
Length
Val ue = {
PA- Msg- vendor -i d=0
PA- subt ype=7 (VPN

Posture-Col l ector-1D=2 //Virtual Posture Collector ID for
Vendor Y VPN Cient

Vendor Y VPN Posture PA Message
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A.3.1.9. Verify Posture (Vrfy Post.)
This flowillustrates an invocation of the VPN Posture Validator
requesting verification of the posture attributes received. Because
this flow happens locally within the NEA server, NEA doesn’t specify
t he nessage contents.

A.3.1.10. VPN Posture Result (VPN PRslt)
This flow contai ns the PA nmessage (Posture Assessment Result) from
the VPN Posture Validator; the nmessage content is described in the
PA- TNC speci fication.

A . 3.1.11. Assessnment Result (Assess Result)
This flow contains the PB nessage contai ning the system assessnent
result conputed by the Posture Broker Server and the PA nessages from
the VPN Posture Validator:

PB Envel ope {
HDR {
D bit=1 (Posture Broker Server is originator)

Bat ch Type=RESULT

Bat ch Length

PB Message 1 {
Vendor - i d=0,
Type =3 (Access-Recommendat i on)
Lengt h
Val ue = {

PB- Assessnent - Resul t =1 ( Non- Conpl i ant)
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PB Message 2 {
Vendor - i d=0,
Type=2 (PB- PA)
Length
Val ue = {
PA- Msg- vendor -i d=0
PA- subt ype=7 (VPN

VPN Posture Result PA Message

}
A 3.1.12. Posture Result (VPN PRslt)

March 2010

This flowillustrate an invocation of the VPN Posture Collectors to

recei ve the posture assessnent result.

Because this flowis

triggered locally, NEA doesn't specify the contents of this flow
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Appendi x B. Eval uation agai nst NEA Requi renents

This section eval uates the PB-TNC protocol against the requirements
defined in the NEA Requirements docunent. Each subsection considers
a separate requirement fromthe NEA Requirenents docunment. Only
conmon requirenments (C1 through G 11) and PB requirenments (PB-1
through PB-6) are considered, since these are the only ones that
apply to PB

B.1. Evaluation against Requirement C1
Requi renent C 1 says:

C1 NEA protocols MJST support multiple round trips between the NEA
Client and NEA Server in a single assessnent.

PB- TNC neets this requirenment. It allows an unlimted nunber of
round trips between the NEA dient and NEA Server.

B. 2. Eval uation against Requirenent C 2
Requi renment C- 2 says:

C2 NEA protocols SHOULD provide a way for both the NEA Cient and
the NEA Server to initiate a posture assessnment or reassessnent
as needed.

PB-TNC neets this requirement. Either the NEA Client or the NEA
Server can initiate a posture assessnent or reassessment.

There is one limtation on this support. |f a NEA Server wi shes to
initiate a reassessnent after it has sent a RESULT batch, it must

cl ose the underlying transport session and initiate a new assessment.
For hal f-duplex transports, this is unavoi dabl e unl ess a const ant
exchange of nessages is maintai ned, which would be very wasteful.

For full-duplex transports, it would be possible to allow the Posture
Broker Server to send an SRETRY batch even in the Decided state. |If
t he NEA working group reaches consensus that this change shoul d be
made, it will be.

B. 3. Eval uation agai nst Requirement C 3
Requi renent C 3 says:
C3 NEA protocol s including security capabilities MIST be capable
of protecting against active and passive attacks by

i nternediari es and endpoi nts including prevention fromrepl ay-
based attacks.
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PB- TNC does not include any security capabilities. It depends on PT
to supply a secure transport. This addresses all the necessary
threats wi thout adding an extra layer of security. Since this

requi rement only applies to NEA protocols that include security
capabilities, PB-TNC nmeets this requirenent.

B.4. Evaluation agai nst Requirement C 4
Requi renent C-4 says:

C4 The PA and PB protocols MJST be capabl e of operating over any
PT protocol. For exanple, the PB protocol must provide a
transport-independent interface allowi ng the PA protocol to
operate w thout change across a variety of network protoco
environnents (e.g., EAP/802.1X, PANA, TLS, and |KE/ I Psec).

PB- TNC neets this requirenment. PB-TNC can operate over any PT
protocol that neets the requirenents for PT stated in the NEA

Requi renents docurment. Also, PB-TNC i nsul ates the PA protocol from
any specifics of the PT protocol. Wth PB-TNC, all PT protocols are
equi val ent fromthe perspective of the PA protocol

B.5. Evaluation against Requirement C5
Requi renent C- 5 says:

C5 The sel ection process for NEA protocols MJST eval uate and
prefer the reuse of existing open standards that neet the
requi rements before defining new ones. The goal of NEA is not
to create additional alternative protocols where acceptable
sol utions al ready exi st.

Based on this requirenent, PB-TNC should receive a strong preference.
PB-TNC i s equivalent with I F-TNCCS 2.0, an open TCG specification.

I F-TNCCS 2.0 is an extension of the existing |IFTNCCS 1. X protocol s,
whi ch have been inpl enented by dozens of vendors and open source

proj ects.

B. 6. Eval uation against Requirenent C-6
Requi renment C- 6 says:
C6 NEA protocols MJST be highly scal able; the protocols MJST
support many Posture Collectors on a |arge nunber of NEA

Clients to be assessed by numerous Posture Validators residing
on multiple NEA Servers.
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PB- TNC neets this requirement. PB-TNC supports up to 2716-1 Posture
Col  ectors and an equal nunber of Posture Validators in a given PB-

TNC session. It also supports an unlimted nunber of NEA Cients and
NEA Servers.
The scalability of PB-TNC extends into other areas as well. For

exanpl e, PB-TNC supports an unlimted nunmber of batches and each
batch can contain up to 2732-1 octets and about 2724 PA nessages.
Each PA nessage can contain up to 2732-1 octets. O course, sending
this much data in a NEA assessment is not generally advi sabl e, but
the point is that PB-TNC i s highly scal abl e.

B.7. Evaluation against Requirenment C7
Requi renent C- 7 says:

C7 The protocol s MIST support efficient transport of a |arge
nunber of attribute nessages between the NEA Cient and the NEA
Server.

PB- TNC neets this requirement. Each PB-TNC batch can contain about
2724 PA messages. Since PB-TNC supports an unlimted nunber of
batches in a session, this nunber is actually unlinmted (except

per haps by PT protocols, user patience, or other external factors).
As for efficiency, PB-TNC adds only 24 octets of overhead per PA
nessage. PA-TNC can include many attributes in a single PA nessage
so this overhead is diluted further

B. 8. Eval uation agai nst Requirement C- 8
Requi renent C-8 says:

C 8 NEA protocols MJST operate efficiently over |ow bandw dth or
hi gh [ atency I|inks.

PB- TNC neets this requirement. A nminimal PB-TNC exchange can be as

small as 72 octets and one round trip. Even if privacy policies or

other factors require multiple round trips, PB-TNC generally inposes

an overhead of only 8 octets per batch and 24 octets per PA nessage.
B.9. Evaluation against Requirement C9

Requi renent C 9 says:

C9 For any strings intended for display to a user, the protocols

MJUST support adapting these strings to the user’s |anguage
pr ef er ences.
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PB- TNC neets this requirenment. It defines a standard way for
the NEA Cient and NEA Server to send their |anguage
preferences to each other, |everaging the w dely inplenented
Accept - Language format defined in RFC 3282.

B. 10. Eval uation agai nst Requirenment C 10
Requi rement C- 10 says:
C- 10 NEA protocols MJST support encoding of strings in UTF-8 format.

PB- TNC neets this requirement. Al strings in the PB-TNC protoco
are encoded in UTF-8 format. This allows the protocol to support a
wi de range of |anguages efficiently.

B.11. Evaluation against Requirement C 11
Requi rement C 11 says:

C-11 Due to the potentially different transport characteristics
provi ded by the underlying candi date PT protocols, the NEA
Client and NEA Server MJST be capabl e of becom ng aware of and
adapting to the limtations of the avail able PT protocol. For
exanpl e, some PT protocol characteristics that might inpact the
operation of PA and PB include restrictions on which end can
initiate a NEA connection, maxi num data size in a nessage or
full assessnent, upper bound on nunber of round trips, and
ordering (dupl ex) of messages exchanged. The sel ection process
for the PT protocols MJST consider the limtations the
candi date PT protocol would inpose upon the PA and PB
pr ot ocol s.

PB- TNC neets this requirement. The PB-TNC protocol is designed to be
flexi bl e enough to operate with a variety of underlying PT protocols,
i ncluding those that may have limtati ons on nmessage or assessnent
size, nunmber of round trips, and duplex. Local APIs can allow
Posture Col |l ectors and Posture Validators to di scover when they are
operating in a |l ess constrai ned depl oynent and then nmake use of nore
verbose attributes. Simlarly, Posture Collectors could choose not
to send or use snaller attributes (including assertions from previous
assessnments) when faced with a very constrai ned network connection
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B.12. Evaluation agai nst Requirenent PB-1
Requi rement PB-1 says:

PB-1 The PB protocol MJST be capable of carrying attributes fromthe
Posture Broker Server to the Posture Broker Client. This
enabl es the Posture Broker Client to learn the posture
assessment decision and if appropriate to aid in renediation
and notification of the endpoint owner.

PB- TNC neets this requirenment. It can carry attributes fromthe
Posture Broker Cient to the Posture Broker Server and back in an
unlimted number of round trips. Furthernore, PB-TNC provides
explicit attribute support for posture decision and renediation aid
notification.

B. 13. Eval uati on agai nst Requirenment PB-2
Requi renent PB-2 says:

PB-2 The PB protocol MJST NOT interpret the contents of PA nessages
being carried; i.e., the data it is carrying must be opaque to
it.

PB- TNC neets this requirement. |t does not parse or interpret PA
nmessages i n any way.

B.14. Eval uation agai nst Requirenment PB-3
Requi renent PB-3 says:

PB-3 The PB protocol MJST carry unique identifiers that are used by
the Posture Brokers to route (deliver) PA nessages between
Posture Coll ectors and Posture Validators. Such nessage
routing should facilitate dynam c registration or
deregi stration of Posture Collectors and Validators. For
exanpl e, a dynamically registered anti-virus Posture Validator
shoul d be able to subscribe to receive nessages fromits
respective anti-virus Posture Collector on NEA Cients.

PB- TNC neets this requirement. PB-TNC tags each PA nessage with a PA
subtype that the Posture Brokers can use to deliver the PA nessages
to the proper Posture Collectors and Posture Validators. By tagging
nessages according to their content, PB-TNC all ows Posture Collectors
and Posture Validators to be dynanically registered and deregi stered,
ensuring that each one receives the proper data. PB-TNC al so
supports exclusive delivery, which allows nmessages to be targeted at
a particular Posture Collector or Posture Validator.
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B. 15. Evaluation agai nst Requirenent PB-4
Requi renment PB-4 says:

PB-4 The PB protocol MJST be capabl e of supporting a half-duplex PT
protocol. However, this does not preclude PB from operating
full -dupl ex when running over a full-duplex PT.

PB- TNC neets this requirement. |n order to insulate PA from any

di fferences between hal f-duplex and full-duplex PT protocols, PB-TNC
al ways operates in a hal f-dupl ex node, regardl ess of the capabilities
of the PT protocol. Wile this could in theory slow assessnents that
require many round trips or bidirectional nultinedia exchanges, this
is not a problemin practice because endpoi nt assessnents do not
typically involve multimedia or a | arge nunber of round trips.

B.16. Eval uation agai nst Requirenment PB-5
Requi renent PB-5 says:

PB-5 The PB protocol MAY support authentication, integrity, and
confidentiality protection for the attribute nmessages it
carries between a Posture Broker Cient and Posture Broker
Server. This provides security protection for a nessage dial og
of the groupings of attribute nessages exchanged between the
Posture Broker Cient and Posture Broker Server. Such
protection is orthogonal to PA protections (which are end to
end) and allows for sinpler Posture Collector and Validators to
be i nmpl enented, and for consolidation of cryptographic
operations possibly inproving scalability and nanageability.

PB- TNC does not address this optional requirement. It |eaves
security to PT (which is required to address it) and PA (whi ch SHOULD
do so). There seens to be mnimal benefit in adding a third |l ayer of
security to the NEA protocol stack. However, if the NEA working
group determnes that PB should include support for authentication
integrity protection, and confidentiality protection, then this could
be added to PBin a sinmilar manner to the way that the PA-TNC
security is done.
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B. 17.
Requi renment PB-6 says:

PB-6 The PB protocol

PB- TNC

March 2010

Eval uati on agai nst Requi renent PB-6

MUST support grouping of attribute nmessages to

optim ze transport of nessages and minimze round trips.

PB- TNC neets this requirenent.
conveyed in a single PA nessage.
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Multiple attribute nmessages can be
In fact, that’s how PA- TNC worKks.
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