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Abstract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols. |In particular, it

descri bes managed objects for nodeling the Control And Provisioning
of Wreless Access Points (CAPWAP) protocol for |EEE 802.11 wirel ess
binding. This MB nmodule is presented as a basis for future work on
the managenent of the CAPWAP protocol using the Sinple Network
Managenent Protocol (SNWP).

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5834.
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1.

| ntroducti on

The CAPWAP protocol [RFC5415] defines a standard, interoperable
protocol, which enables an Access Controller (AC) to manage a
collection of Wreless Term nation Points (WPs). CAPWAP supports
the use of various wreless technol ogies by the WIPs, with one
specified in the CAPWAP Protocol Binding for | EEE 802. 11 [ RFC5416].

Thi s docunent defines a MB nodul e that can be used to manage CAPWAP
i mpl enentations for | EEE 802.11 wirel ess binding. This MB nodul e
covers both configuration for Wrel ess Local Area Network (W.AN) and
a way to reuse the | EEE 802.11 M B nodul e [| EEE. 802-11. 2007]. It is
presented as a basis for future work on the SNVP nanagenent of the
CAPWAP pr ot ocol .

The I nternet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Ter m nol ogy

Thi s docunent uses terni nology fromthe CAPWAP protocol specification
[ RFC5415], the CAPWAP Protocol Binding for | EEE 802. 11 [ RFC5416], and
the CAPWAP Prot ocol Base M B [ RFC5833].

Access Controller (AC: The network entity that provides WIP access
to the network infrastructure in the data plane, control plane,
managenment pl ane, or a conbi nation therein.

Wrel ess Term nation Point (WIP): The physical or network entity that
contains an RF antenna and wirel ess physical |layer (PHY) to transmt
and receive station traffic for wirel ess access networks.
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Control And Provisioning of Wreless Access Points (CAPWAP): It is a
generic protocol defining AC and WIP control and data pl ane

comuni cation via a CAPWAP protocol transport nechanism  CAPWAP
control messages, and optionally CAPWAP data nmessages, are secured
usi ng Dat agram Transport Layer Security (DILS) [ RFC4347].

CAPWAP Control Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC control port, WP control port, and the
transport-1layer protocol (UDP or UDP-Lite) over which CAPWAP contro
packets are sent and received.

CAPWAP Data Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC data port, WP data port, and the
transport-layer protocol (UDP or UDP-Lite) over which CAPWAP data
packets are sent and received.

Station (STA): A device that contains an interface to a wireless

medi um (VW) .

Split and Local MAC. The CAPWAP protocol supports two nodes of
operation: Split and Local MAC (medi um access control). In Split MAC
node, all Layer 2 wireless data and nmanagenent franes are

encapsul ated via the CAPWAP protocol and exchanged between the AC and
the WIPs. The Local MAC node of operation allows the data frames to
be either locally bridged or tunneled as 802.3 franes.

Wrel ess Binding: The CAPWAP protocol is independent of a specific

WP radi o technol ogy, as well its associated wireless link |ayer
protocol. Elements of the CAPWAP protocol are designed to
accommodat e the specific needs of each wireless technology in a
standard way. |nplenmentation of the CAPWAP protocol for a particular

wirel ess technol ogy MJST define a binding protocol for it, e.g., the
bi nding for | EEE 802.11, provided in [ RFC5416].

Wreless Local Area Network (W.AN): A WLAN refers to a | ogical
conponent instantiated on a WIP device. A single physical WIP MAY
operate a nunber of W.ANs. Each Basic Service Set Identifier (BSSID)
and its constituent wireless term nal radios are denoted as a

di sti nct WLAN on a physical WIP. To support a physical WP with
multiple W.ANs is an inportant feature for CAPWAP protocol’s 802.11
binding, and it is also for MB nodul e desi gn

Wrel ess Binding MB Mdule: Qher Standards Devel opnent

Organi zations (SDOs), such as | EEE, already defined M B nodul es for
specific wirel ess technol ogies, e.g., the | EEE 802.11 M B nodul e

[ 1 EEE. 802-11. 2007] . Such M B nodul es are called wirel ess binding MB
nodul es.
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5.

5.

5.

CAPWAP Protocol Wreless Binding MB Mdule: It is a MB nodul e
corresponding to the CAPWAP Protocol Binding for a wreless binding.
Sonetimes, not all the technol ogy-specific nessage el enents in a
CAPWAP bi ndi ng protocol have M B objects defined by other SDGs. For
exanpl e, the protocol of [RFC5416] defines W.AN conception. Also,
Local or Split MAC nodes could be specified for a W.AN. The MAC node
for a WLAAN is not in the scope of | EEE 802.11 [I|EEE. 802-11.2007]. In
such cases, in addition to the existing wireless binding MB nodul es
defined by other SDOs, a CAPWAP protocol wireless binding MB nodul e
is required to be defined for a wrel ess binding.

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Overvi ew
1. WAN Profile

A WLAN profile stores configuration paraneters such as MAC type and
tunnel node for a W.AN. Each WLAN profile is identified by a profile
identifier. The operator needs to create W.AN profiles before WIPs
connect to the AC. To provide WAN service, the operator SHOULD bind
W.LAN profiles to a WIP Virtual Radio Interface that corresponds to a
PHY radi o. During the binding operation, the AC MIST sel ect an
unused WLAN I D between 1 and 16 [ RFC5416]. For exanple, to bind one
nore WLAN profile to a radio that has been bound with a WLAN profile,
the AC SHOULD allocate WAN ID 2 to the radio. Although the maxi mum
value of a WLAAN ID is 16, the operator could configure nore than 16
WLAN Profiles on the AC.

2. Requirements and Constraints

The | EEE 802.11 M B nodul e [ | EEE. 802-11. 2007] al ready defines MB
objects for nost | EEE 802. 11 Message El enments in the CAPWAP Prot ocol
Bi nding for | EEE 802.11 [ RFC5416]. As a CAPWAP protocol 802.11

bi nding M B nodul e, the CAPWAP-DOT11-M B nodul e MUST be able to reuse
such M B objects in the | EEE 802.11 M B nodul e and support functions
(such as MAC mode for WLAN in the [RFC5416]) that are not in the
scope of | EEE 802.11 standard. The CAPWAP-DOT11-M B nodul e MJUST
support such functions.

In summary, the CAPWAP-DOT11-M B nodul e needs to support:

- Reuse of wireless binding MB nodules in the | EEE 802. 11 standard,;
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- Centralized managenent and configurati on of WLAN profiles on the
AC;

- Configuration of a MAC type and tunnel node for a specific WAN
profile.

5.3. Mechani sm of Reusing Wrel ess Binding MB Mdul e

In the | EEE 802.11 M B nodule, the MB tables such as

dot 11Aut henti cati onAl gorithmsTable are able to support W.AN
configuration (such as authentication algorithn), and these tables
use the iflndex as the index which works well in the autononous W.AN
architecture.

Reuse of such wireless binding MB nodules is very inportant to
centralized WLAN architectures. The key point is to abstract a W.AN
profile as a WLAN Profile Interface on the AC, which could be
identified by an iflndex. The MB objects in the |EEE 802.11 MB
nodul e which are associated with this interface can be used to
configure W.AN paraneters for the W.AN, such as authentication
algorithm Wth the iflndex of a W.AN Profile Interface, the ACis
able to reuse the I EEE 802.11 M B nodul e.

In the CAPWAP- BASE-M B nodul e, each PHY radio is identified by a WIP
ID and a radio I D, and has a corresponding WIP Virtual Radio
Interface on the AC. The | EEE 802.11 M B nodul e associated with this
interface can be used to configure | EEE 802. 11 wirel ess binding
paranmeters for the radio such as RTS Threshold. A WAN Basic Service
Set (BSS) Interface, created by binding a WAN to a WIP Virtual Radio
Interface, is used for data forwarding.

6. Structure of MB Mdule

The M B objects are derived fromthe CAPWAP protocol binding for |EEE
802. 11 docunent [RFC5416].

capwapDot 11W anTabl e
The table allows the operator to display and configure W.AN
profiles, such as specifying the MAC type and tunnel node for a

W.AN. Also, it helps the ACto configure a WAN through the | EEE
802.11 M B nodul e.
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capwapDot 11W anBi ndTabl e

The tabl e provides a way to bind WAN profiles to a WIP Vi rtual
Radi o I nterface, which has a correspondi ng PHY radi o. A binding
operation dynamically creates a W.AN BSS Interface, which is used
for data forwarding.

7. Relationship to O her MB Mdul es
7.1. Relationship to SNMPv2-M B Mdul e

The CAPWAP-DOT11-M B nodul e does not duplicate the objects of the
"systemi group in the SNMPv2-M B [ RFC3418] that is defined as being
mandatory for all systens, and the objects apply to the entity as a
whol e. The 'system group provides identification of the managenent
entity and certain other systemw de data.

7.2. Relationship to IF-MB Mdul e

The Interfaces Group [ RFC2863] defines generic managed objects for
managi ng i nterfaces. This nenp contains the media-specific
extensions to the Interfaces Group for managi ng W.AN t hat are npdel ed
as interfaces.

Each WLAN profile corresponds to a W.AN Profile Interface on the AC.

The interface MJUST be nodeled as an ifEntry, and ifEntry objects such
as iflndex, ifDescr, ifNane, and ifAlias are to be used as per

[ RFC2863]. The WAN Profile Interface provides a way to configure

| EEE 802. 11 paraneters for a specific WLAN and reuse the | EEE 802. 11
M B nodul e.

To provide data forwardi ng service, the AC dynamically creates WAN
BSS Interfaces. A W.AN BSS Interface MJST be nodel ed as an ifEntry,
and i fEntry objects such as iflndex, ifDescr, ifName, and ifAlias are
to be used as per [RFC2863]. The interface enables a single physical
WIP to support multiple W.ANs.

Al so, the AC MUST have a nechani smthat preserves the value of the
i fl ndexes (of both the W.AN Profile Interfaces and the W.AN BSS
Interfaces) in the ifTable at AC reboot.

7.3. Relationship to CAPWAP- BASE-M B Mbdul e
The CAPWAP- BASE-M B nodul e provi des a way to manage and control WP
and radi o objects. Especially, it provides the WIP Virtual Radio

Interface mechanismto enable the ACto reuse the | EEE 802.11 M B
nodule. Wth this mechanism an operator could configure an | EEE
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802. 11 radio’s paraneters and view the radio’'s traffic statistics on
the AC. Based on the CAPWAP- BASE-M B nodul e, the CAPWAP-DOT11-M B
nodul e provi des nore W.AN i nformati on.

7.4. Relationship to MB Mdule in the | EEE 802. 11 Standard

Wth the iflndex of WLAN Profile Interface and WLAN BSS | nterface,
the MB nodule is able to reuse the | EEE 802.11 M B nodul e

[ EEE. 802-11. 2007] . The CAPWAP-DOT11-M B nodul e does not duplicate
those objects in the | EEE 802.11 M B nodul e.

The CAPWAP Protocol Binding for | EEE 802.11 [ RFC5416] invol ves sone
of the M B objects defined in the | EEE 802. 11 standard. Although
CAPWAP- DOT11-M B nodul e uses it [RFC5416] as a reference, it could
reuse all the MB objects in the | EEE 802. 11 standard , and is not
limted by the scope of CAPWAP Protocol Binding for |EEE 802.11.

7.5. MB Mdul es Required for | MPORTS
The following MB nodules are required for | MPORTS: SNWPv2- SM
[ RFC2578], SNWPv2-TC [ RFC2579], SNWPv2- CONF [ RFC2580], IF-M B
[ RFC2863], and CAPWAP- BASE-M B [ RFC5833].
8. Exanple of CAPWAP-DOT11-M B Modul e Usage
1) Create a WIP profile.
Suppose the WIP's base MAC address is '00:01:01:01: 01: 00’ .
Creates a WIP profile for it through the capwapBaseW pProfil eTabl e
[ RFC5833] as foll ows:
I n capwapBaseW pProfil eTabl e
1

"WIP Profile 123456
' 00: 01: 01: 01: 01: 00’ ,

capwapBaseW pProfileld
capwapBaseW pPr of i | eNane
capwapBaseW pPr of i | eW pMacAddr ess

capwapBaseW pPr of i | eWrPModel Nurber = "WIP123’
capwapBaseW pPr of i | eW pNane = '"WIP 123456’ ,
capwapBaseW pProfil eW pLocati on = 'office’,
capwapBaseW pProfil eW pSt ati cl pEnabl e =true(l),
capwapBaseW pProfil eW pStaticl pType = ipv4a(l),
capwapBaseW pProfil eW pSt ati cl pAddr ess = '192.0.2.10",
capwapBaseW pPr of i | eW pNet mask = ' 255.255. 255. 0",
capwapBaseW pPr of i | eW pGat eway ='192.0.2.1",
capwapBaseW pProf i | eW pFal | backEnabl e =true(l),
capwapBaseW pPr of i | eW pEchol nt er val = 30,
capwapBaseW pProf i | eW pl dl eTi meout = 300,
capwapBaseW pPr of i | eW pMaxDi scoveryl nt erval = 20,
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capwapBaseW pProf i | eW pReport | nterval = 120,
capwapBaseW pProfil eW pStatisticsTi nmer = 120,
capwapBaseW pProf i | eW pEchSupport = limted(0)

Suppose the WIP with nodel nunber 'WIP123" has one PHY radi o and
this PHY radio is identified by ID 1. The creation of this WP
profile triggers the ACto autonatically create a WIP Virtual

Radi o I nterface and add a new row object to the

capwapBaseW r el essBi ndi ngTabl e wi t hout manual intervention.
Suppose the iflndex of the WIP Virtual Radio Interface is 10. The
following information is stored in the

capwapBaseW r el essBi ndi ngTabl e.

I n capwapBaseW r el essBi ndi ngTabl e

capwapBaseW pProfileld = 1,
capwapBaseW r el essBi ndi ngRadi ol d = 1,
capwapBaseW r el essBi ndi ngVi rt ual Radi ol f | ndex = 10,
capwapBaseW r el essBi ndi ngType = dot 11(2)

}

The WIP Virtual Radio Interfaces on the AC correspond to the PHY
radi os on the WIP. The WP Virtual Radio Interface is nodel ed by
i f Tabl e [ RFC2863] .

In ifTable
{
i fl ndex
i f Descr
i f Type
ifMu
i f Speed
i f PhysAddress
i f Adm nSt at us
i f Oper St at us
i f Last Change
i flnCctets
i flnUcast Pkts
i flnDi scards
iflnErrors
i f1 nUnknownPr ot os
i fQutCctets
i f Qut Ucast Pkt s
i fQut Di scards
ifQutErrors

10,

"WIP Virtual Radio Interface’,
254,

0,

0,

' 00: 00: 00: 00: 00: 00’ ,

true(l),

fal se(0),

ejejejejojolojoje)e)
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2)

3)

Shi,

Query the iflndexes of WIP Virtual Radio Interfaces.

Bef ore configuring PHY radi os, the operator needs to get the
i flndexes of WIP Virtual Radio Interfaces corresponding to the PHY
r adi os.

As t he capwapBaseWr el essBi ndi ngTabl e al ready stores the mappi ngs
bet ween PHY radi os (Radio IDs) and the iflndexes of WIP Virtua
Radi o I nterfaces, the operator can get the iflndex information by
querying this table. Such a query operation SHOULD run fromradio
ID1 toradio ID 31 (according to [ RFC5415]), and stop when an
invalid iflndex value (0) is returned.

Thi s exanpl e uses capwapBaseW pProfileld = 1 and
capwapBaseW rel essBi ndi ngRadiold = 1 as inputs to query the
capwapBaseW r el essBi ndi ngTabl e, and gets
capwapBaseW r el essBi ndi ngVi rt ual Radi ol f1 ndex = 10. Then it uses
capwapBaseW pProfileld = 1 and capwapBaseW r el essBi ndi ngRadi ol d =
2, and gets an invalid iflndex value (0), so the query operation
ends. This method gets not only the iflndexes of WIP Virtua
Radi o I nterfaces, but also the nunbers of PHY radi os. Besides
checki ng whether the iflndex value is valid, the operator SHOULD
check whet her the capwapBaseWrel essBi ndi ngType is the desired

bi ndi ng type.

Configure | EEE 802. 11 paraneters for a WIP Virtual Radio Interface

This configuration is nade on the AC through the | EEE 802.11 MB
nmodul e.

The foll owi ng shows an exanpl e of configuring paraneters for a WIP
Virtual Radio Interface with iflndex 10 through the
dot 11Qperati onTabl e [ | EEE. 802-11. 2007] .

I n dot 11Operati onTabl e

{
i flndex = 10,
dot 11MACAddr ess = ' 00: 00: 00: 00: 00: 00’
dot 11RTSThr eshol d = 2347,
dot 11Short Ret ryLi m t =7,
dot 11LongRetryLi m t = 4,
dot 11Fr agnent ati onThreshol d = 256,
dot 11MaxTransmni t MSDULI f et i nme = 512,
dot 11MaxRecei velLi feti me = 512,
dot 11Manuf acturer| D = ' capwap’
dot 11Pr oduct I D = ' capwap’
dot 11CAPLi m t =
dot 11HCCWn n = 0,
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dot 11HCCWrax = 0,
dot 11HCCAI FSN =1,
dot 11ADDBAResponseTi neout = 1,
dot 11ADDTSResponseTi neout = 1,
dot 11Channel Uti |l i zati onBeaconl nt er val = 50,
dot 11Schedul eTi neout = 10,
dot 11DLSResponseTi neout = 10,
dot 11QAPM ssi ngAckRet ryLim t = 1,
dot 11EDCAAver agi ngPer i od =5

}

4) Configure a WLAN Profile.

Shi,

WLAN configuration is nmade on the AC t hrough the CAPWAP-DOT11-M B
nodul e, and | EEE 802.11 M B nodul e.

The first step is to create a WLAN Profile Interface through the
CAPWAP- DOT11- M B nodul e on the AC.

For exanple, when you configure a WLAN profile that is identified
by capwapDot 11W anProfileld 1, the capwapDot 11W anTabl e creates
the follow ng row object for it.

I n capwapDot 11W anTabl e
{

capwapDot 11W anTunnel Mode
capwapDot 11W anRowSt at us

}

The creation of a row object triggers the ACto automatically
create a WAN Profile Interface and it is identified by iflndex 20
wi t hout manual intervention.

dot 3Tunnel (2),
creat eAndGo( 4)

capwapbDot 11W anProfileld = 1,
capwapDot 11W anPr of i | el f 1 ndex = 20,
capwapDot 11W anMacType = splitMAC(2),

A WLAN Profile Interface MJST be nodeled as an ifEntry on the AC
that provides appropriate interface information. The

capwapDot 11W anTabl e stores t he mappi ngs between

capwapDot 11W anProfil el ds and the iflndexes of WLAN Profile

I nterfaces.

In ifTable
{
i fl ndex = 20,
i f Descr = "WLAN Profile Interface’,
i f Type = 252,
ifMu = 0,
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i f Speed

i f PhysAddress
i f Adm nSt at us

i f Oper St at us

i f Last Change
iflnCctets

i flnUcast Pkts

i flnDi scards
iflnErrors

i fI nUnknownPr ot os
i fQutCctets

i f Qut Ucast Pkt s
i f Qut Di scards
ifQutErrors

}

The second step is to configure WLAN paranmeters for the W.AN
Profile Interface through the | EEE 802. 11 M B npodul e on the AC.

Oy

' 00: 00: 00: 00: 00: 00’ ,
true(l),

true(l),

OO0OO0O0O00O0O00O0O0O0o

The foll owi ng exanpl e configures an authentication algorithmfor a
W_AN.

I n dot 11Aut henti cati onAl gorithnmsTabl e

i f1ndex = 20,

dot 11Aut henti cati onAl gorit hnmsl ndex = 1,

dot 11Aut henti cati onAl gorithm = Shared Key(2),
dot 11Aut henti cat i onAl gorit hmsEnabl e = true(l)

}

Here, iflndex 20 identifies the WLAN Profile Interface, and the
i ndex of the configured authentication algorithmis 1.

5) Bind WLAN Profiles to a WIP radi o.

On the AC, the capwapDot 11W anBi ndTable in the CAPWAP-DOT11-M B
stores the bindings between WLAN profiles(identified by
capwapbDot 11W anProfileld) and WIP Virtual Radio Interfaces
(identified by the iflndex).

For exanple, after the operator binds a WLAN profile with
capwapbDot 11W anProfileld 1 to WIP Virtual Radio Interface with

i fIndex 10, the capwapDot 11W anBi ndTabl e creates the foll owi ng row
obj ect.
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6)

7)

8)

Shi,

I n capwapDot 11W anBi ndTabl e

i f1ndex = 10,
capwapbDot 11W anProfil el d = 1,
capwapDot 11W anBi ndBssl f | ndex = 30,

capwapDot 11W anBi ndRowSt at us
}

If the capwapDot 11W anMacType of the WLAN is splitMAC(2), the
creation of the row object in the capwapDot 11W anBi ndTabl e
triggers the ACto automatically create a WLAN BSS I nterface
identified by iflndex 30 without manual intervention

creat eAndGo( 4)

The WLAN BSS Interface MJST be nodeled as an ifEntry on the AC,
whi ch provides appropriate interface information. The
capwapDot 11W anBi ndTabl e stores the mappi hgs anong the iflndex of
a WP Virtual Radio Interface, WLAN profile 1D, W.AN I D, and the
i flndex of a WLAN BSS I nterface.

Get the current configuration status report fromthe WIP to the
AC.

Before a WIP that has joined the AC gets configuration fromthe
AC, it needs to report its current configuration status by sending
a configuration status request nmessage to the AC, which uses the
nessage to update corresponding M B objects on the AC. For
exanple, for iflndex 10 (which identifies a WLAN Virtual Radio
Interface), its ifOperStatus in the ifTable is updated according
to the current radi o operational status in the CAPWAP nessage

[ RFC5415] .

Query WIP and radio statistical data

After WIPs start to run, the operator could query WIP and radio
statistics data through the CAPWAP-BASE-M B and CAPWAP-DOT11-M B
nodul es. For exanple, through the dotl1l1lCountersTable

[ EEE. 802- 11. 2007], the operator could query counter data of a
radio that is identified by the iflndex of the correspondi ng W.AN
Virtual Radio Interface.

Query other statistical data.
The operator could query the configuration of a WLAN t hrough the
dot 11Aut henti cati onAl gori thnsTabl e [ | EEE. 802-11. 2007] and t he

statistical data of a WLAN BSS Interface through the ifTable
[ RFC2863] .
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9. Definitions
CAPWAP- DOT11-M B DEFINITIONS ::= BEG N

| MPORTS

RowSt at us, TEXTUAL- CONVENTI ON
FROM SNMPv2- TC

OBJECT- GROUP, MODULE- COVPLI ANCE
FROM SNWPv2- CONF

MODULE- | DENTI TY, OBJECT-TYPE, m b-2, Unsigned32
FROM SNVPv2- SM

i fl ndex, Interfacel ndex
FROM | F-M B

CapwapBaseMacTypeTC, CapwapBaseTunnel ModeTC
FROM CAPWAP- BASE- M B;

capwapDot 11M B MODULE- | DENTI TY
LAST- UPDATED "201004300000Z" -- 30 April 2010
ORGANI ZATI ON "I ETF Control And Provisioning of Wrel ess Access
Poi nts (CAPWAP) Wor ki ng Group
http://ww.ietf.org/htm.charters/capwap-charter.htm"
CONTACT- | NFO
"Ceneral Discussion: capwap@rascone.com
To Subscribe: http://lists.frascone.conm nail man/listinfo/ capwap

Yang Shi (editor)

Hangzhou H3C Tech. Co., Ltd.

Beijing R&D Center of H3C, Digital Technol ogy Pl aza
NO. 9 Shangdi 9th Street, Haidian District

Beijing 100085

Chi na
Phone: +86 010 82775276
Emai | : rishyang@mail.com

David T. Perkins (editor)
228 Bayvi ew Dr.
San Carlos, CA 94070

USA
Phone: +1 408 394-8702
Emai | :  dper ki ns@lsper ki ns. com

Chris Elliott (editor)
1516 Kent St
Durham NC 27707

USA
Phone: +1 919-308-1216
Emai | : chel |i ot @obox. com
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Yong Zhang (editor)
Fortinet, Inc.

1090 Kifer Road

Sunnyval e, CA 94086

USA

Emai | : yzhang@ortinet. cont

DESCRI PTI ON
"Copyright (c) 2010 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 5834;
see the RFC itself for full legal notices.

This M B nodul e contai ns managed object definitions for
CAPWAP Prot ocol binding for |IEEE 802.11."
REVI SI ON *201004300000z"
DESCRI PTI ON
“Initial version, published as RFC 5834"
c:={ mb-2 195}

-- Textual conventions

CapwapDot 11W anl dTC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a Wrel ess Local Area
Net wor k (WLAN) . "

SYNTAX Unsi gned32 (1..16)
CapwapDot 11W anl dProfi |l eTC :: = TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a WLAN profile."
SYNTAX Unsi gned32 (1..512)

-- Top |l evel conponents of this M B nodul e

-- Tabl es, Scal ars
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capwapDot 11(bj ects OBJECT | DENTI FI ER

::={ capwapDot11MB 1 }

-- Conformance
capwapDot 11Conf or mance OBJECT | DENTI FI ER

::={ capwapDot11M B 2 }

-- capwapDot 11W anTabl e Tabl e

capwapDot 11W anTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapDot 11W anEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Atable that allows the operator to display and configure
WLAN profiles, such as specifying the MAC type and tunnel node
for a WAN. Also, it helps the ACto configure a W.AN t hrough
the | EEE 802.11 M B nodul e.
Val ues of all objects in this table are persistent at
restart/reboot."

.= { capwapDot 11(hjects 1 }

capwapDot 11W anEntry OBJECT- TYPE

SYNTAX CapwapDot 11W anEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that stores the settings of a WAN profile."
| NDEX { capwapDot 11W anProfileld }
::= { capwapDot 11W anTable 1 }

CapwapDot 11W anEntry ::=

SEQUENCE {
capwapbDot 11W anProfil el d CapwapDot 11W anl dProf i | eTC,
capwapDot 11W anPr of i | el f 1 ndex I nt erfacel ndex,
capwapDot 11W anMacType CapwapBaseMacTypeTC,
capwapDot 11W anTunnel Mode CapwapBaseTunnel ModeTC,
capwapDot 11W anRowSt at us RowsSt at us

}

capwapDot 11W anProfil el d OBJECT- TYPE

SYNTAX CapwapDot 11W anl dProfil eTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Shi,

"Represents the identifier of a WLAN profile that has a
correspondi ng capwapDot 11W anProfi |l el f I ndex. "
::= { capwapDot 11WanEntry 1 }
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capwapDot 11W anProfi | el f 1 ndex OBJECT- TYPE

SYNTAX | nt erfacel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Represents the index value that uniquely identifies a

WLAN Profile Interface. The interface identified by a
particular value of this index is the same interface as
identified by the same val ue of the iflndex.

The creation of a row object in the capwapDot 11W anTabl e
triggers the ACto automatically create an WLAN Profile
Interface identified by an iflndex w thout nmanual

i ntervention.

Most M B tables in the | EEE 802.11 M B nodul e

[ I EEE. 802-11. 2007] use an iflndex to identify an interface
to facilitate the configuration and mai nt enance, for exanple,
dot 11Aut henti cati onAl gorit hnmsTabl e.

Using the iflndex of a WLAN Profile Interface, the QOperator
could configure a WLAN t hrough the | EEE 802.11 M B nodul e."

;.= { capwapDot 11W anEntry 2 }

capwapDot 11W anMacType OBJECT- TYPE

SYNTAX CapwapBaseMacTypeTC
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Represents whet her the WP SHOULD support the W.AN in
Local or Split MAC nodes."
REFERENCE
"Section 6.1 of CAPWAP Protocol Binding for |EEE 802. 11,
RFC 5416. "
.= { capwapDot 11W anEntry 3 }

capwapDot 11W anTunnel Mode OBJECT- TYPE

SYNTAX CapwapBaseTunnel ModeTC
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Represents the frame tunneling node to be used for | EEE 802.11
data frames fromall stations associated with the WAN.
Bits are exclusive with each other for a specific WAN profile,
and only one tunnel node coul d be configured.
If the operator set nore than one bit, the value of the
Response-PDU s error-status field is set to 'wongVal ue’,
and the value of its error-index field is set to the index of
the failed variabl e binding."

REFERENCE
"Section 6.1 of CAPWAP Protocol Binding for |EEE 802. 11,
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RFC 5416."
.. = { capwapDot 11WanEntry 4 }

capwapDot 11W anRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or delete a row
in this table.
Al the objects in a row can be nodified only when the val ue
of this object in the correspondi ng conceptual row is not
"active'. Thus, to nodify one or nore of the objects in
this conceptual row

a. change the row status to 'notlnService’,

b. change the val ues of the row

c. change the row status to ’active’
The capwapDot 11W anRowSt at us may be changed to 'active’
if all the managed objects in the conceptual row with
MAX- ACCESS r ead- create have been assigned valid val ues.

VWhen the operator deletes a W.AN profile, the AC SHOULD
check whether the WLAN profile is bound with a radio.
If yes, the value of the Response-PDU s error-status field
is set to "inconsistentValue', and the value of its
error-index field is set to the index of the failed variable
binding. If not, the row object could be deleted."

::= { capwapDot 11W anEntry 5 }

-- End of capwapDot 11W anTabl e Tabl e

-- capwapDot 11W anBi ndTabl e Tabl e

capwapDot 11W anBi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapDot 11W anBi ndEnt ry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table that stores bindings between WAN profiles
(identified by capwapDot 11W anProfil eld) and WIP Virtual Radio
Interfaces. The WIP Virtual Radio Interfaces on the AC
correspond to physical |ayer (PHY) radios on the WIPs.
It al so stores the nappings between WLAN | Ds and W.AN
Basi ¢ Service Set (BSS) Interfaces.
Val ues of all objects in this table are persistent at
restart/reboot."

REFERENCE
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"Section 6.1 of CAPWAP Protocol Binding for | EEE 802. 11,
RFC 5416."

;.= { capwapDot 11(hjects 2 }

capwapDot 11W anBi ndEntry OBJECT- TYPE

SYNTAX CapwapDot 11W anBi ndEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A set of objects that stores the binding of a W.AN profile
to a WP Virtual Radio Interface. It also stores the mapping

bet ween WLAN | D and WLAN BSS I nterface.
The | NDEX object iflndex is the iflndex of a WIP Virtual
Radi o I nterface."

I NDEX { iflndex, capwapDot11W anProfileld }

::= { capwapDot 11W anBi ndTable 1 }

CapwapDot 11W anBi ndEntry :: =

SEQUENCE {
capwapDot 11W anBi ndW anl d CapwapDot 11W anl dTC,
capwapDot 11W anBi ndBssl f | ndex I nt erfacel ndex,
capwapDot 11W anBi ndRowSt at us RowSt at us

capwapDot 11W anBi ndW anl d OBJECT- TYPE
SYNTAX CapwapDot 11W anl dTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the WLAN I D of a WLAN.
Duri ng a binding operation, the AC MJST sel ect an unused
W.AN ID frombetween 1 and 16 [ RFC5416]. For exanple, to bind
another WLAN profile to a radio that has been bound with
a WAN profile, W.AN ID 2 shoul d be assigned."
REFERENCE
"Section 6.1 of CAPWAP Protocol Binding for |EEE 802. 11,
RFC 5416. "
;.= { capwapDot 11W anBi ndEntry 1 }

capwapDot 11W anBi ndBssl f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Represents the index value that uniquely identifies a

W.AN BSS Interface. The interface identified by a
particul ar value of this index is the same interface as
identified by the sanme val ue of the iflndex.
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The iflndex here is for a WLAN BSS Interface.
The creation of a row object in the capwapDot 11W anBi ndTabl e
triggers the ACto automatically create a WLAN BSS Interface
identified by an iflndex wi thout manual intervention.
The PHY address of the capwapDot11W anBi ndBsslflndex is the
BSSID. Wile manufacturers are free to assign BSSIDs by using
any arbitrary nmechanism it is advised that where possible the
BSSI Ds are assigned as a conti guous bl ock.
When assigned as a bl ock, inplenentations can still assign
any of the available BSSIDs to any W.AN. One possi bl e net hod
is for the WIP to assign the address using the follow ng
al gorithm base BSSID address + WAAN ID. "

REFERENCE
"Section 2.4 of CAPWAP Protocol Binding for |EEE 802.11,
RFC 5416. "

::= { capwapDot 11W anBi ndEntry 2 }

capwapDot 11W anBi ndRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or delete a row
in this table.
Al the objects in a row can be nodified only when the val ue
of this object in the correspondi ng conceptual row is not
"active’. Thus, to nodify one or nore of the objects in
this conceptual row

a. change the row status to ’'notlnService’,

b. change the val ues of the row

c. change the row status to 'active'"

;.= { capwapDot 11W anBi ndEntry 3 }

-- End of capwapDot 11W anBi ndTabl e Tabl e

-- Modul e conpli ance

capwapDot 11G oups OBJECT | DENTI FI ER
::= { capwapDot 11Conf ormance 1 }

capwapDot 11Conpl i ances OBJECT | DENTI FI ER
.= { capwapDot 11Conf or mance 2 }

capwapDot 11Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the
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CAPWAP- DOT11- M B nodul e. "

MODULE -- this nodul e
MANDATORY- GROUPS {
capwapDot 11W anG oup,
capwapDot 11W anBi ndG oup

}
.= { capwapDot 11Conpliances 1 }

capwapDot 11W anG oup OBJECT- GROUP
OBJECTS {
capwapDot 11W anPr of i | el f | ndex,
capwapDot 11W anMacType,
capwapDot 11W anTunnel Mode,
capwapDot 11W anRowSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to configure
the properties of a W.AN profile."

;.= { capwapDot11Groups 1 }

capwapDot 11W anBi ndG oup OBJECT- GROUP
OBJECTS {
capwapDot 11W anBi ndW anl d,
capwapDot 11W anBi ndBssl f | ndex,
capwapDot 11W anBi ndRowsSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to bind the
WLAN profiles with a radio."

;.= { capwapDot 11Groups 2 }

END
10. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects MAY be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. The following are the tables and objects and
their sensitivity/vulnerability:
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11.

11.

11.

12.

o Unaut horized changes to the capwapDot 11W anTabl e and
capwapDot 11W anBi ndTabl e MAY di srupt all ocation of resources in
the network, and al so change the behavi or of the W.LAN system such
as MAC type

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons
1. | ANA Consi derations for CAPWAP-DOT11-M B Modul e

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
capwapbDot 11IM B { m b-2 195 }
2. | ANA Considerations for ifType

| ANA has assigned the follow ng ifTypes:

Deci mal Nane Descri ption
252 capwapbDot 11Profile W.AN Profile Interface
253 capwapDot 11Bss WLAN BSS I nterface

Contri butors

This M B nodule is based on contributions fromLong Gao.
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13.

14.

14.
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