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Abst ract

Ext ensi bl e Aut hentication Protocol (EAP) early authentication may be
defined as the use of EAP by a nobile device to establish

aut henticated keying material on a target attachnent point prior to
its arrival. This docunent discusses the EAP early authentication
problemin detail.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5836.

Chba, et al. | nf or mati onal [ Page 1]



RFC 5836 Early Authentication PS April 2010

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Ohba, et al. I nf or mati onal [ Page 2]



RFC 5836 Early Authentication PS April 2010

Tabl e of Contents

1. IntroduCti On ... e 3
2. Termnol 0gy . ..o 4
3. Problem Statement ... ... ... ... 6
3.1. Handover Preparation ........... .. .. 6
3.2. Handover EXeCUlion . ....... ... 6
3.2, 0. EXanpl @S .. 7

3.3, SOl Ution SpacCe ... ... 7
3.3.1. Context Transfer ......... ... .. . . . . . . . .. 7

3.3.2. Early Authentication ........... ... . .. . ... 8

4. System OVeI Vi BW . ..ot 8
5. Topol ogi cal Cassification of Handover Scenarios ................ 9
6. Mddels of Early Authentication ............ .. .. .. .. . . .. ... 10
6.1. EAP Pre-Authentication Usage Mddels ....................... 10
6.1.1. The Direct Pre-Authentication Model ................ 11

6.1.2. The Indirect Pre-Authentication Usage Mddel ........ 11

6.2. The Authenticated Anticipatory Keying Usage Mdel ......... 13

7. Architectural Considerations ............ . ... 13
7.1. Authenticator DiSCOVEIY ... ... e 13
7.2. Context Binding ........ ... 14

8. AAA I SSUBS .ottt 14
9. Security Considerati ONS ... ... .. ... 16
10. Acknow edgmENt S . .. o 17
11, ContribUtOrsS .. 17
12, Ref @reNCeS .. 17
12.1. Normative References ........ ... . . . ... 17
12.2. Informative References ........ ... .. . . . . ... 18

1. Introduction

When a nobil e device, during an active comuni cati on session, noves
fromone access network to another and changes its attachnent point,
the session may be subjected to disruption of service due to the
del ay associated with the handover operation. The performance
requirenents of a real-tinme application will vary based on the type

of

application and its characteristics such as delay and packet-I| oss

tol erance. For Voice over |P applications, ITUT G 114 [ITUY
recomends a steady-state end-to-end delay of 150 ns as the upper
l[imt and rates 400 ns as generally unacceptable delay. Simlarly, a
stream ng application has tol erabl e packet-error rates ranging from
0.1 to 0.00001 with a transfer delay of |less than 300 ns. Any help
that an optinm zed handof f nechani sm can provide toward neeting these
objectives is useful. The ultimate objective is to achi eve seani ess
handover with | ow | atency, even when handover is between different

i nk technol ogi es or between different Authentication, Authorization
and Accounting (AAA) real ns.
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As a nobil e device goes through a handover process, it is subjected
to del ay because of the rebinding of its association at or across
several layers of the protocol stack and because of the additiona
round trips needed for a new EAP exchange. Delays incurred within
each protocol |ayer affect the ongoing multinedia application and
data traffic within the client [WCM.

The handover process often requires authentication and authorization
for acquisition or nodification of resources assigned to the nobile
device. In nost cases, these authentications and authorizations
require interaction with a central authority in arealm 1In sone
cases, the central authority may be distant fromthe nobile device.
The del ay i ntroduced due to such an authentication and authorization
procedure adds to the handover |atency and consequently affects
ongoi ng application sessions [MJ]. The discussion in this document
is focused on mitigating delay due to EAP authentication

2. Term nol ogy
AAA

Aut henti cation, Authorization, and Accounting (see below). RAD US
[ RFC2865] and Di aneter [RFC3588] are examples of AAA protocols
defined in the | ETF

AAA real m
The set of access networks within the scope of a specific AAA
server. Thus, if a mobile device noves from one attachment point
to another within the sane AAA realm it continues to be served by
the same AAA server.

Accounti ng
The act of collecting information on resource usage for the
purpose of trend analysis, auditing, billing, or cost allocation
[ RFC2989] .

Attachment Poi nt
A device, such as a wirel ess access point, that serves as a
gat eway between access clients and a network. |In the context of
this docunment, an attachnent point nust al so support EAP
aut henticator functionality and may act as a AAA client.

Aut henti cation
The act of verifying a clained identity, in the formof a
preexisting label froma mutually known nane space, as the
originator of a nmessage (nessage authentication) or as the end-
poi nt of a channel (entity authentication) [RFC2989].
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Aut henti cat or
The end of the link initiating EAP authentication [ RFC3748].

Aut hori zati on
The act of determining if a particular right, such as access to
sone resource, can be granted to the presenter of a particular
credential [RFC2989].

Candi dat e Access Network
An access network that can potentially become the target access
network for a nobile device. Miltiple access networks may be
candi dat es si nmul t aneousl y.

Candi dat e Attachment Point (CAP)
An attachment point that can potentially becone the target
attachment point for a nobile device. Miltiple attachnent points
may be candi dates sinultaneously.

Candi dat e Aut henti cator (CA)
The EAP aut henticator on the CAP

EAP Server
The entity that term nates the EAP authentication nmethod with the
peer [RFC3748]. EAP servers are often, but not necessarily,
co-located with AAA servers, using a AAA protocol to conmunicate
with renote pass-through authenticators.

I nt er - AAA-r eal m Handover (Inter-real m Handover)
A handover across nmultiple AAA real ns.

I nt er- Technol ogy Handover
A handover across different |ink-layer technol ogi es.

I ntra- AAA-real m Handover (Intra-real m Handover)
A handover within the sane AAA realm | ntra-AAA-real m handover
i ncl udes a handover across different authenticators within the
sane AAA real m

I ntra- Technol ogy Handover
A handover within the sane |ink-layer technol ogy.

Mast er Sessi on Key (MBK)
Keying material that is derived between the EAP peer and server
and exported by the EAP met hod [ RFC3748].

Peer

The entity that responds to the authenticator and requires
aut hentication [ RFC3748].
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Serving Access Network
An access network that is currently serving the nobile device.

Serving Attachment Point (SAP)
An attachment point that is currently serving the nobile device.

Target Access Network
An access network that has been selected to be the new serving
access network for a nobile device.

Target Attachment Point (TAP)
An attachnment point that has been selected to be the new SAP for a
nmobi | e devi ce.

3. Probl em Stat enent
The basi c mechani sm of handover is a two-step procedure involving
o handover preparation and
o handover execution

3.1. Handover Preparation

Handover preparation includes the discovery of candi date attachnment
poi nts and sel ection of an appropriate target attachnent point from
the candi date set. Handover preparation is outside the scope of this
docurent .

3.2. Handover Execution

Handover execution consists of setting up Layer 2 (L2) and Layer 3
(L3) connectivity with the TAP. Currently, handover execution

i ncl udes network access authentication and authorization performnmed
directly with the target network; this may include full EAP

aut hentication in the absence of any particular optimzation for
handover key nanagenent. Followi ng a successful EAP authentication
a secure association procedure is typically perfornmed between the
nobi | e device and the TAP to derive a new set of |ink-Iayer
encryption keys from EAP keying material such as the MSK. The
handover | atency introduced by full EAP authentication has proven to
be hi gher than that which is acceptable for real-tinme application
scenarios [MJ7]; hence, reduction in handover |atency due to EAP is a
necessary objective for such scenari os.
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3.2.1. Exanples
3.2.1.1. |EEE 802.11

In | EEE 802.11 Wreless Local Area Networks (W.ANSs)

[ 1 EEE. 802- 11. 2007] network access authenticati on and authorization

i nvol ves perform ng a new | EEE 802. 1X [| EEE. 802- 1X. 2004] nessage
exchange with the authenticator in the TAP to execute an EAP exchange
with the authentication server [WPA]. There has been sone

optim zation work undertaken by the I EEE, but these efforts have been
scoped to | EEE |ink-1ayer technol ogies; for exanple, the work done in
the | EEE 802. 11f [ EEE. 802- 11F. 2003] and 802. 11r [ EEE. 802-11R 2008]
Task Groups applies only to intra-technol ogy handovers.

3.2.1.2. 3GPP TS33. 402

The Third Generation Partnership Project (3GPP) Technica

Speci fication 33.402 [TS33.402] defines the authentication and key
managenent procedures perforned during interworking between non-3GPP
access networks and the Evol ved Packet System (EPS). Network access
aut hentication and authorizati on happens after the L2 connection is
est abl i shed between the nobile device and a non-3GPP target access
networ k, and invol ves an EAP exchange between the nobil e device and
the 3GPP AAA server via the non-3GPP target access network. These
procedures are not really independent of |ink technology, since they
assume either that the authenticator lies in the EPS network or that
separate authentications are perforned in the access network and then
in the EPS networKk.

3.3. Solution Space

As the exanples in the preceding sections illustrate, a solution is
needed to enabl e EAP early authentication for inter-AAA-real m
handovers and inter-technol ogy handovers. A search for solutions at
the 1P level may offer the necessary technol ogy i ndependence.

Optim zed solutions for secure inter-authenticator handovers can be
seen either as security context transfer (e.g., using the EAP
Ext ensi ons for EAP Re-authentication Protocol (ERP)) [RFC5296], or as
EAP early authentication.

3.3.1. Context Transfer

Security context transfer involves transfer of reusable key context
to the TAP and can take two forms: horizontal and verti cal
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Hori zontal security context transfer (e.g., fromSAP to TAP) is not
recommended because of the possibility that the conprom se of one
attachment point mght lead to the conproni se of another (the
so-cal |l ed dom no effect, [RFC4962]). Vertical context transfer is
simlar to the initial establishnent of keying material on an
attachment point in that the keys are sent froma trusted server to
the TAP as a direct result of a successful authentication. ERP
specifies vertical context transfer using existing EAP keying
materi al obtained fromthe home AAA server during the initia

aut hentication. A cryptographically independent re-authentication
key is derived and transmitted to the TAP as a result of successfu
ERP aut hentication. This reduces handover delay for intra-realm
handovers by elimnating the need to run full EAP authentication with
the home EAP server.

However, in the case of inter-real mhandover, either ERP is not
applicabl e or an additional optimzation nechanismis needed to
establish a key on the TAP.

3.3.2. Early Authentication

In EAP early authentication, AAA-based authentication and

aut horization for a CAP is perforned while ongoi ng data comuni cation
is in progress via the serving access network, the goal being to
conpl ete AAA signaling for EAP before the nobile device noves. The
applicability of EAP early authentication is limted to the scenarios
wher e candi date authenticators can be di scovered and an accurate
predi cti on of novenent can be easily made. In addition, the

ef fectiveness of EAP early authentication nmay be | ess significant for
particul ar inter-technol ogy-handover scenari os where sinultaneous use
of multiple technologies is not a major concern

There are al so several AAA issues related to EAP early
aut hentication, discussed in Section 8.

4. System Overvi ew

Figure 1 shows the functional elenents that are related to EAP early
aut hentication. These functional elenents include a nobile device, a
SAP, a CAP, and one or nore AAA and EAP servers; for the sake of
conveni ence, the AAA and EAP servers are represented as being
co-located. Wen the SAP and CAP belong to different AAA real ns, the
CAP may require a different set of user credentials than those used
by the peer when authenticating to the SAP. Alternatively, the CAP
and the SAP may rely on the sane AAA server, located in the hone
real m of the nobile device (M).
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Figure 1: EAP Early Authentication Functional Elenents

A mobile device is attached to the serving access network. Before
the MD perforns handover fromthe serving access network to a

candi date access network, it perforns EAP early authentication with a
candi dat e aut henticator via the serving access network. The peer may
perform EAP early authentication with one or nore candi date
authenticators. It is assunmed that each attachment point has an IP
address. It is assumed that there is at |east one CAP in each

candi dat e access network. The serving and candi date access networks
may use different |ink-layer technol ogies.

Each authenticator is either a standal one authenticator or a pass-
through aut henticator [RFC3748]. When an authenticator acts as a

st andal one authenticator, it also has the functionality of an EAP
server. Wen an authenticator acts as a pass-through authenticator,
it conmmunicates with the EAP server, typically using a AAA transport
protocol such as RADIUS [ RFC2865] or Di anmeter [RFC3588].

If the CAP uses an MSK [ RFC5247] for generating | ower-layer ciphering
keys, EAP early authentication is used to proactively generate an MSK
for the CAP.

5. Topol ogical Cassification of Handover Scenari os

The conplexity of the authentication and authorization part of
handover depends on whether it involves a change in EAP server.
Consider first the case where the authenticators operate in pass-
through node, so that the EAP server is co-located with a AAA server.
Then, there is a strict hierarchy of conplexity, as follows:

1. inter-attachment-point handover with common AAA server: the CAP
and SAP are different entities, but the AAA server is the same.
There are two sub-cases here:

(a) the AAA server is conmmon because both attachnent points lie
within the same network, or
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(b) the AAA server is commpn because AAA entities in the serving
and candi date networks proxy to a AAA server in the hone
real m

2. inter-AAA-real m handover: the CAP and SAP are different entities,
and the respective AAA servers also differ. As a result,
aut hentication in the candi date network requires a second set of
user credentials.

A third case is where one or both authenticators are co-located with
an EAP server. This has sone of the characteristics of an inter-AAA-
real m handover, but offers less flexibility for resolution of the
early authentication problem

Othogonally to this classification, one can distinguish intra-
technol ogy handover frominter-technol ogy handover thinking of the
link technol ogies involved. 1In the inter-technology case, it is

hi ghly probable that the authenticators will differ. The nost likely
cases are 1(b) or 2 in the above |ist.

6. Mdels of Early Authentication

As noted in Section 3, there are cases where early authentication is
appl i cabl e while ERP does not work. This section concentrates on
provi di ng some nodel s around which we can build our analysis of the
EAP early authentication problem Different usage nodels can be
defi ned dependi ng on whet her

o the SAP is not involved in early authentication (direct pre-
aut henti cati on usage nodel),

o the SAP interacts only with the CAP (indirect pre-authentication
usage nodel ), or

o the SAP interacts with the AAA server (the authenticated
anticipatory keyi ng usage nodel).

It is assumed that the CAP and SAP are different entities. It is
further assumed in describing these nodels that there is no direct L2
connectivity between the peer and the candi date attachnent point.

6.1. EAP Pre-Authentication Usage Mdels

In the EAP pre-authentication nodel, the SAP does not interact with
the AAA server directly. Depending on howthe SAP is involved in the
pre-aut hentication signaling, the EAP pre-authenticati on usage node
can be further categorized into the follow ng two sub-nodels, direct
and indirect.
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6.1.1. The Direct Pre-Authentication Mdel

In this nodel, the SAP is not involved in the EAP exchange and only
forwards the EAP pre-authentication traffic as it would any other
data traffic. The direct pre-authentication nodel is based on the
assunption that the MD can discover candi date authenticators and
establish direct IP comunication with them It is applicable to any
of the cases described in Section 5.

Mobi | e Candi dat e Attachnent AAA Server

Devi ce Poi nt ( CAP)
SR + o e e e e e e oo oo + S +
| | | Candi dat e | | |
| Peer | | Aut hent i cat or | | EAP Server |
e U A T .
| NMD- CAP | <-->| NMD-CAP | | CAP-AAA | <-->| CAP-AAA |
| Signaling | | Signaling | | Signaling | | Signaling |
U + U R S SRR + - +

Figure 2: Direct Pre-Authentication Usage Mbddel

The direct pre-authentication signaling for the usage nodel is shown

in Figure 3.
Mobi | e Ser vi ng Candi dat e AAA/ EAP
Devi ce Attachnent Point Aut hent i cat or Server
( SAP)
| | | |
| EAP over MD- CAP Signaling (L3) | EAP over AAA |
| <---mmmmem - . D R R >|
| | |
| | |

Figure 3: Direct Pre-Authentication Signaling for the Usage Mdel
6.1.2. The Indirect Pre-Authentication Usage Mdel

The indirect pre-authentication usage nodel is illustrated in
Fi gure 4.
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Mobi | e Device Ser vi ng Candi dat e AAA
(MD) Attachment Poi nt Attachment Poi nt Server
( SAP) (CAP)

Fomm oo - + oo o - + Fomm e m oo - +
| | | , | |
| EAP Peer | | Candi dat e | | EAP

| | | Authenticator | | Server

| | | | |
S + R R + R - + - +
| NMD-SAP |<->| NMD-SAP | SAP-CAP| <->| SAP- CAP| CAP- AAA | <- >| CAP- AAA |
TSR + SR Fomm - + Fomm - Fomm e + Fomm e +
{--mmmmr - Signaling---------------------------- }

Figure 4: Indirect Pre-Authentication Usage Mde

In the indirect pre-authentication nodel, it is assumed that a trust

rel ationship exists between the serving network (or serving AAA
real and candi date network (or candidate AAArealm. The SAP is
i nvol ved in EAP pre-authentication signaling. This pre-

aut hentication nodel is needed if the peer cannot discover the
candi date authenticators identity or if direct I P comrunication
between the MD and CAP is not possible due to security or network
t opol ogy i ssues.

The role of the SAP in this pre-authentication nodel is to forward
EAP pre-authentication signaling between the nobil e device and CAP
the role of the CAP is to forward EAP pre-authentication signaling
bet ween the peer (via the SAP) and EAP server and receive the
transported keying materi al

The pre-authentication signaling for this nodel is shown in Figure 5.

Mobi | e Servi ng Candi dat e AAA/ EAP
Devi ce At t achnent Poi nt At t achnent Poi nt Server
( SAP) ( CAP)

| | | |

| EAP over | EAP over | EAP over AAA |

| MD-SAP Signaling SAP- CAP Si gnal i ng

| (L2 or L3) (L3) |

| |

| |

| |

| |
| |
S D R N >
| |
| |

Figure 5. Indirect Pre-Authentication Signaling for the Usage Mde

Ohba, et al. I nf or mati onal [ Page 12]



RFC 5836 Early Authentication PS April 2010

In this nodel, the pre-authentication signaling path between a peer
and a candi date authenticator consists of two segnments: peer-to-SAP
signaling (over L2 or L3) and SAP-to-CAP signaling over L3.

6.2. The Authenticated Anticipatory Keying Usage Model
In this nodel, it is assuned that there is no trust relationship

bet ween the SAP and the CAP, and the SAP is required to interact with
the AAA server directly. The authenticated anticipatory keyi ng usage

nodel is illustrated in Figure 6.
Mobi | e Ser vi ng AAA Server Candi dat e
Devi ce Attachment Poi nt At t achment
( SAP) Poi nt ( CAP)
S R T S SIS +
| | _ | || |
| Peer | | Aut henti cator | | EAP Server | | AAA |
| | | | | Qient |
STy S S VR O + heeeeeieaeeiiiaas + eeeeeaan +
| NMD-SA |<->| NMD SAP | SAP- AAA | <->| SAP- AAA | CAP- AAA | <>| CAP- AAA |
T I + - Fommmaa - S SISE +
I e Signaling--------------------------- }

Figure 6: Authenticated Anticipatory Keying Usage Mdel

The SAP is involved in EAP authenticated anticipatory keying
si gnal i ng.

The role of the serving attachnent point in this usage nodel is to
conmuni cate with the peer on one side and exchange aut henti cated
anticipatory keying signaling with the EAP server on the other side.
The rol e of the candidate authenticator is to receive the transported
keying materials fromthe EAP server and to act as the serving
attachment point after handover occurs. The MD- SAP signaling is
performed over L2 or L3; the SAP-AAA and AAA- CAP segnents operate
over L3.

7. Architectural Considerations

There are two architectural issues relating to early authentication:
aut henti cat or di scovery and context binding.

7.1. Authenticator Discovery
In general, early authentication requires the identity of a candidate
attachment point to be discovered by a peer, by a serving attachnent

point, or by sone other entity prior to handover. An attachnent
poi nt di scovery protocol is typically defined as a separate protocol
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froman early authentication protocol. For exanple, the | EEE 802.21
Information Service (1S) [|EEE. 802-21] provides a |link-Iayer-

i ndependent mechani sm for obtaini ng nei ghboring network information
by defining a set of Information Elenents (IEs), where one of the |IEs
is defined to contain an | P address of an attachment point. |EEE
802.21 1S queries for such an IE nmay be used as a nethod for

aut henti cat or di scovery.

If IEEE 802.21 IS or a simlar nmechanismis used, authenticator

di scovery requires a database of information regarding the target
networ k; the provisioning of a server with such a database is anot her
i ssue.

7.2. Context Binding

VWhen a candi date aut henticator uses different EAP transport protocols
for normal authentication and early authentication, a mechanismis
needed to bind |ink-layer-independent context carried over early

aut hentication signaling to the link-1layer-specific context of the
link to be established between the peer and the candi date

aut henticator. The |ink-Ilayer-independent context includes the
identities of the peer and authenticator as well as the MSK.  The

i nk-1ayer-specific context includes |ink-Iayer addresses of the peer
and the candi date authenticator. Such context binding can happen
before or after the peer changes its point of attachnent.

There are at |east two possi bl e approaches to address the context

bi ndi ng i ssue. The first approach is based on comruni cating the

i nk-1ayer context as opaque data via early authentication signaling.
The second approach is based on running EAP over the link |ayer of
the candi date authenticator after the peer arrives at the

aut henticator, using short-termcredentials generated via early
authentication. |In this case, the short-termcredentials are shared
bet ween the peer and the candi date authenticator. In both
approaches, context binding needs to be securely nade between the
peer and the candi date authenticator. Also, the peer is not fully
aut hori zed by the candi date authenticator until the peer conpletes
the link-layer-specific secure association procedure with the

aut henticator using |ink-layer signaling.

8. AAA |ssues
Most of the AAA docunents today do not distinguish between a nornal

aut hentication and an early authentication, and this creates a set of
open i ssues:
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Early aut hentication authorization
Users may not be allowed to have nore than one | ogon session at
the tinme. This neans that while such users actively engage in a
session (as a result of a previously valid authentication), they
will not be able to performearly authentication. The AAA server
currently has no way of distinguishing between a nornma
aut hentication request and an early authentication request.

Early authentication lifetine
Currently, AAA protocols define attributes carrying lifetinme
information for a normal authentication session. Even when a user
profile and the AAA server support early authentication, the
lifetime for an early authentication session is typically valid
only for a short amount of tinme because the peer has not conpleted
its authentication at the target link layer. It is currently not
possi bl e for a AAA server to indicate to the AAA client or a peer
the lifetime of the early authenticated session unless AAA
protocols are extended to carry early authentication session

lifetime information. In other words, it is not clear to the peer
or the authenticator when the early authentication session will
expire.

Early authentication retries
It is typically expected that, shortly following the early
aut hentication process, the peer noves to the new point of
attachment and converts the early authentication state to a norma
aut hentication state (the procedure for which is not the topic of
this particular subsection). However, if the peer has not yet
noved to the new |l ocation and realizes that the early
aut hentication session is expiring, it may perform another early
authentication. Sonme limting mechanismis needed to avoid an
unlimted number of early authentication attenpts.

Conpl eti on of network attachnent
Once the peer has successfully attached to the new point of
attachment, it needs to convert its authentication state from
early authenticated to fully attached and authorized. |f the AAA
server needs to differentiate between early authentication and
normmal authentication, there may need to be a nechanismw thin the
AAA protocol to provide this indication to the AAA server. This
may be inportant froma billing perspective if the billing policy
does not charge for an early authenticated peer until the peer is
fully attached to the target authenticator.

Sessi on resunption
In the case where the peer cycles between a network N1 with which
it has fully authenticated and anot her network N2 and then back to
N1, it should be possible to sinply convert the fully
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authenticated state on N1 to an early authenticated state. The
probl enms around handling session lifetime and keying materia
caching need to be dealt with.

Mul tipl e candi date attachnment points
There may be situations where the peer needs to choose froma
nunber of CAPs. |In such cases, it is desirable for the peer to
performearly authentication with multiple candi date
authenticators. This anplifies the difficulties noted under the
point "Early authentication authorization".

I nt er - AAA-real m handover support
There may be situations where the peer noves out of the honme AAA
real mor across different visited AAA realnms. In such cases, the
early authentication should be performed through the visited AAA
realmwith the AAA server in the home AAArealm It also requires
AAA in the visited realmto acquire the identity information of
the home AAA realns for routing the EAP early authentication
traffic. Know edge of realmidentities is required by both the
peer and AAA to generate the early authentication key for nutua
aut henticati on between the peer and the visited AAA server.

I nter-technol ogy support
Current specifications on early authentication nostly deal with
honobgeneous 802. 11 networks. AAA attributes such as Calling-
Station-1D [ RADEXT-W.AN] nay need to be expanded to cover other
access technol ogies. Furthernore, inter-technol ogy handovers nay
require a change of the peer identifier as part of the handover.
I nvestigation on the best type of identifiers for peers that
support multiple access technologies is required.

Security Considerations

This section specifically covers threats introduced to the EAP node
by early authentication. Security issues on general EAP and handover
are described in other docunents such as [ RFC3748], [RFC4962],

[ RFC5169], and [ RFC5247].

Since early authentication, as described in this docunent, needs to
work across multiple attachnent points, any solution needs to
consi der the follow ng security threats.

First, a resource consunption denial-of-service attack is possible,
where an attacker that is not on the sane IP link as the legitinate
peer or the candi date authenticator may send unprotected early

aut henti cati on nessages to the legitimte peer or the candidate
authenticator. As a result, the latter may spend computational and
bandwi dt h resources on processing early authentication nessages sent
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by the attacker. This attack is possible in both the direct and

i ndirect pre-authentication scenarios. To nitigate this attack, the
candi dat e network or authenticator may apply non-cryptographi c packet
filtering so that only early authenticati on nessages received froma
specific set of serving networks or authenticators are processed. In
addition, a sinple solution for the peer side would be to let the
peer always initiate EAP early authentication and not allow EAP early
authentication initiation froman authenticator.

Second, consideration for the channel binding problem described in

[ RFC5247] is needed as | ack of channel binding may enabl e an

aut henticator to inpersonate another authenticator or comunicate
incorrect information via out-of-band mechani sms (such as via a AAA
or lower-layer protocol) [RFC3748]. It should be noted that it is
relatively easier to launch such an inpersonation attack for early
aut hentication than normal authentication because an attacker does
not need to be physically on the same link as the legitimte peer to
send an early authentication trigger to the peer
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