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Abst r act

The |1 ANA registry named "Hypertext Transfer Protocol (HTTP) D gest

Al gorithm Val ues" defines values for digest algorithns used by

I nstance Digests in HITP. Instance Digests in HITP provide a digest,
al so known as a checksum or hash, of an entire representation of the
current state of a resource. This docunent adds new val ues to the
regi stry and updates previous val ues.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5843

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The | ANA registry named "Hypertext Transfer Protocol (HTTP) D gest
Al gorithm Val ues" defines values for digest algorithns used by
I nstance Digests in HITP.
Note: This is unrelated to HTTP Digest Authentication. |nstance
Di gests in HTTP provide a digest, also known as a checksum or hash,
of an entire representation of the current state of a resource.
The registry was created by [RFC3230] in 2002. This docunent adds
new val ues to the registry and updates previous val ues that had
redundant or outdated references.

1.1. Exanple
Exampl e of Instance Di gest for SHA-256

Di gest: SHA- 256=MWKMAXYTR Mzk5MDQOMz | 3NGUSNDEY ZTk5OWY1ZGFnNz gy ZTJ1 O
DYzYj Rj YZFhOTI mNTQWYz | 2 V2 QMVR U2 MQ==

2. | ANA Consi derations
Thi s docunent nakes use of the | ANA regi stry named "Hypertext
Transfer Protocol (HTTP) Digest Al gorithm Values" specified in
[ RFC3230] .
2.1. Previous Registrations Updated
Accordingly, | ANA has updated the followi ng registrations:
Di gest Al gorithm NMD5
Description: The MD5 algorithm as specified in [RFCL321]. The

output of this algorithmis encoded using the base64 encodi ng
[ RFC4648] .
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2.

3.

2.

Ref erence: [RFC1321], [RFC4648], this docunent.
Di gest Al gorithm SHA

Description: The SHA-1 algorithm[FlI PS-180-3]. The output of this
algorithmis encoded using the base64 encodi ng [ RFC4648].

Ref erence: [FIPS-180-3], [RFC4648], this docunent.

New Regi strations

Accordingly, | ANA has nmade the follow ng registrations:
Di gest Al gorithm SHA-256

Description: The SHA-256 algorithm[FIPS-180-3]. The output of
this algorithmis encoded using the base64 encodi ng [ RFC4648] .

Ref erence: [FIPS-180-3], [RFC4648], this docunent.
Di gest Al gorithm SHA-512

Description: The SHA-512 algorithm[FIPS-180-3]. The output of
this algorithmis encoded using the base64 encodi ng [ RFC4648] .

Ref erence: [FIPS-180-3], [RFC4648], this docunent.
Security Consi derations
Sane as [ RFC3230].
Changes Conmpared to RFC 3230

The reference for base64 encodi ng has been updated for both MD5 and
SHA,

The reference for SHA has been updat ed.
The SHA-256 and SHA-512 al gorithnms have been added to the registry.

Al'l other previous values to the registry are still valid.
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