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Abst ract

Thi s docunent specifies a stable nanming schene for the nanmeservers
that serve the zones | N-ADDR ARPA and | P6. ARPA in the DNS. These
zones contain data that facilitate reverse mappi ng (address to nane).

Status of This Menp
Thi s neno docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5855.
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(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

The Donmai n Narme System (DNS) is described in [ RFC1034] and [ RFC1035].
The DNS currently supports keyed data retrieval using three
nanespaces -- domain nanes, |Pv4 addresses, and | Pv6 addresses.
Mappi ng of | Pv4 addresses to nanes is acconplished using data
published in the | NNADDR ARPA zone. For |Pv6, the | P6. ARPA zone is
used (see [ RFC3596]). The process of mapping an address to a nane is
generally known as a "reverse | ookup”, and the |I N ADDR ARPA and

| P6. ARPA zones are said to support the "reverse DNS".

The secure and stable hosting of the | N-ADDR ARPA and | P6. ARPA zones
is critical to the operation of the Internet, since nany applications
rely upon tinmely responses to reverse | ookups to be able to operate
normal ly.

At the time of this witing, the I N-ADDR ARPA zone is served by a
subset of the DNS root servers, and | P6. ARPA by servers operated by
APNI C, ARIN, I CANN, LACNIC, and the RI PE NCC (see Appendix A).

Thi s docunent specifies a dedicated and stable set of naneserver
nanmes for each of the | N-ADDR ARPA and | P6. ARPA zones.

The nam ng schene specified in this docunent allows | N ADDR ARPA and
| P6. ARPA to be delegated to two different sets of naneservers, to
facilitate operational separation of the infrastructure used to serve
each zone. This separation night help ensure that an operationa
failure of | N-ADDR ARPA servers does not inpact |Pv6 reverse | ookups
as coll ateral damage, for example
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The choi ce of operators for individual nanmeservers is beyond the
scope of this docunent and is an I ANA function that falls under the
scope of Section 4 of the Menorandum of Understandi ng (MU) between
the I ETF and | CANN [ RFC2860] .

2. Nameservers for | N ADDR ARPA

Thi s docunent specifies the follow ng nam ng schene for servers that
host the | N- ADDR ARPA zone:

A. | N- ADDR- SERVERS. ARPA
B. | N- ADDR- SERVERS. ARPA

C. | N- ADDR- SERVERS. ARPA

D. | N- ADDR- SERVERS. ARPA

E. | N- ADDR- SERVERS. ARPA

F. | N- ADDR- SERVERS. ARPA

The | N- ADDR- SERVERS. ARPA zone has been del egated to the sane set of
servers as | N-ADDR ARPA. |1Pv4 and | Pv6 glue records for each of
those servers has been added to the ARPA zone.

The | N- ADDR- SERVERS. ARPA and | N- ADDR. ARPA zones are delegated to the
sanme servers, since they are both dedicated for a single purpose and
hence can reasonably share fate.

Al'l servers in the set are naned under the sane domain to facilitate
| abel conpression. Since glue for all servers exist in the ARPA
zone, the use of a single domain does not present a practical single
poi nt of failure.

3. Naneservers for |P6. ARPA

Thi s docunent specifies the follow ng naneserver set for the | P6. ARPA
zone:

A. | P6- SERVERS. ARPA
B. | P6- SERVERS. ARPA
C. | P6- SERVERS. ARPA
D. | P6- SERVERS. ARPA
E. | P6- SERVERS. ARPA
F. | P6- SERVERS. ARPA
The | P6- SERVERS. ARPA zone has been del egated to the same set of

servers as | P6. ARPA. 1Pv4 and | Pv6 glue records for each of those
servers has been added to the ARPA zone.
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4.

7.

7.

| AB St at ement
In its capacity as the body that provides technical guidance to | CANN
for the adm nistration of the ARPA top-level domain as described in
[ RFC3172], the I AB has reviewed this proposal and supports it as an
operational change that is in line with the respective roles of | CANN
and the | AB.

| ANA Consi derati ons

Wth due consideration to the approval of the | AB (see Section 4),
the | ANA has del egat ed:

1. | N- ADDR- SERVERS. ARPA to the naneservers |listed in Section 2;
2. |1 P6- SERVERS. ARPA to the naneservers listed in Section 3.

Additionally, 1ANA has installed |IPv4 and | Pv6 glue records for the
nameservers concerned in the ARPA zone.

The choi ce of operators for all naneservers concerned is beyond the

scope of this docunment and is an I ANA function that falls under the

scope of Section 4 of the MU between the | ETF and | CANN [ RFC2860] .
Security Considerations

Thi s docunent introduces no additional security risks for the
I nternet.
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Appendi x A,  Existing NS RRSets

The NS RRSet for the I N-ADDR ARPA zone at the time of this witing is
as follows:

| N- ADDR. ARPA. 86400 I N NS A. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS B. ROOT- SERVERS. NET.

I N- ADDR. ARPA. 86400 I N NS C. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS D. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS E. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS F. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS G ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS H. ROOT- SERVERS. NET.

I N- ADDR. ARPA. 86400 I N NS | . ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS K. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS L. ROOT- SERVERS. NET.

| N- ADDR. ARPA. 86400 I N NS M ROOT- SERVERS. NET.
The NS RRSet for the |P6. ARPA zone at the tinme of this witing is as
fol | ows:

| P6. ARPA. 84600 I N NS NS- SEC. Rl PE. NET.

| P6. ARPA. 86400 I N NS SECL. APNI C. NET.

| P6. ARPA. 86400 I N NS NS2. LACNI C. NET.

| P6. ARPA. 86400 I N NS NS. | CANN. ORG.

| P6. ARPA. 86400 I N NS TI NNI E. ARI N. NET.

For compl eteness, the NS RRSet for the ARPA zone at the time of this
witing is as foll ows:

ARPA. 86400 I'N NS A. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS B. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS C. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS D. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS E. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS F. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS G ROOT- SERVERS. NET.
ARPA. 86400 I'N NS H. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS | . ROOT- SERVERS. NET.
ARPA. 86400 I'N NS K. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS L. ROOT- SERVERS. NET.
ARPA. 86400 I'N NS M ROOT- SERVERS. NET.
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Appendi x B. Perfornance Characteristics
B.1. Label Conpression

The choi ce of names for the respective NS RRSets of the | N ADDR ARPA
and | P6. ARPA zones have a relatively mnor inpact on the del egation
response sizes fromtheir parent zones, given other anticipated
contributors such as DNSSEC. However, it is still considered good
practice to use a nam ng scheme that is reasonably conpressible:
doi ng so for frequently queried zones such as these is likely to have
at | east neasurable inmpact on aggregate DNS traffic in the Internet
as a whole, and has potential transport benefits to clients whose
queries will not result in secure replies.

The nam ng schemes described in Sections 2 and 3 are highly
conpressible. That is, once a single nameserver nane has been
encoded in a DNS nessage, subsequent nameservers can be specified
with substantially snmaller encoding.

In the DNS, a conplete encoding of an a-label involves a one-byte
length field, plus a one-byte-per-character encoding of the a-I|abe
itself. A domain nane’s encodi ng consists of one or nore a-|abels,
so-encoded, plus a single termnating zero byte. Were a term nating
series of a-labels has already been encoded as descri bed above,
subsequent term nating references to the sane series can be made
using a two-byte pointer to that full encoding.

The non-conpressed representation of the naneserver A. 1N ADDR-
SERVERS. ARPA fills (1 + 1) + (15 + 1) + (4 + 1) + 1 = 24 bytes.

The non-conpressed representation of A |P6-SERVERS. ARPA fills
(1 +1) + (10 +1) + (4+1) +1 =19 bytes.

Subsequent nameservers under either domain are encoded with the

initial label, plus two bytes for a pointer to the repeated donmain
el sewhere in the nessage, i.e., (1 + 1) + 2 = 4 bytes.
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The encoded size of the a-labels in a twelve-record NS RRSet naned
according to Section 2 for IN-ADDR ARPA is as foll ows:

A. I N- ADDR- SERVERS. ARPA
B. | N-ADDR- SERVERS. ARPA | (1 + 1) + 2 = 4
C.IN-ADDR-SERVERS. ARPA | (1 + 1) + 2 =4
D. I N- ADDR- SERVERS. ARPA
E. I N- ADDR- SERVERS. ARPA

F. I N- ADDR- SERVERS. ARPA

H. I N- ADDR- SERVERS. ARPA

. I N- ADDR- SERVERS. ARPA
J. I N- ADDR- SERVERS. ARPA
K. I N- ADDR- SERVERS. ARPA

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
: : :
| GINADDR-SERVERS.ARPA | (1 +1) +2 =4 |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
: : :
| L.1N- ADDR- SERVERS. ARPA | |
| | |
| | |

Abl ey & Mander son Best Current Practice [ Page 8]



RFC 5855

Naneservers for

Rever se Zones

May 2010

The encoded size of the a-labels in a six-record NS RRSet naned

according to Section 3 for

A. | P6- SERVERS. ARPA

B. | P6- SERVERS. ARPA

C. | P6- SERVERS. ARPA

E. | P6- SERVERS. ARPA

F. | P6- SERVERS. ARPA

|
|
|
|
I
D. | P6- SERVERS. ARPA |
|
|
|
|
|
|

By way of conparison, the encoded si

| P6. ARPA i s,

hence,

4

4

for 1P6. ARPA (shown in Appendix A) is as follows:

as foll ows:

ze of the labels in the NS RRSet

e o m e e e e e e e e e e e e eaa oo +
| Nameserver | Encoded Size

o e e oo o m e e e e e e e e e e e e e maa oo +
| NS-SEC.RIPEENET | (6 + 1) + (4 +1) + (3 +1) +1 =17

| | |
| SECL.APNIC.NET | (4 +1) + (5 +1) +2 + 1 =14 |
| | |
| NS2.LANI C. NET | (3 +1) +(6+1) +2+1=14 |
| | |
| NS. | CANN. ORG | (2 +1) +(5+1) +(3+1) +1-=14

| | |
| TINNFE.ARIN.NET | (6 + 1) + (4 +1) +2 + 1 =15 |
| | |
| Total | 74 bytes |
o e e oo o m e e e e e e e e e e e e e maa oo +

B.2. Query Patterns

A brief description of likely query patterns

the existing and new NS RRSets foll ows.
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B. 2.

B. 2.

1.

QNAME under | N- ADDR. ARPA

Consi der the | N-ADDR ARPA NS RRSet (described in Appendix A) and a
QNAME that is del egated beneath the | N-ADDR ARPA zone:

1.

In

Query sent to root server that is also authoritative for
I N- ADDR. ARPA; response is a referral fromthe | NNADDR ARPA zone.

the case where the initial query is sent to the J root server:

Query sent to J.ROOT- SERVERS. NET (which is not authoritative for
the | N-ADDR. ARPA zone); response is a referral to an ARPA server
wi th additional -section glue.

Query sent to an ARPA server (all of which are also authoritative
in this case for I NADDR ARPA); response is a referral fromthe
| N- ADDR. ARPA zone.

Consi der the sane query with the | N-ADDR ARPA NS RRSet (described in
Section 2):

1.

2.

Query sent to a root server that is also authoritative for ARPA;
response is a referral to an I N-ADDR ARPA server, wth additional -
section glue.

Query sent to an | N-ADDR ARPA server; response is a referral from
the | N- ADDR. ARPA zone.

the case where the first query is sent to the J root server:
Query sent to J.ROOT-SERVERS. NET (which is not authoritative for
ARPA); response is a referral to an ARPA server, with additional -
section gl ue.

Query sent to an ARPA server; response is a referral to an
I N- ADDR. ARPA server, with additional-section gl ue.

Query sent to an | N-ADDR ARPA server; response is a referral from
the | N- ADDR. ARPA zone.

QNAVE under | P6. ARPA

Consi der the |1 P6. ARPA NS RRSet (described in Appendix A) and a QNAME
that is del egated beneath the | P6. ARPA zone:

1.

Query sent to root server that is also authoritative for ARPA;
response is a referral fromthe ARPA zone to an | P6. ARPA server
with no additional -section glue.
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2. Arecursive |ookup for one of the nameservers specified in the
referral must now be perfornmed in order to obtain an address for
an | P6. ARPA server. |In all cases, three queries are required.
Successi ve recursive | ookups may be performed in the event that a
server i s unresponsive.

3. Query sent to | P6. ARPA server; response is a referral fromthe
| P6. ARPA zone.

In the case where the first query is sent to the J root server:

1. Query sent to J.ROOT- SERVERS. NET; response is a referral to an
ARPA server with additional-section glue.

2. Query sent to an ARPA server; response is a referral fromthe ARPA
zone to an | P6. ARPA server with no additional-section glue.

3. Arecursive |ookup for one of the nameservers specified in the
referral must now be perforned in order to obtain an address for
an | P6. ARPA server. |n all cases, three queries are required.
Successi ve recursive | ookups may be performed in the event that a
server i s unresponsive.

4. Query sent to |IP6. ARPA server; response is a referral fromthe
| P6. ARPA zone.

Consi der the sane query with the | P6. ARPA NS RRSet (described in
Section 3):

1. Query sent to a root server that is also authoritative for ARPA;
response is a referral to an |IP6. ARPA server, with additional -
section gl ue.

2. Query sent to an | P6. ARPA server; response is a referral fromthe
| P6. ARPA zone.

In the case where the first query is sent to the J root server:
1. Query sent to J.ROOT- SERVERS. NET (which is not authoritative for
ARPA); response is a referral to an ARPA server, with additional -

section glue.

2. Query sent to an ARPA server; response is a referral to an
| P6. ARPA server with additional-section glue.

3. Query sent to an | P6. ARPA server; response is a referral fromthe
| P6. ARPA zone.
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