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Abst ract

Thi s docunent requests one Differentiated Services Code Point (DSCP)
fromthe Internet Assigned Nunbers Authority (1ANA) for a class of
real-tinme traffic. This traffic class conforns to the Expedited
Forwar di ng Per-Hop Behavior. This traffic is also adnmitted by the
network using a Call Adm ssion Control (CAC) procedure involving

aut hentication, authorization, and capacity adm ssion. This differs
froma real-tinme traffic class that conforns to the Expedited

For war di ng Per-Hop Behavi or but is not subject to capacity adm ssion
or subject to very coarse capacity adm ssion.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5865.
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1

| ntroducti on

Thi s docunent requests one Differentiated Services Code Point (DSCP)
fromthe Internet Assigned Nunbers Authority (l1ANA) for a class of
real -tinme traffic. This class confornms to the Expedited Forwarding
(EF) [RFC3246] [RFC3247] Per-Hop Behavior. It is also admtted using
a CAC procedure involving authentication, authorization, and capacity
admi ssion. This differs froma real-tine traffic class that conforns
to the Expedited Forwarding Per-Hop Behavior but is not subject to
capacity adm ssion or subject to very coarse capacity adm ssion.

In addition, this docunment recomends that certain classes of video
described in [ RFC4594] be treated as requiring capacity admi ssion

Real -tinme traffic fl ows have one or nore potential congestion points
bet ween the endpoints. Reserving capacity for these flows is

i mportant to application performance. All of these applications have
low tolerance to jitter (aka delay variation) and | oss, as sunmari zed
in Section 2, and nost (except for mnultinmedia conferencing) have

i nelastic fl ow behavior fromFigure 1 of [RFC4594]. Inelastic flow
behavior and low jitter/l oss tol erance are the service
characteristics that define the need for adm ssion control behavior

One of the reasons behind the requirenent for capacity adm ssion is
the need for classes of traffic that are handl ed under specia
policies. Service providers need to distinguish between speci al -
policy traffic and other classes, particularly the existing Voice
over I P (VolP) services that performno capacity adm ssion or only
very coarse capacity adm ssion and can exceed their allocated
resources.

The requested DSCP applies to the Tel ephony Service C ass descri bed
in [ RFC4594] .

Si nce video cl asses have not had the history of mxing admtted and
non-adnmitted traffic in the same Per-Hop Behavior (PHB) as has
occurred for EF, an additional DSCP code point is not recommended
within this docunent for video. Instead, the recomrended "best
practice" is to perform adnmi ssion control for all traffic in three of
the video classes from [ RFC4594] :

o The Interactive Real-Tinme Traffic (CS4, used for Video
conferencing and Interactive gam ng),

o The Broadcast TV (CS3) for use in a video on demand context, and

o The AF4 Multimedi a Conferencing (video conferencing).
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Q her video classes are believed not to have the current probl em of
confusion with unadmtted traffic and therefore would not benefit
fromthe notion of a separate DSCP for admitted traffic. Wthin an
ISP and on inter-1SP links (i.e., within networks whose interna
paths are uni form at hundreds of negabits per second or faster), one
woul d expect all of this traffic to be carried in the Real -Tine
Traffic (RTP) class described in [RFC5127].

1.1. Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following terns and acronyns are used in this docunent.

PHB: A Per-Hop Behavior (PHB) is the externally observable
forwardi ng behavior applied at a Differentiated Services
conpliant node to a DS behavi or aggregate [RFC2475]. It may
be thought of as a programconfigured on the interface of an
Internet host or router, specified in terms of drop
probabilities, queuing priorities or rates, and other handling
characteristics for the traffic class.

DSCP: The Differentiated Services Code Point (DSCP), as defined in
[ RFC2474], is a value that is encoded in the DS field, and
that each DS Node MJST use to select the PHB that is to be
experi enced by each packet it forwards [RFC3260]. It is a
6-bit nunmber enbedded into the 8-bit TOS (type of service)
field of an I Pv4 datagramor the Traffic Class field of an
| Pv6 dat agram

CAC: Call Adnission Control includes concepts of authorization and
capacity adm ssion. "Authorization" refers to any procedure
that identifies a user, verifies the authenticity of the
identification, and determ nes whether the user is authorized
to use the service under the relevant policy. "Capacity
Admi ssion" refers to any procedure that determn nes whet her
capacity exists supporting a session’s requirenents under some
pol i cy.

In the Internet, these are separate functions; while in the

Public Switched Tel ephone Network (PSTN), they and cal
routing are carried out together
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Queue:
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A User/Network Interface (UNI) is the interface (often a
physical link or its virtual equivalent) that connects two
entities that do not trust each other, and in which one (the
user) purchases connectivity services fromthe other (the
net wor k) .

Figure 1 shows two user networks connected by what appears to
each of themto be a single network ("The Internet", access to
which is provided by their service provider) that provides
connectivity services to other users.

UNIl's tend to be the bottlenecks in the Internet, where users
purchase rel atively | ow ambunts of bandw dth for cost or
service reasons, and as a result are nobst subject to
congestion issues and therefore issues requiring traffic
conditioning and service prioritization.

A Network/Network Interface (NNI) is the interface (often a
physical link or its virtual equivalent) that connects two
entities that trust each other within limts, and in which the
two are seen as trading services for value. Figure 1 shows
three service networks that together provide the connectivity
services that we call "the Internet”. They are different

adm nistrations and are very probably in conpetition, but
exchange contracts for connectivity and capacity that enable
themto offer specific services to their customers.

NNl s nmay not be bottlenecks in the Internet if service
providers contractually agree to provi sion excess capacity at
them as they conmmonly do. However, NN perfornmance may
differ by ISP, and the perfornmance guarantee interval nay
range froma nonth to a much shorter period. Furthernore, a
peering point NNI nmay not have contractual perfornance

guar antees or may becone overl oaded under certain conditions.
They are al so policy-controlled interfaces, especially in BGP
As a result, they may require a traffic prioritization policy.

There are multiple ways to build a nulti-queue schedul er

Wi ght ed Round Robin (WRR) literally builds nultiple Iists and
visits themin a specified order, while a cal endar queue
(often used to inplenent Weighted Fair Queuing, or WFQ) buil ds
alist for each time interval and queues at nobst a stated
amount of data in each such list for transmi ssion during that
time interval. While these differ dramatically in

i mpl enentation, the external difference in behavior is
general ly negligible when they are properly configured.
Consistent with the definitions used in the Differentiated
Services Architecture [ RFC2475], these are treated as
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equivalent in this docunent, and the lists of WRR and the

cl asses of a cal endar queue will be referred to uniformy as
"queues".
/[ User \' UNl / / Service \ \
( Net wor k +----- + Net wor k ) L
\ I \ /
. K ; . T+
B ' / B "\ NNI \
; \ :
; "The Internet" L . :
; +’' L. :
UNI: User/Network Interface / Service \
| ( Net wor k ) |
NNI : Networ k/ Network I nterface \ /
: +. , ;
[ ’ ;
/ ;
L \ L [ NNI /
' ‘ ; ' C+ ,
/[ User ' UNI / Service \ ;
( Net wor k +o-- - + Net wor k ) ,
\ / Vo / /

Figure 1: UNI and NNI Interfaces
1.2. Problem

In short, the Tel ephony Service C ass, described in [ RFC4594],
permts the use of capacity admi ssion in inplenenting the service,
but present inplenmentations either provide no capacity adm ssion
services or do so in a manner that depends on specific traffic
engineering. |In the context of the Internet backbone, the two are
essentially equival ent; the edge network depends on specific

engi neering by the service provider that night not be present,
especially in a nobile environnent.
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However, services are being requested of the network that woul d
specifically make use of capacity adm ssion, and woul d di stinguish
anmong users or the uses of avail abl e Voice-over-IP or Video-over-1P
capacity in various ways. Various agencies would like to provide
services as described in RFC [ RFC4190] or in Section 2.6 of

[ RFC4504] .

This requires the use of capacity admission to differentiate anong
users to provide services to themthat are not afforded to non-
capacity admitted custoner-to-custoner |P tel ephony sessions.

2. Candidate Inplenmentations of the Admtted Tel ephony Service d ass
2.1. Potential Inplenmentations of EF in This Mde

There are at |east two possible ways to inplenent isolation between
the Capacity Admtted PHB and the Expedited Forwarding PHB in this
nodel . They are to inplenent separate classes as a set of

o Miltiple data plane traffic classes, each consisting of a policer
and a queue, with the queues enjoying different priorities, or

o Miltiple data plane traffic classes, each consisting of a policer
but feeding into a common queue or nultiple queues at the sane
priority.

W will explain the difference and describe in what way they differ
in operation. The reason this is necessary is that there is current
confusion in the industry.

The multi-priority nodel is shown in Figure 2. 1In this nodel,
traffic fromeach service class is placed into a separate priority
queue. |If data is present in nore than one queue, traffic from one
of themw Il always be selected for transmission. This has the
effect of transferring jitter fromthe higher-priority queue to the
| ower-priority queues, and reordering traffic in a way that gives the
higher-priority traffic a smaller average queui ng delay. Each queue
nmust have its own policer, however, to protect the network from
errors and attacks; if a traffic class thinks it is carrying a
certain data rate but an abuse sends significantly nore, the effect
of sinmple prioritization would not preserve the |ower priorities of
traffic, which could cause routing to fail or otherw se inmpact a
service |l evel agreenent (SLA).
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policers priorities |°'.
Adnitted EF <=> ---------- [ |----+ .
hi gh| :
Unadmitted EF <=> ---------- [ |----+ S
. medi um .’
rate queues |°‘. +--- - + .’ Priority
AFl------ >/ ----+ ‘. [ low|’ Schedul er
| ‘L /
AF2------ > ----+ et
-
CSO------ > |----+ . Rate Schedul er

|’ (WQ WRR, etc.)
Figure 2: Inplenentation as a Data Plane Priority

The multi-policer nodel is shown in Figure 3. In this nodel, traffic
fromeach service class is policed according to its SLA requirenents,
and then placed into a common priority queue. Unlike the multi-
priority nmodel, the jitter experienced by the traffic classes in this
case is the sanme, as there is only one queue, but the sum of the
traffic in this higher-priority queue experiences |ess average jitter
than the elastic traffic in the lower-priority.

policers priorities
Admitted EF <=> ------- \ | “.
LRI
Unadmitted EF <=> ------- / hi gh| t
. | B
rate queues |°‘. oo + H
AFl------ >/ ----+ . [ low | .’ Priority
| L / |’ Schedul er
AF2- - - --- >/ ----+ -+
e
CS0------ >|----+ . Rate Schedul er

|’ (WQ WRR, etc.)
Figure 3: Inplenentation as a Data Plane Policer

The difference between the two operationally is, as stated, the
i ssues of loss due to policing and distribution of jitter.

If the two traffic classes are, for exanple, voice and video,

dat agrans contai ning video data can be relatively large (often of
variable sizes up to the path MIU), while datagranms containing voice
are relatively small, on the order of only 40 to 200 bytes, depending
on the codec. On lower-speed links (less than 10 MBPS), the jitter

i ntroduced by video to voice can be disruptive, while at higher
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speeds, the jitter is nom nal conpared to the jitter requirenents of
voi ce. Therefore, at access network speeds, [RFC4594] recommends the
separation of video and voice into separate queues, while at optica
speeds, [RFC5127] reconmends that they use a comon queue.

If, on the other hand, the two traffic classes are carrying the sane
type of application with the sane jitter requirenments, then giving
one preference in this sense does not benefit the higher-priority
traffic and may harmthe lower-priority traffic. 1In such a case,
usi ng separate policers and a commopn queue is a superior approach.

2.2. Capacity Adm ssion Contro

There are at |east six mgjor ways that capacity adm ssion is done or
has been proposed to be done for real-tine applications. Each wll

be described bel ow, and Section 3 will judge which ones are likely to
nmeet the requirements of the Adm tted Tel ephony service class. These
i ncl ude:

0 Drop Precedence used to force sessions to voluntarily exit,

o Capacity adm ssion control by assunption or engineering,

o Capacity admi ssion control by call counting,

o Endpoint capacity adni ssion perfornmed by probing the network,

0 Centralized capacity adm ssion control via bandw dth broker, and

o Distributed capacity adm ssion control using protocols such as
Resource Reservation Protocol (RSVP) or Next Steps in Signaling
(NSI'S)

The problemw th dropping traffic to force users to hang up is that
it affects a broad class of users -- if there is capacity for Ncalls
and the N+1 calls are active, data is dropped randomy from al
sessions to ensure that offered | oad doesn’t exceed capacity. On
very fast links, that is acceptable, but on |ower speed Iinks it can
seriously affect call quality. There is also a behavioral issue

i nvol ved here, in which users who experience poor quality calls tend
to hang up and call again, making the problembetter -- then worse.

The problem wi th capacity adm ssion by assunption, which is wdely
depl oyed in today’'s VolP environment, is that it depends on the
assunptions nade. One can do careful traffic engineering to ensure
needed bandw dth, but this can al so be painful, and has to be
revisited when the network is changed or network usage changes.
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2.

The problemwi th call-counting-based adnission control is that it
gets exponentially worse the farther you get fromthe control point
(e.qg., it lacks sufficient scalability on the outskirts of the

net wor k) .

There are two fundanental problens with depending on the endpoint to
perform capacity admission: it nay not be able to accurately neasure
the inpact of the traffic it generates on the network, and it tends
to be greedy (e.g., it doesn’'t care). |If the network operator is
providing a service, he must be able to guarantee the service, which
means that he cannot trust systems that are not controlled by his
net wor k.

The problemw th capacity controls via a bandwi dth broker is that
centralized servers lack far away awareness, and al so | ack effective
real -time reaction to dynami c changes in all parts of the network at
all instances of tine.

The problemw th nechani sns that do not enable the association of a
policy with the request is that they do not allow for multi-policy
servi ces, which are beconing inportant.

The operator’s choice of adm ssion procedure MJST, for this DSCP
ensure the foll ow ng:

o The actual links that a session uses have enough bandwi dth to
support it.

0 New sessions are refused admi ssion if there is inadequate
bandwi dt h under the rel evant policy.

0 Awuser is identified and the correct policy is applied if multiple
policies are in use in a network.

o Under periods of network stress, the process of adm ssion of new
sessi ons does not disrupt existing sessions, unless the service
explicitly allows for disruption of calls.

Reconmendati ons on I nplenentation of an Admitted Tel ephony
Service C ass

When coupl ed wi th adequate Authentication, Authorization, and
Accounting (AAA) and capacity adni ssion procedures as described in
Section 2.2, either of the two PHB inpl ementati ons described in
Section 2.1 is sufficient to provide the services required for an

Admitted Tel ephony service class. |If preenption is required, Section
2.3.5.2 of [RFC4542] provides the tools for carrying out the
preenption. |If preenption is not in view, or if used in addition to
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preenptive services, the application of different threshol ds
dependi ng on call precedence has the effect of inmproving the
probability of call conpletion by admtting preferred calls at a tine
when other calls are being refused. Routine and priority traffic can
be adm tted using the same DSCP val ue, as the choice of which calls
are admitted is handled in the adm ssion procedure executed in the
control plane, not the policing of the data plane.

On the point of what protocols and procedures are required for

aut henti cation, authorization, and capacity adm ssion, we note that

cl ear standards do not exist at this time for bandw dth brokers, NSIS
has not been finalized at this tine and in any event is limted to

uni cast sessions, and that RSVP has been standardi zed and has the

rel evant services. W therefore RECOMMVEND the use of a protocol

such as RSVP, at the UNI. Procedures at the NNI are business matters
to be discussed between the rel evant networks, and are RECOVMENDED
but NOT REQUI RED.

3. Sumary: Changes from RFC 4594

To sumari ze, there are two changes to [ RFC4594] discussed in this
docurent :

Tel ephony cl ass: The Tel ephony Service O ass in RFC 4594 does not
i nvol ve capacity adm ssion, but depends on
application |ayer adm ssion that only estinmates
capacity, and does that through static engineering.
In addition to that class, a separate Adnmitted
Tel ephony Cl ass is added that perforns capacity
adm ssi on dynami cal ly.

Vi deo cl asses: Capacity admission is added to three video cl asses.
These are the Interactive Real -Time Traffic class,
Broadcast TV cl ass when used for video on denand,
and the Multimedi a Conferencing cl ass.

4. | ANA Consi derations

| ANA assigned a DSCP value to a second EF traffic class consistent
with [ RFC3246] and [RFC3247] in the "Differentiated Services Field
Codepoi nts" registry. It inplements the Tel ephony Service C ass
described in [RFC4594] at | ower speeds and is included in the Real -
Time Treat ment Aggregate [RFC5127] at hi gher speeds. The code point
val ue should be frompool 1 within the dscp-registry. The value is
parallel with the existing EF code point (101110), as |ANA assigned

Baker, et al. St andards Track [ Page 11]



RFC 5865 DSCP for Capacity-Admitted Traffic May 2010

the code point 101100 -- keeping the (left-to-right) first 4 binary
val ues the sane in both. The code point described in this docunent
is referred to as VOCE-ADM T and has been registered as foll ows:

Sub-registry: Pool 1 Codepoints
Ref erence: [RFC2474]
Regi stration Procedures: Standards Action

Regi stry:

VO CE-ADM T 101100 [ RFC5865]

This traffic class REQU RES the use of capacity adm ssion, such as
RSVP services together with AAA services, at the User/Network
Interface (UNI); the use of such services at the NNl is at the option
of the interconnected networks.

5. Security Considerations

A maj or requirenment of this service is effective use of a signaling
protocol, such as RSVP, with the capabilities to identify its user as
ei ther an individual or a menber of sone corporate entity, and assert
a policy such as "normal", "routine", or sonme |evel of "priority".

This capability, one has to believe, will be abused by script kiddies
and others if the proof of identity is not adequately strong or if
policies are witten or inplemented inproperly by the carriers. This
goes w t hout saying, but this section is here for it to be said.

Many of the security considerations from RFC 3246 [ RFC3246] apply to
this docunment, as well as the security considerations in RFC 2474 and
RFC 4542. RFC 4230 [ RFC4230] anal yzes RSVP, providi ng sone gap
analysis to the NSIS WG as they started their work. Keep in mnd
that this docunment is advocating RSVP at the UNI only, while RFC 4230
di scusses (nostly) RSVP froma nore conplete point of view (i.e., e2e
and edge2edge). Wen considering the RSVP aspect of this docunent,
under st andi ng Section 6 of RFC 4230 is a good source of information

6. Acknow edgenents
Kwok Ho Chan, Georgi os Karagi annis, Dan Voce, and Bob Briscoe
commented and offered text. The inpetus for including video in the

di scussion, which initially only targeted voice, is from Dave
McDysan

Baker, et al. St andards Track [ Page 12]



RFC 5865

7. References

DSCP for Capacity-Admitted Traffic May 2010

7.1. Nornmtive References

[ RFC2119]

[ REC2474]

[ RFC3246]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

Ni chols, K., Blake, S., Baker, F., and D. Bl ack,
"Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers", RFC 2474, Decenber
1998.

Davie, B., Charny, A., Bennet, J., Benson, K., Le Boudec,
J., Courtney, W, Davari, S., Firoiu, V., and D
Stiliadis, "An Expedited Forwardi ng PHB (Per-Hop
Behavior)", RFC 3246, March 2002.

7.2. Informative References

[ RFC2475]

[ RFC3247]

[ RFC3260]

[ RFC4190]

[ RFCA504]

[ RFC4542]

[ RFCA594]

Baker, et al.

Bl ake, S., Black, D., Carlson, M, Davies, E., Wang, Z.,
and W Weiss, "An Architecture for Differentiated
Servi ce", RFC 2475, Decenber 1998.

Charny, A., Bennet, J., Benson, K., Boudec, J., Chiu, A,
Courtney, W, Davari, S., Firoiu, V., Kalnanek, C, and K
Ramakri shnan, "Suppl enental Information for the New
Definition of the EF PHB ( Expedited Forwardi ng Per-Hop
Behavior)", RFC 3247, March 2002.

Grossman, D., "New Term nology and Clarifications for
Diffserv", RFC 3260, April 2002.

Carlberg, K, Brown, |., and C. Beard, "Framework for
Supporting Energency Tel ecomuni cations Service (ETS) in
| P Tel ephony”, RFC 4190, Novenber 2005.

Sinnreich, H, Ed., Lass, S., and C. Stredicke, "SIP
Tel ephony Devi ce Requirenents and Configuration", RFC
4504, WMay 2006.

Baker, F. and J. Polk, "Inplenenting an Emergency
Tel ecommuni cations Service (ETS) for Real -Tinme Services in
the Internet Protocol Suite", RFC 4542, May 2006.

Babi arz, J., Chan, K., and F. Baker, "Configuration

Guidelines for DiffServ Service O asses", RFC 4594, August
2006.

St andards Track [ Page 13]



RFC 5865 DSCP for Capacity-Admitted Traffic May 2010

[ RFC5127] Chan, K., Babiarz, J., and F. Baker, "Aggregation of
DiffServ Service O asses", RFC 5127, February 2008.

[ RFC4230] Tschofenig, H and R Gaveman, "RSVP Security
Properties”, RFC 4230, Decenber 2005.

Aut hors’ Addr esses

Fred Baker

Ci sco Systemns

Santa Barbara, California 93117
USA

Phone: +1-408-526-4257
EMail: fred@i sco. com

Janes Pol k
Cisco Systemns
Ri chardson, Texas 75082

USA

Phone: +1-817-271-3552

EMai | : j npol k@i sco. com

Martin Dol ly

AT&T Labs

M ddl et own Townshi p, New Jersey 07748
USA

Phone: +1-732-420-4574
EMail: ndolly@tt.com

Baker, et al. St andards Track [ Page 14]






