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The application/pkix-attr-cert Media Type for Attribute Certificates
Abst r act

Thi s docunent specifies a MM nedia type used to carry a single
attribute certificate as defined in RFC 5755.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5877.

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RFC 2585 [ RFC2585] defines the MME nedia types for public key
certificates and certificate revocation lists (CRLs). This docunent
specifies a MME nedia type for use with attribute certificates as
defined in RFC 5755 [ RFC5755].

Attribute certificates are ASN. 1 encoded [ X 680]. RFC 5755 [ RFC5755]
tells which portions of the attribute certificate nust use the

di stingui shed encoding rules (DER) [X 690] and which portions are
permtted to use the basic encoding rules (BER) [X. 690]. Since DER
is a proper subset of BER, BER decoding all parts of a properly
constructed attribute certificate will be successful.

2. | ANA Consi derations
Thi s docunent registers with  ANA the "application/pkix-attr-cert"”
Internet Media Type for use with an attribute certificate as defined
in [RFC5755]. This registration follows the procedures defined in
BCP 13 [ RFCA4288].
Type name: application
Subt ype name: pkix-attr-cert
Requi red parameters: None
Optional parameters: None
Encodi ng consi derations: binary
Security considerations:
An attribute certificate provides authorization information. An
attribute certificate is nost often used in conjunction with a
public key certificate [ RFC5280], and the two certificates
shoul d use the sane encodi ng of the distingui shed nane as
described in the Security Considerations of this docunent.
I nteroperability considerations:
The nedia type will be used with HTTP to fetch attribute
certificates. Qher uses may energe in the future.

Publ i shed specification: RFC 5755
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Applications that use this nedia type:
The nmedia type is used with a M Me-conpliant transport to
transfer an attribute certificate. Attribute certificates
convey authorization information, and they are npst often used

in conjunction with public key certificates as defined in
[ RFC5280] .

Addi tional information:
Magi ¢ nunber (s): None
File extension(s): .ac
Maci ntosh File Type Code(s): none

Person & email address to contact for further information:
Russ Housl ey
housl ey@i gi | sec. com

I nt ended usage: COVMON

Restrictions on usage: nhone

Aut hor :
Russ Housl ey <housl ey@:i gi |l sec. cone

I nt ended usage: COVMON

Change controller:
The | ESG <i esg@etf.org>

3. Security Considerations

Attribute certificate issuers nmust encode the holder entity nanme in
exactly the same way as the public key certificate distinguished
nane. |f they are encoded differently, inplementations may fail to
recogni ze that the attribute certificate and public key certificate
bel ong to the same entity.
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