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1. Introduction

1.1. Purpose and Applicability

The purpose of this docunent is to establish a rule that can be
applied to Internationalized Domain Nanme (IDN) |abels in Unicode form
(U-1abels) containing characters fromscripts that are witten from
right toleft. It is part of the revised |IDNA protocol [RFC5891].

When | abel s satisfy the rule, and when certain other conditions are
satisfied, there is only a mnimal chance of these |abels being

di spl ayed in a confusing way by the Unicode bidirectional display
al gorithm

The other normative docunments in the | DNA2008 docunent set establish
criteria for valid labels, including listing the pernmitted
characters. This docunent establishes additional validity criteria
for labels in scripts normally witten fromright to left.

This specification is not intended to place any requirenents on
domai n nanmes that do not contain characters fromsuch scripts.
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1.2. Background and History

The "Stringprep" specification [ RFC3454], part of |DNA2003, mnade the
following statement in its Section 6 on the Bidi algorithm

3) If a string contains any RandALCat character, a RandALCat
character MJST be the first character of the string, and a
RandALCat character MJUST be the Il ast character of the string.

(A RandALCat character is a character w th unanbi guously
right-to-left directionality.)

The reasoni ng behind this prohibition was to ensure that every
conponent of a di splayed domai n nanme has an unanbi guously preferred
direction. However, this nade certain words in | anguages witten
with right-to-left scripts invalid as IDN |abels, and in at |east one
case (Dhivehi) neant that all the words of an entire |anguage were
forbi dden as | DN | abel s.

This is illustrated bel ow with exanpl es taken fromthe Dhivehi and
Yi ddi sh | anguages, as witten with the Thaana and Hebrew scripts,
respectively.

RFC 3454 did not explicitly state the requirenent to be fulfilled.
Therefore, it is inpossible to determnmine whether a sinple relaxation
of the rule would continue to fulfill the requirement.

VWil e this docurment specifies rules quite different from RFC 3454,
nost reasonable | abels that were allowed under RFC 3454 will al so be
al | owed under this specification (the nost inportant exanple of
non-permtted | abels being |labels that nix Arabic and European digits
(AN and EN) inside an RTL |abel, and | abels that use AN in an LTR

| abel -- see Section 1.4 for term nology), so the operational inpact
of using the newrule in the updated | DNA specification is [imted.

1.3. Structure of the Rest of This Docunent
Section 2 defines a rule, the "Bidi rule", which can be used on a
domai n nane | abel to check how safe it is to use in a donmain nanme of
possi bly mxed directionality. The primary initial use of this rule
is as part of the | DNA2008 protocol [RFC5891].
Section 3 sets out the requirenents for defining the Bidi rule.

Section 4 gives detail ed exanples that serve as justification for the
new rul e.
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Section 5 to Section 8 describe various situations that can occur
when dealing with donmain names with characters of different
directionality.

Only Section 1.4 and Section 2 are normative.

. 4. Term nol ogy

The termi nol ogy used to describe IDNA concepts is defined in the
Definitions docunent [RFC5890].

The term nol ogy used for the Bidi properties of Unicode characters is
taken fromthe Uni code Standard [ Uni code52].

The Uni code Standard specifies a Bidi property for each character.
That property controls the character’s behavior in the Unicode

bi di rectional al gorithm[Unicode-UAX9]. For reference, here are the
val ues that the Unicode Bidi property can have:

o0 L - Left toright - npst letters in LTR scripts

o0 R- Right toleft - npbst letters in non-Arabic RTL scripts

0 AL - Arabic letters - nost letters in the Arabic script

o EN - European Number (0-9, and Extended Arabic-1ndic nunbers)

o ES - European Nunmber Separator (+ and -)

o ET - European Number Term nator (currency synbols, the hash sign
the percent sign and so on)

0 AN - Arabic Nunber; this enconpasses the Arabic-Indic nunbers, but
not the Extended Arabic-Indic nunbers

o CS - Common Nunber Separator (. , / : et al)

0 NSM - Nonspaci ng Mark - npbst conbi ning accents

o0 BN - Boundary Neutral - control characters (ZWNJ, ZW, and ot hers)
o B - Paragraph Separator

0 S - Segnent Separator

o W5 - Witespace, including the SPACE character

0 ON- Oher Neutrals, including @ &, parentheses, M DDLE DOT
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o LRE, LRO RLE, RLO PDF - these are "directional contro
characters" and are not used in | DNA | abel s.

In this nenmo, we use "network order"” to describe the sequence of
characters as transmitted on the wire or stored in a file; the terns
"first", "next", "previous", "beginning", "end", "before", and
"after" are used to refer to the relationship of characters and

| abel s in network order.

We use "display order” to talk about the sequence of characters as
i mged on a display nedium the terns "left" and "right" are used to
refer to the relationship of characters and | abels in display order

Most of the tinme, the exanples use the abbreviations for the Unicode
Bidi classes to denote the directionality of the characters; the
exanpl e string CS L consists of one character of class CS and one

character of class L. 1In sone exanples, the convention that
uppercase characters are of class R or AL, and | owercase characters
are of class L is used -- thus, the exanmple string ABC. abc woul d

consist of three right-to-left characters and three left-to-right
characters.

The directionality of such exanples is determ ned by context -- for
instance, in the sentence "ABC abc is displayed as CBA. abc", the
first exanple string is in network order, the second exanmple string
is in display order.

The term "paragraph” is used in the sense of the Unicode Bid
specification [Unicode-UAX9]. It nmeans "a block of text that has an
overall direction, either left to right or right to left",

approxi nately; see the "Uni code Bidirectional Algorithni

[ Uni code- UAX9] for details.

"RTL" and "LTR' are abbreviations for "right to left" and "left to
right", respectively.

An RTL label is a label that contains at |east one character of type
R, AL, or AN

An LTR |l abel is any label that is not an RTL | abel

A "Bidi domain nane" is a dommin nanme that contains at |east one RTL
| abel . (Note: This definition includes domain nanes containing only
dots and right-to-left characters. Providing a separate category of
"RTL domai n names" woul d not nmeke this specification sinpler, so it
has not been done.)
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2.

The Bidi Rule

The following rule, consisting of six conditions, applies to |abels

in Bidi domain names. The requirenents that this rule satisfies are
described in Section 3. Al of the conditions nust be satisfied for
the rule to be satisfied.

1. The first character must be a character with Bidi property L, R
or AL. If it has the Ror AL property, it is an RTL label; if it
has the L property, it is an LTR | abel

2. In an RTL label, only characters with the Bidi properties R AL,
AN, EN, ES, CS, ET, ON, BN, or NSM are all owed.

3. In an RTL | abel, the end of the |abel must be a character with
Bidi property R AL, EN, or AN, followed by zero or nore
characters with Bidi property NSM

4. In an RTL label, if an ENis present, no AN nay be present, and
Vi ce versa

5. In an LTR l abel, only characters with the Bidi properties L, EN
ES, CS, ET, ON, BN, or NSM are all owed.

6. In an LTR label, the end of the | abel nust be a character with
Bidi property L or EN, followed by zero or nore characters with
Bi di property NSM

The foll owi ng guarantees can be nade based on the above:

o In a domain nane consisting of only |abels that satisfy the rule,
the requirenents of Section 3 are satisfied. Note that even LTR
| abel s and pure ASCI| |abels have to be tested.

o0 In a domain nane consisting of only LDH | abels (as defined in the
Definitions docunment [RFC5890]) and | abels that satisfy the rule,
the requirenents of Section 3 are satisfied as long as a | abe
that starts with an ASCII digit does not cone after a
right-to-left |abel

No guarantee is given for other conbinations.

The Requirenent Set for the Bidi Rule

Thi s docunent, unlike RFC 3454 [ RFC3454], provides an explicit
justification for the Bidi rule, and states a set of requirenents for

which it is possible to test whether or not the nodified rule
fulfills the requirenent.
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Al the text in this docunent assunes that text containing the | abels
under consideration will be displayed using the Unicode bidirectiona
al gorit hm [ Uni code- UAX9] .

The requirenents proposed are these:

o Label Uniqueness: No two | abels, when presented in display order
in the same paragraph, should have the same sequence of characters
wi t hout al so having the sane sequence of characters in network
order, both when the paragraph has LTR direction and when the
par agraph has RTL direction. (This is the criterion that is
explicit in RFC 3454). (Note that a |abel displayed in an RTL
par agraph may display the sane as a different |abel displayed in
an LTR paragraph and still satisfy this criterion.)

0 Character G ouping: Wen displaying a string of |abels, using the
Uni code Bidi algorithmto reorder the characters for display, the
characters of each |abel should remmin grouped between the
characters delimting the | abels, both when the string is enbedded
in a paragraph with LTR direction and when it is enbedded in a
paragraph with RTL direction.

Several stronger statenents were considered and rejected, because
they seemto be inpossible to fulfill within the constraints of the
Uni code bidirectional algorithm These include:

o The appearance of a | abel should be unaffected by its enbeddi ng
context. This proved inpossible even for ASCII |abels; the |abe
"123-A" will have a different display order in an RTL context than
in an LTR context. (This particular exanple is, however,

di sal | owed anyway.)

o The sequence of |abels should be consistent with network order

This proved inpossible -- a domain name consisting of the |abels
(in network order) L1.R2.R3.L4 will be displayed as L1.R3.R2.L4 in
an LTR context. (ln an RTL context, it will be displayed as

L4. R3. R2. L1).

o No two donmai n names shoul d be di splayed the sane, even under
differing directionality. This was shown to be unsound, since the
domai n nane (in network order) ABC abc will have display order
CBA. abc in an LTR context and abc.CBA in an RTL context, while the
donmai n nane (network) abc. ABC will have display order abc.CBA in
an LTR context and CBA. abc in an RTL context.
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One possi bl e requirenent was thought to be problematic, but turned
out to be satisfied by a string that obeys the proposed rul es:

o The Character G ouping requirenent should be satisfied when
directional controls (LRE, RLE, RLO LRO PDF) are used in the
sanme paragraph (outside of the |labels). Because these controls
af fect presentation order in non-obvious ways, by affecting the
"sor" and "eor" properties of the Unicode Bidi algorithm the
conditions above require extra testing in order to figure out
whet her or not they influence the display of the dommin nane.
Testing found that for the strings allowed under the rule
presented in this docunent, directional controls do not influence
the display of the domain nane.

This is still not stated as a requirenent, since it did not seem as
i mportant as the stated requirenents, but it is useful to know that
Bi di domain names where the |l abels satisfy the rule have this

property.

In the following descriptions, first-level bullets are used to
indicate rules or nornmative statenents; second-level bullets are
conment ary.

The Character G ouping requirenent can be nore formally stated as:

0 Let "Delimterchars" be a set of characters with the Unicode Bid
properties CS, W5, ON. (These are commonly used to delinmt |abels
-- both the FULL STOP and the space are included. They are not
all owed in domain | abels.)

* ET, though it commonly occurs next to donain nanmes in practice,
is problematic: the context RCS L EN ET (for instance A al%
makes the |label L EN not satisfy the character grouping
requi renent.

* ES comonly occurs in |abels as HYPHEN-M NUS, but coul d al so be
used as a delimter (for instance, the plus sign). It is left
out here.

o Let "unproblematic |label"” be a | abel that either satisfies the
requi renments or does not contain any character with the Bid
properties R, AL, or AN and does not begin with a character with
the Bidi property EN. (Infornmally, "it does not start with a
nunber".)
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4.

4.

A label X satisfies the Character G ouping requirenent when, for any
Delimter Character DI and D2, and for any label S1 and S2 that is an
unprobl ematic | abel or an enpty string, the follow ng holds true:

If the string formed by concatenating S1, D1, X, D2, and S2 is
reordered according to the Bidi algorithm then all the characters of
Xin the reordered string are between D1 and D2, and no other
characters are between D1 and D2, both if the overall paragraph
direction is LTR and if the overall paragraph direction is RTL.

Note that the definition is self-referential, since S1 and S2 are
constrained to be "legal" by this definition. This nakes testing
changes to proposed rules a little conpl ex, but does not create
problens for testing whether or not a given proposed rule satisfies
the criterion.

The "zero-length" case represents the case where a domain name is
next to sonething that isn't a domain nane, separated by a delimter
character.

Not e about the position of BN: The Uni code bidirectional algorithm
specifies that a BN has an effect on the adjoining characters in
network order, not in display order, and are therefore treated as if
renoved during Bidi processing ([Unicode-UAX9], Section 3.3.2, rule
X9 and Section 5.3). Therefore, the question of "what position does
a BN have after reordering"” is not neaningful. It has been ignored
whi | e devel oping the rules here.

The Label Uni queness requirement can be formally stated as:

If two non-identical |abels X and Y, enbedded as for the test above,
di spl ayed i n paragraphs with the sane directionality, are reordered
by the Bidi algorithminto the same sequence of code points, the

| abel s X and Y cannot both be | egal

Exampl es of |ssues Found with RFC 3454
1. Dhiveh

Dhi vehi, the official |anguage of the Maldives, is witten with the
Thaana script. This script displays some of the characteristics of
the Arabic script, including its directional properties, and the

i ndi cation of vowels by the diacritical marking of consonantal base
characters. This marking is obligatory, and both two consecutive
vowel s and syll able-final consonants are indicated with unvoiced
conbi ni ng marks. Every Dhivehi word therefore ends with a conbining
mar k.
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The word for "conputer", which is romani zed as "konpeetaru", is
witten with the follow ng sequence of Unicode code points:

U+0786 THAANA LETTER KAAFU (AL)
U+07AE THAANA OBOFI LI (NSM

U+0782 THAANA LETTER NOONU (AL)
U+07B0 THAANA SUKUN ( NSM)

U+0795 THAANA LETTER PAVI YANI (AL)
U+07A9 THAANA LETTER EEBEEFI LI (AL)
U+0793 THAANA LETTER TAVI YANI (AL)
U+07A6 THAANA ABAFI LI (NSM

U+0783 THAANA LETTER RAA (AL)
U+07AA THAANA UBUFI LI ( NSM

The directionality class of U+tO7AA in the Uni code dat abase

[ Uni code52] is NSM (Nonspaci ng Mark), which is not Ror AL, a
conformant inplementation of the | DNA2003 algorithmw ||l say that
"this is not in RandALCat" and refuse to encode the string.

4.2. Yiddish

Yi ddish is one of several |anguages witten with the Hebrew scri pt
(others include Hebrew and Ladino). This is basically a consonanta
al phabet (also termed an "abjad"), but Yiddish is witten using an
extended formthat is fully vocalic. The vowels are indicated in
several ways, one of which is by repurposing letters that are
consonants in Hebrew OQher letters are used both as vowel s and
consonants, with combining marks, called "points", used to
differentiate between them Finally, sonme base characters can

i ndi cate several different vowels, which are al so di sanbi guat ed by
conbi ni ng marks. Poi nted characters can appear in word-fina
position and may therefore al so be needed at the end of labels. This
is not an invariable attribute of a Yiddish string and there is thus
greater latitude here than there is w th Dhivehi

The organi zati on now known as the "YIVO Institute for Jew sh
Research" devel oped orthographic rules for nodern Standard Yiddish
during the 1930s on the basis of work conducted in several venues
since earlier in that century. These are given in, "The Standardi zed

Al vestrand & Karp St andards Track [ Page 10]



RFC 5893 | DNA Right to Left August 2010

Yi ddi sh Ort hography: Rules of Yiddish Spelling" [SYOQ, and are taken
as normatively descriptive of nbdern Standard Yiddi sh in any context
where that notion is deened rel evant. They have been applied
exclusively in all formal Yiddish dictionaries published since their
establishnment, and are simlarly dom nant in academ c and

bi bl i ographi ¢ regards.

It therefore appears appropriate for this repertoire also to be
supported fully by IDNA. This presents no difficulty with characters
ininitial and nedial positions, but pointed characters are regularly
used in final position as well. Al of the characters in the SYO
repertoire appear in both marked and unmarked formwi th one
exception: the HEBREW LETTER PE (U+05E4). The SYO only permts this
wi th a HEBREW PO NT DAGESH (W+05BC), providing the Yiddish equival ent
to the Latin letter "p", or a HEBREW PO NT RAFE (W05BF), equival ent
to the Latin letter "f". There is, however, a separate unpointed

al | ograph, the HEBREW LETTER FI NAL PE (U+05E3), for the latter
character when it appears in final position. The constraint on the
use of the SYO repertoire resulting fromthe proscription of

conbi ning marks at the end of RTL strings thus reduces to nothing
nore, or |less, than the equivalent of saying that a string of Latin
characters cannot end with the letter "p". It must also be noted
that the HEBREW LETTER PE with the HEBREW PO NT DAGESH i s
characteristic of alnpst all traditional Yiddish orthographies that
predate (or remain in use in parallel to) the SYO being the first
poi nted character to appear in any of them

A nore general instantiation of the basic problemcan be seen in the
representation of the YIVO acronym This acronymis witten with the
Hebrew | etters YOD YOD H Rl Q VAV VAV ALEF QAMATS, where H Rl Q and
QAMATS are conbi ning points. The Unicode code points are:

U+05D9 HEBREW LETTER YOD (R)

U+05B4 HEBREW PO NT HI RI Q (NSM

U+05D5 HEBREW LETTER VAV (R)

U+05D0 HEBREW LETTER ALEF (R)

U+05B8 HEBREW PO NT QAMATS ( NSM
The directionality class of U+05B8 HEBREW PO NT QAMATS in the Unicode

dat abase is NSM which again causes the | DNA2003 al gorithmto reject
the string.
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It may al so be noted that all of the conbined characters nmentioned
above exist in preconposed format separate positions in the Unicode
chart. However, by invoking Stringprep, the | DNA2003 al gorithm al so
rejects those code points, for reasons not discussed here.

4.3. Strings with Nunbers

By requiring that the first or |last character of a string be a nenber
of category R or AL, the Stringprep specification [ RFC3454]
prohibited a string containing right-to-left characters from endi ng
with a nunber.

Consi der the strings ALEF 5 (HEBREW LETTER ALEF + DIG@ T FIVE) and 5
ALEF. Displayed in an LTR context, the first one will be displayed
fromleft toright as 5 ALEF (with the 5 being considered right to

| eft because of the |eading ALEF), while 5 ALEF will be displayed in
exactly the same order (5 taking the direction from context).
Clearly, only one of those should be permtted as a registered | abel
but barring them both seens unnecessary.

5. Troubl esone Situations and Gui deli nes

There are situations in which | abels that satisfy the rule above wll
be displayed in a surprising fashion. The nost inportant of these is
the case where a |l abel ending in a character with Bidi property AL,
AN, or R occurs before a | abel beginning with a character of Bid
property EN. |In that case, the nunber will appear to nove into the

| abel containing the right-to-left character, violating the Character
Groupi ng requirenent.

If the label that occurs after the right-to-left |abel itself
satisfies the Bidi criterion, the requirenments will be satisfied in
all cases (this is the reason why the criterion talks about strings
containing L in some cases). However, the IDNABIS W5 concl uded t hat
this could not be required for several reasons:

o There is a large current deploynment of ASCI| donmin nanmes starting
with digits. These cannot possibly be invalidated.

o Domain nanes are often constructed pieceneal, for instance, by
conbining a string with the content of a search list. This may
occur after IDNA processing, and thus in part of the code that is
not | DNA-aware, nmaki ng detection of the undesirable conbination
i mpossi bl e.
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o Even if a label is registered under a "safe" |label, there may be a
DNAME [ RFC2672] with an "unsafe" |abel that points to the "safe"
| abel , thus creating seemingly valid nanes that woul d not satisfy
the criterion.

0 WIldcards create the odd situation where a |abel is "valid" (can
be | ooked up successfully) w thout the zone owner know ng that
this label exists. So an owner of a zone whose nane starts with a
digit and contains a wildcard has no way of controlling whether or
not names with RTL |abels in themare | ooked up in his zone.

Rat her than trying to suggest rules that disallow all such

undesi rabl e situations, this docunent nerely warns about the
possibility, and leaves it to application devel opers to take whatever
nmeasures they deem appropriate to avoid problematic situations.

6. Oher Issues in Need of Resolution

Thi s docunent concerns itself only with the rules that are needed
when dealing with donmain nanmes with characters that have differing
Bi di properties, and considers characters only in terms of their Bid
properties. All other issues with scripts that are witten from
right to left nmust be considered in other contexts.

One such issue is the need to keep nunbers separate. Several scripts
are used with multiple sets of nunbers -- nobst conmonly they use
Latin nunbers and a script-specific set of nunmbers, but in the case
of Arabic, there are two sets of "Arabic-Indic" digits invol ved.

The algorithmin this docunent disallow occurrences of AN-class
characters ("Arabic-Indic digits", W0660 to W+0669) together with
EN-cl ass characters (which includes "European" digits, U+0030 to
U+0039 and "extended Arabic-Indic digits", WO06F0 to U+06F9), but
does not help in preventing the mxing of, for instance, Bengal
digits (UW+09E6 to U+09EF) and Cujarati digits (U+OAE6 to U+OAEF),
both of which have Bidi class L. A registry or script community that
Wi shes to create rules restricting the mxing of digits in a | abe
will be able to specify these restrictions at the registry |level.
Sone rules are also specified at the protocol |evel.

Anot her set of issues concerns the proper display of IDNs with a
m xture of LTR and RTL | abels, or only RTL |abels.

It is unrealistic to expect that applications will display domain
nanes usi ng enbedded formatti ng codes between their | abels (for one
thing, no reliable algorithms for identifying domain nanes in running
text exist); thus, the display order will be determ ned by the Bid
algorithm Thus, a sequence (in network order) of RL.R2.Itr will be
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di splayed in the order 2R 1R Itr in an LTR context, which mi ght
surprise soneone expecting to see |abels displayed in hierarchica
order. People used to working with text that nmixes LTR and RTL
strings mght not be so surprised by this. Again, this neno does not
attenpt to suggest a solution to this problem

7. Conpatibility Considerations
7.1. Backwards Compatibility Considerations
As with any change to an existing standard, it is important to

consi der what happens with existing inplenentati ons when the change
is introduced. Sone troubl esonme cases incl ude:

0 An old programused to input the newy allowed label. [If the old
program checks the input against RFC 3454, some |abels will not be
al | owed, and domai n nanes contai ning those |labels will remain

i naccessi bl e.

0 An old programis asked to display the newy allowed | abel, and
checks it agai nst RFC 3454 before displaying. The programw |
perform sone kind of fallback, nost |likely displaying the |abel in
A-1abel form

0 An old programtries to display the newly allowed label. |If the
ol d program has code for displaying the last character of a |abe
that is different fromthe code used to display the characters in
the mddle of the label, the display nmay be inconsistent and cause
conf usi on.

One particular exanple of the last case is if a program chooses to
exam ne the |ast character (in network order) of a string in order to
determine its directionality, rather than its first. If it finds an
NSM character and tries to display the string as if it was a
left-to-right string, the resulting display nmay be interesting, but
not useful.

The editors believe that these cases will have a | ess harnful inpact
in practice than continuing to deny the use of words fromthe
| anguages for which these strings are necessary as | DN | abel s.

Thi s specification does not forbid using | eading European digits in
ASCl | -only | abels, since this would conflict with a large installed
base of such | abels, and would increase the scope of the
specification fromRTL | abels to all labels. The harmresulting from
this limtation of scope is described in Section 5. Registries and
private zone managers can check for this particular condition before
they allow registration of any RTL |abel. Generally, it is best to
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di sall ow registration of any right-to-left strings in a zone where
the | abel at the level above begins with a digit.

7.2. Forward Conpatibility Considerations

This text is intentionally specified strictly in terms of the Unicode
Bi di properties. The deternmination that the condition is sufficient
to fulfill the criteria depends on the Unicode Bidi algorithn it is
unlikely that drastic changes will be made to this algorithm

However, the determ nation of validity for any string depends on the
Uni code Bidi property val ues, which are not declared i mutable by the
Uni code Consortium Furthernore, the behavior of the algorithmfor
any given character is likely to be linguistically and culturally
sensitive, so while it should occur rarely, it is possible that |ater
versi ons of the Unicode Standard may change the Bidi properties
assigned to certain Unicode characters.

This meno does not propose a solution for this problem
8. Security Considerations

The di spl ay behavior of m xed-direction text can be extrenely
surprising to users who are not used to it; for instance, cut and
paste of a piece of text can cause the text to display differently at
the destination, if the destination is in another directionality
context, and adding a character in one place of a text can cause
characters some distance fromthe point of insertion to change their
di splay position. This is, however, not a phenonenon unique to the
di spl ay of dommi n nanes.

The new | DNA protocol, and particularly these new Bidi rules, wll
all ow some strings to be used in |IDNA contexts that are not all owed
today. It is possible that differences in the interpretation of

| abel s between inpl ementations of | DNA2003 and | DNA2008 coul d pose a
security risk, but it is difficult to envision any specific
instantiation of this.

Any rational attenpt to conpute, for instance, a hash over an
identifier processed by I DNA woul d use network order for its
conput ati on, and thus be unaffected by the new rul es proposed here.

Wiile it is not believed to pose a problem if display routines had
been witten with specific know edge of the RFC 3454 | DNA
prohibitions, it is possible that the potential problens noted under
"Backwar ds Compatibility Considerations" could cause new ki nds of
conf usi on.
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