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Abst r act

The NTP Server Option for Dynanic Host Configuration Protocol for
| Pv6 (DHCPv6) provides NTPv4 (Network Tinme Protocol version 4) server
| ocation information to DHCPv6 hosts.
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1. Introduction

Thi s docunent defines a DHCPv6 option and associ ated suboptions to
provi de Network Tine Protocol version 4 [RFC5905] or greater server
| ocation information to DHCPv6 hosts.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Related Wrk and Usage Mode

The NTP service is publicly offered on the Internet by a nunber of
organi zations. Those servers can be used but should not be abused,
so any method that is tasked to di ssem nate |ocations of NIP servers
must act responsibly in a manner that does not |ead to public server
over | oadi ng. When using DHCPv6 to offer NITP server |location, and if
there is a need to distribute a host with a hardcoded configuration
this configuration MJUST NOT include server |ocation that is not part
of the organization that distributes this device. Typical usage of
this option is to specify an NTP server that is part of the

organi zati on that operates the DHCPv6 server.

The | ocation of the NTP service, |ike any other Internet service, can
be specified by an I P address or a Fully Qualified Domai n Nane
(FQDN). By design, DHCP offers information to nultiple devices and
is prone to anplification of m stakes, so great care must be taken to
define its configuration. Specification of the NITP service by FQDN
offers a level of indirection that works as a possible mtigation
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tool in case of misconfiguration. DNS can be used to redirect

m sconfigured clients to an I Pv6 address that is not configured on
any host instead of having to change the address of the NTP server
itself.

Wil e the NTP specification defines a conprehensive set of
configuration paranmeters, nodification of those paraneters is best
left to the decision of the client itself. The DHCPv6 option for NTP
is therefore restricted to server |ocation

4. NTP Server Option for DHCPv6

This option serves as a container for server |ocation information
related to one NTP server or Sinple Network Tine Protocol (SNTP)

[ RFC4330] server. This option can appear multiple tinmes in a DHCPv6
message. Each instance of this option is to be considered by the NTP
client or SNTP client as a server to include in its configuration

The option itself does not contain any value. Instead, it contains
one or several suboptions that carry NTP server or SNTP server

[ ocation. This option MJST include one, and only one, time source
suboption. The currently defined time source suboptions are

NTP_OPTI ON_SRV_ADDR, NTP_OPTI ON_SRV_MC ADDR, and NTP_OPTI ON_SRV_FQDN
It carries the NTP server or SNTP server location as a unicast or
mul ti cast 1 Pv6 address or as an NTP server or SNTP server FQDN. More
time source suboptions may be defined in the future. While the FQDN
option offers the nost deploynment flexibility, resiliency as well as
security, the I P address options are defined to cover cases where a
DNS dependency is not desirable.

If the NTP server or SNTP server location is an IPv6 nulticast
address, the client SHOULD use this address as an NTP nulticast group
address and |listen to nessages sent to this group in order to
synchroni ze its clock
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The format of the NTP Server Option is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| OPTI ON_NTP_SERVER | option-len |
s S S o T i i S S i (i

| suboption-1

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| subopti on-2

T S A S S I T S I S

T T R i e e e e o S e SRR R
subopti on-n

:I-- B i T S T T i S S S e e h T i i g S +-:|-
option-code: OPTI ON_NTP_SERVER (56),
option-len: Total Iength of the included suboptions.
Thi s docunent does not define any priority relationship between the
client’s enbedded configuration (if any) and the NTP or SNTP servers
di scovered via this option. |In particular, the client is allowed to

si mul taneously use its own configured NTP servers or SNTP servers and
the servers discovered via DHCP

4.1. NTP Server Address Suboption
Thi s suboption is intended to appear inside the OPTI ON_NTP_SERVER

option. It specifies the IPv6 unicast address of an NTP server or
SNTP server available to the client.
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The format of the NTP Server Address Suboption is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| NTP_SUBOPTI ON_SRV_ADDR | suboption-len = 16
s S S o T i i S S i (i

| |
| |
| | Pv6 address of NIP server
| |
B T s i I S e i S i i S S e S
| Pv6 address of the NTP server: An | Pv6 address,
subopti on-code: NTP_SUBOPTI ON_SRV_ADDR (1),
suboption-len: 16.
4.2. NTP Multicast Address Suboption

This suboption is intended to appear inside the OPTI ON_NTP_SERVER
option. It specifies the IPv6 address of the IPv6 nulticast group
address used by NTP on the |ocal network.

The format of the NTP Milticast Address Suboption is:
0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| NTP_SUBOPTI ON_MC_ADDR | suboption-len = 16
s S S i I S R R e h T Tk e S S S o T S

| |
| _ |
| Mul ticast | Pv6 address

| |
B e i s T i et s T ol T S S S N SR S S S
Mul ticast | Pv6 address: An | Pv6 address,

subopti on-code: NTP_SUBOPTI ON_ MC ADDR (2),

suboption-1len: 16.
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4.3. NTP Server FQDN Suboption

This suboption is intended to appear inside the OPTI ON_NTP_SERVER
option. It specifies the FQDN of an NTP server or SNTP server
available to the client.

The format of the NTP Server FQDN Suboption is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| NTP_SUBOPTI ON_SRV_FQDN | suboption-1en
s Sl i I S s S S S i St N i
| |
| FQDN of NTP server

:|-- B i T S S e T I T (i T N S S S S +-:|-
subopti on-code: NTP_SUBOPTI ON_SRV_FQDN (3),
suboption-len: Length of the included FQDN field,

FQDN: Ful ly-Qualified Domain Nane of the NTP server or SNTP server.
This field MIUST be encoded as described in [ RFC3315],
Section 8. Internationalized domain names are not all owed
inthis field.

5. Appearance of This Option

The OPTI ON_NTP_SERVER option can appear nultiple tines in a DHCPv6
nessage. The order in which these options appear is not significant.
The client uses its usual algorithms to determ ne which server(s) or
mul ticast group(s) should be preferred to synchronize its clock

The OPTI ON_NTP_SERVER opti on MJUST NOT appear in nessages other than
the following: Solicit, Advertise, Request, Renew, Rebind,

I nformati on- Request, and Reply. |If this option appears in nmessages
ot her than those specified above, the receiver MJST ignore it.

The option nunmber for this option MAY appear in the "Option Request"
option [RFC3315] in the follow ng messages: Solicit, Request, Renew,
Rebi nd, I nfornmation-Request, and Reconfigure. |If this option nunber
appears in the "Option Request" option in nmessages other than those
speci fied above, the receiver SHOULD ignore it.
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6.

Security Considerations

This option could be used by an intruder to advertise the address of
a malicious NTP server or SNTP server and adversely affect the clock
of clients on the network. The consequences of such an attack can be
critical, because many security protocols depend on tine

synchroni zation to run their algorithms. As an exanple, an attacker
coul d break connectivity between SEND-enabl ed nodes [ RFC3971], sinmply
by affecting the clock on these nodes.

To prevent these attacks, it is strongly advisable to secure the use
of this option by either:

- using the NTPv4 Autokey public key authentication, as defined in
[ RFC5906] or,

- using authenticated DHCP as described in [RFC3315], Section 21
RFC 4075 Deprecation

"Sinpl e Network Time Protocol (SNTP) Configuration Option for DHCPv6"
[ RFC4075] provi des sone degree of automatic time server configuration
for 1Pv6, as it specifies howto transmt SNTP [ RFC4330] server
addresses through DHCPv6. However, this approach is not suitable for
all NTP deploynents. It is not an extensible nechani sm and

i ntroduces sone senmantic confusion through the use of the "SNTP"
acronym Additionally, the approach of only offering | Pv6 addresses
to specify server |location does not meet NTP requirenents that nake
use of an FQDN (Fully-Qualified Domain Nane) as well. For all the
abovenenti oned reasons, this docunent nakes [ RFC4075] deprecated.

| ANA Consi der ati ons

| ANA has assigned 56 as an option code fromthe "DHCPv6 Options
Codes" registry for OPTI ON_NTP_SERVER

IANA is required to nmaintain a new nunber space of NTP tinme source
suboptions, located in the BOOTP- DHCP Paraneters Registry. The
initial suboptions are described in Section 4 of this document. |ANA
assigns future NTP time source suboptions with an "I ETF Consensus"
policy as described in [ RFC5226]. Future proposed suboptions are to
be referenced synbolically in the docunments that describe them and
shal | be assigned numeric codes by | ANA when approved for publication
as an RFC.
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