I nternet Engi neering Task Force (I ETF) B. Haberman, Ed.
Request for Comments: 5943 JHU APL
Cat egory: Standards Track August 2010
| SSN: 2070-1721

A Dedi cated Routing Policy Specification Language Interface Identifier
for Operational Testing

Abst ract

The depl oynent of new I P connectivity typically results in
intermttent reachability for numerous reasons that are outside the
scope of this docunment. 1In order to aid in the debuggi ng of these
persi stent problens, this document proposes the creation of a new
Routing Policy Specification Language attribute that allows a network
to advertise an I P address that is reachable and can be used as a
target for diagnostic tests (e.g., pings).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5943
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
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1. | nt roducti on

The depl oynent of new I P connectivity typically results in
intermttent reachability for nunmerous reasons that are outside the
scope of this docunent. 1In order to aid in the debuggi ng of these
persi stent problenms, this document proposes the creation of a new
Routing Policy Specification Language attribute [ RFC4012] that all ows
a network to advertise an |IP address that is reachable and can be
used as a target for diagnostic tests (e.g., pings).

The goal of this diagnostic address is to provide operators a nmeans
to advertise selected hosts that can be targets of tests for such
conmon i ssues as reachability and Path MIU di scovery.

The capitalized key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119].

2. RPSL Extension for Diagnostic Address

Net wor k operators wi shing to provide a diagnostic address for their
peers, custoners, etc., MAY advertise its existence via the Routing
Pol i cy Specification Language [ RFC4012] [RFC2622]. The pingable
attribute is a nenber of the route and route6 objects in the RPSL
The definition of the pingable attribute is showmn in Figure 1

R e e +
| Attribute | Val ue | Type |
R oo e +
| pingable | <ipv6-address> or | optional,
| <ipv4-address> | rmulti-val ued
SR o e e e oo R +
| ping-hdl | <ni c- handl e> | optional,
| multi-val ued
R oo e +

Figure 1: Pingable Attribute Specification
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The exact definitions of <ipv4-address> and <ni c-handl e> can be found
in [RFC2622], while the definition of <ipv6-address> is in [RFC4012].

The pingable attribute allows a network operator to advertise an IP
address of a node that should be reachable from outside networks.
Thi s node can be used as a destination address for diagnostic tests.
The address specified MUST fall within the | P address range
advertised in the route/route6 object containing the pingable
attribute. The ping-hdl provides a link to contact information for
an entity capable of responding to queries concerning the specified
| P address. An exanple of using the pingable attribute is shown in
Fi gure 2.

route6: 2001:DB8::/32

origin: AS64500

pi ngabl e: 2001: DB8: : DEAD: BEEF
pi ng- hdl : OPS4- Rl PE

Figure 2: Pingable Attribute Exanple
3. Using the RPSL Pingable Attribute

The presence of one or nore pingable attributes signals to network
operators that the operator of the target network is providing the
address(es) for external diagnostic testing. Tests involving the

advertised address(es) SHOULD be rate limted to no nore than ten

probes in a five-mnute wi ndow unl ess prior arrangenents are made

with the maintainer of the attribute.

4. Security Considerations

The use of routing registries based on RPSL requires a significant

| evel of security. In-depth discussion of the authentication and
aut horization capabilities and weaknesses within RPSL is in

[ RFC2725]. The application of authentication in RPSL is key
considering the vulnerabilities that may arise fromthe abuse of the
pi ngabl e attribute by nefarious actors. Additional RPSL security

i ssues are discussed in the Security Considerations sections of

[ RFC2622] and [ RFC4012].

The publication of this attribute only explicitly signals the
availability of an | CMP Echo Request/Echo Response service on the
specified | P address. The operator, at his/her discretion, MY
depl oy other services at the same | P address. These services may be
i npacted by the ping service, given its publicity via the RPSL
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Wil e this docurment specifies that external users of the pingable
attribute rate Iimt their probes, there is no guarantee that they
will do so. Operators publicizing a pingable attribute are
encouraged to deploy their own rate limting for the advertised IP
address in order to reduce the risk of a denial-of-service attack
Services, protocols, and ports on the advertised |IP address should be
filtered if they are not intended for external users.
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