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Abstract

| EEE 802.16 is an air interface specification for wrel ess broadband
access. | EEE 802.16 has specified nultiple service-specific

Conver gence Subl ayers for transnmitting upper-layer protocols. The
Packet CS (Packet Convergence Subl ayer) is used for the transport of
al | packet-based protocols such as the Internet Protocol (I1P) and

| EEE 802.3 (Ethernet). The IP-specific part of the Packet CS enabl es
the transport of |Pv4 packets directly over the | EEE 802.16 Media
Access Control (MAC) | ayer.

Thi s docunent specifies the frame format, the Maxi mum Transni ssion
Unit (MIU), and the address assignnment procedures for transmtting
| Pv4 packets over the I P-specific part of the Packet Convergence
Subl ayer of | EEE 802. 16.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5948
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1. Introduction

| EEE 802. 16 [| EEEB02_16] is a connection-oriented access technol ogy
for the last mle. The |EEE 802.16 specification includes the

Physi cal (PHY) and Media Access Control (MAC) |ayers. The MAC | ayer
i ncl udes various Convergence Subl ayers (CSs) for transmitting higher-
| ayer packets, including | Pv4 packets [| EEE802_ 16].

The scope of this specificationis |limted to the operation of |Pv4
over the IP-specific part of the Packet CS (referred to as "IPv4d CS")
for hosts served by a network that utilizes the IEEE Std 802.16 air
interface.

Thi s docunent specifies a nmethod for encapsul ating and transmitting
| Pv4 [ RFCO791] packets over the IPv4 CS of |EEE 802.16. This
docunent al so specifies the MU and address assi gnment met hod for
hosts using I Pv4 CS

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2. Term nol ogy

o Mbile Station (M5) -- The term"Ms" is used to refer to an IP
host. This usage is nore infornmal than that in | EEE 802.16, in
which "M5" refers to the interface inplenenting the | EEE 802. 16
MAC and PHY | ayers and not to the entire host.

o Last mile -- The term"last mle" is used to refer to the fina
l eg of delivering connectivity froma conmuni cations provider to a
cust onmer .

Q her terminology in this docunent is based on the definitions in
[ RFC5154] .

3. Typical Network Architecture for |Pv4 over |EEE 802.16

The network architecture follows what is described in [ RFC5154] and
[ RFC5121]. Nanely, each Ms is attached to an Access Router (AR
through a Base Station (BS), a Layer 2 (L2) entity (fromthe
perspective of the IPv4d |ink between the M5 and the AR).

For further information on the typical network architecture, see
[ RFC5121], Section 5.

3.1. | EEE 802.16 |IPv4 Convergence Subl ayer Support

As described in [I EEEB02_16], the I P-specific part of the Packet CS
allows the transm ssion of either 1Pv4d or | Pv6 payloads. |In this
docunent, we are focusing on | Pv4 over the Packet Convergence

Subl ayer.

For further information on the | EEE 802. 16 Convergence Subl ayer and
encapsul ation of |P packets, see Section 4 of [RFC5121] and
[ | EEE802_16].

4. |Pv4 CS Link in 802.16 Networks

In 802.16, the transport connection between an M5 and a BS is used to
transport user data, i.e., |IPv4 packets in this case. A transport
connection is represented by a service flow, and nultiple transport
connections can exist between an M5 and a BS.

When an AR and a BS are co-located, the collection of transport
connections to an Ms is defined as a single IPv4 link. Wen an AR
and a BS are separated, it is recommended that a tunnel be

est abl i shed between the AR and a BS whose granularity is no greater
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than "per M5" or "per service flow'. (An M5 can have nmultiple
service flows, which are identified by a service flow ID.) Then the
tunnel (s) for an M5, in conbination with the M5 s transport
connections, forms a single point-to-point |Pv4 |ink.

Each host belongs to a different IPv4 link and is assigned a uni que
| Pv4 address, simlar to the recommendati ons di scussed in "Analysis
of 1 Pv6 Link Mdels for | EEE 802. 16 Based Networks" ([RFC4968]).

4. 1. | Pv4 CS Link Establishnment

In order to enable the sending and receiving of |Pv4 packets between
the M5 and the AR, the link between the M5 and the AR via the BS
needs to be established. This section explains the Iink
establ i shnment procedure, as described in Section 6.2 of [RFC5121].
Steps 1-4 are the sane as those indicated in Section 6.2 of

[ RFC5121]. In step 5, support for IPv4 is indicated. 1In step 6, a
service flowis created that can be used for exchanging |IP-layer
signal i ng nessages, e.g., address assignnent procedures using DHCP

4.2. Frame Format for | Pv4 Packets

| Pv4 packets are transmitted in Generic |EEE 802.16 MAC frames in the
dat a payl oads of the 802.16 PDU (see Section 3.2 of [RFC5154]).
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Figure 1. |EEE 802.16 MAC Frane Format for |Pv4 Packets
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Mad

Here, "MBB" neans "nost significant byte", and "LSB" neans "l east
significant byte".

H Header Type (1 bit). Shall be set to zero, indicating that it
is a Generic MAC PDU

E: Encryption Control. O = Payload is not encrypted; 1 = Payl oad
is encrypted.

R. Reserved. Shall be set to zero.

C. Cyclic Redundancy Check (CRC) Indicator. 1 = CRC is included;
0 = No CRC is included.

EKS: Encryption Key Sequence.

LEN: The Length, in bytes, of the MAC PDU, including the MAC
header and the CRC, if present (11 bits).

CID: Connection ldentifier (16 bits).
HCS: Header Check Sequence (8 bits).

CRC. An optional 8-bit field. The CRC is appended to the PDU
after encryption.

TYPE: This field indicates the subheaders (Mesh subheader
Fragment ati on subheader, Packi ng subheader, etc.) and specia
payl oad types (e.g., Automatic Repeat reQuest (ARQ) present in
t he nessage payl oad.

Maxi mum Transm ssi on Unit

The Mru val ue for |Pv4 packets on an | EEE 802.16 link is configurable
(e.g., see the end of this section for sone possible mechanisns).

The default MIU for |Pv4 packets over an | EEE 802.16 |ink SHOULD be
1500 octets. G ven the possibility for "in-the-network" tunneling,
supporting this MIU at the end hosts has inplications on the
underlyi ng network, for exanple, as discussed in [ RFC4459].

Per [RFC5121], Section 6.3, the IP MU can vary to be |arger or
smal  er than 1500 octets.

If an M5 transmits 1500-octet packets in a deploynment with a smaller
MIU, packets fromthe M5 may be dropped at the link [ayer silently.
Unli ke IPv6, in which departures fromthe default MU are readily
advertised via the MIU option in Nei ghbor Discovery (via router
advertisenent), there is no simlarly reliable mechanismin |IPv4, as
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the Il egacy IPv4 client inplenmentations do not deternmine the |ink MU
by default before sending packets. Even though there is a DHCP
option to acconplish this, DHCP servers are required to provide the
MIU i nformati on only when request ed.

Di scovery and configuration of the proper |ink MU val ue ensures
adequat e usage of the network bandw dth and resources. Accordingly,
depl oynments shoul d avoi d packet |oss due to a m snatch between the
default MIU and the configured |ink MIUs.

Sone of the mechani sns available for the IPv4 CS host to find out the
link’s MIU value and mtigate MIU-rel ated i ssues are:

0 Recent revision of 802.16 by the | EEE (see | EEE 802. 16- 2009
[1 EEEB02_16]) to (anpng other things) allow the provision of the
Service Data Unit or MAC MIU in the | EEE 802. 16 SBC- REQ SBC- RSP
phase, such that clients that are conpliant with | EEE 802. 16 can
i nfer and configure the negotiated MIU size for the IPv4 CS |ink
However, the inplenentati on nust comuni cate the negotiated MIu
value to the IP layer to adjust the | P Muxi mum Payl oad Size for
proper handling of fragnentation. Note that this method is usefu
only when the M5 is directly connected to the BS.

o Configuration and negotiation of MIU size at the network | ayer by
using the DHCP interface MIU opti on [ RFC2132].

Thi s docunent recomends that inplenentations of |Pv4 and | Pv4 CS
clients SHOULD use the DHCP interface MIU option [ RFC2132] in order
to configure its interface MIU accordingly.

In the absence of DHCP MIU configuration, the client node (MS) has
two alternatives: 1) use the default MIU (1500 bytes), or 2)
determ ne the MIU by the nethods described in | EEE 802. 16- 2009

[ 1 EEE802_16].

Additionally, the clients are encouraged to run Path MIuU ( PMru)

Di scovery [ RFC1191] or Packetization Layer Path MIU Di scovery
(PLPMTUD) [ RFC4821]. However, the PMIU mechani sm has i nherent

probl ems of packet |oss due to | CMP nessages not reaching the sender
and | Pv4 routers not fragnenting the packets due to the Don’t
Fragment (DF) bit being set in the |IP packet. The above-nentioned
path MIU nmechani snms will take care of the MIU size between the M5 and
its correspondent node across different flavors of convergence |ayers
in the access networks.
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5. Subnet Model and | Pv4 Address Assi gnment

The subnet nodel recommended for |Pv4 over | EEE 802.16 using | Pv4 CS
is based on the point-to-point |ink between the M5 and the AR

[ RFC4968]; hence, each Ms shall be assigned an address with a 32-bit
prefix length or subnet mask. The point-to-point |ink between the M5
and the AR is achieved using a set of |EEE 802.16 MAC connecti ons
(identified by service flows) and an L2 tunnel (e.g., a Generic
Routi ng Encapsul ation (GRE) tunnel) for each MS between the BS and
the AR If the ARis co-located with the BS, then the set of |EEE
802. 16 MAC connecti ons between the M5 and the BS/ AR represent the

poi nt -t o0- poi nt connection

The "next hop" | P address of the IPv4 CS M5 is always the |IP address
of the AR, because the M5 and the AR are attached via a point-to-
poi nt |ink.

5.1. [|Pv4 Unicast Address Assi gnnent

DHCP [ RFC2131] SHOULD be used for assigning an |IPv4 address for the
MS. DHCP nessages are transported over the | EEE 802.16 NMAC
connection to and fromthe BS and relayed to the AR In case the
DHCP server does not reside in the AR the AR SHOULD i npl ement a DHCP
rel ay agent [RFC1542].

5.2. Address Resol ution Protocol

The |1 Pv4 CS does not allow for transm ssion of Address Resol ution
Prot ocol (ARP) [ RFC0826] packets. Furthernore, in a point-to-point
li nk nmodel, address resolution is not needed.

5.3. | P Broadcast and Multicast

Mul ticast or broadcast packets fromthe M5 are delivered to the AR
via the BS through the point-to-point link. This specification
sinply assunes that the broadcast and nulticast services are
provided. How these services are inplenented in an | EEE 802. 16
Packet CS deploynment is out of scope of this docunent.

6. Security Considerations

Thi s docunent specifies transm ssion of |Pv4 packets over | EEE 802.16
networks with the | Pv4 Convergence Subl ayer and does not introduce
any new vulnerabilities to | Pv4 specifications or operation. The
security of the |EEE 802.16 air interface is the subject of
[EEE802_16]. In addition, the security issues of the network
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architecture spanni ng beyond the | EEE 802. 16 Base Stations is the
subj ect of the docunents defining such architectures, such as the
Worl dwi de Interoperability for Mcrowave Access (W MAX) network
architecture [WWF].
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Appendi x A. Ml tiple Convergence Layers -- |Inpact on Subnet Mode

Two different MSs using two different Convergence Subl ayers (e.g., an
M5 using Ethernet CS only and another M using |IPv4 CS only) cannot
conmuni cate at the data link layer and require interworking at the IP
layer. For this reason, these two nodes nust be configured to be on
two di fferent subnets. For nmore information, refer to [ RFC4840].

Appendi x B. Sending and Receiving | Pv4 Packets

| EEE 802.16 MAC is a point-to-multipoint connection-oriented air
interface, and the process of sending and receiving | Pv4 packets is
different from nulticast-capabl e shared-nmedi umtechnol ogies |ike

Et her net .

Bef ore any packets are transmtted, an | EEE 802.16 transport
connection nmust be established. This connection consists of an

| EEE 802.16 MAC transport connection between the M5 and the BS and an
L2 tunnel between the BS and the AR (if these two are not

co-located). This |IEEE 802.16 transport connection provi des a point-
to-point link between the M5 and the AR Al the packets originating
at the M5 always reach the AR before being transmitted to the fina
desti nati on.

| Pv4 packets are carried directly in the payload of | EEE 802. 16
franes when the I1Pv4 CS is used. |Pv4 CS classifies the packet based
on upper-layer (IP and transport |ayers) header fields to place the
packet on one of the avail able connections identified by the CID

The classifiers for the IPv4 CS are source and destination |Pv4
addresses, source and destination ports, Type-of-Service, and IP
Protocol field. The CS may enpl oy Packet Header Suppression (PHS)
after the classification.

The BS optionally reconstructs the payl oad header if PHS is in use.

It then tunnels the packet that has been received on a particular MAC
connection to the AR Simlarly, the packets received on a tunne
interface fromthe AR would be napped to a particular CI D using the

| Pv4 cl assification nechani sm

The AR performs normal routing for the packets that it receives,
processing themper its forwarding table. However, the DHCP rel ay
agent in the AR MUST nmintain the tunnel interface on which it

recei ves DHCP requests so that it can relay the DHCP responses to the
correct MS. The particular method is out of scope of this
specification as it need not depend on any particularities of

| EEE 802. 16.
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Appendix C. WMAX | Pv4 CS MIU Si ze

The W MAX (Worl dwi de Interoperability for Mcrowave Access) forum has
defined a network architecture [WWF]. Furthernore, W MAX has
specified I Pv4d CS support for transm ssion of |Pv4 packets between
the M5 and the BS over the | EEE 802.16 |link. The WMAX I Pv4 CS and
this specification are sinmlar. One significant difference, however,
is that the WMAX Forum [ WF] has specified the |P MIU as 1400 octets
[ WWF] as opposed to 1500 in this specification

Hence, if an IPv4 CS M5 configured with an MU of 1500 octets enters
a W MAX network, some of the issues nmentioned in this specification
may arise. As nentioned in Section 4.3, the possible nechanisns are
not guaranteed to work. Furthernore, an IPv4 CS client is not
capabl e of doing ARP probing to find out the link MIU. On the other
hand, it is inperative for an M5 to know the Iink MIU size. In
practice, an M5 should be able to sense or deduce the fact that it is
operating within a WMAX network (e.g., given the WMAX-specific
particularities of the authentication and network entry procedures),
and adjust its MIU size accordingly. Even though this nmethod is not
perfect, and the potential for conflict may remain, this docunent
recormends a default MrU of 1500. This represents the WG s consensus
(after nuch debate) to select the best value for |EEE 802.16 fromthe
poi nt of view of the IETF, in spite of the WMAX Foruni s depl oynent.
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