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Essential Correction for IPv6 ABNF and URI Conparison in RFC 3261
Abst r act

Thi s docunent corrects the Augnented Backus-Naur Form ( ABNF)
production rule associated with generating IPv6 literals in RFC 3261
It also clarifies the rule for Uniform Resource ldentifier (URI)
conpari son when the URI's contain textual representation of IP

addr esses.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5954.

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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| nt roducti on

Thi s docunent corrects the Augnented Backus-Naur Form ( ABNF)
production rule associated with generating IPv6 literals in RFC 3261
[1]. It also clarifies the rule for Uniform Resource Identifier
(URI') conparison when the URIs contain textual representation of IP
addr esses.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [2].

Pr obl em St at enent
Extra Colon in | Pv4-Mapped | Pv6 Address

The ABNF [4] for generating IPv6 literals in RFC 3261 [1] is
incorrect. \When generating | Pv4-mapped | Pv6 addresses, the

production rule may actually generate the foll owi ng construct:

[ 2001:db8:::192.0.2.1] - Note the extra col on before the |IPv4
address.

The correct construct, of course, would only include two col ons
before the | Pv4 address.
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Hi storically, the ABNF pertaining to I Pv6 references in RFC 3261
was derived from Appendi x B of RFC 2373 [7], which was flawed to
begin with (see errata for RFC 2373 [8]). RFC 2373 has been
subsequent |y obsol eted by RFC 4291 [6].

The ABNF for | Pvereference is reproduced from RFC 3261 bel ow

| Pv6r ef erence “"[" | Pv6address "]"

| Pv6addr ess = hexpart [ ":" |Pv4address ]

| Pvdaddr ess = 1*3DgT"." 1*3DEAT "." 1*3DIGAT "." 1*3DIAT
hexpart = hexseq / hexseq "::" [ hexseq ] / "::" [ hexseq ]
hexseq = hex4 *( ":" hex4)

hex4 = 1*4HEXD G

Note that the anbiguity occurs in the <l Pv6address> production rule
where the <l Pv4address> non-termnal is prefixed by the ":" token.
Because the <hexpart> production rule is defined such that two of its
alternatives already include the "::" token, this may yield to the
faulty construction of an | Pv6-mapped | Pv4 address with an extra

col on when expandi ng those alternatives.

3.2. Conparing URIs with Textual Representation of |IP Addresses

In SIP, URIs are conpared for a variety of reasons. Registrars
conpare URIs when they receive a binding update request, for

i nstance. Section 19.1.4 of RFC 3261 [1] provides the rules for
conparing URIs. Among other rules, it states that:

For two URIs to be equal, the user, password, host, and port
conponents must nmmatch.

Does the above rule then inply that the following URIs are equal
sip:bob@::ffff:192.0.2.128] = sip:bob@::ffff:c000:280]?
si p: bob@ 2001: db8::9:1] = sip: bob@2001: db8::9:01] 7

si p: bob@0: 0: 0: 0: 0: FFFF: 129. 144.52. 38] = si p: bob@
[::FFFF: 129.144.52.38]?

In all of the above exanples, the textual representation of the |IPv6
address is different, but these addresses are binary equival ents
(inplementers are also urged to consult Section 5 of this docunent
for recomendations on | Pv6 address text representations). Section
19.1.4 of RFC 3261 does not provide any rule for URI's containing

di fferent textual representations of |Pv6 addresses that al
correspond to the sane binary equival ent.
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Note that the same anbiguity occurs for |Pv4d addresses, i.e., is
192.0.2.128 = 192.00.02.128? However, IPv6, with its conpressed
notation and the need to represent hybrid addresses (like |IPv4-
mapped | Pv6 addresses) nakes the representation i ssue nore acute.
The resol ution discussed in Section 4.2 applies to textua
representations of both IPv6 and | Pv4 addresses.

4. Resolution
4.1. Resolution for Extra Colon in | Pv4-Mapped | Pv6 Address
The resolution to this anbiguity is sinply to use the correct ABNF

for the <l Pv6address> production rule from Appendi x A of RFC 3986
[3]. For the sake of conpleteness, it is reproduced bel ow

| Pv6addr ess = 6( hle ":" ) 1s32
/ "::" 5( hl16e ":" ) 1s32
/| hi6 ] "::" 4( hl6 ":" ) 1s32
/[ *1( h16 ":" ) h16 ] "::" 3( hi6 ":" ) 1s32
[ [ *2( h1e ":" ) hl6 ] "::" 2( hi16 ":" ) 1s32
[/ [ *3( hle ":" ) hl6 ] "::" hie ":" | s32
[/ [ *4( h16 ":" ) hli6 ] "::" | s32
[/ [ *5( h16 ":" ) hi6 ] "::" h16
/ [ *6( hle ":" ) hle ] "::"

h1l6 = 1*4HEXDI G

[ s32 = ( hi16 ":" h16 ) / |Pv4address

| Pv4addr ess = dec-octet "." dec-octet "." dec-octet "." dec-octet

dec-oct et =DAT ; 0-9
/| %31-39 DA T ; 10-99
[/ "1" 2DIAT ; 100-199
[/ "2" %30-34 DAT . 200- 249
/ "25" 9%30-35 . 250- 255

Accordingly, this docunment updates RFC 3261 as follows: the

<l Pv6addr ess> and <I| Pv4address> production rules from RFC 3261 MJST
NOT be used and instead, the production rules of the sane nane in RFC
3986 (and reproduced above) MJST be used. This will render

<hexpart >, <hexseq> and <hex4> production rules in RFC 3261

obsol ete; as such, these three production rules -- nanely, <hexpart>,
<hexseq>, and <hex4> -- from RFC 3261 MUST NOT be used.

The use of the <IPv4address> production rule from RFC 3986 no | onger

allows syntactically valid -- though semantically invalid -- SIP URI's
of the form "sip: bob@44. 555. 666. 777".
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4.2. Cdarification for Conparison of URIs with Textual Representation
of | P Addresses

The resolution to this anbiguity is a sinple clarification

acknow edgi ng that the textual representation of an |IP address
varies, but it is the binary equival ence of the I P address that nust
be taken into considerati on when conmparing two URIs that contain
varying textual representations of an |P address.

Accordingly, the existing rule fromthe bulleted list in Section
19.1.4 of RFC 3261 MJST be nodified as foll ows:

OLD:

o For two URIs to be equal, the user, password, host, and port
conponents rust match

NEW

o For two URIs to be equal, the user, password, host, and port
conponents rmust match. |f the host conponent contains a textua
representation of |IP addresses, then the representati on of those
| P addresses may vary. |If so, the host conponents are considered

to match if the different textual representations yield the sane
bi nary | P address.

In addition, the text in the followi ng paragraph MJST be added to the
existing list of exanples in Section 19.1.4 of RFC 3261 in order to
denonstrate the intent of the nodified rule:

The following URI's are equival ent because the underlying binary
representation of the | P addresses are the same al though their

textual representations vary:

sip:bob@::ffff:192.0.2.128]
sip:bob@::ffff:c000: 280]

si p: bob@ 2001: db8:: 9: 1]
si p: bob@ 2001: db8:: 9: 01]

si p: bob@ 0: 0: 0: 0: 0: FFFF: 129. 144. 52. 38]
si p: bob@ : : FFFF: 129. 144. 52. 38]

5. Generating a Canonical |Pv6 Textual Representation

| mpl ementers SHOULD generate | Pv6 text representation as defined in
RFC 5952 [5].
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6. Security Considerations

Thi s docunent does not introduce any new security considerations
beyond those described in RFC 3261 [1].
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