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The application/pkcs1l0 Media Type
Abst r act

Thi s docunent specifies a nmedia type used to carry PKCS #10
certification requests as defined in RFC 2986. It carries over the
original specification from RFC 2311, which recently has been noved
to Historic status, and properly links it to RFC 2986.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5967

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Thi s docunent nmay contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh.

1. Introduction

[ RFC2311] first defined the application/pkcsl0 nedia type. Wen

[ RFC2633] was published, the application/pkcsl0 section was dropped,
but for sone reason the text was not incorporated into the PKCS #10
docunent [RFC2986]. [RFC2311] was noved to Historic status by

[ RFC5751]. To ensure the | ANA nedia type registration points to a
non- Hi storic docurment, this docunment updates [RFC2986] with the
definition of the application/pkcsl0 nedia type and an | ANA

regi stration based on [ RFC4288] .

The text for Section 2 is adapted from Section 3.7 of [RFC2311].

1.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Creating a Certification Request
A typical application that allows a user to generate cryptographic
information has to submt that information to a Certification

Authority (CA), who transforns it into a certificate. PKCS #10
[ RFC2986] describes a syntax for certification requests.

The details of certification requests and the process of obtaining a
certificate are beyond the scope of this nenn. Instead, only the
format of data used in application/pkcsl0 is defined.

2.1. Format of the application/pkcsl0 Body
PKCS #10 defines the ASN. 1 type Certificati onRequest for use in

submitting a certification request. For transfer to a CA this
abstract syntax needs to be encoded and identified in a unique
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manner. Wen the nedia type application/pkcsl0 is used, the body
MUST be a CertificationRequest.

A robust application SHOULD out put Distingui shed Encodi ng Rul es
(DER), but all ow Basic Encoding Rules (BER) or DER on input.

Data produced by BER or DER is 8-bit, but sone transports are limted
to 7-bit data. In such cases, a suitable 7-bit transfer encoding
MUST be applied; in M ME-conpatible transports, the base64 encodi ng

[ RFC4648] SHOULD be used with application/pkcsl0, although any 7-bit
transfer encodi ng may work.

2.2. Sending and Receiving an application/pkcsl0 Body Part

For sending a certificate-signing request, the application/pkcsl0
message format MUST be used to convey a PKCS #10 certificate-signing
request. Note that for sending certificates and Certificate
Revocation Lists (CRLs) w thout any signed content, the

appl i cation/ pkcs7-m ne nessage format MUST be used to convey a
degenerate PKCS #7 signedData "certs-only" nessage [ RFC5751].

To send an application/pkcs1l0 body, the application generates the
cryptographic information for the user. The details of the
cryptographic information are beyond the scope of this nmeno.

Step 1. The cryptographic information is placed within a PKCS #10
CertificationRequest.

Step 2. The CertificationRequest is encoded according to BER or DER
(preferred, DER).

Step 3. As a typical step, the encoded Certificati onRequest is also
base64 encoded so that it is 7-bit data suitable for transfer
in ESMIP. This then becomes the body of an
application/ pkcs10 body part.

The result mght ook |ike this:

Cont ent - Type: application/pkcsl10; nanme=sm ne. pl0
Cont ent - Tr ansf er - Encodi ng: base64
Content-Di sposition: attachment; fil ename=sm ne. pl0

rf vbnj 756t bBghyHhHUUj hdhj H7 7n8HHGTOHGAVQpf yF467CGhl GfF Hf YT6
7n8HHGghy HhHUUj hah4VQpf yF467Gnl G Hf YGTr f vbnj T6j H7 756t bBOH
f 8HHGTr f vhdhj H776t bBOHEAVQbnj 7567Chl G Hf YT6ghyHhHUUj pf yF4
0Chl & Hf Qbnj 756YT64V
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A typical application only needs to send a certification request. It
is a Certification Authority that has to receive and process the
request. The steps for recovering the CertificationRequest fromthe
nmessage are straightforward but are not presented here. The
procedures for processing the certification request are beyond the
scope of this docunent.

3. | ANA Consi derati ons
| ANA has updated the registration for the application/pkcsl0 nedia
subtype in the Application Media Types registry using the filled-in
tenplate from BCP 13 [ RFC4288] gi ven bel ow.

3.1. Registration of Media Subtype application/pkcsl0

The nedi a subtype for a PKCS #10 certification request is
appl i cati on/ pkcs10.

Type nane: application

Subt ype name: pkcs10

Requi red paraneters: None

Opti onal paraneters: None

Encodi ng consi derations: binary; see Section 2.

Security considerations:
Clients use a certification request to request that a
Certification Authority certify a public key. The
certification request is digitally signed. Also, see
Section 6.

Interoperability considerations: See Section 2.

Publ i shed specification: This specification.

Applications which use this media type:

Applications that support PKCS #10 certification requests
[ RFC2986] .

Addi tional information:

Magi ¢ nunber (s): None
File extension(s): .plo
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6.

Maci ntosh File Type Code(s):

Person & email address to contact for further infornmation:
Sean Turner <turners@ eca.conp

Restrictions on usage: none
Aut hor: Sean Turner <turners@ eca.conp
I nt ended usage: COVMON
Change controller: The | ESG
Security Considerations

The security considerations of [RFC2986] and [ RFC5751] apply; no new
security considerations are introduced by this document.
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6.2. Infornmat

[ RFC2311]

[ RFC2633]
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| TUT Recommendati on X. 690 (2002) | 1SQ|EC 8825-1:2002.
I nformati on Technol ogy - ASN. 1 encodi ng rul es:

Speci fication of Basic Encoding Rul es (BER), Canoni cal
Encodi ng Rul es (CER) and Di stingui shed Encodi ng Rul es
(DER) .
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