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1. Introduction

Thi s docunent describes DHCPv6 options that SHOULD be used to provide
configuration information for a node that must be booted using the
network rather than fromlocal storage

Net wor k booting is used, for exanple, in sonme environnments where
administrators have to naintain a | arge nunber of nodes. By serving
all boot and configuration files froma central server, the effort
required to maintain these nodes is greatly reduced.

A typical boot file would be, for exanple, an operating system kerne
or a boot-loader program To be able to execute such a file, the
firmvare running on the client node nmust performthe follow ng two
steps (see Figure 1): First get all information that is required for
downl oadi ng and executing the boot file. Second, download the boot
file and execute it.

Fomm o +
\| DHCP
/ 1 Get boot file info /]| Server
Fomm e o - + Fomm e o - +
| Host |
S R, + S R, +
\ \| File
2 Downl oad boot file /]| Server
S R +

Figure 1: Network Boot Sequence
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The infornmation that is required for booting over the network MJST
include at |east the details about the server on which the boot files
can be found, the protocol to be used for the downl oad (for exanple,
HTTP [ RFC2616] or TFTP [ RFC1350]), and the path and name of the boot
file on the server. Additionally, the server and client MAY exchange
i nformati on about the paraneters that should be passed to the OS
kernel or boot-|oader program respectively, or information about the
supported boot environnent.

DHCPv6 allows client nodes to ask a DHCPv6 server for configuration
paranmeters. This docunment provides new options that a client can
request fromthe DHCPv6 server to satisfy its requirenents for
booting. It also introduces a new | ANA registry for processor
architecture types that are used by the OPTI ON_CLI ENT_ARCH TYPE
option (see Section 3.3).

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

Term nol ogy specific to I Pv6 and DHCPv6 are used in the sane way as
is defined in the "Term nol ogy" sections of [RFC3315].

3. Options

Option formats conply with DHCPv6 options per [RFC3315] (Section 6).
The boot-file-url option (see Section 3.1) is mandatory for booting,
all other options are optional

3.1. Boot File Uniform Resource Locator (URL) Option

The server sends this option to informthe client about a URL to a
boot file.

0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S
| OPT_BOOTFI LE_URL | option-1len |
B s i S i I i S S S i i
| |
. boot-file-url (variable |ength) .
| |

A S S S e it e SEp S S S S S S S S
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Format description:

opti on-code OPT_BOOTFI LE_URL (59).
option-1len Length of the boot-file-url in octets.
boot-file-url This string is the URL for the boot file. It MJST

conply with STD 66 [ RFC3986]. The string i s not
NUL- t er mi nat ed.

If the host in the URL is expressed using an |IPv6 address rather than
a domain name, the address in the URL then MJUST be enclosed in "["
and "]" characters, conformng to [RFC3986]. Cients that have DNS

i mpl enent ati ons SHOULD support the use of donmain nanmes in the URL.

3.2. Boot File Paraneters Option

This option is sent by the server to the client. It consists of
multiple UTF-8 ([ RFC3629]) strings. They are used to specify
paranmeters for the boot file (simlar to the conmand |ine argunents
in most nodern operating systems). For exanple, these paraneters
could be used to specify the root file systemof the OS kernel, or
the | ocation fromwhich a second-stage boot-|oader program can
downl oad its configuration file.

0 1 2 3
012345678901234567890123456789¢01
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| OPT_BOOTFI LE_PARAM | option-1len |
B T s i I S e i S i i S S e S

| paramlen 1 |

b T R N R S R paraneter 1 )
(vari abl e | ength) |

R R i ik It I R R T T I i R R R S e ol o o i i i i R

<mul tiple Paraneters>

R o S e i SR TR S S S S T I S i it St S o e s

| paramlen n |

B i i I R e e S i ol i T S R R parameter n .
(variabl e | ength) |

R ol N N N R R e T N i i NI R R R NI R R R R ik s S R i i et N
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Format description:
opti on-code OPT_BOOTFI LE_PARAM ( 60) .

option-1len Length of the Boot File Paraneters option in octets
(not including the size of the option-code and
option-len fields).

paramlen 1...n This is a 16-bit integer that specifies the length
of the follow ng parameter in octets (not including
the paraneter-length field).

paranmeter 1...n These UTF-8 strings are paraneters needed for
booting, e.g., kernel paraneters. The strings are
not NUL-termni nat ed.

VWen the boot firmnare executes the boot file that has been specified
in the OPT_BOOTFILE URL option, it MJST pass these paraneters, if
present, in the order that they appear in the OPT_BOOTFI LE_PARAM
option.

3.3. dient System Architecture Type Option

This option provides parity with the Cient System Architecture Type
option defined for DHCPv4 in Section 2.1 of [RFC4578].

The format of the option is:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| OPTI ON_CLI ENT_ARCH_TYPE | option-len |
e i T e S i s ik i R R R e R S

architecture-types (variable |ength)

T S A S S I T S I S

opti on-code OPTI ON_CLI ENT_ARCH_TYPE (61).
option-1len Length of the "architecture-types" field in
octets. It MJST be an even nunber greater than

zero. See Section 2.1 of [RFC4578] for details.

architecture-types A list of one or nore architecture types, as
specified in Section 2.1 of [RFC4578]. Each
architecture type identifier inthis list is a
16-bit value that describes the pre-boot runtine
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environnent of the client machine. A list of
valid values is nmaintained by the | ANA (see
Section 6).

The client MAY use this option to send a |ist of supported
architecture types to the server, so the server can deci de whi ch boot
file should be provided to the client. |If a client supports nore
than one pre-boot environnment (for exanple, both 32-bit and 64-bit
execut abl es), the nost preferred architecture type MJUST be |isted as
first item followed by the others with descending priority.

If the client used this option in the request, the server SHOULD
include this option to informthe client about the pre-boot
environnents that are supported by the boot file. The Iist MJST only
contain architecture types that have initially been queried by the
client. The items MJST also be listed in order of descending
priority.

3.4. dient Network Interface ldentifier Option

If the client supports the Universal Network Device Interface (UND)
(see [PXE21] and [UEFI23]), it may send the Client Network Interface
Identifier option to a DHCP server to provide information about its

| evel of UNDI support.

This option provides parity with the Cient Network Interface
Identifier option defined for DHCPv4 in Section 2.2 of [RFC4578].

The format of the option is:
0 1 2 3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

| OPTI ON_NI | | option-1len |
B s i S i I i S S S i i
| Type | Maj or | M nor |

B ek i S e e s i I S R S e S e e e s

opti on-code OPTION_NII (62).

option-1len 3

Type As specified in Section 2.2 of [RFC4578].

Maj or As specified in Section 2.2 of [RFC4578].

M nor As specified in Section 2.2 of [RFC4A578].
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The list of valid Type, Major, and M nor values is naintained in the
Unified Extensible Firmvare Interface specification [UEFI23].

4. Appearance of the Options

These options MUST NOT appear in DHCPv6 nessages other than the types
Solicit, Advertise, Request, Renew, Rebind, Information-Request, and
Reply.

The option-codes of these options MAY appear in the Option Request
option in the DHCPv6 nmessage types Solicit, Request, Renew, Rebind,
I nf or mati on- Request, and Reconfi gure.

5. Downl oad Protocol Considerations

The Boot File URL option does not place any constraints on the

prot ocol used for downl oading the boot file, other than that it MJST
be possible to specify it in a URL. For the sake of admnistrative
sinmplicity, we strongly recommend that, at a mninmum inplenmenters of
networ k boot | oaders inplenent the well-known and established

Hyper Text Transfer Protocol (HTTP) [RFC2616] for downl oadi ng. Pl ease
note that for 1 Pv6, this supersedes [ RFC906], which recommended using
TFTP for downl oadi ng (see [RFC3617] for the "tftp’ URL definition).

When using the Internet Snmall Conputer SystemlInterface (iSCSl) for
booting, the "iscsi’ URl is forned as defined in [RFC4173]. The
functionality attributed in RFC 4173 to a root path option is
provided for 1 Pv6 by the Boot File URL option instead.

6. | ANA Consi derations

The foll owi ng options have been assigned by the I ANA fromthe option
nunber space defined in Section 24 of the DHCPv6 RFC [ RFC3315].

o e e e e e e e Fomm - oo +
| Option nane | Value | Specified in
o e e e e e e aa oo Fomm o - oo +
| OPT_BOOTFI LE_URL | 59 | Section 3.1
| OPT_BOOTFI LE_PARAM | 60 | Section 3.2
| OPTI ON_CLI ENT_ARCH TYPE | 61 | Section 3.3
| OPTI ON_NI'| | 62 | Section 3.4
o e e e e e e oo oo R, R +

Thi s docunent al so introduces a new | ANA registry for processor
architecture types. The nane of this registry is "Processor
Architecture Types". Registry entries consist of a 16-bit integer
recorded in decimal format and a descriptive name. The initia

val ues of this registry can be found in [ RFC4578], Section 2. 1.
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The assignnment policy for values is through Expert Review (see
[ RFC5226]), and any requests for val ues nust supply the descriptive
nane for the processor architecture type

7. Security Considerations

In untrusted networks, a rogue DHCPv6 server could send the new
DHCPv6 options described in this document. The booting clients could
then be provided with a wong URL so that either the boot fails or
even worse, the client boots the wong operating systemthat has been
provided by a malicious file server. To prevent this kind of attack
clients SHOULD use authentication of DHCPv6 nessages (see Section 21
in [ RFC3315]).

Not e al so that DHCPv6 nmessages are sent unencrypted by default. So
the boot file URL options are sent unencrypted over the network, too.
This can beconme a security risk since the URLs can contain sensitive
information |ike user names and passwords (for exanple, a URL |ike
"ftp://usernamne: password@ervernane/ path/file"). At the current
point in time, there is no possibility to send encrypted DHCPv6
nessages, so it is strongly RECOMVENDED not to use sensitive
information in the URLsS in untrusted networks (using passwords in
URLs is deprecated anyway, according to [RFC3986]).

Even if the DHCPv6 transaction is secured, this does not protect

agai nst attacks on the boot file downl oad channel. Consequently, we
recommend that either (a) inplenenters use protocols |ike HITPS

[ RFC2818] or Transport Layer Security (TLS) within HTTP [ RFC2817] to
prevent spoofing or (b) the boot-|oader software inplenent a
nmechani sm for signing boot i mages and a configurabl e signing key.
The latter is done so that if a nalicious inmage is provided, it can
be detected and rejected.
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