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Cryptographic Algorithmldentifier Allocation for DNSSEC

Abst r act
Thi s docunent specifies how DNSSEC crypt ographic al gorithm
identifiers in the ANA registries are allocated. It changes the
requi rement from "standard required" to "RFC Required". It does not

change the list of algorithnms that are recomended or required for
DNSSEC i npl errent at i ons.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6014.
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Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

1. | nt roducti on

[ RFC2535] specifies that the 1ANA registry for DNS Security Al gorithm
Nunbers be updated by | ETF Standards Action only, with the exception
of two values -- 253 and 254. 1In essence, this means that for an
algorithmto get its own entry in the registry, the algorithm nust be
defined in an RFC on the Standards Track as defined in [ RFC2026].

The requirenent from RFC 2535 is repeated in [ RFC3755] and the

conbi nati on of [RFC4033], [RFC4034], and [ RFC4035].

RFC 2535 allows algorithns that are not on the Standards Track to use
private values 253 and 254 in signatures. |In each case, an

unregi stered private nane nust be included with each use of the
algorithmin order to differentiate different algorithns that use the
val ue.
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2.

Requi renents for Assignnents in the DNS Security Al gorithm Nunbers
Regi stry

Thi s docunent changes the requirement for registration fromrequiring
a Standards Track RFC to requiring a published RFC of any type.
There are two reasons for relaxing the requirenent:

o There are sone algorithnms that are useful that may not be able to
be in a Standards Track RFC. For any nunber of reasons, an
al gorithm m ght not have been eval uated thoroughly enough to be
able to be put on the Standards Track. Another exanple is that
the al gorithm m ght have unclear intellectual property rights that
prevents the algorithmfrom being put on the Standards Track

o Although the size of the registry is restricted (about 250
entries), new algorithns are proposed infrequently. It could
easily be many decades before there is any reason to consider
restricting the registry again

Sone devel opers will care about the standards |evel of the RFCs that
are in the registry. The registry has been updated to reflect the
current standards |evel of each algorithmlisted.

To address concerns about the registry eventually filling up, the

| ETF shoul d re-evaluate the requirenments for entry into this registry
when approxi mately 120 of the registry entries have been assigned.
That evaluation may lead to tighter restrictions or a new nmechani sm
for extending the size of the registry. |In order to make this

eval uation nore likely, 1ANA has nmarked about half of the currently
avai l abl e entries as "Reserved" in order to make the timng for that
re-eval uati on nore apparent.

The private-use values, 253 and 254, are still useful for devel opers
who want to test, in private, algorithms for which there is no RFC
Thi s docunent does not change the semantics of those two val ues.

Expectations for |nplenentations

It is inmportant to note that, according to RFC 4034, DNSSEC

i mpl enentati ons are not expected to include all of the algorithmns
listed in the 1 ANA registry; in fact, RFC 4034 and the | ANA registry
list an algorithmthat inplenentations should not include. This

docunent does nothing to change the expectation that there will be
items listed in the | ANA registry that need not be (and in sone
cases, should not be) included in all inplenentations.
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There are nmany reasons why a DNSSEC i npl ementation mi ght not include
one or nore of the algorithnms |isted, even those on the Standards
Track. |In order to be conpliant with RFC 4034, an inplenmentation
only needs to inplement the algorithnms |isted as mandatory to

i npl enent in that standard, or updates to that standard. This
docunent does nothing to change the |ist of mandatory-to-inpl ement
algorithnms in RFC 4034. This docunent does not change the

requi rements for when an al gorithm becones nandatory to inplement.
Such requirenents should cone in a separate, focused docunent.

It should be noted that the order of algorithns in the | ANA registry
does not signify or inply cryptographic strength or preference.

4. | ANA Consi der ati ons

Thi s docunent updates allocation requirenents for unassigned val ues
in the "Domain Name System Security (DNSSEC) Al gorithm Nunbers”
registry located at http://ww.iana. org/assi gnnents/

dns-sec-al g-nunbers, in the sub-registry titled "DNS Security

Al gorithm Nunbers”. The registration procedure for values that are
assigned after this docunment is published is "RFC Required"

| ANA has marked val ues 123 t hrough 251 as "Reserved”. The registry
notes that this reservation is nade in RFC 6014 (this RFC) so that
when nost of the unreserved val ues are taken, future users and | ANA
will have a pointer to where the reservation originated and its

pur pose.

| ANA has added a textual notation to the "References"” colum in the
registry that gives the current standards status for each RFC that is
listed in the registry.

5. Security Considerations

An al gorithm described in an RFC that is not on the Standards Track
may have weaker security than one that is on the Standards Track; in
fact, that nay be the reason that the algorithmwas not allowed on
St andards Track. Note, however, that not being on the Standards
Track does not necessarily mean that an algorithmis weaker.
Conversely, algorithns that are on the Standards Track shoul d not
necessarily be considered better than algorithnms that are not on the
Standards Track. There are other reasons (such as intellectua
property concerns) that can keep algorithns that are w dely
considered to be strong off the Standards Track
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Appendi x A.  Experinental and Docunentation Val ues

During the early discussion of this docunent, it was proposed that
maybe there should be a small number of val ues reserved for
"experinental " purposes. This proposal was not included in this
docunent because of the long history in the | ETF of experinenta
val ues that becane permanent. That is, a devel oper woul d rel ease
(maybe "experinmentally") a version of software that had the
experimental value associated with a particul ar extension
conpetitors would code their systenms to test interoperability, and
then no one wanted to change the values in their software to the
"real" value that was | ater assigned

There was al so a proposal that | ANA should reserve two values to be
used in docunentation only, sinmilar to the way that "exanple.com' has
been reserved as a domain nane. That proposal was al so not included
in this docunment because all values need to be associated with sone
algorithm and there is no problemw th having exanples that point to
conmonl y depl oyed al gorithns.
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