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A Session Initiation Protocol (SIP) Extension
for the Identification of Services

Abst ract

Thi s docunent describes private extensions to the Session Initiation
Protocol (SIP) that enable a network of trusted SIP servers to assert
the service of authenticated users. The use of these extensions is
only applicable inside an adm nistrative domain with previously

agr eed-upon policies for generation, transport, and usage of such
informati on. This docunent does NOT offer a general service
identification nodel suitable for use between different trust domains
or for use in the Internet at |arge.

The docurent al so defines a URN to identify both services and User
Agent (UA) applications. This URN can be used within the SIP header
fields defined in this docunment to identify services, and also within
the framework defined for caller preferences and callee capabilities
to identify usage of both services and applications between end UAs.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6050.
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Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent describes private extensions to the Session Initiation
Protocol (SIP) that enable a network of trusted SIP servers to assert
the service, possibly subject to the user being entitled to that
service. The use of these extensions is only applicable inside an
adm ni strative domain with previously agreed-upon policies for
generation, transport, and usage of such information. This docunent
does NOT offer a general service nodel suitable for use between
different trust dommins or for use in the Internet at |arge.

The concept of "service" within SIP has no hard and fast rules. RFC
5897 [ RFC5897] provides general gui dance on what constitutes a
service within SIP and what does not.

Thi s docunent al so makes use of the terns "derived service
identification" and "decl arative service identification" as defined
in RFC 5897 [ RFC5897].

It should be noted that RFC 5897 [ RFC5897] clearly states that

decl arative service identification -- the process by which a user
agent inserts a noniker into a nessage that defines the desired
service, separate fromexplicit and well-defined protocol nechanisns
-- is harnful.

During a session setup, proxies may need to understand what service
the request is related to in order to know what application server to
contact or other service logic to invoke. The SIP INVITE request
contains all of the information necessary to determ ne the service.
However, the cal culation of the service may be conputational and

dat abase intensive. For exanple, a given trust domain's definition
of a service mght include request authorization. Mreover, the

anal ysis may require exam nation of the Session Description Protoco

( SDP) .

For exanple, an INVITE request with video SDP directed to a vi deo-on-
denmand Request-URI could be narked as an I PTV session. An INVITE
request with push-to-talk over cellular (PoC) routes could be nmarked
as a PoC session. An INVITE request with a Require header field
contai ning an option tag of "foogame" could be marked as a foogane
sessi on.

NOTE: If the information contained within the SIP INVITE request is
not sufficient to uniquely identify a service, the renmedy is to
extend the SIP signaling to capture the mssing elenent. RFC 5897
[ RFC5897] provides further explanation.
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By providing a nechanismto conpute and store the results of the
donmai n-specific service calculation, i.e., the derived service
identification, this optimzation allows a single trusted proxy to
perform an analysis of the request and authorize the requestor’s
perm ssion to request such a service. The proxy may then include a
service identifier that relieves other trusted proxies and trusted
UAs from perform ng further duplicate analysis of the request for
their service identification purposes. In addition, this extension
all ows user agent clients outside the trust domain to provide a hint
of the requested service.

Thi s extension does not provide for the dialog or transaction to be
rejected if the service is not supported end-to-end. SIP provides

ot her mechani snms, such as the option-tag and use of the Require and
Proxy- Requi re header fields, where such functionality is required.

No explicitly signaled service identification exists, and the session
proceeds for each node’'s definition of the service in use, on the
basis of information contained in the SDP and in other SIP header
fields.

This mechanismis specifically for managi ng the informati on needs of
i nternedi ate routing devices between the calling user and the user
represented by the Request-URI. In support of this nechanism a URN
is defined to identify the services. This URN has wi der
applicability to additionally identify services and ternina
applications. Between end users, caller preferences and call ee
capabilities as specified in RFC 3840 [ RFC3840] and RFC 3841

[ RFC3841] provide an appropriate mechani smfor indicating such
service and application identification. These mechanisns have been
ext ended by RFC 5688 [ RFC5688] to provide further capabilities in
this area.

The mechani sm proposed in this docunment relies on a new header field
called ' P-Asserted-Service’ that contains a URN. This is supported
by a further new header field called 'P-Preferred-Service' that also
contains a URN and that allows the UA to express preferences
regardi ng the decisions nmade on service within the trust domain.

An exanpl e of the P-Asserted-Service header field is:

P- Asserted- Servi ce: urn:urn-7:3gpp-service. exanpl et el ephony. versi onl
A proxy server that handles a request can, after authenticating the
originating user in sone way (for exanple: digest authentication) to

ensure that the user is entitled to that service, insert such a
P- Asserted-Service header field into the request and forward it to
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other trusted proxies. A proxy that is about to forward a request to
a proxy server or UA that it does not trust renoves all the
P- Assert ed- Servi ce header field val ues.

Thi s docunent | abels services by nmeans of an informal URN. This
provides a hierarchical structure for defining services and

subservi ces, and provides an address that can be resolvable for

vari ous purposes outside the scope of this docunent, e.g., to obtain
i nformati on about the service so described.

2. Applicability Statenent

Thi s docunent describes private extensions to SIP (see RFC 3261

[ RFC3261]) that enable a network of trusted SIP servers to assert the
service of end users or end systenms. The use of these extensions is
only applicable inside a "trust domain’ as defined in "Short Term
Requi rements for Network Asserted ldentity" (see RFC 3324 [RFC3324]).
Nodes in such a trust domamin are explicitly trusted by its users and
end systens to publicly assert the service of each party, and that
they have common and agreed-upon definitions of services and
honbgeneous service offerings. The neans by which the network
determ nes the service to assert is outside the scope of this
docunent (though it comonly entails some form of authentication).

The nmechani smfor defining a trust domain is to provide a certain set
of specifications known as 'Spec(T)', and then specify conpliance to
that set of specifications. Spec(T) MJIST specify behavior as
docunented in RFC 3324 [ RFC3324].

Thi s docunent does NOT offer a general service nodel suitable for
inter-domain use or use in the Internet at large. |Its assunptions
about the trust relationship between the user and the network nay not
apply in many applications. For exanple, these extensions do not
accommodat e a nodel whereby end users can independently assert their
service by use of the extensions defined here. End users assert
their service by including the SIP and SDP paraneters that correspond
to the service they require. Furthernore, since the asserted
services are not cryptographically certified, they are subject to
forgery, replay, and falsification in any architecture that does not
nmeet the requirements of RFC 3324 [ RFC3324].

The asserted services also |ack an indication of who specifically is
asserting the service, and so it nust be assunmed that a nermber of the
trust donmain is asserting the service. Therefore, the information is
only meani ngful when securely received froma node known to be a
menber of the trust domain.
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4.

4.

Despite these limtations, there are sufficiently useful specialized
depl oynments, that neet the assunptions described above and can accept
the limtations that result, to warrant infornmational publication of
this mechani sm

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

Thr oughout this docunment, requirements for or references to proxy
servers or proxy behavior apply simlarly to other internediaries
within a trust domain (for exanple, back-to-back user agents
(B2BUAS) ) .

The termtrust domain in this document has the nmeaning as defined in
RFC 3324 [ RFC3324].

Syntax of the Header Fields

The foll owi ng syntax specification uses the augmented Backus- Naur
Form (BNF) as described in RFC 5234 [ RFC5234].

1. The P-Asserted-Service Header

The P-Asserted-Service header field is used among trusted SIP
entities (typically internediaries) to carry the service information
of the user sending a SIP nessage.

The P-Asserted-Service header field carries information that is
derived service identification. While a declarative service
identification can assist in deriving the value transferred in this
header field, this should be in the formof stream ining the correct
derived service identification

PAssert edServi ce = "P-Asserted-Service"
HCOLON PAssert edServi ce-val ue

PAssert edServi ce-val ue = Service-I1D *( COMA Servi ce-1D)
See Section 4.4 for the definition of Service-1D in ABNF

Proxies can (and will) add and renove this header field.
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Tabl e 1 adds the header fields defined in this docunment to Table 2 in
SI P [ RFC3261], Section 7.1 of the SIP-specific event notification

[ RFC3265], Tables 1 and 2 in the SIP I NFO net hod [ RFC2976], Tables 1
and 2 in the reliability of provisional responses in SIP [ RFC3262],
Tables 1 and 2 in the SI P UPDATE met hod [ RFC3311], Tables 1 and 2 in
the SIP extension for instant nmessaging [ RFC3428], Table 1 in the SIP
REFER net hod [ RFC3515], and Tables 2 and 3 in the SIP PUBLI SH net hod
[ RFC3903] :

Header field where proxy ACK BYE CAN INV OPT REG SUB

P- Assert ed- Servi ce R adnr - - - o o - 0

Header field NOT PRA | NF UPD MSG REF PUB

P- Assert ed- Servi ce - - - - 0 0 0
Table 1

Syntactically, there may be multiple P-Asserted-Service header fields
in a request. The semantics of nultiple P-Asserted-Service header
fields appearing in the sane request is not defined at this tinme.

| mpl ement ati ons of this specification MIST provide only one

P- Asserted- Servi ce header field val ue.

4.2. The P-Preferred-Service Header

The P-Preferred-Service header field is used by a user agent sending
the SIP request to provide a hint to a trusted proxy of the preferred
service that the user wishes to be used for the P-Asserted- Service
field value that the trusted elenment will insert.

The P-Preferred-Service header field carries information that is
decl arative service identification. Such information should only be
used to assist in deriving a derived service identification at the
recipient entity.

PPref erredService = "P-Preferred-Service"
HCOLON PPr ef erredServi ce-val ue

PPr ef erredServi ce-val ue = Service-1D *( COWA Servi ce-1D)
See Section 4.4 for the definition of Service-1D in ABNF
Tabl e 2 adds the header fields defined in this docunent to Table 2 in
SIP [ RFC3261], Section 7.1 of the SIP-specific event notification

[ RFC3265], Tables 1 and 2 in the SIP I NFO net hod [ RFC2976], Tables 1
and 2 in Reliability of provisional responses in SIP [RFC3262],
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Tables 1 and 2 in the SI P UPDATE net hod [ RFC3311], Tables 1 and 2 in
the SIP extension for Instant Messaging [ RFC3428], Table 1 in the SIP
REFER net hod [ RFC3515], and Tables 2 and 3 in the SIP PUBLI SH net hod
[ RFC3903] :

Header field where proxy ACK BYE CAN INV OPT REG SUB

P- Pref erred- Service R dr - - - 0 0 - 0

Header field NOT PRA | NF UPD MSG REF PUB

P- Pref err ed- Servi ce - - - - 0 0 0
Tabl e 2

Syntactically, there may be nultiple P-Preferred-Service header
fields in a request. The semantics of nultiple P-Preferred-Service
header fields appearing in the sane request is not defined at this
time. |Inplenentations of this specification MIST only provide one
P- Preferred- Service header field val ue.

4.3. Service and Application Definition

Service definitions and characteristics are outside the scope of this
docunent. Oher standards organizations, vendors, and operators may
define their own services and register them

A hierarchical structure is defined consisting of service identifiers
or application identifiers, and subservice identifiers.

The service and subservice identifiers are as described in Section 1
The URN may al so be used to identify a service or an application

bet ween end users for use within the context of RFC 3840 [ RFC3840]
and RFC 3841 [ RFC3841].

I ANA maintains a registry of service identifier values that have been
assigned. This registry has been created by the actions of Section
8.2 of this docunent.

subservice identifiers are not managed by IANA. It is the
responsibility of the organization that registered the service to
manage t he subservi ces.

4.4. Registration Tenplate
Bel ow, we include the registration tenplate for the URN schene

according to RFC 3406 [ RFC3406]. The URN schene is defined as an
i nfornmal Nanmespace ID (NI D).
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Namespace ID: urn-7

Regi stration | nformation:
Regi stration version: 1

Decl ared regi strant of the namespace

SIP Service ldentification

regi stration date:

November 2010

2009-03-22

3GPP Speci fications Manager

(3gppCont act @tsi.org) (+33 (0)492944200)

Decl aration of syntactic structure:

hi erarchi cal service identifier
sequence of | abels separated by
the nost significant one and is
identifier’, while names to the
"sub-applications’. The set of

The URN consists of a
or application identifier, with a
periods. The leftnost |abel is
called "top-level service
right are called 'subservices' or
al |l owabl e characters is the sane

as that for domain nanmes (see RFC 1123 [RFC1123]) and a subset of

the | abels allowed in RFC 3958 [ RFC3958] .
i nsensitive and MJST be specified in al

| abel s can be renoved right-to-left and the
referring a nore generic service,

service identifier,

resulting URN is still valid,

with the exception of the top-Ieve

Label s are case-
| ower case. For any given

service identifier and

possibly the first subservice or sub-application identifier

Label s cannot be renoved beyond
exanpl e, the | abe

w. x may define a service,

a defined basic service; for
but the | abel w may

only define an assignnment authority for assigning subsequent

val ues and not define a service
if a service identifier
w.oX.y’

"W X.Yy.Z'
are also valid service identifiers,

inits ow right. |In other words,
exists, the URNs 'w. x’ and
but w may not be a

valid service identifier if it nerely defines who is responsible
for defining x.

Service-1D = "urn:urn-7:" urn-service-id

urn-service-id = top-level *("." sub-service-id)

top-1 evel =let-dig [ *26let-dig ]

sub-service-id =let-dig|[ *let-dig ]

let-dig = ALPHA / DQEAT / "-"

Wi | e the naming convention above uses the term "service",

all the

constructs are equally applicable to identifying applications

within the UA
Rel evant ancillary docunentation

I dentifier
identifies a service,

uni queness consi derati ons:
and an application identifier an application

None

A service identifier

indicated in the service or application registration (see | ANA

Consi derations (Section 8)).
regi stration.
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Identifier persistence considerations: The service or application
identifier for the sane service or application is expected to be
persi stent, although there naturally cannot be a guarantee that a
particul ar service will continue to be available globally or at
all tinmes.

Process of identifier assignnent: The process of identifier
assignment is described in the | ANA Considerations (Section 8).

Process for identifier resolution: There is no single globa
resol ution service for service identifiers or application
identifiers.

Rul es for |exical equivalence: ’'service' identifiers are conpared
according to case-insensitive string equality.

Conformance with URN syntax: The BNF in the ' Decl aration of
syntactic structure’ above constrains the syntax for this URN
schene.

Val i dation nmechani sm Validation determines whether a given string
is currently a validly assigned URN (see RFC 3406 [ RFC3406]). Due
to the distributed nature of usage and since not all services are
avai | abl e everywhere, validation in this sense is not possible.

Scope: The scope for this URN can be local to a single donmain, or
may be nore widely used.

5. Usage of the P-Preferred-Service and P-Asserted- Servi ce Header
Fi el ds

5.1. Usage of the P-Preferred-Service and P-Asserted-Service Header
Fiel ds in Requests

5.1.1. Procedures at User Agent Cients (UAQ

The UAC MAY insert a P-Preferred-Service in a request that creates a
di al og, or a request outside of a dialog. This information can
assist the proxies in identifying appropriate service capabilities to
apply to the call. This information MJUST NOT conflict with other SIP
or SDP information included in the request. Furthernmore, the SIP or
SDP i nformati on needed to signal functionality of this service MJST
be present. Thus, if a service requires a video conmponent, then the
SDP has to include the nedia |line associated with that video
conponent; it cannot be assuned fromthe P-Preferred-Service header
field value. Simlarly, if the service requires particular SIP
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functionality for which a SIP extension and a Require header field
val ue is defined, then the request has to include that SIP signaling
as well as the P-Preferred-Service header field val ue.

A UAC that is within the same trust domain as the proxy to which it
sends a request (e.g., a nedia gateway or application server) NAY
insert a P-Asserted-Service header field in a request that creates a
di al og, or a request outside of a dialog. This information MJST NOT
conflict with other SIP or SDP information included in the request.
Furthernmore, the SIP or SDP information needed to signa
functionality of this service MIST be present.

5.1.2. Procedures at Internmedi ate Proxies

A proxy in a trust domain can receive a request froma node that it
trusts or a node that it does not trust. Wen a proxy receives a
request froma node it does not trust and it wishes to add a

P- Assert ed- Servi ce header field, the proxy MJST identify the service
appropriate to the capabilities (e.g., SDP) in the request, MAY

aut henticate the originator of the request (in order to determne
whet her the user is subscribed for that service). Were the
originator of the request is authenticated, the proxy MJST use the
identity that results fromthis checking and authentication to insert
a P-Asserted-Service header field into the request.

When a proxy receives a request containing a P-Preferred-Service
header field, the Proxy MAY use the contents of that header field to
assist in determining the service to be included in a P-Asserted-
Service header field (for instance, to prioritize the order of
conparison of filter criteria for potential services that the request
could match). The proxy MUST NOT use the contents of the

P- Pref erred- Servi ce header field to identify the service w thout
first checking against the capabilities (e.g., SDP) contained in the
request. If the proxy inserts a P-Asserted-Service header field in
the request, the proxy MJIST renove the P-Preferred-Service header
field before forwarding the request; otherw se, the Proxy SHOULD

i nclude the P-Preferred-Service header field when forwarding the
request.

If the proxy receives a request froma node that it trusts, it can
use the information in the P-Asserted-Service header field, if any,
as if it had authenticated the user itself.

If there is no P-Asserted-Service header field present, or it is not
possible to match the request to a specific service as identified by
the service identifier, a proxy MAY add one containing it using its
own anal ysis of the information contained in the SIP request. |If the
proxy received the request froman elenent that it does not trust and
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there is a P-Asserted-Service header present, the proxy MJIST repl ace
that header field s contents with a new analysis or remove that
header field.

The anal ysis perforned to identify such service identifiers is

out side the scope of this docunent. However, it is perfectly valid
as a result of the analysis not to include any service identifier in
the forwarded request, and thus not include a P-Asserted-Service
header field.

If a proxy forwards a request to a node outside the proxy’ s trust
domai n, there MJUST NOT be a P-Asserted-Service header field in the
f orwar ded request.

5.1.3. Procedures at User Agent Servers

For a User Agent Server (UAS) outside the trust dommin, the
P- Assert ed- Servi ce header is renpved before it reaches this entity;
therefore, there are no procedures for such a device.

However, if a UAS receives a request froma previous elenment that it
does not trust, it MJST NOT use the P-Asserted-Service header field
in any way.

If a UAis part of the trust domain fromwhich it received a request
containing a P-Asserted-Service header field, then it can use the
value freely, but it MJST ensure that it does not forward the
information to any elenment that is not part of the trust domain.

5.2. Usage of the P-Preferred-Service and P-Asserted- Servi ce Header
Fi el ds i n Responses

There is no usage of these header fields in responses.
6. Exanples of Usage

In this exanple, proxy.exanple.comcreates a P-Asserted-Service
header field fromthe user identity it discovered from SIP di gest

aut hentication, the list of services appropriate to that user, and
the services that correspond to the SDP information included in the
request. Note that F1 and F2 are about identifying the user and do
not directly formpart of the capability provided in this docunent.

It forwards this information to a trusted proxy that forwards it to a
trusted gateway. Note that these exanpl es consist of partial SIP
nmessages that illustrate only those header fields relevant to the

aut henticated identity problem

Dr age I nf or mati onal [ Page 12]



RFC 6050 SIP Service ldentification November 2010

Dr age

* F1 user agent. exanpl e. com - > proxy. exanpl e. com

I NVI TE si p: +14085551212@xanpl e. com SI P/ 2.0

Via: SIP/2.0/ TCP useragent. exanpl e. com branch=z9hG4bK- 123

To: <sip: +14085551212@xanpl e. cone

From "Anonynous" <si p:anonynous@nonynous.invalid>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 1 INVITE

Max- Forwards: 70

v=0

0=- 2987933615 2987933615 I N | P6 5555: : aaa: bbb: ccc: ddd
S=-

c=I N | P6 5555:: aaa: bbb: ccc: ddd

t=0 0

mraudi o 3456 RTP/ AVPF 97 96

b=AS: 25. 4

a=curr:qos |l ocal sendrecv

a=curr:qos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=sendrecv

a=rt pmap: 97 AMR

a=f nmt p: 97 node-set =0, 2,5, 7; maxfranes

* F2 proxy. exanpl e. com - > user agent. exanpl e. com

SIP/ 2.0 407 Proxy Authorization

Via: SIP/2.0/ TCP useragent. exanpl e. com branch=z9hG4bK- 123

To: <sip: +14085551212@xanpl e. conP; t ag=123456

From "Anonynmous" <sip:anonynous@nonynous. i nvali d>;tag=9802748
Call -1 D: 245780247857024504

CSeq: 1 INVITE

Proxy-Aut henticate: .... real m"sip. exanpl e. cont

* F3 user agent. exanpl e. com - > proxy. exanpl e. com

I NVI TE si p: +14085551212@xanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP useragent. exanpl e. com branch=z9h4bK- 124

To: <sip: +14085551212@xanpl e. con®

From "Anonynmous" <sip:anonynous@nonynous.invali d>;tag=9802748
Call -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 70

Pr oxy- Aut hori zati on: real m="si p. exanpl e. cont’ user="fluffy"
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v=0
=- 2987933615 2987933615 I N | P6 5555:: aaa: bbb: ccc: ddd
S:-
c=I N | P6 5555:: aaa: bbb: ccc: ddd
t=0 0
mrFaudi o 3456 RTP/ AVPF 97 96
b=AS: 25. 4

a=curr:qos | ocal sendrecv

a=curr:qos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=sendr ecv

a=rtpmap: 97 AMR

a=f mt p: 97 node-set =0, 2,5, 7; maxfranes

* F4 proxy. exanpl e.com -> proxy. pst n. exanpl e (trusted)

I NVI TE si p: +14085551212@r oxy. pstn.exanple SIP/2.0

Via: SIP/2.0/ TCP useragent. exanpl e. com branch=z9h&4bK- 124

Via: SIP/2.0/ TCP proxy.exanpl e. com branch=z9hG4bK- abc
To: <sip: +14085551212@xanpl e. cone

From "Anonynmous" <sip:anonynous@nonynous.inval i d>;tag=9802748

Cal |l -1 D 245780247857024504
CSeq: 2 INVITE
Max- For war ds: 69

P- Asserted- Servi ce: urn:urn-7:3gpp-service. exanpl et el ephony. versionl

v=0

0=- 2987933615 2987933615 I N | P6 5555: : aaa: bbb: ccc: ddd
S=-

c=I N | P6 5555:: aaa: bbb: ccc: ddd

t=0 0

mraudi o 3456 RTP/ AVPF 97 96

b=AS: 25. 4

a=curr:qos |l ocal sendrecv

a=curr:qos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=sendrecv

a=rt pmap: 97 AMR

a=f mt p: 97 node-set =0, 2,5, 7; maxfranes
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* F5 proxy. pst n. exanpl e -> gw. pstn. exanpl e (trusted)

I NVI TE si p: +14085551212@w. pstn. exanple SIP/ 2.0

Via: SIP/2.0/ TCP useragent. exanpl e. cony branch=z9h&4bK- 124

Via: SIP/2.0/ TCP proxy.exanpl e. com branch=z9hG4bK- abc

Via: SIP/2.0/ TCP proxy. pstn.exanpl e; branch=z9h&4bK- alb2

To: <sip: +14085551212@xanpl e. cone

From "Anonynmous" <sip:anonynous@nonynous. i nvali d>;tag=9802748
Call -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 68

P- Assert ed- Servi ce: urn:urn-7:3gpp-service. exanpl et el ephony. versi onl

v=0

0=- 2987933615 2987933615 I N | P6 5555: : aaa: bbb: ccc: ddd
S:-

c=I N | P6 5555:: aaa: bbb: ccc: ddd

t=0 0

mrFaudi o 3456 RTP/ AVPF 97 96

b=AS: 25. 4

a=curr:qos | ocal sendrecv

a=curr:qos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=sendr ecv

a=rt pmap: 97 AMR

a=f mt p: 97 node-set =0, 2,5, 7; maxfranes

7. Security Considerations

The nmechani sm provided in this docunent is a partial consideration of
the problem of service identification in SIP. For exanple, these
nmechani sns provi de no nmeans by which end users can securely share
service information end-to-end without a trusted service provider
This information is secured by transitive trust, which is only as
reliable as the weakest link in the chain of trust.

The trust domain provides a set of servers where the characteristics
of the service are agreed for that service identifier value, and
where the calling user is entitled to use that service. RFC 5897

[ RFC5897] identifies the inpact of allow ng such service identifier
val ues to "l eak" outside of the trust dommin, including inplications
on fraud, interoperability, and stifling of service innovation
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8. | ANA Consi derations
8.1. P-Asserted-Service and P-Preferred-Service Header Fields

Thi s docunent specifies two new SIP header fields: P-Asserted-Service
and P-Preferred-Service. Their syntax is given in Section 3. These
header fields are defined by the follow ng infornmation, which has
been added to the header sub-registry under http://ww.iana. org.

Header Name conpact Ref erence
P- Assert ed- Servi ce RFC 6050
P- Preferred-Servi ce RFC 6050

8.2. Definition of Service-|D Val ues

Top-level identifiers are identified by | abels managed by | ANA,
according to the processes outlined in RFC 5226 [ RFC5226], in a new

registry called "Service-ID Application-I1D Labels". Thus, creating a
new service at the top-level requires | ANA action. The policy for
addi ng service labels is "specification required’ . The follow ng two

identifiers are initially defined:

3gpp- servi ce

3gpp-appl i cation
subservice identifiers are not managed by IANA. It is the
responsibility of the organization that registered the service to
manage t he subservi ces.
Application identifiers are not managed by 1ANA. It is the

responsibility of the organization that registered the service to
manage the applicabl e applications.
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Entries in the registration table have the follow ng format:

Servi ce/ Application Descri ption Ref erence
3gpp- servi ce Conmuni cati on servi ces defined by RFC 6050
3GPP for use by the I M CN subsystem
and its attached UAs. This val ue
initself does not define a service
and requires subsequent |abels to
define the service.

3gpp- application Applications defined by 3GPP for RFC 6050
use by UAs attached to the IMCN
subsystem This value in itself
does not define a service and
requi res subsequent |abels to define
the service

Here, the I M CN subsystem stands for the IP Miltinedia Core Network
subsyst em
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