I nt ernet Engi neering Task Force (1 ETF) G Camarillo

Request for Comments: 6078 J. Melen
Cat egory: Experi ment al Eri csson
| SSN: 2070-1721 January 2011

Host ldentity Protocol (H P) Imediate Carriage and Conveyance
of Upper-Layer Protocol Signaling (H CCUPS)

Abst ract
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1. Introduction

Two hosts can use H P [ RFC5201] to establish a security association
(SA) between themin order to exchange arbitrary protocol messages
over that security association. The establishnent of such a security
associ ation involves a four-way handshake referred to as the H P base
exchange. When handli ng comuni cati ons between the hosts, HP
supports nobility, nultihom ng, security, and NAT traversal. Sone
applications require these features for their comunications but
cannot accept the overhead involved in establishing a security
association (i.e., the H P base exchange) before those conmunicati ons
can start.

In this docunent, we define the H P DATA packet, which can be used to
convey (in a authenticated and reliable way) protocol nessages to a
renote host without running the H P base exchange. The H P_DATA
packet has the followi ng semantics: unordered, duplicate free,
reliabl e, and authenticated nessage-based delivery service. W also
di scuss the trade-offs involved in using this packet (i.e., less
overhead but al so | ess denial -of-service (DoS) protection) and the
situations where it is appropriate to use this packet. The H P_DATA
packet is not intended to be a replacenent for the Encapsul ating
Security Payload (ESP) transport; instead, it SHOULD NOT be used to
exchange nore than a few packets between peers. |If a continuous
conmuni cation is required or conmuni cation that requires
confidentiality protection then hosts MJST run the H P base exchange
to set up an ESP security association. Additionally, APlIs to higher-
| evel protocols that might use this service are outside of the scope
of this docunent.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
In addition, this docunment uses the ternms defined in [ RFC5201].

Message Integrity Code (MC) is a collision-resistant hash sum
cal cul ated over the nessage that is being integrity protected.
The M C does not use secret keys, and thus it needs additiona
means to ensure that it has not been tanpered with during
transm ssion. Essentially, the MCis sanme as the Message
Aut hentication Code (MAC) with the distinction that the M C does
not use secret keys. The MCis also often referred as the
Integrity Check Value (ICV), fingerprint, or unkeyed MAC.
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3. Background on HP

The HI P specification [ RFC5201] defines a nunber of nmessages and
parameters. The paraneters are encoded as TLVs, as shown in
Section 3.1.2. Furthernore, the H P header carries a Next Header
field, allowing other arbitrary packets to be carried within HP
packets.

3.1. Message Formats
3.1.1. HP Fixed Header

The H P packet format consists of a fixed header followed by a
vari abl e nunber of paranmeters. The paraneter format is described in
Section 3.1.2.

The fixed header is defined in Section 5.1 of [RFC5201] and copied
bel ow.

0 1 2 3
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B i i T e S ik seTe O I S i S S R S R it dEIE I R SR
Next Header | Header Length |0| Packet Type | VER | RES.
R i ol it I I SR R e e T e i i S e e S S il it (I SRR R
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/
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H P Paraneters /
/
|

I T S S S S T T S S il Sy S S

The H P header is logically an | Pv6 extensi on header. The HP
speci fication [ RFC5201] defines handling only for Next Header val ue
deci mal 59, |Pv6- NoNxt [ PROTOCOL- NUMBERS], the IPv6 'no next header
val ue. This document describes processing for Next Header val ues
ot her than deci mal 59, which indicates that there are either nore
ext ensi on headers and/or data followi ng the H P header
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3.1.2. H P Paraneter Fornat

The HI P paraneter format is defined in Section 5.2.1 of [RFC5201],
and copi ed bel ow.

0 1 2 3
01234567890123456789012345678901
A A S T S T i S S S
| Type | C Length |

T S S T T T S e T S S S S S St &

| |
/ Contents

/ e it I N S R
| | Paddi ng |
R Rt i i i i e T I I S S S R i e S R e e i s o
Type Type code for the paraneter. 16 bits long, Cbit

bei ng part of the Type code.
C Critical. One if this paraneter is critical, and

MJUST be recogni zed by the recipient; zero otherw se.
The C bit is considered to be a part of the Type
field. Consequently, critical paranmeters are always
odd and non-critical ones have an even val ue.

Length Length of the Contents, in octets.
Contents Par amet er specific, defined by Type.
Paddi ng Paddi ng, 0-7 octets, added if needed.

3.2. HI P Base Exchange, Updates, and State Renova

The H P base exchange is a four-nessage authentication and key
exchange protocol that creates shared, mutually authenticated keying
material at the conmunicating parties. These keying material s,
together with associated public keys and | P addresses, forma H P
security association (SA). The details of the protocol are defined
in the H P base exchange specification [ RFC5201].

In addition to creating the H P SA, the base exchange nessages nay
carry additional paraneters that are used to create additional state.
For exanple, the H P ESP specification [ RFC5202] defines how H P can
be used to create end-to-end, host-to-host |Psec ESP security

associ ations, used to carry data packets. However, it is inportant
to understand that the H P base exchange is by no neans bound to

| Psec; using |IPsec ESP to carry data traffic forns just a baseline
and ensures interoperability between initial H P inplenentations.
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Once there is a H P SA between two HI P-enabl ed hosts, they can
exchange further H P control nessages. Typically, UPDATE nessages
are used. For exanple, the H P mobility and nulti homi ng

speci fication [ RFC5206] defines how to use UPDATE nmessages to change
the set of |IP addresses associated with a HP SA

In addition to the base exchange and updates, the H P base protoco
specification al so defines how one can renove a HIP SA once it is no
| onger needed.

4. Definition of the H P_DATA Packet

The H P DATA packet can be used to convey protocol nessages to a
renote host without running the H P base exchange. HI P DATA packets
are transnitted reliably, as discussed in Section 5. The payl oad of
a H P_DATA packet is placed after the H P header and protected by a
PAYLOAD M C parameter, which is defined in Section 4.3. The
following is the definition of the H P_DATA packet (see the
definition of notation in [RFC5201], Section 2.2):

Header :
Packet Type = 32
SRCHT Sender’'s HT
DST HT Receiver’'s HT

IP ( HHP ( [HOST_ID, ] SEQ DATA, PAYLOAD MC, [ PAYLOAD MC, ..., ]
HI P_SI GNATURE) PAYLOAD )

IP ( HP ( [HOST_ID, ] SEQ DATA, ACK_DATA, PAYLOAD M C,
[ PAYLOAD M C, ..., ] HI P_SIGNATURE) PAYLOAD )

IP ( HP ( [HOST_ID, ] ACK_DATA H P_SI GNATURE))

The SEQ DATA and ACK DATA paraneters are defined in Sections 4.1 and
4.2, respectively. They are used to provide a reliable delivery of
Hl P_DATA packets, as discussed in Section 5.

The HOST_ID paraneter is defined in Section 5.2.8 of [RFC5201]. This
paranmeter is the sender’s Host Identifier that is used to conpute the
H P_DATA packet’s signature and to verify it against the received
signature. The HOST_ID parameter is optional as it MAY have been
del i vered using out-of-band nechanismto the receiver. |If the host
doesn’t have reliable information that the correspondi ng node has its
HOST ID, it MJUST always include the HOST ID in the packet. |If the
receiver is unable to verify the SIGNATURE, then the packet MJST be
dropped and the appropriate NOTIFY packet SHOULD be sent to the
sender indicating AUTHENTI CATI ON_FAI LED as described in [ RFC5201],
Section 5.2.16.
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The PAYLOAD M C parameter is defined in Section 4.3. This paraneter
contains the MC of the payload carried by the H P_DATA packet. The
PAYLOAD M C contains the collision-resistant hash of the payl oad
following the H P DATA. The PAYLOAD M C is included in the signed
part of the HI P DATA packet and gives integrity protection for the
packet as well as the payload carried after it.

The H P_SI GNATURE paraneter is defined in Section 5.2.11 of

[ RFC5201]. It contains a signature over the contents of the H P_DATA
packet. The cal cul ation and verification of the signhature is defined
in Section 6.4.2. of [RFC5201].

Section 5.3 of [RFC5201] states the foll ow ng:

In the future, an OPTI ONAL upper-1layer payload MAY follow the H P
header. The Next Header field in the header indicates if there is
additional data follow ng the H P header

We have chosen to place the payload after the H P extensi on header
and only to place a MC of the payload into the H P extension header
in a PAYLOAD M C paraneter because that way the data integrity is
protected by a public key signature with the help of the MC.  The
payl oad that is protected by the PAYLOAD M C paraneter has been
linked to the appropriate upper-layer protocol by storing the upper-

| ayer protocol number, 8 octets of payload data, and by calculating a
hash sum (M C) over the data. The H P_DATA packet MAY contain one or
nore PAYLOAD M C paraneters, each bound to a different Next Header
type. The hash algorithmused to generate the MC is the same as the
algorithmused to generate the Host ldentity Tag [ RFC5201].

Upper -1 ayer protocol nessages, such as overlay network contro
traffic, sent in H P DATA nessages may need to be natched to

di fferent transactions. For this purpose, a DATA nessage MAY al so
contain a TRANSACTION I D parameter. The identifier value is a
variable length bit string in network byte order that is unique for
each transaction. A response to a request uses the sane identifier
val ue, thereby allowing the receiver to match requests to responses.
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4.1. Definition of the SEQ DATA Paraneter
The following is the definition of the SEQ DATA paraneter:

0 1 2 3
01234567890123456789012345678901
i i e e e i i S i S SR N S s
| Type | Lengt h |
e R e o T e e e S e b s o I N R

| Sequence nunber
i i S T S S S s S S S i ai i i ST

Type 4481

Lengt h 4

Sequence numnber 32-bit unsigned integer in network byte order that
MUST NOT be reused before it has been acknow edged
by the receiver.

This paraneter has the critical bit set. |If it is not supported by
the receiver, the packet MJST be dropped and the appropriate NOTIFY
packet SHOULD be sent to the sender indicating
UNSUPPORTED_CRI Tl CAL_PARAMETER _TYPE as described in [ RFC5201],
Section 5.2.16.

4.2. Definition of the ACK DATA Paraneter
The following is the definition of the ACK _DATA paraneter:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Type | Lengt h |
e E ki e S e b ik i SR R R
| Acked Sequence number /
/ /

i T S S s S S S S i S

Type 4545

Lengt h variable (multiple of 4)

Acked Sequence number A sequence of 32-bit unsigned integers in
networ k byte order corresponding to the
sequence nunbers being acknow edged.

This paraneter has the critical bit set. |[If it is not supported by
the receiver, the packet MJST be dropped and the appropriate NOTIFY
packet SHOULD be sent to the sender indicating
UNSUPPORTED_CRI Tl CAL_PARAMETER _TYPE as described in [ RFC5201],
Section 5.2.16.
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4.3. Definition of the PAYLOAD M C Par anet er
The following is the definition of the PAYLOAD M C paraneter:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Type | Lengt h |
e E ki e S e b ik i SR R R
Next Header | Reser ved |

!I-- R ik i T S e il ol ik sT O I T R S S S e T ol it s B T

| Payl oad Dat a

s S S o T i i S S i (i

| |

/ M C Val ue

/ s ik T TR B B R

| Paddi ng |

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type 4577

Length Length in octets, excluding Type, Length, and
Paddi ng.

Next Header Identifies the data that is protected by this MC

The values for this field are defined by | ANA
"Protocol Nunbers" [PROTOCOL- NUVMBERS] .

Payl oad Dat a Last 8 octets of the payl oad data over which the
MC is calculated. This field is used to
uni quel y bind the PAYLOAD M C parameter to the Next
Header, in case there are nultiple copies of the
sane type

M C Val ue M C conputed over the data to which the Next
Header and Payl oad Data point. The size of the MC
is the natural size of the conputation output
dependi ng on the function used.

This paraneter has the critical bit set. |If it is not supported by
the receiver, the packet MJST be dropped and the appropriate NOTIFY
packet SHOULD be sent to the sender indicating
UNSUPPORTED_CRI Tl CAL_PARAMVETER_TYPE as described in [ RFC5201],
Section 5.2.16.

There is a theoretical possibility that when generating nultiple
PAYLOAD M C paranmeters that will be carried in a single packet, they
woul d have identical Next Header and Payl oad Data fields; thus, it is
requi red that PAYLOAD M C paraneters MJST foll ow the natural order of
ext ensi on headers in the packet so that it’'s possible to bind
PAYLOAD M Cs to correct payl oad data. In case the receiving host is
still unable to identify the payloads, it MJST drop the packet and
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SHOULD send a NOTI FY packet to the sender indicating | NVALI D_SYNTAX
as described in [RFC5201], Section 5.2.16.
4.4, Definition of the TRANSACTI ON | D Paranet er
The following is the definition of the TRANSACTI ON I D paraneter:
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length |
B T s i I S e i S i i S S e S
| I dentifier /
s S S i I S R R e h T Tk e S S S o T S
/ Paddi ng |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Type 4580

Length Length of the ldentifier, in octets

Identifier The identifier value

Paddi ng 0-7 octets of padding if needed

Figure 1
5. GCGeneration and Reception of H P_DATA Packets

HI P_DATA packets are transnitted reliably. Reliable delivery is
achi eved through the use of retransm ssions and of the SEQ DATA and
ACK_DATA par anet ers.

5.1. Handling of SEQ DATA and ACK DATA

A H P_DATA packet MJST contain at |east one of a SEQ DATA or an
ACK_DATA paraneter; if both paraneters are mssing, then packet MJST
be dropped as invalid.

A HI P_DATA packet containing a SEQ DATA paraneter MJST contain one or
nore PAYLOAD M C paraneters; otherw se, the packet MJST be dropped.
The presence of a SEQ DATA paraneter indicates that the receiver MJST
ACK the HI P_DATA packet. A H P_DATA packet that does not contain a
SEQ DATA parameter is sinply an ACK of a previous H P_DATA packet,
and it MJST NOT be ACKed.

A H P_DATA packet containing an ACK _DATA paraneter echoes the

SEQ DATA sequence nunbers of the H P_DATA packets bei ng acknow edged.
The ACK DATA paraneter MJST acknow edge at | east one SEQ DATA
sequence nunber and MAY acknow edge mul tipl e SEQ DATA sequence
nunbers by adding all of themto the ACK DATA paraneter.
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A HI P_DATA packet MAY contain both a SEQ DATA and an ACK DATA
paranmeter. |In this case, the ACK is being piggybacked on an out goi ng
HI P_DATA packet. |In general, H P_DATA packets carrying SEQ DATA
SHOULD be ACKed upon conpl etion of the processing of the H P_DATA
packet. A host MAY choose to hold the H P DATA packet carrying an
ACK for a short period of tinme to allow for the possibility of

pi ggybacki ng t he ACK DATA paraneter, in a nmanner simlar to TCP

del ayed acknow edgnents.

5.2. Ceneration of a H P_DATA Packet

When a host has upper-layer protocol data to send, it either runs the
H P base exchange and sends the data over a SA, or sends the data
directly using a H P_DATA packet. Section 6 discusses when it is
appropriate to use each method. This section discusses the case when
the host chooses to use a H P_DATA packet to send the upper-|ayer
prot ocol data

1. The host creates a H P_DATA packet that contains a SEQ DATA
paranmeter. The host is free to choose any value for the SEQ DATA
sequence nunber in the first H P_DATA packet it sends to a
destination. After that first packet, the host MJST choose the
val ue of the SEQ DATA sequence nunber in subsequent H P_DATA
packets to the sanme destination so that no SEQ DATA sequence
nunber is reused before the receiver has closed the processing
wi ndow for the previous packet using the same SEQ DATA sequence
nunber. Practically, giving the values of the retransm ssion
timers used with H P_DATA packets, this neans that hosts rnust
wait the maximumlikely lifetime of the packet before reusing a
gi ven SEQ DATA sequence nunber towards a gi ven destination
However, it is not required for the node to know the maxi num
packet lifetime. Rather, it is assuned that the requirenent can
be met by nmaintaining the value as a sinple, 32-bit, "wap-
around" counter, incremented each tine a packet is sent. It is
an inplementation choice whether to maintain a single counter for
the node or multiple counters (one for each <source, destination>
HT pair).

2. The host creates the PAYLOAD M C paraneter. The MC is a hash
cal cul ated over the whole PAYLOAD that the Next Header field of
the PAYLOAD M C paraneter indicates. |If there are multiple Next
Header types that the host wants to protect, it SHOULD create
separate PAYLOAD M C paraneters for each of these. The receiver
MUST validate all these MCs as described in Section 5.3.1. For
calculating the MC, the host MJST use the sanme hash al gorithm as
the one that has been used for generating the host’s H T as
defined in Section 3.2. of [RFC5201].
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3. The host creates the H P_SI GNATURE paraneter. The signature is
cal cul ated over the whole H P envel ope, excluding any paraneters
after the H P_SIGNATURE, as defined in Section 5.2.11. of
[ RFC5201]. The receiver MIST validate this signature. It MAY
use either the H in the packet or the H acquired by sone other
nmeans.

4. The host sends the created H P_DATA packet and starts a DATA

timer. The default value for the timer is 3 seconds. |If
mul tiple H P DATA packets are outstanding, multiple tiners are in
effect.

5. If the DATA timer expires, the H P_DATA packet is resent. The
H P DATA packet can be resent DATA RETRY_MAX tinmes. The DATA
timer MUST be exponentially backed off for subsequent
retransm ssions. |If no acknow edgnent is received fromthe peer
after DATA RETRY_MAX tines, the delivery of the H P_DATA packet
i s considered unsuccessful and the application is notified about
the error. The DATA tinmer is cancel ed upon receiving an ACK from
the peer that acknow edges recei pt of the H P_DATA packet. The
default val ue for DATA RETRY_MAX SHOULD be 5 retries, but it MAY
be changed through | ocal policy.

5.3. Reception of a H P_DATA Packet

A host receiving a H P_DATA packet makes a deci sion whether or not to
process the packet. |If the host, following its local policy,
suspects that this packet could be part of a DoS attack. The host
MAY respond with an Rl packet to the H P_DATA packet, if the packet
cont ai ned SEQ DATA and PAYLOAD M C paraneters, in order to indicate
that H P base exchange MJUST be conpl eted before accepting payl oad
packets fromthe originator of the H P_DATA packet.

From RFC 5201 (Section 4.1):

The HI P base exchange serves to nmanage the establishnent of
state between an Initiator and a Responder. The first packet,
1, initiates the exchange, and the |last three packets, Rl, |2,
and R2, constitute an authenticated Diffie-Hellman [D F76] key
exchange for session key generation.

If the host chooses to respond to the H P DATA with an Rl packet, it
creates a new Rl or selects a preconputed Rl according to the format
descri bed in [RFC5201], Section 5.3.2. The host SHOULD drop the
recei ved data packet if it responded with an Rl packet to the

H P_DATA packet. The sender of H P_DATA packet is responsible for
retransm ssion of the upper-layer protocol data after successfu
conpl etion of the H P base exchange.
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5.

3.

If the host, following its local policy, decides to process the
i ncom ng H P_DATA packet, it processes the packet according to the
follow ng rules:

1. If the H P_DATA packet contains a SEQ DATA paraneter and no
ACK_DATA paraneter, the H P_DATA packet is processed and replied
to as described in Section 5.3.1.

2. If the H P_DATA packet contains an ACK_DATA paraneter and no
SEQ DATA parameter, the H P_DATA packet is processed as descri bed
in Section 5.3.2.

3. If the H P_DATA packet contains both a SEQ DATA paraneter and an
ACK_DATA paraneter, the H P_DATA packet is processed first as
described in Section 5.3.2, and then the rest of the H P_DATA
packet is processed and replied to as described in Section 5.3. 1.

1. Handling of SEQ DATA in a Received H P_DATA Packet

The foll owi ng steps define the conceptual processing rules for
handl i ng a SEQ DATA paraneter in a received H P_DATA packet.

The system MUST verify the SIGNATURE in the H P_DATA packet. If the
verification fails, the packet SHOULD be dropped and an error nessage
| ogged.

If the value in the received SEQ DATA and the M C value in the

recei ved PAYLOAD M C correspond to a H P_DATA packet that has
recently been processed, the packet is treated as a retransm ssion

It is recomended that a host cache H P_DATA packets with ACKs to
avoi d the cost of generating a new ACK packet to respond to a
retransmitted H P_DATA packet. The host MJST acknow edge, again
such (apparent) H P_DATA packet retransm ssions but SHOULD al so
consider rate-limting such retransm ssion responses to guard agai nst
repl ay attacks.

The system MUST verify the PAYLOAD M C by cal culating the M C over
the PAYLOAD that the Next Header field indicates. For calculating
the MC, the host will use the same hash algorithmthat has been used
to generate the sender’s H T as defined in Section 3.2. of [RFC5201].
If the packet carried multiple PAYLOAD M C paraneters, each of them
are verified as described above. |If one or nore of the verifications
fail, the packet SHOULD be dropped and an error nessage | ogged.

If a new SEQ parameter is being processed, the paranmeters in the H P
DATA packet are then processed.
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A H P_DATA packet with an ACK DATA paraneter is prepared and sent to
the peer. This ACK DATA paraneter may be included in a separate H P
DATA packet or piggybacked in a H P_DATA packet with a SEQ DATA
paranmeter. The ACK DATA paraneter MAY acknow edge nore than one of
the peer’s H P_DATA packets.

5.3.2. Handling of ACK DATA in a Received H P_DATA Packet

The foll owi ng steps define the conceptual processing rules for
handl i ng an ACK _DATA paraneter in a received H P_DATA packet.

The system MUST verify the SIGNATURE in the H P_DATA packet. If the
verification fails, the packet SHOULD be dropped and an error nessage
| ogged.

The sequence numnbers reported in the ACK DATA nmust match with a
previously sent H P_DATA packet contai ning SEQ DATA that has not

al ready been acknowl edged. If no match is found or if the ACK DATA
does not acknow edge a new H P_DATA packet, the packet either MJST be
dropped if no SEQ DATA paraneter is present or the processing steps
in Section 5.3.1 are foll owed.

The correspondi ng DATA timer is stopped so that the now acknow edged
Hl P_DATA packet is no longer retransmtted. |If nultiple H P_DATA
packets are new y acknow edged, nultiple timers are stopped.

6. Use of the H P_DATA Packet

H P currently requires that the four-nmessage base exchange is
executed at the first encounter of hosts that have not conmmuni cated
before. This may add additional RTTs (Round-Trip Tines) to protocols
based on a single nessage exchange. However, the four-nessage
exchange is essential to preserve the DoS protection nature of the
base exchange. The use of the H P_DATA packet defined in this
docunent reduces the initial overhead in the comunications between
two hosts. However, the H P_DATA packet itself does not provide any
protection agai nst DoS attacks. Therefore, the H P_DATA packet MJST
only be used in environnents whose policies provide protection

agai nst DoS attacks. For exanple, a H P-based overlay nmay have
policies in place to control which nodes can join the overl ay.
However, authorization of who is allowed to join the overlay is
beyond the scope of this specification. Any particular node in the
overlay may want to accept H P_DATA packets from other nodes in the
overlay, given that those other nodes were authorized to join the
overlay. However, the sane node will not accept H P_DATA packets
fromrandom nodes that are not part of the overlay. Additionally,
the H P_DATA packet itself does not provide confidentiality for its
payl oad. Therefore, the H P_DATA packet MJUST NOT be used in
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environnents that do not provide an appropriate |evel of
confidentiality (e.g., a H P-based overlay MJUST NOT send HI P_DATA
packets unl ess the connections between overlay nodes are encrypted).

The type of data to be sent is also relevant to whether the use of a
Hl P_DATA packet is appropriate. H P itself does not support
fragnentation but relies on underlying I P-layer fragnentation. This
nmay lead to reliability problenms in the case where a nessage cannot
be easily split over nultiple H P nessages. Therefore, applications
in environnents where fragnentation could be an issue SHOULD NOT
generate | arge H P_DATA packets that may lead to fragnentation. The
i npl enent ati on SHOULD check the MIU of the link before sending the
packet, and if the packet size is larger than MIU, it SHOULD si gna
to the upper-layer protocol if the packet results in an | CVP error
nmessage. Note that there are environments where fragmentation is not
an issue. For exanmple, in some H P-based overl ays, nodes can
exchange H P_DATA packets on top of TCP connections that provide
transport-level fragnentation and, thus, avoid IP-|eve
fragnmentation.

H P currently requires that all messages excluding |1s but including
H P_DATA packets are digitally signed. This adds to the packet size
and the processing capacity needed to send packets. However, in
applications where security is not paranount, it is possible to use
very short keys, thereby reducing resource consunpti on.

7. Security Considerations

H P is designed to provide secure authentication of hosts. HP also
attenpts to limt the exposure of the host to various deni al - of -
service and man-in-the-mddle (MtM attacks. However, H P_DATA
packet, which can be sent without running the H P base exchange

bet ween hosts has a trade-off that it does not provide the denial-of-
service protection or confidentiality protection that H P generally
provides. Thus, the host should consider always situations where it
is appropriate to send or receive H P_DATA packet. |If the

conmuni cati on consists nore than few round trips of data or the data
is highly sensitive in nature the host SHOULD run the base exchange
with the peer host.

H P_DATA packet is designed to protect hosts from second prei mage
attacks allowi ng receiving host to be able to detect, if the nessage
was tanpered during the transport. This property is also know as
"weak collision-resistance”". |If a host tries to generate a second
preimage, it would need to generate it such that the last 8 octets
match with the original message.
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10.

10.

10.

When handling the PAYLOAD M C paraneter in the receiving host, using
the last 8 octets to identify the upper-Ilayer protocol doesn’'t give
any guarantee that the M C would be correct; thus, an attacker could
send packets where the next header and |last 8 octets match the val ues
carried by the PAYLOAD M C paraneter. Therefore, it is always
mandatory to verify the MC value by cal cul ati ng the hash over the
payl oad.

| ANA Consi der ati ons

Thi s docunent updates the 1 ANA registry for H P packet types by

i ntroduci ng a new packet type for the H P_DATA (Section 4) packet.
Thi s docunent updates the | ANA registry for H P paraneter types by

i ntroduci ng new paraneter values for the SEQ DATA (Section 4.1),
ACK_DATA (Section 4.2), PAYLOAD M C (Section 4.3), and TRANSACTI ON_I D
(Section 4.4) paraneters.
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