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1. Introduction

Thi s docunent describes a nei ghborhood di scovery protocol (NHDP) for
a nobile ad hoc network (MANET) [RFC2501]. This protocol uses a

| ocal exchange of HELLO messages so that each router can determ ne
the presence of, and connectivity to, its 1-hop and symetric 2-hop
nei ghbors. Messages are defined and sent in packets according to the
speci fication [ RFC5444].

1- hop nei ghborhood information is recorded for use by MANET routing
protocols to determ ne direct (1-hop) connectivity to nei ghboring
routers. 2-hop symetric nei ghborhood information is recorded so as
to enable MANET routing protocols to enploy flooding reduction

techni ques, e.g., to select reduced relay sets for efficient network-
wi de traffic dissem nation.

1-hop and symetric 2-hop nei ghborhood information is recorded in the
formof Information Bases. These are available for use by other
protocols, such as MANET routing protocols, that require information
regardi ng the | ocal network connectivity. This protocol is designed
to maintain the information in these Infornation Bases even in the
presence of a dynam c network topol ogy and wirel ess conmuni cati on
channel characteristics.
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Thi s protocol nakes no assunptions about the underlying |ink |ayer,
ot her than support of |ocal broadcast or nulticast for comrunication
to 1-hop neighbor routers. Link-layer information may be used if
avai | abl e and appli cabl e.

This protocol is based on the nei ghborhood di scovery process
contained in the Optimzed Link State Routing (OLSR) Protoco
[ RFC3626] .

1.1. Motivation

MANETs differ fromnore traditional wired and infrastructure-based
wirel ess networks due to their envisioned applicability over nore
chal | engi ng comuni cati on channels (e.g., wreless, |ossy, broadcast
channel s with noderate and shared bandwi dt h, hidden and exposed
termnals, and interference fromother network devices and the
environnent) and in nore chall engi ng topol ogi cal conditions (e.g.
rapi d and unpredictable nmobility, dynam c and non-predet erm ned

net wor k menber shi p).

Due to the properties of wireless transm ssions, comunication

bet ween two nei ghboring routers may not be bi-directional; even if
router Ais able to receive packets fromrouter B, the converse is
not guaranteed to be true. Furthernore, because of the localized
nature of wirel ess broadcast conmunication, neighboring routers
within the sane comuni cati ons channel nmay have different sets of

nei ghbors. That is, when using the same comunication channel, even
if router Ais able to exchange packets with router B, and router B
is able to exchange packets with router C, this does not guarantee
that router A and router C can exchange packets directly.

Each router in a MANET nay use nore than one conmuni cati on channel

In particular, between the sane pair of routers, nore than one

di stinct comunication channel may exist, each with different
properties. This may, for exanple, be the case where MANET routers
are equipped with multiple distinct wireless interfaces, operating at
di fferent frequenci es.

For use by MANET routing protocols, as well as for establishing a
router’s neighbors, a router may al so need to determ ne whet her each
conmuni cati on channel with that nei ghbor is bi-directional

The set of neighbor routers of a given MANET router may be

conti nuously changing, often due to router nobility or a changing
physi cal environnent in which the MANET is |ocated. There is
typically no information from |l ower |layers that woul d enable an IP
routi ng protocol to detect and, as appropriate, react to such
changes. Such changes can often take place on a short tinescale,
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such as of the order of seconds, requiring MANET routing protocols to
act rapidly to ensure suitable convergence properties.

MANET routing protocols, for example [RFC3626] and [ RFC5449], often
enpl oy relay set reductions in order to conserve network capacity
when mai nt ai ni ng net wor k-w de topol ogical information, with

cal cul ati on of these reduced relay sets enploying up to two hop

i nfornmation.

The nei ghbor hood di scovery protocol specified in this docunent

provi des continued tracki ng of nei ghborhood changes, |ink bi-
directionality, and | ocal topological information up to two hops.
Conbi ned, this allows a MANET routing protocol access to infornmation
descri bing link establishnent/di sappearance and provi des the
necessary topol ogical information for reduced relay set selection and
ot her purposes.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Al terms introduced in [ RFC5444], including "packet", "nessage",
"Address Bl ock", "TLV Block", "TLV', "address", "address prefix", and
"address object" are to be interpreted as described therein

Additionally, this document uses the foll ow ng term nol ogy:

Net wor k Addr ess:
An address plus an associated prefix length. This may be an
address with an associ ated maxi mrum prefix | ength or an address
prefix including a prefix length. A network address thus
represents a range of addresses.

Rout er :
A MANET router that inplenments this nei ghborhood discovery
pr ot ocol

I nterface:
A router’s attachnment to a communications nedium An interface is
assi gned one or nore addresses.

MANET i nterface:

An interface participating in a MANET and using this nei ghborhood
di scovery protocol. A router may have several MANET interfaces.
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Hear d:
A MANET interface of router X is considered heard on a MANET
interface of a router Y if the latter can receive contro
nmessages, according to this specification, fromthe former.

Li nk:
A link between two MANET interfaces exists if either can be heard
by the other.

Symmetric |ink:
A symmetric link between two MANET interfaces exists if both can
be heard by the other

1- hop nei ghbor:
A router X is a 1-hop neighbor of a router Y if a MANET interface
of router X is heard by a MANET interface of router Y.

Symmetric 1-hop nei ghbor:
A router Xis a symetric 1-hop neighbor of a router Yif a
symmetric link exists between a MANET interface on router X and a
MANET i nterface on router Y.

2-hop nei ghbor:
A router X is a 2-hop neighbor of a router Y if router Xis a
1- hop nei ghbor of a 1-hop nei ghbor of router Y, but is not router
Y itself.

Symmetric 2-hop nei ghbor
A router X is a symetric 2-hop neighbor of a router Y if router X
is a symetric 1-hop nei ghbor of a symretric 1-hop nei ghbor of
router Y, but is not router Y itself.

1- hop nei ghbor hood:
The 1-hop nei ghborhood of a router X is the set of the 1-hop
nei ghbors of router X

Synmmetric 1-hop nei ghborhood:
The symmetric 1-hop nei ghborhood of a router X is the set of the
symetric 1-hop nei ghbors of router X

2- hop nei ghbor hood:
The 2-hop nei ghborhood of a router X is the set of the 2-hop
nei ghbors of router X. (This may include routers in the 1-hop
nei ghbor hood of router X))
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Synmetric 2-hop nei ghbor hood:
The symmetric 2-hop nei ghborhood of a router X is the set of the
symretric 2-hop neighbors of router X. (This may include routers
in the 1-hop nei ghborhood, or even in the symretric 1-hop
nei ghbor hood, of router X))

Const ant :
A nunerical value that MJST be the sanme for all MANET interfaces
of all routers in the MANET, at all tines.

Interface paraneter:
A bool ean or nurerical value, specified separately for each MANET
interface of each router. A router MAY change interface paraneter
val ues at any tine, subject to some constraints.

Rout er paraneter:
A bool ean or nunerical value, specified for each router, and not
specific to an interface. A router MAY change router paraneter
val ues at any tine, subject to sone constraints.

I nformati on Base:
A collection of information maintained by this protocol and which
is to be made available to MANET routing protocols. An
I nformati on Base nmay be associated with a MANET interface or with
a router.

Furthernore, this docunment uses the follow ng notational conventions:

X contains y, or y is contained in X
An unordered |ist nenbership operator. X is an unordered |ist and
y is an elenent. "X contains y" or "y is contained in X' returns
true if the unordered list X includes the elenent y, and returns
fal se otherw se

X contains Y, or Yis contained in X
An unordered list inclusion operator. X and Y are both unordered
lists. "X contains Y' or "Y is contained in X' returns true if
the unordered list X contains all elenents y which are contai ned
in Y, and returns fal se otherw se.

A overlaps B
If A and B are network addresses, and the range of addresses
represented by A and the range of addresses represented by B both
contain at |east one conmon address. (This is only possible if
one range is a sub-range of the other.)
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3.

a

c

e

= b

An assi gnment operator, whereby the left side (a) is assigned the
val ue of the right side (b). a and b nay be val ues, network
addresses, or unordered lists (they nmust be of the same type).

=d
A conparison operator, returning true if the value of the left
side (c) is equal to the value of the right side (d). ¢ and d may
be val ues, network addresses, or unordered lists (they must be of
the sane type). |If ¢ and d are unordered lists, then they are
considered to be equal if c contains d and d contains c (i.e.
they contain the sane set of elenents, regardless of the order in
which they are recorded in the lists). |If ¢ and d are network
addresses, they are considered equal only if both addresses and
prefix lengths are equal (i.e., they represent the same).

I=f
A conparison operator, returning not (e =f), i.e., returning true
where (e = f) would have returned fal se, and returning fal se where
(e = f) would have returned true

Applicability Statenent

Thi s protocol:

o

I's applicable to networks, especially wreless networks, in which
unknown nei ghbors can be reached by | ocal broadcast or multicast
packets.

I's designed to work in networks with a dynami c topol ogy, and in
whi ch nessages may be | ost, such as due to collisions in wireless
net wor ks.

Supports routers that each have one or nore participati ng MANET
interfaces. The set of a router’s interfaces may change over
time. Each interface may have one or nore associ ated network
addresses, and these nmay al so be dynam cal |y changi ng.

Provi des each router with current |ocal topology information up to
two hops away, and makes this | ocal topology information avail able
to MANET routing protocols in Information Bases.

Uses t he packet and nessage fornmats specified in [ RFC5444]. This
i ncludes the definition of a HELLO Message Type, used for
signaling | ocal topology information.

Allows "external” and "
[ RFC5444] .

internal" extensibility as enabled by
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o My interact with, and be extended by, other protocols, such as
MANET routing protocols, see Section 16.
o Can use relevant link-layer information if it is avail able.

o0 |Is designed to work in a conpletely distributed manner, and does
not depend on any central entity.

4. Protocol Overview and Functioning
The objective of this protocol is, for each router:

o To identify 1-hop neighbors and symmetric 1-hop nei ghbors of this
router.

o To find the interface network addresses of the router’s symetric
2-hop nei ghbors.

o To record this information in Information Bases and thus nmake this
i nformati on available to other protocols that use this
nei ghbor hood di scovery protocol

o To be available for use by other protocols, which MAY extend the
information in these Infornation Bases, including adding new Sets
to Information Bases, new el enents to protocol Tuples and new TLVs
to be included in outgoing HELLO nessages and processed when in
i ncom ng HELLO nessages.

These objectives are achi eved using | ocal (1-hop) signaling that:

o Advertises the presence of a router and its interface network
addr esses.

o Discovers |links from nei ghboring routers.
o Perforns bi-directionality checks on the discovered |inks.

o Advertises discovered |inks, and whether each is symmetric, to its
1- hop nei ghbors, and hence di scovers synmetric 2-hop nei ghbors.

Thi

s specification defines, in turn

o Paraneters and constants used by the protocol. Paraneters used by
this protocol may, where appropriate, be specific to a given MANET
interface or to a MANET router. This protocol allows al
paranmeters to be changed dynamically, and to be set independently
for each MANET router or MANET interface, as appropriate
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4.1.

The I nfornati on Bases describing | ocal interfaces, discovered
links and their status, current and forner 1-hop nei ghbors, and
synmmetric 2-hop nei ghbors.

The format of the HELLO nessage that is used for |ocal signaling.

The generation of HELLO nessages from sone of the information in
the Informati on Bases.

The updating of the Informati on Bases according to received HELLO
nmessages and ot her events.

The response to other events, such as the expiration of
information in the Informati on Bases.

Routers and Interfaces

In order for a router to participate in a MANET, it MJST have at
| east one, and possibly nore, MANET interfaces.

Each MANET interface:

o

o

Is configured with one or nore network addresses. Each address in
the range of addresses represented by that network address MJST
satisfy the foll owi ng properties:

o It MJIST be unique to this router, i.e., it MJST NOT be assigned
to any interface of any other router.

o |If assigned to other MANET interfaces, on the sane router,
these MANET interfaces MJST be isolated, i.e., addresses may
only be assigned to different interfaces on the same router if
no MANET interface on another router can comuni cate with both.
For exanple, interfaces using distinct radio "channel s" MAY be
assi gned the sane address.

Has a set of interface paraneters, defining the behavior of this
MANET interface. Each MANET interface MAY be individually
par aneteri zed.

Has an Interface Information Base, recording information regarding
links to this MANET interface and symetric 2-hop nei ghbors that
can be reached through such Iinks.

Generates and processes HELLO nessages.
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In addition to a set of MANET interfaces as descri bed above, each
rout er has:

o A Local Information Base, containing the network addresses of the
i nterfaces (MANET and non- MANET) of this router. The contents of
this Informati on Base are not changed by signaling.

0 A Neighbor Information Base, recording information regarding
current and recently | ost 1-hop neighbors of this router.

A router may have both MANET interfaces and non- MANET i nterfaces.
Interfaces of both of these types are recorded in a router’s Loca

I nformati on Base, which is used, but not updated, by the signaling of
this protocol

4. 2. | nformati on Base Overvi ew

Each router maintains protocol state using Information Bases,
described in the followi ng sections. Each Information Base consists
of a nunber of Protocol Sets. Each Protocol Set contains a nunber of
Prot ocol Tupl es.

An i mpl enentation of this protocol MAY maintain this information in
the indicated form or in any other organization that offers access
to this information. |In particular, note that it is not necessary to
renove Protocol Tuples fromProtocol Sets at the exact tine

i ndi cated, only to behave as if the Protocol Tuples were renoved at
that tinme.

Information in the Local Information Base is defined |ocally and

i ncluded in HELLO nessages. Infornmation in the Interface Infornmation
Base and the Neighbor Infornation Base is deternmined fromreceived
HELLO nmessages; sone of this information nay al so be included in
transmtted HELLO nmessages. Such information has a limted duration
in which it is considered valid. This duration is determ ned from
the VALIDITY_TIME TLV in the HELLO nmessage in which the information
is received, which in turn is set by the router that originated the
HELLO nessage, using its correspondi ng interface paraneter

H HOLD TI ME

Appendi x E illustrates the rel ati onship between message reception

i ncluded VALIDI TY_TIME TLVs, and the duration for which infornmation
received in a HELLO nessage is considered valid. Appendix F
illustrates sonme exanple topol ogi es and how they correspond to
information in the Informati on Bases.
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4.2.1. Local Information Base

Each router maintains a Local Information Base, which contains the
router’s local configuration information, specifically:

o The Local Interface Set, which consists of Local Interface Tupl es,
each of which represents an interface (MANET or non- MANET) of the
router.

o The Renoved Interface Address Set, which consists of Renoved
Interface Address Tuples, each of which records a recently used
networ k address of an interface (MANET or non- MANET) of the
router.

The Local Interface Set is used for generating HELLO nessages,
specifically for determ ning which interface network addresses are to
be included and identified as local interfaces. The Renpved
Interface Address Set is used to avoid incorrectly recording a
fornerly used network address as a synmetric 2-hop nei ghbor’s network
addr ess.

The Local Information Base is used for generating signaling, but is
not itself updated by signaling specified in this docunment. Updates
to the Local Information Base are due to changes of the router
configuration, and may be allowed to trigger signaling.

4.2.2. Interface Informati on Bases

Each router maintains, for each of its MANET interfaces, an Interface
I nformati on Base, which contains 1-hop nei ghborhood and symmetric
2-hop nei ghborhood information collected fromthis MANET interface,
specifically:

o A Link Set, which records information about current and recently
[ ost |inks between this MANET interface and MANET interfaces of
1- hop neighbors. The Link Set consists of Link Tuples, each of
whi ch contains information about a single link. Link quality
i nfornmati on (see Section 14), when used, is recorded in Link
Tupl es.

0 A 2-Hop Set, which records the existence of synmetric |inks
bet ween symretric 1-hop neighbors of this MANET interface and
other routers (symretric 2-hop neighbors). The 2-Hop Set consists
of 2-Hop Tuples, each of which records a network address of a
symmetric 2-hop neighbor, and all network addresses of the
correspondi ng symmetric 1-hop nei ghbor

Cl ausen, et al. St andards Track [ Page 13]



RFC 6130 MANET- NHDP April 2011

The Link Set for a MANET interface is used for generating HELLO
nessages. Specifically, the Link Set information is included to both
allow other routers to identify symmetric links and to popul ate the
2-Hop Set. Recently lost links are recorded in the Link Set for a
MANET i nterface so that they can be advertised in HELLO nmessages,
accelerating their renoval fromrel evant 1-hop nei ghbors’ Link Sets.

The Link Set for a MANET interface is itself updated on receiving a
HELLO nessage, including recording symmetric |inks as indicated
above. The 2-Hop Set for a MANET interface is updated as indicated
above, and is not itself used in generating HELLO nmessages.

4.2.3. Neighbor Infornation Base

Each router maintains a Neighbor Information Base, which contains
coll ected informati on about current and recently |ost 1-hop
nei ghbors, specifically:

o The Nei ghbor Set consists of Nei ghbor Tuples, each of which
records all network addresses of a single 1-hop nei ghbor
Nei ghbor Tupl es are maintained as | ong as there are correspondi ng
Li nk Tupl es.

0o The Lost Nei ghbor Set consists of Lost Neighbor Tuples, each of
whi ch records a network address of a recently |lost symretric 1-hop
nei ghbor .

The Nei ghbor Set associates all network addresses of each 1-hop

nei ghbor. These network addresses may be included when generating a
HELLO nessage, so that other symmetric 1-hop nei ghbors can record
this information in a 2-Hop Set. The Nei ghbor Set can be updated on
receiving a HELLO nessage.

The Lost Nei ghbor Set is used to determ ne which network addresses
are to be included in a HELLO nessage as being lost (of a recently
symmetric 1-hop neighbor). The Lost Nei ghbor Set can itself be
updat ed on receiving a HELLO nessage.

4.3. Signaling Overview

This protocol contains a signaling nechanismfor maintaining the
Interface Informati on Bases and t he Nei ghbor Infornation Base. |If
information fromthe Iink [ayer, or any other source, is available
and appropriate, it nmay also be used to update these Information
Bases. Such updates are subject to the constraints specified in
Appendi x B
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Signaling consists of a single type of nessage, known as a HELLO
nessage. Each router generates HELLO nessages on each of its MANET
interfaces. HELLO nmessages are generated independently on each MANET
interface of a MANET router; the content of a given HELLO nessage
depends on the MANET interface for which it has been generated.

Each HELLO nessage:

o ldentifies, as far as is required, the MANET interface for which
it is generated and transmitted; this allows recipients of that
HELLO message to identify that MANET interface from anong those it
may hear.

0 Reports the network addresses of other interfaces (MANET and non-
MANET) of the router; this allows recipients of that HELLO nessage
to associate a set of network addresses with a single 1-hop
nei ghbor .

0o |Includes 1-hop neighbor information fromthe Information Bases;
this allows detection of local symetric links, and symetric
2-hop nei ghbors.

HELLO message generation, and the validity of the information
recorded as a consequence of processing a HELLO nessage, is affected
by tiners and validity information included in HELLO nessages through
TLVs. The relationship between nessage tiners and intervals is
illustrated in Appendix E

4.3.1. HELLO Message Ceneration

HELLO nessages are generated by a router for each of its MANET
i nterfaces, and MAY be sent:

o Proactively, at a regular interval, known as HELLO | NTERVAL
HELLO | NTERVAL may be fixed, or may be dynamic. For exanple,
HELLO | NTERVAL may be backed off due to congestion or network
stability.

0 As a response to a change in the router itself, or its 1-hop
nei ghbor hood, for exanple, on first becom ng active or in response
to a new, |lost, or changed status |ink

o In a conbination of these proactive and responsi ve nechani sns.
Jittering of HELLO nessage generation and transm ssion SHOULD be used
as described in Section 11.2, unless the nedium access contro

mechani smin use prevents any simultaneous transm ssions by
potentially interfering routers.
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HELLO nessages MAY be schedul ed i ndependently for each MANET
interface, or, interface paranmeters pernitting, using the sane
schedule for all MANET interfaces of a router.

4. 3.

HELLO Message Cont ent

The content of a HELLO nessage MJST satisfy the foll ow ng:

o

A HELLO nessage MJST contain all of the network addresses in the
Local Interface Set of the router on which the HELLO nessage is
bei ng generated. This includes:

o At |east one network address of each MANET interface of the
router.

o Network addresses that include all source addresses of any IP
dat agrans sent by the router on any MANET interface.

o All other network addresses of the router that are to be made
known to any other router for any reason

For each MANET interface, within every time interval equal to the
correspondi ng REFRESH | NTERVAL, sent HELLO nessages MJST
collectively include all of the relevant information in the
correspondi ng Link Set and the Neighbor Information Base. Note
that when determ ning whether to include information in a HELLO
nessage, the sender MJUST consider all times up to the latest tine
when it may send its next HELLO nessage on this MANET interface

For each MANET interface, within every tinme interval equal to the
correspondi ng REFRESH | NTERVAL, sent HELLO nessages MJST
collectively include all of the relevant information in the
correspondi ng Link Set and the Nei ghbor |Information Base.

VWhen determ ning whether to include a given piece of neighbor
information in a HELLO nessage, it is not sufficient to consider
whet her that information has been sent in the interval of length
REFRESH | NTERVAL up to the current time. |Instead, the router MJST
consider the interval of length REFRESH | NTERVAL that will end at
the |l atest possible time at which the next HELLO nmessage will be
sent on this MANET interface. (Normally, this will be
HELLO | NTERVAL past the current tinme, but MAY be earlier if this
router elects to divide its neighbor information anong nore than
one HELLO nessage in order to reduce the size of its HELLO
nmessages.) All neighbor information MJST be sent in this
interval, i.e., the router MJST ensure that this HELLO nessage

i ncludes all neighbor information that has not already been

i ncluded in any HELLO nessages sent since the start of this
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4.

4.4.

3.

interval (normally, the current time - (REFRESH | NTERVAL -
HELLO | NTERVAL)) .

0 A HELLO message MJST include exactly one VALIDI TY_TI ME Message
TLV, as specified in [RFC5497], that indicates the Iength of tine
for which the message content is to be considered valid, and is
therefore to be included in the receiving router’s Interface
I nformati on Base.

o A periodically generated HELLO message SHOULD i ncl ude exactly one
| NTERVAL_TI ME Message TLV, as specified in [RFC5497], that
i ndicates the current value of HELLO I NTERVAL for that MANET
interface, i.e., the period within which a further HELLO nessage
is guaranteed to be sent on that MANET interface

3. HELLO Message Processing

HELLO nessages received by a router are used to update the Interface
I nformati on Base for the MANET interface over which that HELLO
nessage was received, as well as the Neighbor Information Base of the
router. Specifically:

o The router ensures that there is a single Neighbor Tuple
corresponding to the originator of that HELLO nessage.

o The router ensures that there is a Link Tuple, with appropriate
status (heard or symretric) and advertised duration, correspondi ng
to the link between the MANET interfaces on which that HELLO
nmessage was sent and received. One or nore Lost Nei ghbor Tuples
may be created if the HELLO nessage reports that the |ink was
| ost.

o If the link between the MANET interfaces on which the HELLO
nmessage was sent and received is symmetric, then the router
ensures that there are the appropriate 2-Hop Tuples, with
advertised duration.

The processing defined in this specification handl es any unexpected
and erroneous information in a HELLO nessage, maintaining the
constraints on Informati on Base contents specified in Appendi x B

Link Quality

Sone links in a MANET may be marginal, e.g., due to adverse wrel ess
propagation. |In order to avoid using such marginal links, a link
quality value is recorded in each Link Tuple. A MANET router
considers links for which an insufficient link quality is recorded as
lost. Mbddifying the recorded link quality in a Link Tuple is
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OPTIONAL. If link quality is not to be nodified, it MJST be set to
i ndi cate an always usable quality link

Note that link quality is a "link adm ttance" mechanism allow ng a
router to determne that a given link is too unstable to even
consider for use. It is specifically not alink netric nor is it a

substitute for one.
Link quality information is only used locally and is not used in
signaling. Routers may interoperate whether they are using the sane,
different, or no link quality information. Link quality information
is thus not equivalent to a link netric.
Link quality information is defined in this specification as a
normal i zed, dinmensionless value in the interval zero to one,
i nclusive, where the greater the value, the better the link quality.
See Section 14 for further details.

5. Protocol Paraneters and Constants

The paraneters and constants used in this specification are descri bed
in this section.

5.1. Protocol and Port Numbers
This protocol specifies HELLO nessages, which are included in packets
as defined by [ RFC5444]. These packets may be sent using either the
"manet" protocol nunmber or the "manet" well-known UDP port numnber, as
specified in [ RFC5498] .

5.2. Milticast Address
This protocol specifies HELLO nessages, which are included in packets
as defined by [ RFC5444]. These packets may be locally transmitted
using the link-local nulticast address "LL-MANET-Routers"”, as
specified in [ RFC5498] .

5.3. Interface Paraneters

The interface paraneters used by this specification may be classified
into the follow ng four categories:

o Message intervals
o Information validity tines

o Link quality
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o Jitter
These are detailed in the followi ng sections.

Different MANET interfaces (on the same or on different routers) MAY
enpl oy different interface parameter val ues and MAY change their

i nterface paraneter values dynam cally, subject to the constraints
given in this section. A particular case is where all MANET
interfaces on all MANET routers within a given MANET enpl oy the same
set of interface paraneter val ues.

5.3.1. Message Intervals
HELLO nessages serve two principal functions:

0 To advertise network addresses of this router’'s interface to its
1- hop nei ghbors. The frequency of these advertisements is
regul ated by the interface paraneters HELLO | NTERVAL and
HELLO M N_| NTERVAL

0o To advertise this router’s know edge of each of its 1-hop
nei ghbors. The frequency of the advertisenment of each such
nei ghbor is regul ated by the interface paranmeter REFRESH | NTERVAL.

Specifically, these paraneters are as foll ows:

HELLO | NTERVAL:
The maxi mumtine between the transm ssion of two successive HELLO
nmessages on this MANET interface. |If using periodic transm ssion
of HELLO nessages, these SHOULD be at a separation of
HELLO | NTERVAL, possibly nodified by jitter as specified in
[ RFC5148] .

HELLO M N_| NTERVAL:
The m ni muminterval between transm ssion of two successive HELLO
nessages on this MANET interface. (This mnimuminterval MAY be
nodified by jitter, as defined in [RFC5148].)

REFRESH_| NTERVAL:
The maxi mum i nterval between advertisenents, in a HELLO nessage on
this MANET interface, of each 1-hop nei ghbor network address and
its status. 1In all intervals of |length REFRESH | NTERVAL, a router
MUST i ncl ude each 1-hop nei ghbor network address and its status in
at |least one HELLO nessage on this MANET interface. (This may be
in the same or in different HELLO nessages.)
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REFRESH | NTERVAL t hus represents the frequency at which a piece of

i nformati on, as received in HELLO nessages, can be expected to be
refreshed. Thus, the REFRESH | NTERVAL is used as a basis for

det erm ni ng when such information expires in receiving routers (see
Section 5.3.2). HELLO INTERVAL represents the frequency of HELLO
nmessage em ssions. Logically, HELLO I NTERVAL cannot be greater than
the REFRESH | NTERVAL; otherw se, information cannot be refreshed in a
timely manner.

HELLO messages can, however, be sent with a higher frequency. A
possi bl e use for sending HELLO nessages at such a hi gher frequency
i ncl udes sending partial HELLO nessages (e.g., accombdati ng
constraints on packet sizes fromthe underlying nedium refreshing
only part of the information in each HELLO nessage. Another use is
for a router to send "enpty HELLO nessages", advertising its own
presence frequently in smaller HELLO nessages (e.g., in case HELLO
message exchange success rates are used for link quality estimation
or to enable rapid detection by new routers in the nei ghborhood) in
bet ween HELLO nessages refreshi ng nei ghbor information in other
routers.

The following constraints apply to these interface paraneters:
0 HELLO INTERVAL > 0O

0 HELLO M N_INTERVAL >= 0

0 HELLO I NTERVAL >= HELLO M N_| NTERVAL

0 REFRESH | NTERVAL >= HELLO_ | NTERVAL

o |If an INTERVAL_TI ME Message TLV as defined in [ RFC5497] is
included in a HELLO nessage, then HELLO | NTERVAL MJST be
representabl e as described in [ RFC5497].

| f REFRESH | NTERVAL > HELLO | NTERVAL, then a router may distribute
its nei ghbor advertisenents between HELLO nessages in any nanner,
subj ect to the constraints above.

In the absence of any changes to the | ocal nei ghborhood, a router

will send a HELLO nessage on a MANET interface after an (possibly
jittered) interval of length HELLO | NTERVAL. For a router to enpl oy
this protocol in a purely responsive nanner on a MANET interface,
i.e., for the router to only send HELLO nessages on that MANET
interface as a response to external events, HELLO I NTERVAL (and hence
al so REFRESH | NTERVAL) SHOULD be set sufficiently large, i.e., such
that a responsive HELLO nessage is al ways expected with a shorter
period than this val ue.
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If a router has nore than one MANET interface, then, even if the
router configures different values of HELLO | NTERVAL on each MANET
interface, the router SHOULD configure the same val ue of

HELLO M N_I NTERVAL on all MANET interfaces on which responsive HELLO
nmessages may be sent. (This ensures that changes observed on one
MANET i nterface are reported on other MANET interfaces, so that 1-hop
nei ghbors connected to the latter can maintain up-to-date 2-hop

nei ghbor hood i nformation.)

5.3.2. Information Validity Tines

The following interface paraneters nanage the validity time of |ink
i nformation:

L_HOLD TI ME:
The period of advertisement, on this MANET interface, of former
1- hop nei ghbor network addresses as lost in HELLO nmessages,
al l owi ng recipients of these HELLO nessages to accel erate renoval
of this information fromtheir Link Sets. L _HOLD TI ME MAY be set
to zero, if accelerated information renmoval is not required.

H HOLD TI ME:
Used as the Value in the VALID TY_TI ME Message TLV included in all
HELLO nessages on this MANET interface. It is then used by each
router receiving such a HELLO nessage to indicate the validity of
the information taken fromthat HELLO nessage and recorded in the
receiving router’s Informati on Bases.

Note that as each item of neighbor information is included in HELLO
nessages within an interval of |ength REFRESH | NTERVAL, constraints
on H HOLD TI ME are based on REFRESH | NTERVAL, not on HELLO | NTERVAL.
The following constraints apply to these interface paraneters:

o L HODTIME >= 0

0 H HOLD TI ME >= REFRESH | NTERVAL

o |If HELLO nessages can be lost, then both paranmeters SHOULD be
significantly greater than REFRESH | NTERVAL.

o H HOLD TI ME MJST be representabl e as described in [ RFC5497].
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5.3.3. Link Qality

The followi ng interface paranmeters nanage the usage of link quality
(see Section 14):

HYST_ACCEPT:
The Iink quality threshold at or above which a |ink becones
usable, if it was not already so.

HYST_REJECT:
The Iink quality threshold bel ow which a |ink becomes unusable, if
it was not already so.

I NI TI AL_QUALI TY:
The initial quality of a newy identified |ink.

I NI TI AL_PENDI NG
If true, then a newy identified link is considered pendi ng, and
is not usable until the link quality has reached or exceeded the
HYST_ACCEPT t hreshol d.

The following constraints apply to these interface paraneters:

0 0 <= HYST_REJECT <= HYST_ACCEPT <= 1

0 0 <= INTIAL_QUALITY <= 1.

o If link quality is not updated, then INI TIAL_QUALITY >=
HYST_ACCEPT.

o If INITIAL_QUALITY >= HYST_ACCEPT, then IN TIAL_PENDI NG : = fal se.
o If INITIAL_QUALITY < HYST_REJECT, then I N TI AL_PENDI NG : = true.
5.3.4. Jitter

If jitter, as defined in [RFC5148], is used, then these paraneters
are as follows:

HP_MAXJI TTER:
Represents the val ue of MAXJI TTER used in [ RFC5148] for
peri odi cally generated HELLO nmessages on this MANET interface.

HT_MAXJI TTER
Represents the value of MAXJI TTER used in [RFC5148] for externally
triggered HELLO nessages on this MANET interface.

For constraints on these interface paraneters, see [RFC5148].
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5. 4. Rout er Paraneters

The two router paraneters defined by this specification are in the
category of information validity tinme.

5.4.1. Information Validity Tine

The foll owi ng router paraneter manages the validity time of |ost
symetric 1-hop nei ghbor information:

N_HOLD TI ME
Used as the period during which fornmer 1-hop nei ghbor network
addresses are advertised as lost in HELLO nessages, allow ng
reci pients of these HELLO nessages to accel erate renoval of this
information fromtheir 2-Hop Sets. N HO.D TIME MAY be set to
zero, if accelerated information renoval is not required.

| _HOLD TI ME
The period for which a recently used local interface network
address is recorded.

The followi ng constraints apply to these router paraneters:
o NHODTIME >= 0
o |I_HOD TIME >= 0

5.5. Paraneter Change Constraints

I f protocol paraneters are changed dynamically, the constraints in
this section apply.

HELLO_| NTERVAL

o If the HELLO INTERVAL for a MANET interface increases, then the
next HELLO nessage on this MANET interface MJST be generated
according to the previous, shorter, HELLO | NTERVAL. A nunber
of subsequent HELLO nessages MAY be generated according to the
previous, shorter, HELLO I NTERVAL (but MJST include tines
according to current paraneters). This ensures that "prom ses"”
as to timely transm ssion of a future HELLO nmessage are kept
until these previous prom ses have expired.

o |If the HELLO I NTERVAL for a MANET interface decreases, then the

foll owi ng HELLO nessages on this MANET interface MUST be
generated according to this current, shorter, HELLO | NTERVAL
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REFRESH_| NTERVAL

o |If the REFRESH | NTERVAL for a MANET interface increases, then
the content of subsequent HELLO nessages must be organi zed such
that the specification of the old value of REFRESH | NTERVAL is
satisfied for a further period equal to the old val ue of
REFRESH_| NTERVAL.

o |If the REFRESH | NTERVAL for a MANET interface decreases, then
it MAY be necessary to reschedul e HELLO nmessage generation on
that MANET interface, in order for the specification of
REFRESH | NTERVAL is satisfied fromthe tine of change.

HYST_ACCEPT and HYST REJECT

o |f HYST_ACCEPT or HYST_REJECT changes, then the appropriate
actions for link quality change, as specified in Section 14. 3,
MJUST be taken.

L_HOLD TI ME

o |If L_HOLD TIME changes, then the expiry times of all rel evant
Li nk Tupl es MJUST be changed.

N_HOLD TI ME

o If N_HOLD TIME changes, then the expiry tinmes of all relevant
Lost Nei ghbor Tuples MJST be changed.

HP_MAXJI TTER

o |f HP_MAXJITTER changes, then the periodic HELLO nessage
schedul e on this MANET interface MAY be changed.

HT_MAXJI TTER

o |f HT_MAXJITTER changes, then externally triggered HELLO
nessages on this MANET interface MAY be reschedul ed.

5.6. Constants

The constant C (tinme granularity) is used as specified in [ RFC5497].
6. Local Information Base

A router mmintains a Local Information Base that records information

about its interfaces (MANET and non- MANET). Each interface of a
router MUST be identified by at | east one network address. Such
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6.

net wor k addresses MAY be specific to that interface, or MAY in sone
ci rcunst ances be used by nore than one interface as specified bel ow.

The Local Information Base is not nodified by signaling. If a
router’s interface configuration changes, then the Local Information
Base MUST reflect these changes. This MAY also result in signaling
to advertise these changes.

It is not necessary to include all addresses of an interface in the
Local Information Base, and hence in HELLO nmessages. However, any
address that may be the source address of an | P datagram sent from
that interface MUST be included (and at | east one address MJST be

i ncluded). A protocol using this specification MAY add additiona
requirenents to these, e.g., that any address that may be the
destinati on address of an |IP datagramis al so included.

The addresses assigned to an interface are "owned" by the router, and
MUST NOT be used by any other router as an interface address. |If an
address has a prefix length and represents a range of addresses, this
applies to all addresses in that range (i.e., such ranges MJST NOT
overl ap).

The addresses assigned to different interfaces on the sane router
MUST be distinct (hence, network address ranges MJST NOT overl ap)
except that:

o The sane address MAY be assigned to any nunber of non- MANET
interfaces as well as to one (or nore if the follow ng condition
al so applies) MANET interface.

o The sane address MAY be assigned to two (or nore if each pair
satisfies this condition) MANET interfaces if those two MANET
i nterfaces cannot communicate to, from or one to and one from any
ot her MANET interface of another router.

Local Interface Set

A router’s Local Interface Set records its local interfaces. It
consi sts of Local Interface Tuples, one per interface:

(I _local _iface_addr_list, |I_nanet)
wher e:

| _local _iface_addr_list is an unordered |ist of the network
addresses of this interface.
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| _manet is a boolean flag, describing if this interface is a MANET
i nterface.

Local Interface Tuples are renmpbved fromthe Local Interface Set only
when the routers’ interface configuration changes, subject to
Section 9, i.e., they are not subject to tiner-based expiration

6.2. Rempved Interface Address Set

A router’s Renoved Interface Address Set records network addresses
that were recently used as |l ocal interface network addresses. If a
router’s interface network addresses are imutable, then the Renpved
Interface Address Set is always enpty and MAY be omitted. It

consi sts of Renpved Interface Address Tupl es, one per network

addr ess:

(IRl ocal _iface_addr, IR tine)
wher e:

IR |l ocal _iface_addr is a recently used network address of an
interface of this router.

IR tinme specifies when this Tuple expires and MJST be renoved.
7. Interface Information Bases

A router maintains an Interface Informati on Base for each of its
MANET interfaces. This records information about Iinks to that MANET
interface and symretric 2-hop nei ghbors that can be reached in two
hops using those links as the first hop. Each Interface Information
Base includes a Link Set and a 2-Hop Set.

A network address of a symmetric 2-hop nei ghbor can al so be present
as the network address of a 1-hop neighbor. This allows the router
using this network address to be inmedi ately considered as a
symmetric 2-hop neighbor if it fails to be a symmetric 1-hop

nei ghbor .

An el enent that specifies a time is considered expired if the current
time is greater than or equal to that tinme. One such el enment,
present in nost Tuples, indicates, when expired, that the Tuple
itself is considered expired and MJST be renoved. Tuples that do not
have such a tinme elenent are renoved at other tines as specified; for
exanpl e, a Nei ghbor Tuple is renmobved when all correspondi ng Link
Tupl es have been renoved.
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7.1. Link Set

An interface’'s Link Set records links fromother routers that are, or
recently were, 1-hop neighbors. It consists of Link Tuples, each
representing a single link:

(L_nei ghbor __iface_addr list, L HEARD tinme, L _SYMtine,
L_quality, L_pending, L_lost, L_tine)

wher e:

L_nei ghbor _iface_addr _list is an unordered list of the network
addresses of the MANET interface of the 1-hop nei ghbor

L_HEARD tinme is the tinme up to which the MANET interface of the
1- hop nei ghbor woul d be considered heard if not considering |ink
quality;

L SYMtine is the time up to which the link to the 1-hop nei ghbor
woul d be considered symretric if not considering link quality;

L quality is a dinmensionless nunber between O (inclusive) and 1
(inclusive) describing the quality of a link; a greater val ue of
L quality indicating a higher quality link

L_pending is a boolean flag, describing if a link is considered
pending (i.e., a candidate, but not yet established, |ink);

L lost is a boolean flag, describing if a link is considered |ost
due to low link quality;

L_tinme specifies when this Tuple expires and MJST be renoved.
The status of the link, as obtained through HELLO nmessage exchange
and using link quality, is denoted L_status. L_status can take the
Val ues PENDI NG, HEARD, SYMMETRIC, and LOST. The val ues LOST,
SYMVETRI C, and HEARD are defined in Section 18.5. The Val ue PENDI NG
is never used in a HELLO nessage, it is only used locally by a
router, and any Val ue distinct fromLOST, SYMMETRI C, and HEARD may be
used.
L status is defined by:
1. If L_pending = true, then L_status := PEND NG

2. otherwise, if L lost =true, then L _status := LCST,;
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3. otherwise, if L_SYMtinme is not expired, then L_status :=

SYMMVETRI C;

4. otherwise, if L_ HEARD time is not expired, then L_status :=
HEARD,

5. otherwise, L _status := LOST.

7.2. 2-Hop Set

An interface’s 2-Hop Set records network addresses of symretric 2-hop
nei ghbors, and the symretric links to symmetric 1-hop nei ghbors

t hrough which these symretric 2-hop nei ghbors can be reached. It
consi sts of 2-Hop Tuples, each representing a single network address
of a symmetric 2-hop neighbor, and a single MANET interface of a
symmetric 1-hop nei ghbor

(N2_nei ghbor _i face_addr _|ist, N2_2hop_addr, N2 _tine)
wher e:
N2_nei ghbor _iface_addr_list is an unordered list of the network
addresses of the MANET interface of the symmetric 1-hop nei ghbor
fromwhich this informati on was received,
N2_2hop_addr is a network address of a symmetric 2-hop nei ghbor
that has a synmetric link (using any MANET interface) to the
i ndi cated symetric 1-hop nei ghbor
N2_tine specifies when this Tuple expires and MJST be renoved.
8. Neighbor Information Base
Each router maintains a Neighbor Information Base that records
i nformati on about network addresses of current and recently synmmetric
1- hop nei ghbors.
8.1. Neighbor Set
A router’s Neighbor Set records all network addresses of each 1-hop
nei ghbor. It consists of Nei ghbor Tuples, each representing a single
1- hop nei ghbor:

(N_nei ghbor _addr _list, N_symetric)
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wher e:

N_nei ghbor _addr _list is an unordered |ist of the network addresses
of a 1-hop nei ghbor

N symmetric is a boolean flag, describing if this is a symetric
1- hop nei ghbor.

Nei ghbor Tupl es are renoved fromthe Nei ghbor Set only when
correspondi ng Link Tuples expire fromthe routers’ Link Set, i.e.
Nei ghbor Tuples are not directly subject to tinmer-based expiration

8.2. Lost Nei ghbor Set

A router’s Lost Neighbor Set records network addresses of routers
that recently were synmretric 1-hop nei ghbors but that are now
advertised as lost. It consists of Lost Neighbor Tuples, each
representing a single such network address:

(NL_nei ghbor _addr, NL_tine)
wher e:

NL_nei ghbor _addr is a network address of a router that recently
was a symetric 1-hop neighbor of this router;

NL_time specifies when this Tuple expires and MJST be renoved.
9. Local Information Base Changes

The Local Information Base MUST be updated in response to changes in
the router’s local interface configuration. These MAY al so change
the Interface Informati on Base and the Nei ghbor Information Base. |If
any changes to the latter Informati on Bases satisfy any of the
conditions described in Section 13, then those changes MJST be
applied i medi ately, unless noted otherw se bel ow.

A router MAY transmit HELLO nessages in response to these changes.
9.1. Adding an Interface

If an interface is added to the router, then this is indicated by the
addition of a Local Interface Tuple to the Local Interface Set. |If
the newinterface is a MANET interface, then an initially enpty
Interface Informati on Base MJUST be created for this new MANET
interface. The actions in Section 9.3 MJST be taken for each network
address of this added interface. A HELLO nmessage MAY be sent on al
MANET interfaces, it SHOULD be sent on the newinterface if it is a
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MANET i nterface. |If using schedul ed nessages, then a nessage
schedul e MUST be established on the new MANET i nterface

9.2. Renoving an Interface

If an interface is renoved fromthe router, then this MJST result in
changes to the Local Information Base and to the Nei ghbor Infornation
Base as fol |l ows:

1. ldentify the Local Interface Tuple that corresponds to the
interface to be renpved

2. For each network address (henceforth renoved address) in the
| _local _iface_addr_list of that Local Interface Tuple, if that
network address is not in the |_local _iface_addr_list of any
ot her Local Interface Tuple, then create a Renoved Interface
Address Tuple with:

o IR local _iface_addr := renoved address;
o IRtime := current time + |_HOLD TI ME
3. Renove that Local Interface Tuple fromthe Local Interface Set.

4. If the interface to be renoved is a MANET interface (i.e., with
| _manet = true), then:

1. Renpve the Interface Infornation Base for that MANET
i nterface;

2. Al Neighbor Tuples for which none of the network addresses
in its N_neighbor_addr_list are contained in any
L_nei ghbor _i face_addr _list in any remaining Link Tuple are
renoved.

If the renpved interface is the |ast MANET interface of the router,
then there will be no renmaining Interface Information Bases, and the
router will no longer participate in this protocol

After renoving the interface and maki ng these changes, a HELLO
message MAY be sent on all remaining MANET interfaces.

9.3. Adding a Network Address to an Interface
If a network address is added to an interface, then this is indicated
by the addition of a network address to the appropriate

| local iface_addr_list. The follow ng changes MJST be made to the
I nformati on Bases:
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1. Renove any Renpved Interface Address Tupl e whose
IR |l ocal _iface_addr is the added network address.

2. Renove any Nei ghbor Tupl es whose N _nei ghbor_addr _|ist contains a
networ k address that overlaps the added network address.

3. Renpve any Link Tuples, in any Link Set, for which either

o L_neighbor _iface_addr_list contains any network address in the
N_nei ghbor _addr _|ist of any renoved Nei ghbor Tuple; OR

o L_neighbor _iface addr _|ist contains a network address that
over| aps the added network address.

Apply Section 13.2 but not Section 13.3.

4. Renove any Lost Nei ghbor Tupl es whose NL_nei ghbor _addr overl aps
t he added network address.

5. Renpve any 2-Hop Tupl es whose N2 _2hop_addr overl aps the added
net wor k addr ess.

After addi ng the network address and naki ng these changes, a HELLO
nmessage MAY be sent on all MANET interfaces.

These changes, other than to the appropriate | local iface_addr_Iist,
are nmade in order to maintain consistency of the Information Bases.
Specifically, these changes renove any record of any use of this
networ k address by routers in the 1-hop nei ghborhood or in the
symmetric 2-hop nei ghborhood of this router.

9.4. Removing a Network Address froman Interface

If a network address (henceforth renpved address) is renoved from an
interface, then:

1. ldentify the Local Interface Tuple that corresponds to the
renoved address.

2. If this is the only network address of that interface (the only
network address in the corresponding |_local _iface_addr_list),
then renove that interface as specified in Section 9. 2.

3. Qherwi se:

1. Renmpve the renoved address fromthis | local iface addr _|ist.

Cl ausen, et al. St andards Track [ Page 31]



RFC 6130 MANET- NHDP April 2011

2. If the renpoved address is not in the | local iface_addr _|ist
of any other Local Interface Tuple, then create a Renpved
Interface Address Tuple with:

o IR local iface_addr := renoved address;

o IRtinme := current time + | _HOLD TI ME.

After renoving the network address and nmaking these changes, a HELLO
message MAY be sent on all MANET interfaces.

10.

Packets and Messages

The packet and nessage format used by this protocol is defined in
[ RFC5444], which is used with the foll owi ng considerations:

o

o

10. 1.

o

This protocol specifies one Message Type, the HELLO nmessage.

A HELLO nessage MAY use any conbi nation of Message Header options
specified in [ RFC5444] .

HELLO messages MUST NOT be forwarded, i.e., a <msg-hop-linmt>, if
present, MJST have the val ue 1.

HELLO nessages MAY be included in nulti-nmessage packets as
specified in [ RFC5444] .

Recei ved HELLO nessages MJST be parsed in accordance with

[ RFC5444]. A HELLO nessage that is not in conformance with

[ RFC5444] MUST be di scarded without being processed. A HELLO
nessage can al so be discarded wi thout being processed for other
reasons, see Section 12.1.

This protocol specifies three Address Block TLVs. It also uses
two Message TLVs defined in [RFC5497]. These five TLV Types are
all defined only with Type Extension = 0. TLVs of other types,
and of these types but w thout Type Extension = 0, are ignored by
this protocol. Al references in this specification to, for
exanpl e, an Address Bl ock TLV with Type = LINK_STATUS, are to be
considered as referring to an Address Block TLV with Type =

LI NK_STATUS and Type Extension = O.

HELLO Messages
HELLO nmessage MJST cont ai n:

Exactly one VALID TY_TI ME Message TLV as specified in [ RFC5497],
representing H HOLD TIME for the transmitting MANET interface.
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The options included in [ RFC5497] for representing zero and
infinite tinmes MUST NOT be used.

A HELLO nessage transmtted due to a periodic tinmer SHOULD contai n,
and otherwise (i.e., transmtted for any other reason, in particular
in response to any Informati on Base changes) MAY contain:

0 Exactly one I NTERVAL_TI ME Message TLV as specified in [ RFC5497],
representing HELLO | NTERVAL for the transmitting MANET interface.
The options included in [ RFC5497] for representing zero and
infinite times MJST NOT be used.

A HELLO nessage MAY contai n:
o0 Oher Message TLVs.

o0 One or nore Address Bl ocks, each with an associ ated Address Bl ock
TLV Bl ock, which MAY contain other Address Bl ock TLVs.

10.1.1. Address Bl ocks

Al'l network addresses in a router’s Local Interface Set (i.e., in any
| local iface_addr_list) MJIST be represented as address objects (see

[ RFC5444]), and included in the Address Blocks in all generated HELLO
nessages, with the followi ng permtted exception:

o |If the MANET interface on which the HELLO nmessage is to be sent
has a single address with maxi mumprefix length (i.e., /32 for
| Pv4, /128 for IPv6), then that address MAY be omtted from being
i ncluded in any Address Bl ock, provided that this address is
i ncluded as the sending address of the |IP datagramin which the
HELLO nessage i s included.

Al'l network addresses of the router’s interfaces included in any
Addr ess Bl ock(s) MJST be associated with an Address Block TLV with
Type = LOCAL | F, as defined in Table 1.

| | Specifies that the network address is |
| | | associated with the MANET interface on which |
| | the nessage was sent (THIS IF) or another |
| | interface of the sending router (OTHER IF). |

Table 1: LOCAL_IF TLV Definition
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11.

Address Bl ocks MAY contain current or recently |ost 1-hop nei ghbors’
net wor k addresses, represented as address objects (see [ RFC5444]),
each of which is associated with one or both Address Bl ock TLVs as
described in Table 2.

Specifies the status of the link from |
the indicated network address and to the |
MANET i nterface over which the HELLO |
nessage is transmtted (LOST, SYMVETRIC, |
or HEARD) . |
Specifies that the network address is |
(SYMVETRI C) or was (LOST) of a MANET |
interface of a symmetric 1-hop nei ghbor |
of the router transmtting the HELLO |
nessage. |

9
T
m
P
z
m
g
(o8]
o
o
s
it

Tabl e 2: LI NK_STATUS and OTHER NEI GHB TLV Definition

An Address Bl ock TLV with Type = LI NK STATUS and Val ue = SYMVETRI C or
Val ue = LOST also perforns the function of an Address Block TLV with
Type = OTHER NEI GHB and the sane Value. Including the latter

associ ated with the sane address object is discouraged for efficiency
reasons. |If an Address Block TLV with Type = LI NK _STATUS and Val ue =
SYMMETRIC i s conbined with an Address Bl ock TLV with Type =

OTHER NEI GHB and Val ue = LOST associated with the same address
object, then the latter MJST be ignored and SHOULD NOT be incl uded.
See Appendi x A.

O her network addresses MAY be represented as address objects (see
[ RFC5444]) and included in Address Bl ocks, but MJST NOT be associ ated
with any of the Address Bl ock TLVs specified in this specification.

HELLO Message Ceneration

Each MANET interface MJST generate HELLO nessages according to the
specification in this section. HELLO nessages are generated for each
MANET i nterface independently. HELLO nessage generati on and

schedul i ng MUST be according to the interface paraneters for that
MANET i nterface, and MAY be independent for each MANET interface or,
interface paraneters permtting, MANET interfaces MAY use the sane
schedul e.
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11.

If transmtting periodic HELLO nessages, then, followi ng a HELLO
nessage transnission on a MANET interface, another HELLO nessage MUST
be transmtted on the sane MANET interface after an interval not
greater than HELLO | NTERVAL. Two successive HELLO nessage

transm ssions on the same MANET interface MJUST be separated by at

| east HELLO M N _I NTERVAL, except as noted in Section 11.2.1.

1. HELLO Message Specification
HELLO nmessages are generated i ndependently on each MANET interface

Al network addresses in any | _local iface_addr_|ist MJST be
i ncl uded, represented as address objects (see [ RFC5444]), except
t hat :

o If the interface on which the HELLO nmessage is to be sent has a
singl e address with maxi num prefix length (i.e., /32 for |Pv4,
/128 for 1Pv6), then that address MAY be omtted, provided that
this address is included as the sendi ng address of the |IP datagram
in which the HELLO nessage is incl uded.

Al'l such included address objects MJIST be associated with an Address
Bl ock TLV with Type := LOCAL_IF and Val ue according to the foll ow ng:

o |If the address object represents a network address of the sending
MANET interface, then Value := THI S I F.

o0 Qherw se, Value := OTHER | F.

If such a network address is included in nobre than one

| local iface addr list, then, for efficiency reasons, it is

encour aged that the correspondi ng address object is associated with
only one Val ue using an Address Block TLV with Type := LOCAL_IF; this
MJUST be Value := THIS IF if the address object represents a network
address of the sending MANET interface.

The foll owi ng network addresses of current or fornmer 1-hop nei ghbors

MAY be represented as address objects (see [RFC5444]) and included in
any HELLO nessage, respecting the paraneter REFRESH | NTERVAL for each
associ ation for that MANET interface, and according to the foll ow ng:

o Network addresses of MANET interfaces of 1-hop neighbors fromthe
Link Set of the Interface Information Base for this MANET
interface (i.e., froman L_neighbor_iface _addr list), other than
those fromLink Tuples with L_status = PEND NG
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Q her network addresses of symmetric 1-hop nei ghbors fromthe
Nei ghbor Set of this router’s Nei ghbor Infornmation Base (i.e.
from an N_nei ghbor_addr_list).

Net wor k addresses of MANET interfaces of previously symetric or
heard 1-hop nei ghbors connected on this MANET interface fromthe
Link Set of the Interface Information Base for this MANET
interface (i.e., froman L_neighbor iface addr list with L _status
= LOST).

O her network addresses of previously symetric 1-hop nei ghbors
fromthe Lost Neighbor Set of this router’s Neighbor I|nformation
Base (i.e., froman NL_nei ghbor_addr).

Each such address object (see [RFC5444]) MUST be associated with one

or

1

nore appropriate Address Block TLVs. Specifically:

For each address object (henceforth |inked address) that
represents a network address contained in an

L_nei ghbor _i face_addr _list of a Link Tuple in the Link Set for
this MANET interface, for which L_status != PENDI NG include the
i nked address with an associ ated Address Bl ock TLV with:

0 Type := LINK_STATUS; AND

o Value := L_status.

For each address object (henceforth nei ghbor address) that
represents a network address contained in an N_nei ghbor_addr_|i st
in a Neighbor Tuple with N symretric = true and that has not

al ready been included with an associ ated Address Bl ock TLV with
Type = LINK_STATUS and Val ue = SYMVETRI C, incl ude the nei ghbor
networ k address with an associ ated Address Bl ock TLV with:

o Type := OTHER NEI GHB; AND

o Value := SYMVETRI C.

For each Lost Nei ghbor Tupl e whose NL_nei ghbor_addr (henceforth
| ost address) has not already been represented as an address
obj ect and included, include |ost address with an associ ated
Address Bl ock TLV with:

o Type := OTHER_NEI GHB; AND

o Value := LOST.
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11.

I f any such network addresses have been added to these Information
Bases since the | ast HELLO nessage was sent on this MANET interface
or if their status (as indicated by these TLVs and the Val ues they
associate with that network address) have changed since that network
address was | ast reported on this MANET interface, then that network
address, and the indicated TLVs, SHOULD be included in the HELLO
nmessage.

If the address object (see [RFC5444]) representing a network address
of a 1-hop neighbor is specified with nore than one associ at ed
Address Bl ock TLV, then these Address Bl ock TLVs MAY be i ndependently
i ncl uded or excluded fromeach HELLO nessage. Each such Address

Bl ock TLV MUST be included associated with the address object
representation of that network address in a HELLO nessage sent on
that MANET interface in every interval of length equal to that MANET
interface’s paranmeter REFRESH | NTERVAL. Address Bl ock TLVs
associated with the sane address object included in the same HELLO
nessage MAY be applied to the same or different copies of that
address object.

An inplenmentation of this protocol MAY limt the information included
in each HELLO nmessage, for exanple, to accommodate snaller MIU sizes.
HELLO messages remai n constrai ned by the above requirenments, in
particular, that all local interface informati on MJUST be included in
all HELLO nessages, and that all nei ghbor information MJUST be sent
within each interval of |ength REFRESH | NTERVAL. Thi s nei ghbor

i nformation MAY, however, be sent in the sane or in different HELLO
nmessages.

2. HELLO Message Transni ssion

HELLO nessages are transmitted in the format specified by [ RFC5444].
2.1. HELLO Message Jitter

HELLO nessages MAY be sent using periodic nessage generation or
externally triggered nessage generation. |f using data link and
physical |ayers that are subject to packet |oss due to collisions,
HELLO nmessages SHOULD be jittered as described in [RFC5148].
Internally triggered nessage generation (such as due to a change in
local interfaces) MAY be treated as if externally generated nessage
generation or MAY be not jittered.

HELLO nmessages MUST NOT be forwarded, and thus nessage forwarding
jitter does not apply to HELLO nessages.
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12.

Each formof jitter described in [ RFC5148] requires a paraneter
MAXJI TTER.  These interface paraneters nay be dynamic and are
speci fied by:

o For periodic nmessage generation: HP_MAXJI TTER
o For externally triggered nessage generation: HT_MAXJI TTER

When HELLO nessage generation is delayed in order that a HELLO
nmessage is not sent within HELLO M N_|I NTERVAL of the previous HELLO
message on the same MANET interface, then HELLO M N_|I NTERVAL SHOULD
be reduced by jitter, with nmaxi mum reducti on HP_MAXJI TTER, as
described in [RFC5148]. In this case, HP_MAXJI TTER MJUST NOT be
greater than HELLO M N_I NTERVAL.

HELLO Message Processing

On receiving a HELLO nessage, a router MJST first check if the
nessage is invalid for processing by this router, as defined in
Section 12.1 and, if so, discard the nessage w thout further
processing. Oherw se, for each received and valid HELLO nessage,
the receiving router MIST update its appropriate Interface
Informati on Base and its Nei ghbor Information Base as specified in
Section 12.3 to Section 12.6. These updates MJST be perforned in the
order in which they are presented in this specification. |f any
changes satisfy any of the conditions described in Section 13, then
the indicated consequences in that section MJST be applied

i medi ately, unless noted otherw se.

Al'l nessage processing, including determ nation of whether a nessage
is invalid, considers only TLVs with Type Extension = 0. TLVs with
any other type extension are ignored. All references to, for
exanple, a TLV with Type = LINK STATUS refer to a TLV with Type =

LI NK_STATUS and Type Extension = 0.

1. Invalid Message

A received HELLO nessage is invalid for processing by this router if
any of the follow ng conditions are true:

o The address length as specified in the Message Header is not equa
to the length of the addresses used by this router.

o The nessage has a <nsg-hop-limt> field in its Message Header with
a value other than one. (Note that the nmessage does not need to
have a <nmsg-hop-linmt> field.)
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o The nessage has a <nsg-hop-count> field in its Message Header with
a value other than zero. (Note that the nessage does not need to
have a <nsg-hop-count> field.)

o The nessage does not have a Message TLV with Type = VALID TY_TI ME
inits Message TLV Bl ock

o The nessage has nore than one Message TLV with Type
VALIDI TY_TIME in its Message TLV Bl ock

o The nessage has nore than one Message TLV with Type
I NTERVAL_TIME in its Message TLV Bl ock

0 The nessage has any Address Bl ock TLV(s) with Type = LOCAL_IF and
any single Value v such that v != THIS_IF and v != OTHER | F.

0 Any address object (including different address objects
representing the same network address, in the sanme or different
Address Bl ocks) is associated with nore than one Val ue by one or
nore Address Bl ock TLV(s) with Type = LOCAL_IF.

0 Any address object (henceforth |ocal address) associated with an
Address Bl ock TLV with Type = LOCAL_IF represents one of the
receiving router’s current or recently used network addresses
(i.e., local address overlaps any network address in any
| _local _iface_addr_list in the Local Interface Set or any
IR | ocal _iface_addr in the Renpved Interface Address Set).

o The nessage has any Address Block TLV(s) with Type = LI NK_STATUS
with any single Value v such that v !'= LOST, v = SYMVETRIC, and v

I = HEARD
0 The nessage has any Address Bl ock TLV(s) with Type = OTHER_NEI GHB
with any single Value v such that v !'= LOST and v != SYMVETRI C.

0 Any address object (including different copies of an address
object, in the sane or different Address Bl ocks) is associated
with an Address Bl ock TLV with Type = LOCAL |F and with an Address
Bl ock TLV with Type = LI NK_STATUS

0 Any address object (including different copies of an address
object, in the sane or different Address Bl ocks) is associ ated
with an Address Bl ock TLV with Type = LOCAL |F and with an Address
Bl ock TLV with Type = OTHER_NEI GHB
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0 Any address object (including different copies of an address
object, in the sane or different Address Bl ocks) is associated
with nore than one Value by one or nore Address Block TLVs with
Type = LI NK_STATUS

0 Any address object (including different copies of an address
object, in the sane or different Address Bl ocks) is associated
with nore than one Val ue by one or nore Address Block TLVs with
Type = OTHER _NEI GHB

A router MAY recogni ze additional reasons for identifying that a
nessage is badly forned and therefore invalid for processing, e.g.
to allow a security protocol as suggested in Section 17 to perform
verification of HELLO nessage signatures and prevent processing of
unverifiable HELLO nmessages by this protocol

An invalid nessage MIUST be silently discarded, w thout updating the
router’s Information Bases.

12.2. Definitions
For the purpose of this section, note the follow ng definitions:

o "validity tinme" is calculated fromthe Message TLV with Type =
VALI DI TY_TI ME of the HELLO nessage as specified in [ RFC5497].
(Note that, as specified by Section 12.1, there nust be exactly
one such Message TLV in the HELLO nessage.) Al information in
the HELLO nmessage used by this specification has the sane validity
time.

0 "Receiving Address List" is the |I local iface_addr _|ist
corresponding to the MANET interface on which the HELLO nessage
was received

o "Sending Address List" is an unordered list of network addresses
of the MANET interface over which the HELLO nessage was sent,
i.e., is an unordered list of the network addresses represented by
address objects contained in the HELLO nessage with an associ at ed
Address Block TLV with Type = LOCAL_IF and Value = THHS IF. If
the Sending Address List is otherw se enpty, then the Sending
Address List contains a single network address with maxi mum prefix
length (i.e., /32 for IPv4, /128 for I Pv6) with an address equa
to the sending address of the I P datagramin which the HELLO
nessage was i ncl uded.

0 "Neighbor Address List" is an unordered list of all the network

addresses of all the interfaces of the router that generated the
HELLO nessage, i.e., is the Sending Address List, plus the network
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addresses represented by address objects contained in the HELLO
message with an associ ated Address Block TLV with Type = LOCAL_IF
and Val ue = OTHER I F.

o "EXPIRED' indicates that a timer is set to a value clearly
preceding the current tinme (e.g., current tine - 1).

0 "Renmpved Address List" is a list of network addresses created by
this HELLO nessage processing that were formerly reported as | oca

by the router originating the HELLO nessage but that are not
i ncluded in the Neighbor Address List. This list is initialized

as enpty.

0 "Lost Address List" is a subset of the Renmpved Address Li st
cont ai ni ng network addresses that were fornerly considered as
symmetric. This list is initialized as enpty.

12.3. Updating the Nei ghbor Set

On receiving a HELLO nessage, the router MJST update its Nei ghbor Set
and popul ate the Renoved Address List and Lost Address List:

1. Find all Neighbor Tuples (henceforth matchi ng Nei ghbor Tupl es)
where N _nei ghbor _addr _|ist contains any network address that
overlaps with any network address in the Nei ghbor Address List.

2. If there are no matching Nei ghbor Tuples, then
1. Create a new Nei ghbor Tuple wth:

o N neighbor_addr _list := Neighbor Address List;
o N symmetric := fal se.

3. If there is one matching Nei ghbor Tuple, then

1. |If the matching Nei ghbor Tuple's N neighbor_addr list !=
Nei ghbor Address List, then:

1. For each network address (henceforth renoved address)
that is contained in that N_neighbor_addr_I|ist but that
is not contained in the Neighbor Address List:

1. Add the renoved address to the Renmoved Address List.

2. If Nsymetric = true, then add the renmoved address
to the Lost Address List.
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12.

2. Update the matching Nei ghbor Tuple by:
o N_nei ghbor_addr _list := Neighbor Address List.
4. |If there are two or nore matchi ng Nei ghbor Tuples, then
1. For each network address (henceforth renoved address) that is
contained in the N_neighbor_addr_list of any of the matching
Nei ghbor Tuples but is not contained in the Neighbor Address
List:

1. Add renoved address to the Renpved Address List.

2. If N.synmretric = true, then add renpved address to the
Lost Address List.

2. Replace the matchi ng Nei ghbor Tuples by a single Neighbor

Tupl e with:
o N neighbor_addr _list := Neighbor Address List;
o N synmmetric := fal se

4. Updating the Lost Nei ghbor Set

On receiving a HELLO nessage, a router MJST update its Lost Nei ghbor
Set :

1. For each network address (henceforth |ost address) that is
contained in the Lost Address List, if no Lost Neighbor Tuple
with NL_nei ghbor _addr = | ost address exists, then add a Lost
Nei ghbor Tuple with:

o NL_nei ghbor_addr := |ost address;
o NL tinme := current time + N HOLD TI ME.
5. Updating the Link Sets
On receiving a HELLO nmessage, a router MJST update its Link Sets:

1. Rempve all network addresses in the Renpbved Address List fromthe
L_nei ghbor i face_addr list of all Link Tupl es.

2. Rerove all Link Tuples whose L_neighbor_iface_addr_list is now
enpty; apply Section 13.2 but not Section 13.3.
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The router MUST then update its Link Set for the MANET interface on
whi ch the HELLO nessage is received:

1. Find all Link Tuples (henceforth matching Link Tuples) where:

o L_neighbor _iface addr |ist contains one or nore network
addresses in the Sendi ng Address List.

2. If there is nore than one matching Link Tuple, then renove them
all; apply Section 13.2 but not Section 13.3.

3. If no matching Link Tuples remain, then create a new natching
Li nk Tuple with:

o L_neighbor_iface_addr_list := enpty;
o L_HEARD time := EXPlI RED

o L _SYMtinme := EXPlI RED

o L_quality := I NITIAL_QUALITY;

o L_pending := | N TIAL_PENDI NG
o L lost := false;
o L_tine := current tine + validity tine.

4. The matching Link Tuple, existing or new, is then nodified as
fol | ows:

1. If the router finds any network address (henceforth receiving
address) in the Receiving Address List in an Address Block in
the HELLO nmessage, then the Link Tuple is nodified as
fol | ows:

1. If any receiving address in the HELLO nessage is
associated with an Address Block TLV with Type =
LI NK_STATUS and wi th Val ue = HEARD or Val ue = SYMVETRI C,
t hen:
o L SYMtinme := current time + validity tine.

2. Oherwise, if any receiving address in the HELLO nessage
is associated with an Address Block TLV with Type =
LI NK_STATUS and Val ue = LOST, then

1. if L_SYMtine has not expired, then
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12. 6.

1. L_SYMtinme := EXPI RED.

2. if L_status HEARD, t hen:
o Ltinme :=current time + L_HOLD TI ME
2. L_neighbor_iface_addr _list := Sending Address List.

3. L _HEARD time := max(current time + validity tinme,
L_SYM tine).

4. |If L_status = PENDI NG then
o L_tinme := max(L_tinme, L_HEARD tine).

5. Oherwise, if L status = HEARD or L_status = SYMMETRIC, then
o L tine := max(L_tinme, L_ HEARD tine + L_HOLD TI ME)

Updating the 2-Hop Set

On receiving a HELLO nmessage, a router MJST update its 2-Hop Set for
the MANET interface on which the HELLO nessage was received:

1

Rermove all network addresses in the Renmoved Address List fromthe
N2_nei ghbor i face_addr |ist of all 2-Hop Tuples.

If the Link Tuple whose L_neighbor_iface_addr_list = Sending
Address List, has L_status = SYMMETRIC, then

1. For each network address (henceforth 2-hop address) in an
Address Bl ock of the HELLO nessage, where:

0 a 2-hop address is not contained in the Nei ghbor Address
Li st;

0 a 2-hop address is not contained in any
| local iface addr _list; AND

0 a 2-hop address !'= any IR |ocal _iface_addr
performthe follow ng processing:

1. |If the 2-hop address has an associ ated Address Bl ock TLV
Wit h:

0 Type = LINK_STATUS and Val ue = SYMMETRIC, OR
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o Type = OTHER NEI GHB and Val ue = SYMVETRI C,
then, if there is no 2-Hop Tuple such that:

0o N2_neighbor_iface_addr_list contains one or nore
networ k addresses in the Sending Address List; AND

o N2 2hop_addr = 2-hop address,
then create a 2-Hop Nei ghbor Tuple with:
o N2 _2hop_addr := 2-hop address.

This 2-Hop Tuple (existing or new) is then nodified as
fol | ows:

o N2_neighbor_iface_addr_list := Sending Address List;
o N2 tinme := current time + validity tine.

2. Oherwise, if a 2-hop address has an Address Bl ock TLV

Wt h:
o Type = LINK STATUS and Val ue = LOST or Val ue = HEARD
OR

o Type = OTHER NEI GHB and Val ue = LOST;
then renove all 2-Hop Tuples wth:

o N2 _neighbor_iface_addr _|ist containing one or nore
networ k addresses in the Sending Address List; AND

o0 N2 _2hop_addr = 2-hop address.
13. Qher Information Base Changes
The Interface and Nei ghbor Information Bases MJUST be changed when
certain events occur. These events may result from HELLO nessage
processi ng or may be otherwi se generated (e.g., expiry of tinmers or
link quality changes).

Events that cause changes in the Informati on Bases are:

0 A Link Tuple's L_status changes to SYMMETRIC. In this case, the
actions specified in Section 13.1 are performed.
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o A Link Tuple's L_status changes from SYMVETRIC, or the Link Tuple
is removed. In this case, the actions specified in Section 13.2
are performed.

o A Link Tuple’s L_HEARD tine expires, or the Link Tuple is renoved.
In this case, the actions specified in Section 13.3 are perforned.

o Local interface network address changes. |In this case, the
actions specified in Section 9 are performed.

o Link quality changes. 1In this case, the actions specified in
Section 14 are perforned.

If a Link Tuple is renoved, or if L _status changes from SYMVETRI C and
L_HEARD tinme expires, then the actions specified in Section 13.2 MJST
be performed before the actions specified in Section 13.3 are
performed for that Link Tuple.

A router MAY report updated information in response to any of these
changes in HELLO nessage(s), subject to the constraints in

Section 11.

A router that transmits HELLO nmessages in response to such changes
SHOULD transmt a HELLO nessage:

o On all MANET interfaces, if the Neighbor Set changes such as to
i ndi cate the change in symetry of any 1-hop nei ghbors (incl uding
addition or removal of symmetric 1-hop nei ghbors).

o Oherwise, on all those MANET interfaces whose Link Set changes
such as to indicate a change in L_status of any 1-hop nei ghbors
(including the addition or renoval of any 1-hop nei ghbors, other
than those consi dered pending).

13.1. Link Tuple Symetric

If, for any Link Tuple that does not have L _status = SYMVETRI C.

o L_status changes to SYMVETRI C,

t hen:

1. For the Nei ghbor Tuple whose N neighbor_addr |ist contains
L_nei ghbor i face_addr _list, set:

o N synmetric := true.
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2. Renpve all Lost Nei ghbor Tuples whose NL_nei ghbor_addr is
contained in that N_neighbor_addr_list.

This includes any newWy created Link Tupl es whose status is
i medi ately updated such that L_status = SYMVETRIC. (Note that in
this specification, all Link Tuples are created such that their
L status is not SYMMETRIC, but a Link Tuple nmay be inmedi ately
updat ed by subsequent processing of the sane HELLO nessage t hat
caused the creation of the Link Tuple such that the Link Tuple’'s
L_status changes to SYMVETRI C.)

13.2. Link Tuple Not Symmetric
If for any Link Tuple with L_status = SYMVETRI C.
o L_status changes to any other value; OR
o the Link Tuple is renoved;
t hen:

1. Al 2-Hop Tuples for the sane MANET interface wth:

o N2 _neighbor_iface_addr _|ist contains one or nore network
addresses in L_neighbor _iface_addr |ist;

are renoved

2. For the Nei ghbor Tuple whose N_nei ghbor_addr_I|ist contains
L_nei ghbor i face_addr _|ist:

1. If there are no renmining Link Tuples for any MANET interface
wher e:

o L_neighbor_iface_addr_list is contained in
N _nei ghbor _addr _|ist; AND

o L_status = SYMMETRI C,
then nodify the Nei ghbor Tuple by:
1. N.symetric := fal se.

2. For each network address (henceforth nei ghbor address) in
N_nei ghbor _addr _|ist, add a Lost Nei ghbor Tuple with:

o NL_nei ghbor_addr := nei ghbor address;
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14.

o NL tinme := current time + N HOLD TI ME.
3. Link Tuple Heard Ti neout
[f, for any Link Tuple:
o L HEARD tinme expires; OR
o the Link Tuple is renoved,
t hen:
1. For the Nei ghbor Tuple whose N neighbor_addr |ist contains
L _nei ghbor _iface_addr _list, if no Link Tuples for any MANET

interface remni n where

o L_neighbor_iface_addr_list is contained in
N _nei ghbor _addr _|ist; AND

o L HEARD time is not expired;
then renove the Nei ghbor Tupl e.
Link Quality
Link quality is a mechani smwhereby a router MAY take considerations
ot her than message exchange into account for determining when a |ink
is and is not a candidate for being considered as HEARD or SYMVETRI C.

As such, it is a "link adm ssion" nechani sm

Link quality information for a link is generated (e.g., through
access to signal to noise ratio, packet loss rate, or other

information fromthe link layer) and used only locally, i.e., is not
included in signaling, and routers may interoperate whether they are
using the same, different, or no, link quality information. Link

quality information is specified as a nornalized, dinensionless
figure in the interval zero to one, inclusive, a higher value
indicating a better link quality.

For depl oynents where no link quality is used, the considerations in
Section 14.1 apply. For deployments where link quality is used, the
general principles of link quality usage are described in

Section 14.2. Sections 14.3 and 14.4 detail link quality
functioni ng.
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14.1. Deploynent without Link Quality

In order for a router to not enploy link quality, the router MJST
defi ne:

o |N TIAL_PENDI NG : = fal se;

o INTIAL QUALITY >= HYST REJECT (there is no reason not to define
INITIAL_QUALITY := 1).

14.2. Basic Principles of Link Qality

To enable link quality usage, the L_quality value of a Link Tuple is
used in conjunction with two thresholds, HYST_ACCEPT and HYST_REJECT,
to set the flags L_pending and L_l ost of that Link Tuple. Based on
these flags, the link status to advertise for that Link Tuple is
determ ned as described in Section 7.1.

The use of two thresholds inplenents |ink hysteresis, whereby a |ink
that has HYST REJECT <= L_quality < HYST_ACCEPT may be either
accepted or rejected (depending on which threshold it has nost
recently crossed, or, if neither, on the value of paraneter
INITIAL_PENDING. Wth appropriate values of these parameters, this
prevents overly rapid changes of |ink status.

The basic principles of link quality usage are as foll ows:

o A router does not advertise a neighbor interface in any state
until L_quality is acceptable:

o If INITIAL_PENDING = true, then the link is advertised when
link L _quality >= HYST_ACCEPT.

o Oherwise, the link is advertised when L_quality >=
HYST_REJECT.

A link that is not yet advertised has L_pending = true.

0 Once L_quality >= HYST_ACCEPT, the router sets L_pending := fal se,
indicating that the link can be advertised.

o Alink for which L _pending = false is advertised until its
L _quality drops bel ow HYST REJECT.

o If alink has L_pending = false and L_quality < HYST_REJECT, the
link is LOST and is advertised as such. This link is not
reconsi dered as a candi date HEARD or SYMVETRI C |ink unti
L_quality >= HYST_ACCEPT.
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14.

o Alink that has an acceptable quality nay be advertised as HEARD,
SYMMETRI C or LOST according to the exchange of HELLO nessages.

In order that these principles can all hold, a router MJST NOT
defi ne:

o |INTIAL_PENDI NG = fal se and I NI TI AL_QUALI TY < HYST_REJECT; OR

0 INTIAL_PENDI NG = true and I NI TI AL_QUALITY >= HYST_ACCEPT.
3. When Link Quality Changes

If L quality for a Iink changes, then the followi ng actions MJST be
t aken:

1. If L_quality >= HYST_ACCEPT, then the corresponding Link Tuple is
nodi fi ed by:

1. L_pending := fal se;
2. L_lost := false;
3. If L_status = HEARD or L_status = SYMVETRI C, then
o L tinme := max(L_tinme, L_ HEARD tine + L_HOLD TI ME)

2. If L_status !'= PENDING and L_quality < HYST_REJECT, then the
correspondi ng Link Tuple is nodified by:

1. If L lost = false, then

o L_lost true;

o L_tinme :=mn(L_time, current tine + L_HOLD TI ME)

As a result of this processing, the L_STATUS of a Link Tuple may
change. In this case, the processing actions corresponding to this
change, as specified in Section 13, MJST al so be taken

If L_quality for a link is updated based on HELLO nessage reception
or on reception of a packet including a HELLO nessage, then L_quality
MUST be updated prior to the HELLO nessage processing described in
Section 12. (If the receipt of the HELLO nessage, or the packet
containing it, creates the Link Tuple, then the Link Tuple MJST be
created with the appropriately updated L_quality value, rather than
with L_quality := INTIAL_QUALITY.)
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15.

15.

15.

4. Updating Link Quality

A router MAY update link quality based on any information avail able
toit. Particular cases that MAY be used include

o Information fromthe link layer, such as signal-to-noise ratio or
packet acknow edgrment reception and | oss information.

0 Receipt or loss of control packets. [|f control packets include a
sequenti al packet sequence number, as defined in [RFC5444], then
link quality can be updated when a control packet is received,
whet her or not it contains a HELLO nessage. The link quality may
then, for exanple, be based on whether the last N out of Mcontro
packets on the link were received, or may use a "l eaky integrator”
tracki ng packet reception and | oss.

0 Receipt or loss of HELLO nessages. |If the nmaxi muminterva
bet ween HELLO nessages is known (such as by inclusion in HELLO
nessages of a Message TLV with Type := I NTERVAL_TI Mg, as defined

in [RFC5497]), then the loss of HELLO nmessages can be determ ned
wi t hout the need to receive a |later HELLO nmessage. Note that if
this case is conmbined with the previous case, then care nust be
taken to avoid "double counting” a | ost HELLO nessage in a | ost
packet .
Proposed Val ues for Paraneters and Constants

This section lists the paraneters and constants used in the

specification of the protocol, and proposed val ues of each that MAY

be used when a single value of each is used.

1. Message Interval Interface Paraneters

0 HELLO INTERVAL := 2 seconds

0 HELLO M N_INTERVAL : = HELLO | NTERVAL/ 4

0 REFRESH | NTERVAL : = HELLO_ | NTERVAL

2. Information Validity Time Interface Paraneters

o HHOD TIME := 3 x REFRESH_| NTERVAL

o L_HOLD TIME := H HOLD TIME
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15. 3.

o

o

15. 4.

I f
li

o

o

15. 5.

15. 6.

16.

a

Information Validity Tinme Router Paraneters

N HOLD TIME := L_HOLD TI ME
| _HOLD TIME := N_HOLD TI ME
Link Quality Interface Paraneters

link quality is changed, then paraneter values will depend on the
nk quality process. If link quality is not changed, then

HYST_ACCEPT := 1

0

HYST_REJECT :

1

I NI TIAL_QUALI TY :

I NI TI AL_PENDI NG : = fal se

Jitter Interface Paraneters

HP_MAXJI TTER :

HELLO | NTERVAL/ 4

HT_MAXJI TTER : = HP_MAXJI TTER
Const ant s

C := 1/1024 second

Usage with Other Protocols

her protocols, such as MANET routing protocols, that use

nei ghbor hood di scovery, may need to interact with this protocol
This protocol is designed to permt such interactions, in particular

o

Thr ough accessing, and possibly extending, the information in the
Local Information Base (Section 6), the Interface Informati on Base
(Section 7), and the Neighbor Information Base (Section 8). These
I nformati on Bases record the interface configuration of the
router, as well as the local connectivity, up to two hops away.

Al updates to the elements specified in this docunent are subject
to the constraints specified in Appendi x B

Thr ough accessing an outgoi ng HELLO nessage prior to it being
transmtted over any MANET interface, and to add information
(e.g., TLVs) as specified in [RFC5444]. This may, for exanple, be
to allow a security protocol, as suggested in Section 17, to add a
TLV containing a cryptographic signature to the nessage, or be to
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allow inserting relay selection information into a HELLO nessage
by way of adding a TLV to an outgoing HELLO nessage prior to it
being transnitted.

o Through accessing an incom ng HELLO nmessage, and potentially
discarding it prior to processing by this protocol. This may, for
exanpl e, allow a security protocol as suggested in Section 17 to
performverification of HELLO nessage si ghatures and prevent
processi ng of unverifiable HELLO messages by this protocol

o Through accessing an incom ng HELLO nessage after it has been
conpl etely processed by this protocol. This may, in particular
all ow a protocol that has added information, such as rel ay
selection information by way of inclusion of appropriate TLVs,
access to such information after appropriate updates have been
recorded in the Informati on Bases in this protocol

o Through requesting that a HELLO nessage be generated at a specific
time. |In that case, HELLO nessage generation MJST still respect
the constraints in Appendix B

Address objects in HELLO nessages are processed according to their
associ ated Address Block TLVs. Al such address objects are to be
processed according to this specification are associated with Address
Bl ock TLVs with Type of LOCAL |F, OTHER NEI GHB, or LI NK STATUS (and
type extension zero). Address objects not associated with an Address
Bl ock TLV of any of these Types are therefore not processed by the
protocol described in this specification.

A protocol, such as a MANET routing protocol, interacting with this
protocol may need to add information to HELLO nessages. This nay be
in the formof associating TLVs (of Type other than LOCAL |IF,

OTHER _NEI GHB, or LINK STATUS) to address objects already included by
this specification.

A protocol, such as a MANET routing protocol, interacting with this
protocol may also add information to HELLO nessages by inserting
address objects not already included by this specification. Such
address objects are in the following called "inserted addresses".
These inserted addresses may added to Address Bl ocks al ready present
by virtue of the HELLO nessage generation in this specification, or
may appear in new Address Bl ocks. |In both cases, the followi ng MJST
be observed

0 An inserted address MUST NOT be associated with an Address Bl ock
TLV of Type LOCAL_I F, OTHER_NEI GHB, or LINK STATUS. Consequently,
the processing in this specification will ignore such address
obj ect s.
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o0 Each inserted address MJST be associated with an Address Bl ock
TLV, to be defined by the specification of the protocol inserting

the address object. In this way, all addresses present in a HELLO
nmessage are associated with an Address Bl ock TLV defining their
semanti cs.

Informal | y speaking, Address Bl ock TLVs define the senmantics of
address objects in an Address Block. |[If an address object in an
Address Bl ock does not have any Address Bl ock TLVs associ ated, that
address object has no semantics. Consequently, all protocols using
the protocol defined in this specification MIST respect the
fol | owi ng:

0 An address object in an Address Bl ock, which is not associated
with any Address Bl ock TLV, MJST be silently ignored; the nere
presence of an address object wi thout an associ ated Address Bl ock
TLV in a HELLO message MJST NOT cause any processi ng.

A protocol interacting with this protocol MAY al so add an ori gi nator
address to HELLO nessages, as specified in [RFC5444]. Such an
originator address MJST be unique to the originating router, it MAY
be a local interface address of the router. It SHOULD be used

consi stently, but SHOULD NOT be constrai ned in any other way.

Strict adherence to these points will enable unanbi guous coexi stence
of future "extensions" to HELLO nessages.

In some cases, a protocol interacting with the protocol defined in
this specification, may need to recogni ze which HELLO nessages to
process and whi ch HELLO nessages to discard. It is the
responsibility of that protocol to ensure that such nessages are
suitably identifiable, e.g., through inclusion of a Message TLV or

t hrough recogni zi ng an admini strative configuration (such as address
ranges). Note that such a protocol interacting with this protoco
MAY specify such interaction by recognizing an additional reason for
di scarding a nessage. As suggested in Section 17 this mght, for
exanpl e, be a security protocol discarding a nmessage that does not
carry a Message TLV containing a cryptographic signature.

Security Consi derations

The objective of this protocol is to allow each router in the network
to acquire information describing its 1-hop nei ghborhood and
symmetric 2-hop nei ghborhood. This is acquired through HELLO nessage
exchange between nei ghboring routers. This information is nade
avai |l abl e through the Interface Informati on Bases and Nei ghbor

I nformati on Base, describing the router’s 1-hop nei ghborhood and
symmetri c 2-hop nei ghbor hood.
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Under normal circunstances, the information recorded in these
Informati on Bases is correct, i.e., corresponds to the actual network
topol ogy, apart from any changes that have not (yet) been tracked by
the HELLO nmessage exchanges.

If a router for some reason, whether nalice or malfunction, transmts
i nval id HELLO nessages, incorrect information may be recorded in
other routers’ Infornmation Bases. This protocol specification does,
however, prevent inconsistent information from being included in the

I nformati on Bases through the specified processing, which naintains
the constraints in Appendi x B. The exact consequence of information

i nexact ness depends on the use of these Informati on Bases, and SHOULD
therefore be reflected in the specification of protocols that use

i nformati on provi ded by this nei ghborhood di scovery protocol

This section, therefore, firstly outlines the ways in which correctly
formed, but still invalid, HELLO nmessages nmy appear, in
Section 17.1.

Injection of invalid HELLO nessages into a network may be prevented
in a nunber of ways. |If, for exanple, a network is deployed in a
site to which access is strictly regulated, so that physical access
and proximty to the network is prevented, then further security
nmechani sns to protect against malicious routers injecting invalid
HELLO nessages may not be required. Simlarly, if the link |ayer
over which the network is fornmed provi des appropriate
confidentiality, authentication, and integrity, then this may, for a
gi ven depl oynent, suffice to appropriately protect against disclosure
of information to an eavesdropper, and against a malicious router
injecting invalid HELLO nessages. |In the latter case, the link |ayer
woul d discard frames that fail the Iink-layer checks, w thout
attenpting to deliver such franes to IP. Finally, certain usage may
be of a nature where disruption of service is of no consequence, or
at least not of sufficient consequence to warrant depl oynent of
addi ti onal security nechani sns.

A further point to stress, and which follows fromthe discussions
above is, that it will not be the case that "one size security fits
all". Different deploynents nmay have different requirenents. For
exanpl e, in a deploynent of a | ow val ue sensor network,

aut hentication using a sinple nessage authentication code and shared
symmetric keys may suffice, while anything beyond that may require
too many conputational resources to be viable. Conversely, in, for
exanpl e, a community network, verifying not only that the originator
of a HELLO nmessage "has the right key" but also the precise identity
of the originator may be required to be proved, and conputationa
resources may be available to make such a requirenent feasible.
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Section 17.2, therefore, does not specify a single "one-size-fits-
all" mechanism but rather details how the security suggestions in

[ RFC5444] are considered for applicability within the context of this
protocol, and with the purpose of aiding depl oynent-specific security
mechani sns to be devel oped

1. Invalid HELLO Messages

A correctly formed, but still invalid, HELLO nessage nay take any of
the following forms. Note that a present or absent address object in
an Address Bl ock, does not by itself cause a problem It is the
presence, absence, or incorrectness of associated LOCAL |F,

LI NK_STATUS, and OTHER NEI GHB Address Bl ock TLVs that causes

pr obl ens.

A router may provide false information about its own identity:

o The HELLO nessage nmmy contain address objects with an
associ ated LOCAL | F Address Bl ock TLV that do not correspond to
addresses of interfaces of the router transmtting the HELLO
nmessage.

o The HELLO message may omit network addresses, or their
associ ated LOCAL | F Address Bl ock TLV, of interfaces of the
router transmitting the HELLO nessage (other than the all owed
om ssion of the only local interface network address of the
MANET i nterface over which the HELLO nessage is transmitted, if
that is the case).

o The HELLO nessage mmy incorrectly specify the LOCAL | F Address
Bl ock TLV Val ue associated with one or nore local interface
net wor k addresses, indicating incorrectly whether they are
associated with the MANET interface over which the HELLO
nmessage is transmitted.

A router may provide false informati on about the identity of other
routers:

0 A present LINK STATUS Address Bl ock TLV nay, incorrectly,
identify a network address as being of a MANET interface that
is or was heard on the MANET interface over which the HELLO
nessage is transmtted.

o0 A consistently absent LINK STATUS Address Bl ock TLV may,
incorrectly, fail to identify a network address as being of a
MANET interface that is or was heard on the MANET interface
over which the HELLO nmessage is transmtted.

Cl ausen, et al. St andards Track [ Page 56]



RFC 6130 MANET- NHDP April 2011

o A present OTHER NElI GHB Address Bl ock TLV may, incorrectly,
identify a network address as being of a router that is or was
in the sending router’s synmetric 1-hop nei ghborhood.

o A consistently absent OTHER _NEI GHB Address Bl ock TLV nay,
incorrectly, fail to identify a network address as being of a
router that is or was in the sending router’s symetric 1-hop
nei ghbor hood.

o The Value of a LINK STATUS Address Bl ock TLV may incorrectly
i ndicate the status (LOST, SYMVETRI C or HEARD) of the link from
a 1- hop nei ghbor.

o The Value of an OTHER NEI GHB Address Bl ock TLV may incorrectly
i ndicate the status (LOST or SYMMETRIC) of a symmetric 1-hop
nei ghbor .

17.2. Authentication, Integrity, and Confidentiality Suggestions

The security suggestions in [RFC5444] regarding inclusion of a
cryptographic signature in a Message TLV or a Packet TLV can be
applied to this protocol. Failure to verify either form of
cryptographi c signature should cause a HELLO nessage to be rejected
wi t hout bei ng processed.

The following sinplification of the suggestions for end-to-end
authentication for integrity in [ RFC5444] may be applied to HELLO
messages:

o0 As the Message Header fields <nsg-hop-count> and <msg-hop-linmt>
are either omtted or will always have the values 0 and 1,
respectively, an end to end cryptographic signature can be
cal cul ated based on the entire HELLO nmessage, including its
unnodi fi ed Message Header

The security mechani sms suggested in [ RFC5444] with respect to
confidentiality can be directly applied to this protocol

18. | ANA Consi derations
Thi s specification defines one Message Type, which has been all ocated
fromthe "Message Types" registry of [ RFC5444], and three Address

Bl ock TLV Types, which have been allocated fromthe "Address Bl ock
TLV Types" registry of [RFC5444].
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18.

18.

18.

1. Expert Review Evaluation Quidelines

For the registries where an Expert Review is required, the designated
expert SHOULD take the sane general recomendations into
consi deration as are specified by [ RFC5444].

2. Message Types
Thi s specification defines one Message Type, which has been all ocated

fromthe 0-223 range of the "Message Types" nanespace defined in
[ RFC5444], as specified in Table 3.

S S +
| Type | Description |
o T +
| 0 | HELLO : Local signaling

S R, o e e e e e e e +

Tabl e 3: Message Type Assi gnnent
3. Message- Type- Specific TLV Type Registries

| ANA has created a registry for Message- Type-specific Message TLVs
for HELLO nessages, in accordance with Section 6.2.1 of [RFC5444],
and with initial assignnments and allocation policies as specified in
Tabl e 4.

B R S e +
| Type | Description | Allocation Policy |
S T i +
| 128-223 | Unassigned | Expert Review |
Fomm e Fom e o e e o s +

Tabl e 4: HELLO Message- Type-speci fic Message TLV Types

| ANA has created a registry for Message- Type-specific Address Bl ock
TLVs for HELLO nessages, in accordance with Section 6.2.1 of

[ RFC5444], and with initial assignments and allocation policies as
specified in Table 5.

SR S o e a o +
| Type | Description | Allocation Policy |
. U o e e ek +
| 128-223 | Unassigned | Expert Review |
R R o e e e oo s +

Tabl e 5: HELLO Message- Type-specific Address Bl ock TLV Types
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18.4. Address Bl ock TLV Types

Thi s specification defines three Address Bl ock TLV Types, which have
been allocated fromthe "Address Bl ock TLV Types" nanespace defi ned
in [RFC5444]. | ANA has made allocations in the 0-127 range for these
types. Three new type extension registries have been created, with
assignments as specified in Tables 6, 7, and 8. Specifications of
these Address Bl ock TLVs are in Section 10.1.1, with Value Constants
defined in Section 18.5.

TSR S R, TSR o e e e e e e a oo - S +

| Nare | Type | Type | Description | Allocation

| | | extension | | policy

S Fomm - - Fom e o m e e e a e e oo Fom o +
LOCAL_I F 2 0 Specifies that the

| |
| network address is |
| associated with this

| local interface of the

| sending router |
| (THHS IF = 0) or |
| another | ocal |
| interface of the |
| sending router |
| (OTHER_IF = 1) |
| Unassi gned | Expert
| | Review

Tabl e 6: Address Bl ock TLV Type Assignnent: LOCAL I|IF

U Fomm o Fom oo e Fom ek +

| Nane | Type | Type | Description | Allocation

| | | extension | | policy

Fom e e e e oo - Fomm e o - S o m e e e e aa o - Fomm e oo - +
LI NK_STATUS 3 0 Specifies the

| | |
| | status of the link

| | fromthe indicated

| | network address

| | (LOST = 0, |
| | |
| | |
| | |
| | |

SYMMETRIC = 1, or
HEARD = 2)
LI NK_STATUS 3 1- 255 Unassi gned Expert
Revi ew
Fom e Fomm - - Fom e o e e e e e oo Fom o +

Table 7: Address Bl ock TLV Type Assignnent: LINK _STATUS
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18.

oo Fomm o Fom oo Fom e e e e e oo Fom ek +

| Nane | Type | Type | Description | Allocation

| | | extension | | policy |

Fomm oo o - Fomm e o - S Fom e e e oo Fomm e oo - +
OTHER_NEI GHB 4 0 Specifies the

| |
| status of the

| relationship with

| the router that

| uses the indicated
| network address on
| one or nore |
| interfaces (LOST =
| 0, or SYMVETRIC =
| 1) |
| Unassigned | Expert
| | Review

Tabl e 8: Address Bl ock TLV Type Assignnment: OTHER NEI GHB
5. LOCAL_IF, LINK_STATUS, and OTHER _NEI GHB Val ues
Note: This information is recorded here for clarity and for use
el sewhere in this specification. The information required by 1ANA is
i ncluded in the descriptions of the Address Bl ock TLVs allocated in

Section 18. 4.

The Val ues that the LOCAL_|I F Address Bl ock TLV can use are the
fol | owi ng:

o THISIF:=0
o OTHER IF :=1

The Val ues that the LINK STATUS Address Bl ock TLV can use are the
fol | owi ng:

o LGST :=0
o SYMVETRIC : =1
o HEARD := 2

The Val ues that the OTHER NEI GHB Address Bl ock TLV can use are the
foll ow ng:

o LOST :=0
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19.

20.

o SYMMETRIC : =1
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Appendi x A, Address Bl ock TLV Conbi nati ons

The al gorithm for generating HELLO messages in Section 11 specifies
whi ch 1-hop nei ghbor network addresses may be included in the Address
Bl ocks, and with which associ ated Address Bl ock TLVs. These Address
Bl ock TLVs may have Type = LINK STATUS or Type = OTHER NEI GHB, or
both. Address Block TLVs with Type = LI NK_STATUS nmay have three
possi bl e Val ues (Value = HEARD, Val ue = SYMMETRIC, or Value = LOST),
and Address Bl ock TLVs of TYPE = OTHER _NEI GHB nay have two possible
Val ues (Value = SYMVETRIC or Value = LOST). Wen both Address Bl ock
TLVs are associated with the same network address only certain

conbi nati ons of these Address Bl ock TLV Val ues are necessary, and are
the only conbinati ons generated by the algorithmin Section 11

These conbinations are indicated in Table 9.

Cells labeled with "Yes" indicate the possible conbinations that are
generated by the algorithmin Section 11. Cells |abeled with "No"

i ndi cate conbi nati ons not generated by the algorithmin Section 11
but that are correctly parsed and interpreted by the algorithmin
Section 12. The cell labeled with "No*" is actually inconsistent, it
i s handl ed by ignoring the Address Block TLV with Type =
OTHER_NEI GHB, but SHOULD NOT be used.

S S S S +
| | Type = | Type = | Type = |
| | OTHER NEIGHB | OTHER NEIGHB, | OTHER NEI GHB, |
| | (absent) | Val ue = | Value = LOST

| | | SYMVETRIC | |
o m e e o o m e e o o m e e o o m e e o +
| Type = | No | Yes | Yes

| LI NK_STATUS | | | |
| (absent) | | | |
| Type = | Yes | Yes | Yes

| LI NK_STATUS, | | | |
| Value = HEARD | | | |
| Type = | Yes | No | No* |
| LI NK_STATUS, | | | |
| Value = | | | |
| SYMVETRI C | | | |
| Type = | Yes | Yes | No

| LI NK_STATUS, | | | |
| Value = LOST | | | |
o o o o +

Tabl e 9: LI NK_STATUS and OTHER _NEI GHB TLV Conbi nati ons
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Appendi x B. Constraints

Any process that updates the Local Information Base or the Nei ghbor
I nformati on Base MJST ensure that all constraints specified in this
appendi x are mai nt ai ned.

In

o

o

each Local Interface Tuple:
| local iface_addr_|ist MJUST NOT be enpty.

| local iface_addr_list MJST NOT contain any duplicated network
addr esses.

If | _manet = true, then | local iface_addr _|ist MJST NOT contain
any network address that overlaps any network address in the

| local iface_addr_list of any other Local Interface Tuple with
| _manet = true, unless it is known that the correspondi ng MANET
interfaces will always comunicate with separate sets of MANET
interfaces on other routers.

each Renoved Interface Address Tuple:

I R | ocal _iface_addr MJUST NOT contain any network address that is
inthe | local iface addr |ist of any Local Interface Tuple.

IR | ocal _iface_addr MJUST NOT equal the IR |ocal iface_addr of any
ot her Renmoved Interface Address Tuple.

each Link Tuple:
L_nei ghbor _i face_addr _|ist MJST NOT be enpty.

L_nei ghbor _i face_addr _li st MJST NOT contain any network address
that overlaps any network address in the | _local _iface_addr_li st
of any Local Interface Tuple or the IR |ocal _iface_addr of any
Renoved I nterface Address Tuple.

L_nei ghbor _i face_addr _|i st MJST NOT contain any duplicated network
addr esses.

L_nei ghbor _i face_addr _|i st MJUST NOT contain any network address
which is in the L_neighbor_iface addr _|list of any other Link Tuple
in the same Link Set.

If L_HEARD tine has not expired, then there MJST be a Nei ghbor
Tupl e whose N_nei ghbor _addr _|i st contains
L_nei ghbor _i face_addr _|i st.
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o

L HEARD tine MJUST NOT be greater than L_tine.

L_SYM tine MJST NOT be greater than L_HEARD tinme (unless both are
expired).

L quality MJUST NOT be less than O or greater than 1.

If L _quality >= HYST_ACCEPT, then L_pending MIST be fal se.

If L _quality < HYST_REJECT, then L_status MJST be PENDI NG or LOST.
L_pendi ng MUST NOT be set to true if it is currently fal se.

each Nei ghbor Tupl e:

N_nei ghbor _addr _Iist MJUST NOT contain any network address that
over|l aps any network address in the | _local _iface_addr_list of any
Local Interface Tuple or the IR |ocal _iface _addr of any Renobved

Interface Address Tuple.

N_nei ghbor _addr _I'i st MJUST NOT contain any duplicated network
addr esses.

N _nei ghbor _addr _|ist MJST NOT contain any network address that is
in the N _neighbor_addr |ist of any other Nei ghbor Tuple.

If N symmetric is = true, then there MJUST be one or nore Link
Tupl es with:

o L_neighbor iface addr _|ist contained in N _neighbor_addr |ist;
AND

o L_status = SYMMETRI C

If Nsymmetric is = false, then there MIJST be one or nore Link
Tupl es with:

o L_neighbor _iface addr _|ist contained in N _neighbor_addr |ist.

Al'l such Link Tuples MJUST NOT have L_status = SYMMETRIC. At | east
one such Link Tuple MJST have L_HEARD tinme not expired.

each Lost Nei ghbor Tupl e:
NL_nei ghbor _addr MJST NOT overlap any network address in the

| local iface_addr_list of any Local Interface Tuple or the
IR | ocal _iface_addr of any Renoved Interface Address Tuple.
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o NL_nei ghbor_addr MJUST NOT equal the NL_nei ghbor_addr of any ot her
Lost Nei ghbor Tupl e.

o NL_nei ghbor_addr MJST NOT be in the N_nei ghbor_addr_list of any
Nei ghbor Tuple with N _symetric = true

In each 2-Hop Tupl e:

o0 There MUST be a Link Tuple associated with the same MANET
interface with:

o L_neighbor _iface addr list = N2 _nei ghbor _iface_addr _|ist; AND
o L_status = SYMMETRI C

0 N2_2hop_addr MJST NOT overlap any network address in the
| local iface_addr_Ilist of any Local Interface Tuple or the
IR | ocal iface_addr of any Renobved Interface Address Tuple.

o N2 2hop_addr MJUST NOT be the N2_2hop_addr of any other 2-Hop Tuple
in the same 2-Hop Set and with the same
N2_nei ghbor _i face_addr _|i st.

o N2 2hop_addr MJUST NOT be in the N2_nei ghbor _iface addr _list of the
sanme 2-Hop Tupl e

Appendi x C. HELLO Message Exanpl e

HELLO messages are instances of [RFC5444] nmessages, and this protoco
supports any conbi nati on of nessage header options and address

encodi ngs, enabl ed by [ RFC5444] that convey the required infornmation.
As a consequence, there is no single way to represent how all HELLO
nmessages | ook. This appendix illustrates two HELLO nessage with
simlar content, the exact values included are explained in the

foll owi ng text.

The HELLO nessage’s four bit Message Flags (M) field has value 7

i ndi cating that the nessage header contains hop limt, hop count, and
nmessage sequence nunber fields. |Its four bit Message Address Length
(MAL) field has value 3, indicating addresses in the message have a

l ength of four octets, here being | Pv4d addresses. The nessage is as
transmtted, with a hop Iimt of 1 and a hop count of 0. The overal
nessage length is 45 octets.

The nessage contains a Message TLV Block with content I ength 8 octets
contai ning two Message TLVs, of types VALIDITY_TIME and

| NTERVAL_TI ME. Each uses a Message TLV with Flags octet (MILVF)

val ue 16, indicating that each has a Value, and each has a Val ue
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Length of 1 octet. The Values included are tinme codes (as defined in
[ RFC5497]) representing the paranmeters H HOLD TI ME and
HELLO | NTERVAL, respectively.

The nessage has a single Address Bl ock containing 5 addresses. The
Address Bl ock Flags octet (ABF) value 128 indicates an address Head
but no address Tail, and no address prefixes. The Head Length of 3
octets indicates address Md sections of one octet each (Md 0 to Md
4) .

The foll owi ng Address Bl ock TLV Bl ock (content |ength 14 octets)

i ncludes two Address Block TLVs. The first is a LOCAL_|IF Address
Bl ock TLV with Fl ags octet (ATLVF) value 80, which indicates that a
single address, with index O (i.e., the address Head:Md 0) is the
single local interface address of this router (the one octet Value
THIS IF indicates that this address is of this interface). The
second is a LI NK STATUS Address Block TLV with Fl ags octet (ATLVF)
val ue 52, which specifies the Ilink status values of all reported
nei ghbors in a single multival ue Address Bl ock TLV that covers the
addresses with indexes 1 to 4, inclusive. The Address Bl ock TLV
Val ue Length of 4 octets indicates one octet per Value per address.
The | ast four addresses thus are of neighbors, each an with
associated link status: the first and second HEARD, the third
SYMMVETRI C, and the fourth LOST.

Cl ausen, et al. St andards Track [ Page 67]



RFC 6130

c

1

MANET- NHDP

1

(N)
w
IS
ol

6

2

April

3

e i T S e e e e o o ok o

MF=7 | MAL=3 | Message Length = 45

B i T i S i T S S S i o

Hop Count = 0 | Message Sequence Nunber

R L ok e T R R e

k Length =8 | VALIDITY. TIME| MILVF = 16

R e T R e e e E R e

Value (Tine) | INTERVAL_TIME | MILVF = 16

B o T T e e ik i R TR R S T e i sl S S

Value (Tine) | Num Addrs = 5 | ABF = 128

i T S S S L i S S SR o

Head

e i T S e e e e o o ok o
Md 1 | Md 2 | Md 3

B o T T e e ik i R TR R S T e i sl S S

Address TLV Block Length = 14 | LOCAL_I F

i T S S R L CE e ok s oo

Index = 0 | Value Len =1 | THI S IF
e i T T e e e R e o o o e
ATLV = 52 | Strt Indx =1 | Stop Indx = 4

B i T i S i T S S S i o
HEARD | HEARD | SYMVETRI C

i T S S Ltk ik T N o

0
01234567890
i il I R R
| HELLO

S K o I N
| Hop Limt =1
B ik i I e
| Message TLV B
R R
| Value Len =1
S K o I N
| Value Len =1
B ik i I e
| Head Len = 3
R R
| Md O

S K o I N
| Md 4

B ik i I e
| ATLVF = 80
R R
| LI NK_STATUS
S K o I N
| Value Len = 4
B ik i I e
| LOST

i il I R R

Note that this exanple is for

+
|
+-
|
+
(0]
+
|
+-
|
+
|
+
|
+-
|
+
|
+
|
+-
|
+
|
+

illustrat

i ve purposes.

i nformati on can be conveyed, nore efficiently (assumng that the

| oca

interface address w ||

I NTERVAL_TIME TLV is not needed) by the 29 octets:

Cl ausen, et al.

Standards Tra

ck

be supplied by IP, and that the

2011

789012345678901

+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+

The essentia

[ Page 68]



RFC 6130 MANET- NHDP April 2011

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S
| HELLO |O0O0000110000000000011101
R I S K T
|[O0O00000000000100 VALIDITY.TIME|OOO 100 0 Q0
T SR T T R R S S R S T S I S S
|[0O0000001/01100100000001200/20000000
T S it S S S S IR S SH S SEp S S A S

|O0OO0OO0O0O0 11 Head
T T T T S S T S oy aprs
| Md 1 | Md 2 | Md 3 | Md 4 |

e S
[O00000000000O0111 LINKSTATUS |[0001010 0
T T S S T S S i i S S S i A S e ok
|0000010 0 HEARD | HEARD |  SYMETRIC |
T . T S S S S ik e S S
| LOST |

S

Note that the above exanple assunmes that H HOLD TI ME and C have their
default values of 6 seconds and 1/1024 second, and thus result in a
time code of 100 (hexadeci mal 64).

Appendi x D. Flow and Congestion Contro

This protocol specifies one Message Type, the HELLO nessage. The
maxi mum si ze of a HELLO message is proportional to the size of the
originating router’s 1-hop nei ghborhood. HELLO nessages MJST NOT be
f or war ded.

A router MJST report its 1-hop nei ghborhood in HELLO nessages on each
of its MANET interfaces at |east each REFRESH | NTERVAL. This puts a
| ower bound on the control traffic generated by each router in the
net wor k enpl oyi ng this protocol

A router MJST ensure that two successive HELLO nessages sent on the
sane MANET interface are separated by at |east HELLO M N_I NTERVAL.

(If using jitter, then this may be reduced to a nmean m ni mum val ue of
HELLO M N_INTERVAL - HP_MAXJITTER/ 2.) Thus, this puts an upper bound
on the control traffic generated by each router in the network

enpl oyi ng this protocol.
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Appendi x E. Interval and Tinmer Illustrations

This informative appendix illustrates the relationship between
message tiners and intervals. (The adjustnments to this timng when
using timng jitter, as defined in [RFC5148], are not shown.)

E.1. HELLO Message Generation Timng

Figure 1 illustrates a basic HELLO nessage schedule for a router, on
a MANET interface, enploying strictly periodic transm ssion of HELLO
messages. The router transmits a HELLO message each HELLO | NTERVAL.
Each HELLO nessage contains all 1-hop nei ghbor network addresses of
the router that are to be reported in any such HELLO nessage. (The
par anet er REFRESH | NTERVAL, not shown, is in this exanple equal to
the paranmeter HELLO | NTERVAL.)

The router includes a VALID TY_TIME TLV in each HELLO nmessage,

encodi ng the paraneter H HOLD TI Mg, the duration for which

i nformati on received in the HELLO nessage shoul d be considered valid
by receiving routers. Receiving routers will, when recording the

i nformation received in the HELLO nessage, each use this for setting
the L HEARD tinme, L SYMtinme and L_tinme elenments of their
correspondi ng Link Tuple, and the N2_time in the correspondi ng 2-Hop

Tupl e for each network address. Only L tinme is illustrated in
Figure 1.
H HOLD TI ME: R |

HELLO | NTERVAL: I [y R |

Ti me: R R R R >
N N N N
| | | |
HELLO (a, b, c, d) | | I
| | |
HELLO (a, b, c, d) | |
| |
HELLO (a, b, c, d) |
|
HELLO (a, b, c, d)

I I 1 = e |

Figure 1. HELLO Message Generation: Regul ar Schedul e
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Figure 2 illustrates a nessage schedule simlar to Figure 1, where
the router announces its own presence nore frequently by sending
addi ti onal HELLO nessages. HELLO nessages are still sent regularly,

at a reduced interval defined by a new val ue of HELLO | NTERVAL.
However, REFRESH | NTERVAL has not been reduced. Each 1-hop nei ghbor
net wor k address included in these HELLO nessages need be adverti sed
only once within each REFRESH | NTERVAL. Consequently, the additional
HELLO nessages due to the reduced val ue of HELLO | NTERVAL may
therefore be enpty. (This is not the only allowed distribution of

1- hop nei ghbor network addresses, they could, for exanple, be sent
alternately a, b and c, d.)

H_HOLD_TI ME: | < |
REFRESH_| NTERVAL: EECEETRe EEEEEEEE [EEEEERR |

HELLO | NTERVAL: I [ [y [y Ry U

Ti me: SRR R Fommooo- Foomoo- >
A A A A A A A
HELLO (a, b, c, d; I I I I I I
SSTT-YC R R N B
HELLO (a, b, c, d; I I I I
HELLO (; I I I
HELLO (a, b, c, d; I I
HELLO ({ I
HELLO (a, b, c, d;

I I 1 = e |

Fi gure 2: HELLO Message Ceneration: Regular Schedule with Different
HELLO | NTERVAL and REFRESH_I NTERVAL
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HELLO nessages nmay al so be sent in response to events. The m ni nal

i nterval between two successive HELLO nessage transm ssions by a
router is HELLO M N_I NTERVAL, setting an upper bound of the HELLO
nmessage em ssion rate. Hence, for each HELLO nessage transm ssion, a
router nust wait at |east HELLO M N I NTERVAL before the next HELLO
nessage transnmission. Simlarly, the maxi muminterval between two
successi ve HELLO nessage transnissions is HELLO | NTERVAL, setting a

| ower bound on the nessage transmi ssion rate. Hence, for each HELLO
nessage transnission, the router nust ensure that the next HELLO
nmessage transmi ssion nust not wait nmore than HELLO | NTERVAL

Figure 3 illustrates a nessage schedule simlar to Figure 1, but with
HELLO nessages responding to events at naximumrate, i.e., with HELLO
nessages bei ng sent each HELLO M N | NTERVAL. Note that when a HELLO
nessage is sent, it is assuned that the foll owi ng messages may all be
schedul ed at an interval of HELLO | NTERVAL, and hence each HELLO
message contains all 1-hop nei ghbor network addresses. In each HELLO
nessage in this exanple, a new 1l-hop nei ghbor network address is
added, reflecting the changes occurring since the |ast HELLO nessage
was sent. HELLO nessages are sent at the nmaximum allowed rate in
order to signal these changes as rapidly as possible.
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H_HOLD_TI ME: | = m e |
HELLO | NTERVAL: [--------- [ ---mmm-- | --------- |
HELLO M N_INTERVAL: | ----|----|----|----|----|----]|
Ti me: T oo oo * . >
A A A
oG ||
HELLO (a{ I I
HELLO (a, bﬁ I
HELLO (a, b, c;
HELLO (a, b, c, d
HELLO (a, b, c, d, e
HELLO (a, b, ¢, d, e, f

I I 1 = e |

Fi gure 3: HELLO Message Ceneration: Regular Schedul e with Responsive
Messages

Figure 4 shows the sane exanple as Figure 3, but with an increased

REFRESH | NTERVAL, and showi ng partial HELLO nessages that include
only the necessary network addresses.
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H_HOLD TI ME: [

REFRESH_| NTERVAL: R R BRI

HELLO | NTERVAL: | oo | oo | oo |

HELLO M N_INTERVAL: | ===-]c==-|==-c]=mc|-can]|-=--]

Ti me: L EE T R * oo * oo >
A A A A A A A
| | | | | | |

A R T A

HELLO (a) | | | | |

wom |||

HELLO (cg I I I

HELLO (a, d; I I

HELLO (b, e; I

HELLO (c, f;

Ltime: e |

Figure 4: HELLO Message Generation: Regular Schedul e with Responsive
Messages and Different HELLO | NTERVAL and REFRESH | NTERVAL
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Figure 5 summari zes the overall relationship between the intervals
governi ng HELLO nessage transmi ssions by a router.

H HOLD TI ME: | = m e eiao |
REFRESH | NTERVAL: [----mmmmmme -

HELLO | NTERVAL: EEEEEEEEET

HELLO M N_I NTERVAL: | ---|

LN 11 e e T R >

recei ved HELLO
nessage content
is valid.

HELLO nmessage

N
| | |
| Time up to which
|
transm ssion |
|

Ti me before which all

nei ghbor information nust
be transmitted in HELLO
nessages (one or nore)

Latest tinme for next HELLO nessage
transm ssi on

Earliest time for next HELLO nessage
transm ssion

Figure 5: HELLO Message Ceneration Intervals
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E.2. HELLO Message Processing Timng

Figure 6 illustrates the Link Set tiners when receiving a HELLO

nmessage not including the network address of the receiving MANET
interface.

VALI DI TY_TI ME: | = m o
L_time: | == m e
L_HEARD ti ne: R T |
L_SYMtine: *~ (i.e.

Ti me: R LR >

HELLO () received

Figure 6: HELLO Message Processing: Network Address Not Present
Figure 7 illustrates the Link Set tiners when, follow ng the received
HELLO message illustrated in Figure 6, a router receives a HELLO
nmessage including the network address (a) of the receiving interface
with link status = HEARD (or SYM.

VALI DI TY_TI ME: | == m e |
L_tinme: | = - m e

L_HEARD ti ne: [=- - mmm - |

L_ SYMtine: *-| (i.e., expired)
L_SYM ti ne: R L
Ti me: R R e >
N N
o |
HELLO () received |
|
HELLO (a: HEARD) recei ved

Figure 7: HELLO Message Processing: Network Address Present
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Figure 8 illustrates the Link Set tiners when, followi ng the received
HELLO nessages illustrated in Figure 7, a router receives a HELLO
nmessage including the network address (a) of the receiving interface
with link status = LOST.

VALI DI TY_TI ME: [ |

Ltime: e

L HEARD tine: = |------mmmmmmm e

L_ SYMtine: *-| (i.e., expired)
R R |
*~| (i.e., expired)
Ti me: Koo Foeoo - R >
N N N
O | |
HELLO () received | |
| |
HELLO (a: HEARD) recei ved |
|
HELLO (a: LOST) received

Figure 8. HELLO Message Processing: Network Address Lost
E.3. Oher HELLO Message Ti m ng

There are three other timng paraneters that are used by a router to
control HELLO nessage generation and processing.

Figure 9 illustrates the tinme, with duration L_HOLD Tl ME, during

whi ch the appropriate network addresses of a fornerly, but no |onger,
symretric 1-hop nei ghbor, as connected by this MANET interface, are
advertised as LOST using a LINK STATUS TLV in HELLO nmessages on this
MANET interface, thus allow ng that 1-hop neighbor to update its Link
Set accordingly.
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L_HOLD TIME: | =--cmmmmmmmmmmmcmmcaacaoe

Ti me: R >

Formerly symmetric 1-hop nei ghbor
ceases to be symmetric on this
MANET i nterface

Time up to which network addresses of
thi s nei ghbor connected using this MANET
interface are advertised in HELLO
nessages on this MANET interface

using a LI NK_STATUS TLV, Value = LOST

Figure 9: HELLO Message Generation: Advertisement of Formerly
Symmetric 1-Hop Nei ghbor on This MANET Interface as Lost

Figure 10 illustrates the tine, with duration N HOLD TI Mg, during
which all network addresses of a fornerly, but no |onger, symetric
1- hop nei ghbor, are advertised as LOST in HELLO nmessages on all MANET
i nterfaces using an OTHER NEIGHB TLV (if not al so reported using a

LI NK_STATUS TLV) thus allowing all other symmetric 1-hop neighbors to
update their 2-Hop Sets accordingly.

L HOLD TINME | -ccmmmmmmmmmm oo |

Ti me: R >

Formerly symmetric 1-hop nei ghbor
ceases to be symmetric

Time up to which network addresses of
this neighbor are advertised in HELLO
nessages on all MANET interfaces
using an OTHER NEI GHB TLV,

Val ue = LOST

Figure 10: HELLO Message Ceneration: Advertisenment of Fornerly
Symmetric 1-Hop Nei ghbor on Any MANET Interface as Lost

Figure 11 illustrates the tine, with duration | _HOLD TI Mg, during
which a formerly, but no |onger, used |local interface network address
i s excluded from bei ng considered as a 2-hop nei ghbor network address
(in order that a router is not recorded as its own 2-hop nei ghbor
during that period).
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| _HOLD TIME: | ----mmmmmm e oo - -

Ti me: R e >
N
I

N
. |
Formerly used | ocal interface |
net wor k address ceases to be
assigned to a local interface |
|
Time up to which this network
address i s excluded from bei ng
included in this router’s 2-Hop Set

Fi gure 11: Local Interface Removed Network Address

Appendi x F. Topol ogy Pictures

Thi s appendi x illustrates various exanples of physical topol ogies, as
wel |l as how these are logically recorded by NHDP fromthe point of
view of the router A. This representation is a conposite of

i nformati on that would be contained within A's various |Information
Bases after NHDP has been running for sufficiently long time for the
state to converge

Note that the exanples given in this appendi x are NOT exhaustive, but
are selected to be illustrative of NHDP nei ghborhood representations
of physical MANET topol ogi es.

The exampl e topol ogi es presented contain 3 physical routers A B, and
C Each of these routers has one or two distinct interfaces,
denoted "top" and "botton'. Each interface has one or two addresses,
and symetric connectivity between a pair of interfaces is
illustrated by these being connected by a |ine.

In all exanples, the topology is described as it is recorded by NHDP
in router A

F.1. Exanple 1: Standard Single Interface Topol ogy
In Figure 12, each router has a single interface, each with a single

| P address. This is the sinplest possible network, and the resulting
representation is given to the right in Figure 12.
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Figure 12: Standard Single Interface Topol ogy (Left), and
Cor respondi ng NHDP Representation (Ri ght)

The Local Information Set in A contains a single Local Interface
Tuple that has an | | ocal iface addr list of {1}. This value is
denoted with a {1} on the leftnpst part of the resulting
representation.

The Interface Information Base has only one Link Set, which
represents the "top" interface of A or {1}. This Link Set’s only
Li nk Tupl e has an L_nei ghbor_iface_addr _list containing {2}; this
corresponds to the dashed line from{1} to {2} to the right in
Figure 12. The 2-Hop Set contains a single 2-Hop Tuple, with
N2_nei ghbor _i face_addr _list being {2} and N2_2hop_addr being {3};
this corresponds to the dashed line from{2} to {3} to the right in
Figure 12.

The descriptions of the following exanples in this appendix will be
derived sinmilarly, and use the sane notational conventions.

F.2. Exanple 2: Dual Addressed Interface on 1-Hop Nei ghbor

In Figure 13, the network is identical to that in Exanple 1, except
that the mddle router, B, has two | P addresses on its single

i nterface.
| |
{1} {2, 4} {3}
| | {1}------- {2,4)------- {3)
+-- -+ +-- -+ +-- -+
| A | | B | | C |
+--m - - + +--m - - + +--m - - +

Figure 13: Single Interfaces, with 1-Hop Nei ghbor B Havi ng Two
Addr esses (Left), and Correspondi ng NHDP Representation (Ri ght)
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The content of the Interface Information Base is in this case
identical to Exanple 1, except that L _neighbor _iface addr list is
{2,4} and N2_nei ghbor_iface_addr _list is {2,4}.

F.3. Exanple 3: Dual Addressed Interface on 2-Hop Nei ghbor

In Figure 14, the network is identical to that in Exanple 1, except
that the rightnost router, C, has two | P addresses on its interface.

I I I
{1} {2} {3, 4} +----{3}
| | | {1}-------- {2}---+
+-- oo+ +-- oo+ +-- oo+ +----{4}
| A | B | | C |
S + S + S +

Figure 14: Single Interfaces, with 2-Hop Nei ghbor C Having Two
Addresses (Left), and Correspondi ng NHDP Representati on (Ri ght)

The content of the Interface Infornmation Base is in this case
identical to than in Exanple 1, except that the 2-Hop Set contains an
extra 2-Hop Tuple with N2_nei ghbor _iface_addr_list being {2} and
N2_2hop_addr being {4}. These two 2-Hop Tuples are illustrated by
the two lines from{2} to {3} and (2) to {4}, respectively.

F.4. Example 4: Dual Addressed Interfaces

In Figure 15, the network is identical to that in Exanple 1, except
that all routers have two | P addresses on their interface. The Loca
Information Base in router Ais the sane as in Exanple 1, except that
| _local iface_addr_list is {1,5}.

I I
{1, 5} {2, 6} {3, 4} +----{3}
| | | {1,8}------ {2,6}--+
+-- oo+ +-- oo+ +-- oo+ +----{4}
| A | B | | C |
S + S + S +

Figure 15: Single interfaces, all routers having two addresses
(left), and correspondi ng NHDP representation (right)

The content of the Interface Information Base is in this case a

conbi nati on of the Interface Informati on Bases from Examples 1, 2,
and 3.
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F.5. Exanple 5: Dual Interface on 2-Hop Nei ghbor

In Figure 16, all routers have a single IP address on each interface,
and with the 2-hop nei ghbor having two interfaces.

|
{1} {2} {3} +----{3}
| | | {1---mne- {2)---+
+--7 -+ +--7 -+ +-- - - + +----{4}
| A | B | | C |
+---- - + +---- - + +---- - +
|
{4}

Figure 16: Single Addresses, with 2-Hop Nei ghbor C Having Two
Interfaces (Left), and Correspondi ng NHDP Representation (Ri ght)

The Interface Information Base is identical to that in Exanple 3;
NHDP does not distinguish topologically between this exanple and
Exanpl e 3.

F.6. Exanple 6: Dual interface on 1-Hop Nei ghbor

In Figure 17, all routers have a single |IP address on each interface,
and with the 1-hop nei ghbor having two interfaces.

| |
{1} {2} ook
| | {1}------- | {2} |------ {4}
+--7 -+ +--7 -+ +--m-a + | {5} |
| A1 | B | C| oot
Fommm - + Fommm - + Fommm - +
| |
{5} {4}

Figure 17: Single Addresses, with 1-Hop Nei ghbor B Having Two
Interfaces (Left), and Correspondi ng NHDP Representation (Ri ght)

The Local Information Base is identical to that in Exanple 1.
The Interface Information Base has only one Link Set containing one
Li nk Tuple with L_neighbor_iface_addr_list being {2}. The 2-Hop Set

contains a single 2-Hop Tuple, with N2_nei ghbor _iface_addr_l|ist being
{2} and N2_2hop_addr being {4}.
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The Nei ghbor Information Base contains a Neighbor Set containing a
si ngl e Nei ghbor Tuple, which represents router B, with

N_nei ghbor _addr _|ist being {2,5}. This entry is represented on the
right of Figure 17 by boxing {2} with {5}.

Note that router A does not have information indicating which of
router B's interfaces is connected to router C. However, router A
knows that the address {4} (and thus router C) is reachable by using
{2} as next hop.

F.7. Exanple 7: Dual Interface on 1-Hop and 2-Hop Nei ghbors

In Figure 18, all routers have a single |IP address on each interface,
and both the 1-hop and 2-hop nei ghbors have two interfaces.
Furthernore, there are now two physical |inks between routers B and
C, over distinct interface pairs.

| |
{1 {2) {3) T )
| | | {1------- | {2} |---+
+--7 -+ +--7 -+ +-- - - + | {5} | +----{4}
A1 1 B | C| oo
+---- - + +---- - + +---- - +
| |
{5} {4}

Figure 18: Single Addresses, with 1-Hop and 2-Hop Nei ghbors B and C
Having Two Interfaces (Left), and Correspondi ng NHDP Representation
(Right)

The Local Information Base is identical to that in Exanple 1.

The Link Set is identical to that in Exanple 6, and the 2-Hop Set
contains, as in Exanple 5 (and simlarly to Exanples 3 and 4), two
2-Hop Tupl es representing the two |inks between routers B and C.

Note that router A does not have information describing which of
router B's interfaces is connected to which interfaces of router C
or even that the interfaces with addresses {3} and {4} are interfaces
of the sane router. However, router A knows that the addresses {3}
and {4} (and thus router C) are reachabl e using {2} as next hop
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F.8. Exanple 8: Dual Interface Locally and on 1-Hop Nei ghbor
In Figure 19, all routers have a single IP address on each interface,

and both A and its the 1-hop nei ghbor

B have two interfaces.

Furthernore, there are now two physical |inks between routers A and
B, over distinct interface pairs.
| | | ook
{1 {2) {3) {1}------- | {2} |- {3)
| | | | {5} |
+--T -+ +--T -+ +- - - - - + +- - - - - +
| A | B | | C |
+o-m - - + +o-m - - + +o-m - - + +o-m - - +
| | | {2} |
{6) {5) {6}------- | {5} |---mm- - {3)
| | P +
Figure 19: Single Addresses, with Both A and 1-Hop Nei ghbor B Having

Two Interfaces (Left),

The Local Informati

| local iface_addr_list of {1} and {6},

and Correspondi ng NHDP Representation (R ght)

on Set contains two Local Interface Tuples, wth

respectively.

Each Interface Information Base's Link Set contains one Link Tuple,

representing

respectively.

2-Hop Tupl e,
N2_2hop_addr
single 2-Hop
N2_2hop_addr

The Nei ghbor

si ngl e Nei ghbor Tupl e,
N_nei ghbor _addr _|ist being {2, 5}.
{2} with {5}.

Cl ausen, et al.

the links between {1} and {2}, and between {6} and {5},
The 2-Hop Set for interface {1} contains a single

wi th N2_nei ghbor _i face_addr _|ist being {2} and

being {3}. The 2-Hop Set for interface {6} contains a

Tuple, with N2_nei ghbor iface addr |ist being {5} and

bei ng {3}.

I nformati on Base contains a Nei ghbor Set containing a
whi ch represents router B, with
This entry is denoted by boxing
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Example 9: Dual Interface on All Routers

In Figure 20, all routers have a single IP address on each interface,
and all routers have two interfaces. Furthernore, there are now two

physi cal |inks between A and B, over distinct interface pairs, and
two physical |inks between B and C, also over distinct interface
pairs.
| | | boo-ook oo (3}
{1 {2) {3) {1}------- | {2} |---+
| | | | {8} | +---{4}
+--T oo+ +--T oo+ +o-m o - + +o-m o - +
| A | B | | C |
+--- - - + +--- - - + +--- - - + +--- - - +
| | | | {2} | +----{3}
{6} {5} {4} {6}------- | {5} |---+
| | | +oo- - + +----{4

Fi gure 20: Single Addresses, with All Routers Having Two Interfaces
(Left), and Correspondi ng NHDP Representation (R ght)

The Local Information Set is identical to that in Exanple 8. The
Interface Informati on Base for each interface in Ais also identica
to that in Exanple 8, except that an additional 2-Hop Tuple is
present in each 2-Hop Set, each representing the |ink between router
B and the interface of router C with address {4}.

As in Example 7, router A does not have information describing which
of router B s interfaces is connected to which interface of C or
even that the interfaces with addresses {3} and {4} are interfaces of
the sane router. However, router A knows that the addresses {3} and
{4} (and router C) are reachable by using {2} or {5} (depending on
via which of its local interfaces) as next hop.
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F.10. Exanple 10: Dual Addressed Dual Interfaces on All Routers

In Figure 21, all routers have two | P addresses on each interface,
and all routers have two interfaces. Furthernore, there are now two

physi cal |inks between A and B, over distinct interface pairs, and
two physical |inks between B and C, also over distinct interface
pairs.
+--{9)
REEE |
| | | dooook | +-{10)
{1,2} {5, 6} {9, 10} {1,2}--]{5,6}|---+
| | | 1{7.8}] | +-{11)
+--7 -+ +--7 -+ +--m-a + +--m-a + S RS |
Al 1 B | C| +-{12)
+-- - - + +-- - - + +-- - - +
| | | +--{9)
| | | RSN CEEEE |
| 1{5.6}] | +-{10}
{3, 4) {7.8}  {11,12} {3,4)--1{7,8}]---+
| | | doeek | +-{11)
oo |
+--{12}

Figure 21: Dual Addresses, with Al Routers Having Two Interfaces
(Left) and Correspondi ng NHDP Representation (Ri ght)

This exanple is the conbination of all the preceding exanples in this
appendi x. The Local Information Set in A contains Local Information
Tupl es for each of its interfaces, and each Interface Information
Base contains in its Link Set a representation of |links {1,2}-{5, 6}
or {3,4}-{7,8}, respectively. The Neighbor Set (in the Nei ghbor

I nformati on Base) records the existence of router B and all of its
addresses on all its interfaces, i.e., {5,6,7,8}.

As in Exanple 9, each interface address of router Cis represented in
the 2-Hop Set of each Interface Infornmation Base as a link from
router B to each of these addresses. Router A does not have

i nformation describing which of router B s interfaces is connected to
whi ch interface of C, nor that the addresses {9}, {10}, {11}, and
{12} are addresses of the same router (or that some of these, such as
{9} and {10}, are addresses on the sane interface of the router).
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F.11. Exanple 11: Single Addressed Dual Interface Locally

In Figure 22, all routers have a single interface, except for router
A which has two. Each of A's two interfaces has a link with the

single interface of router B. Al interfaces have a single address.
| I |
{ll} I {|2} {|3} {1-------- {2}--------- {3}
+-- -t | +- - -+ +- - - - +
|l A1l | B | | C |
S e + | S e + S e +
| |
(o | {6}----n--- {2}---meees {3

Figure 22: Single Addresses, with A Having Two Interfaces, Both
Linked to the Single Interface of B (Left), and Correspondi ng NHDP
Representati on (Ri ght)

This is simlar to Exanple 8, except that the single address {2} also
repl aces the address {5}. |In particular, both Link Tuples (one in
each Link Set, each in its corresponding Interface Information Base)
have L_nei ghbor _iface_addr _|ist being {2}, the Neighbor Set (in the
Nei ghbor Informati on Base) contains a single Neighbor Tuple with

N _nei ghbor _addr_|ist being {2}, and both 2-Hop Tuples (one in each
2-Hop Set, each in its corresponding Interface Informati on Base) have
N2_nei ghbor _i face_addr _|ist being {2} and N2_2hop_addr being {3}.
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