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1

| ntroducti on

The ANSI Cl12.22 standard [1] provides a set of application |ayer
nmessagi ng services that are applicable for the enterprise and End
Devi ce conponents of an Advanced Metering Infrastructure (AM) for
the Smart Gid. The nessaging services are tailored for, but not
limted to, the exchange of the Data Tabl e El ements defined and
co-published in ANSI C12.19 [2], |EEE P1377 [3], and MC12.19 [23].
These standards were developed jointly by ANSI (ANSI Cl12.22 and ANSI
C12.19), |EEE (I1EEE 1377 and | EEE 1703), and Measurenent Canada
(MC12.19 and MC12. 22).

ANSI Cl12.22, which is an application | evel messaging protocol, nmay be
transported over any underlying transport network. This RFC defines
the requirenments governing the transm ssion of ANSI Cl2.22 Messages
via the TCP and UDP transports in |IP netwrks (whereby the OSI
Session, Presentation, and Application Layers of ANSI Cl2.22 are
col l apsed into a single Application Layer).

Specifically, this RFC applies to the operational details of

Section 5, "Cl12.22 Node to Cl2.22 Network Segnment Details", of ANSI
Cl12.22, and covers the mappi ng, encoding, and interpreting of ANSI
C12.19 Device Network Table El ements and Native Addresses for use on
| P net works.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [4].

Throughout this docunment, we use terns |ike "ANSI Cl2.22" or "ANSI
Cl2.19", as in "Cl2.22 Relay" or "ANSI Cl2.19 Device". These terns
are interchangeable with the terms "I EEE 1703 Rel ay" and "I EEE 1377
Devi ce", respectively. However, the recent versions of the Utility
End Devi ce conmuni cation standards were devel oped under the auspices
of ANSI Cl12 SC17 WGL and ANSI Cl2 SCl7 W=2. For that reason, the
term nol ogy used in this docunent expands on the ANSI Cl2.22-2008 [1]
and ANSI Cl12.19-2008 [2] definitions as revised by | EEE 1703-2010 [ 5]
and | EEE 1377-2010 [3].

Definitions

Thi s specification uses a nunber of terms to refer to the roles

pl ayed by participants (actors) in, and objects of, the ANSI Cl2.22
[1], I EEE 1703 [5], and MC12.22 [24] protocol. Any terns prefixed by
"Cl2.22" or "Cl2.19" that are not defined in this docunent can be
resolved in [1], [5], [24] or in [2], [3], [23].
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ACSE

Associ ation Control Service Element. |In the context of this
specification and of [1], ACSEs are encoded per |1SOIEC 10035-1
[6] using the ASN. 1 Basic Encoding Rules (BER) [7].

Act i ve- OPEN UDP

Active-OPEN UDP is a state used by a local Cl12.22 IP Node to
expect and receive incom ng Cl2.22 Messages that it solicited from
a foreign Cl2.22 I P Node using UDP. The local Cl12.22 |IP Node MAY
exit the Active-OPEN UDP state when it has received all of the
expected Cl2.22 Messages or a Cl2.22 Message tinmeout has occurred.
The local Cl12.22 I P Node receives all Cl2.22 Response Messages
solicited fromthe foreign Cl12.22 IP Node that arrive at the loca
port number that matches the source port number used to solicit
the Cl12. 22 Messages fromthe foreign Cl2.22 | P Node.

Acti ve- OPEN TCP

Active-OPEN TCP is a state used by a local Cl12.22 IP Node to
establish a TCP connection with a fully specified foreign Cl2.22
| P Node using TCP and the foreign Cl2.22 | P Node’'s registered
Native | P Address. The Active-OPEN TCP state is identical to a
| ocal "Active-OPEN' as defined in [9].

APDU

Application Protocol Data Unit. |In the context of the ANSI Cl2.22
Application, it is an ACSE Cl2.22 Message.

ACSE APDU

ACSE Application Protocol Data Unit; sane as APDU
ApTitle

An ANSI Cl12.22 Application-process Title. An ApTitle is a nane
for a systemindependent application activity that exposes
application services to the application agent, e.g., a set of
application service elenents that together performall or part of
the communi cati on aspects of an application process. An ApTitle
is encoded as a unique registered (as per [1]) object identifier

Cl12.22 |1 P Node

A Cl12.22 Node that is |ocated on a C12.22 |IP Network Segment and
conmuni cat es using the Internet Protocol
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Cl12.22 |1 P Network Segnent

A collection of all C12.22 I P Nodes that inplenment the |P-based
protocols, as defined in this specification, and can conmuni cate
with each other using IP routers, swtches, and bridges and

wi t hout the use of a Cl2.22 Rel ay.

Cl2.22 |1 P Rel ay
A Cl12.22 1P Node that perfornms the functions of a Cl2.22 Rel ay.

A Cl2.22 IP Relay acts as a bridge between a Cl12.22 | P Network
Segnent and an adj acent, Cl12.22 Network Segnent.

Cl2. 22 Message
An ACSE APDU that is fully assenbled, or a segment of a Cl2.22
Request Message, or a segnment of a Cl2.22 Response Message. The

Cl12. 22 Message described in this specification MJST be encoded
using [7].

Cl2. 22 Request Message
A fully assenbl ed Cl12.22 APDU that contai ns an ACSE user-
i nformati on el enent, which includes one or nore EPSEM Servi ce
Request s.

Cl2. 22 Response Message
A fully assenbl ed Cl12.22 APDU that contai ns an ACSE user-
i nformati on el enent, which includes one or nore EPSEM servi ce
responses.

Connecti on

A | ogi cal and physical binding between two or nore users of a
service [1].

EPSEM
Ext ended Protocol Specification for El ectronic Metering. EPSEM
defines structures and services used to encode multiple requests
and responses for use by devices such as gas, water, electricity,
and rel ated el ectroni c nodul es or appliances.

Initiating Cl2.22 | P Node

Arole of a Cl2.22 IP Node in which it initiates the transm ssion
of a Cl2.22 Request Message.
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4.

4.

Nati ve Address

The term "Native Address" refers to the transport address that may
be used to reach a Cl12.22 Node on its Cl12.22 Network Segment [1].
In this specification, the Native Address refers to the Native IP
Addr ess.

Passi ve- OPEN UDP

Passi ve-OPEN UDP is a state used by a local Cl12.22 IP Node to
expect and receive incom ng Cl2.22 Messages from any foreign
C12.22 |1 P Node using UDP. When the Passive-OPEN UDP state is
active, the local Cl12.22 |IP Node accepts all Cl2.22 Messages that
arrive at the local port number that was registered by the |oca
Cl12.22 1P Node.

Passi ve- OPEN TCP
Passive-OPEN TCP is a state used by a local Cl12.22 |P Node that
wants to establish a TCP connection with an unspecified foreign
Cl12.22 I P Node using TCP. In this case, any foreign Cl2.22 |IP
Node MAY connect to the | ocal C12.22 I P Node as long as the | oca
port matches the port used by the foreign Cl2.22 |IP Node. The
Passi ve- OPEN TCP state is identical to "l ocal passive OPEN
defined in [9].

Respondi ng C12.22 | P Node

A role of a Cl2.22 IP Node in which it responds to the reception
of a Cl2.22 Request Message.

Target Cl12.22 | P Node
The C12.22 I P Node that is the destination for a Cl2.22 Message.
The C12.22 | P Network Segnent

This section defines the characteristics of the Cl12.22 | P Network
Segnent .

1. Composition of a Cl2.22 I P Network Segnent

A Cl2.22 Network Segnment is a collection of Cl2.22 Nodes that can
conmuni cate with each other directly -- without having to forward
Cl12. 22 Messages through a Cl12.22 Rel ay.

A Cl12.22 1P Network Segnment conprises Cl2.22 | P Nodes and the network
infrastructure that enabl es any one node to reach all other nodes on
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the sanme segnent. Al Cl12.22 | P Nodes on the Cl12.22 | P Network
Segnment enpl oy the same | P address encodi ng schenme (per Figures 1
and 2) and the sane network and transport protocols in accordance
with this specification.

There is no restriction on the size of a Cl2.22 I P Network Segnent.
It MAY be as snmall as a single LAN or subnet, or it MAY include
nunerous, heterogeneous LANs and WANs connected by routers, bridges,
and switches. The C12.22 |IP Network Segrment MAY be conpletely
private, or include comunication across the global Internet.

4.2. Native |IP Address

The term "Native | P Address" denotes a Native Address that MAY be
used to reach a Cl12.22 Node on its Cl2.22 | P Network Segnent. The
Native | P Address includes the binary |IP address, and an OPTI ONAL
port nunber that MAY be followed by an OPTI ONAL protocol identifier
The Native | P Address SHALL be encoded as described bel ow in
Section 4.3, "Encoding of Native |P Addresses".

The |1 P address of the Cl12.22 | P Node MJUST be configured before the
Cl12.22 1P Node attenpts to send or receive any Cl2.22 Message on its
Cl2.22 I P Network Segment. If the port number is not explicitly
configured by the controlling application, it SHALL be set to the
default port nunber, 1153 (see Section 4.4, "Standardi zed Port
Nunbers", bel ow).

It is beyond the scope of this specification to define the method of
configuration, the configuration paranmeters, or any adm nistrative
controls that the system adm nistrator may wish to inplenent to
assign an | P address.

4.3. Encoding of Native |IP Addresses

ANSI C12.22 defines binary fields for encoding a Cl2.22 Native
Address for transport within Cl2.22 Messages and for storage in
Cl12.19 Device Tables. In this RFC, the fields SHALL contain an |Pv4
or an I Pv6 binary native |P address that is followed by an OPTI ONAL
two-byte TCP or UDP port nunber. The TCP or UDP port nunber, when
present, MAY be foll owed by an OPTI ONAL one-byte transport protoco
identifier ("Protocol™ for IPv4 or "Next Header" for IPv6). The
transport protocol identifier SHALL be set to 17 (0x11) for UDP
transport, or to 6 (0x06) for TCP transport, or not set (absent) for
both UDP and TCP transports. The transport protocol val ues SHALL be
consistent with the Cl2.22 Node's registered attributes (see
Connectionless (CL) and Connection-Oriented (CO flags in

Section 5.1, "Cl2.22 Connection Types and TCP/UDP Transport Mbdes",
bel ow) .
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ANSI Cl12.22 allows the Native Address fields to be conveyed in sel ect
ANS| Cl12.22 EPSEM service elenents (e.g., ANSI Cl2.22 Registration
Servi ce <native-address>, ANSI Cl2.22 Resol ve Service response

<l ocal -address>, and ANSI Cl12. 19 | NTERFACE CTRL_TBL El enent

NATI VE_ADDRESS). The length of the Cl2.22 Native Address is
qualified by an ANSI Cl12.22 address length field (e.g., ANSI Cl2.22
Regi stration Service <address-|length> ANSI Cl2.22 Resolve Service
response <l ocal -address-Iength> and ANSI Cl12.19 ACT_NETWORK_ TBL

El ement NATI VE_ADDRESS LEN)

The ANSI Cl12.22 Registration Service permts only one Native Address
to be recorded with each registered ApTitle. For this reason, a
Cl12.22 |1 P Node that wi shes to register different port nunbers for UDP
and TCP MJST register twice using different ApTitles.

The binary Native | P Address fields SHALL be encoded in network byte
order, as shown in Figure 1

| P Address (ADDR), Port (P), Transport (T)
Addr ess
Lengt h Cct et

0 1
01234567890123456738

ST B O S A ik it S S R R il NI (R R T

| Pv4 4 | ADDR4
B e s kT oI T e T e S S il i e B e

T T S S i St SN
| Pv4+Por t 6 | ADDR4 | P |
I S i Sl SN N S SR

T R e T S S
| Pv4+Port 7 | ADDR4 | P |T|
+Tr ansport I i S S

T S s Sl S S S A S =
| Pv6 16 ADDRG
I N R R S R S S S

T T S S i St SN
| Pv6+Por t 18 ADDR6 | P |
I i S i ST S s

T R e T S S
| Pv6+Port 19 | ADDRG | P T
+Tr ansport i i S S S S T S S

Figure 1. Encoding of the Native |IP Addresses for ANSI Cl2.22
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When an ANSI Cl12.22 Native Address is encoded in the ANSI Cl12.19

Tabl es’ BINARY data El ements, the size of the Native Address El enent
is defined by ACT_NETWORK TBL. NATI VE_ADDRESS LEN (see Table 121 of
[1], and [2]). This is the actual number of octets that are pl aced
inside the C12.19 BINARY Elenent. This value is common to all of the
Cl12.22 Node's interfaces, including those that are not |P based (thus
not conformng to this specification). For this reason, the
ACT_NETWORK_TBL. NATI VE_ADDRESS LEN MAY be greater than, and SHALL NOT
be smaller than, the actual |ength needed to encode a Native IP
Address per Figure 1. Wen this is the case, the Cl12.22 Native IP
Address SHALL be padded with zero (0) to fill the Tabl e’ s Bl NARY data
El ement .

In instances where the Native | P Address | ength does not exactly
mat ch any of the Address Lengths listed in Figure 1, the actua
Address Length SHALL be determ ned by stripping all trailing binary
zeros (0x00) and then adjusting the Address Length upwards to the
next |argest value shown in Figure 1

4.4, Standardi zed Port Nunbers

| ANA (I nternet Assigned Nunmbers Authority) has assigned port 1153 for
UDP [8] and TCP [9] Cl12.22 |P Messages.

By default, Cl12.22 |IP Nodes SHALL send all Cl12.22 Application
association initiation nessage requests with 1153 set as the
destinati on port numnber.

To ensure interoperability among C12.22 | P Nodes, all Cl12.22 IP
Rel ays and Master Relays SHALL nonitor and accept UDP and TCP
nessages destined to port 1153.

Any IP firewalls or Access Control Lists (ACLs) shielding Cl2.22
Nodes and the | P network MJST be configured to forward UDP and TCP
traffic destined to port 1153 and other ports that are assigned and
regi stered by the network administrator, in order to maintain the
continuity of the Cl2.22 I P Network Segnent.

4.5. Use of UDP Source Port O
Al t hough RFC 768 [8] allows for a source port numnber of zero (0),
Cl12.22 1P Nodes SHALL NOT send datagrans on UDP with the source port
set to zero. A Cl2.22 |IP Node SHALL ignore and SHALL NOT respond to
any Cl2.22 Message that it receives fromsource port O.

Further details of the Cl12.22 |IP Node's use of UDP, and of TCP, are
given in Section 5, "IP Message Transport", bel ow
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4.6. |P Mlticast

In addition to unicast, the ANSI Cl2.22 protocol requires the support
of a multicast nessage delivery service fromthe network. In cases
where Cl12.22 | P Nodes MJST perform Native | P Address discovery (e.qg.
the discovery of the Native |P Address of Cl12.22 |IP Rel ays that
provide a route out of the Cl2.22 IP Network Segnment, or the

di scovery of the Native IP Address of a Cl12.22 |IP Master Relay on the
Cl12.22 1P Network), the Cl12.22 |IP Nodes use IP nulticast to send a
Cl2. 22 Message that contains an EPSEM Resol ve Service Request on the
| P LAN.

IP nulticast is also desirable, for exanple, when a Cl2.22 Host needs
to read a multitude of Cl2.22 Nodes (e.g., neters) that are
configured with a common C12.22 nulticast group ApTitle. Using IP
mul ticast, the Cl2.22 Host MAY send a Cl2.22 Message contai ning an
EPSEM Read Servi ce Request that reaches all Cl2.22 Nodes on the
Cl12.22 I P Network Segnent.

For these reasons, all Cl2.22 |IP Relays and Master Rel ays SHALL
support IP nulticast, and it is RECOMVENDED that all Cl12.22 Nodes
support IP nmulticast. Any IPv4 Cl12.22 |IP Node that supports IP

mul ticast SHALL use the Internet G oup Management Protocol version 1
(IGwvl) [10] as a minimum to report (i.e., request) nenbership in
the C12.22 nulticast group to its local router(s). It is RECOMVENDED
that Cl12.22 I P Nodes inplement |GWv3 [11].

Any |1 Pv6 Cl12.22 I P Node that supports IP multicast SHALL use
Mul ticast Listener Discovery version 2 (M.Dv2) (RFC 3810 [12]),
possibly within | OMPv6 (RFC 4443 [13]), to report menbership.

Routers that interconnect Cl12.22 |IP Nodes on the Cl12.22 | P Network
Segment MJST support Protocol |ndependent Multicast - Sparse Mde
(PIMSM (RFC 4601 [14]) along with 1GwWv1l (RFC 1112 [10]) as a

m ni mum for I Pv4, or MDv2 for IPv6 (RFC 3810 [12]). It is
RECOMVENDED t hat they inplenent 1GWv3 [11]. It is beyond the scope
of this specification to define the nechani smfor selecting an
initial Rendezvous Point (RP) for the Cl2.22 multicast group, the use
of shared versus source trees, or the nechanismfor inter-domain

mul ticast routing.

| ANA has registered the "All Cl222 Nodes" nulticast group, and has
assigned the I Pv4 nmulticast address of 224.0.2.4 and the |Pv6

nmul ticast address of FFOX: :204, where X represents the Scope field as
defined in RFC 4291, "IP Version 6 Addressing Architecture” [15].
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For IPv6, all Cl12.22 IP Relays, Cl12.22 |IP Master Relays, and al
Cl12.22 | P Nodes configured to support broadcast and nulticast (see
Section 5.3, "Using | P Broadcast/Milticast", below) SHALL join the
gl obal -scope multicast address, FFOE::204, as well as all of the
assi gned, reduced-scope, nulticast addresses:

i nk-1ocal -- FFO02::204;
adm n-1 ocal -- FFO04:: 204;
site-1| ocal -- FFO05::204; and
organi zati on-1 ocal -- FF08::204.

| Pv6 Cl12.22 | P Nodes SHOULD use the m ni num scope needed, when
initiating IP nmulticast nmessages to reach another Cl12.22 | P Node on
the C12.22 Network. This practice allows the sender to limt
unnecessary propagation of Cl2.22 |P Milticast Messages.

To determ ne the mnimum scope required to reach the cl osest Cl2.22
| P Relay on the Cl12.22 Node's | P Network Segrment, this specification
RECOMMVENDS t he foll owi ng sinple steps:

1. Starting with the snallest (local-nost) scope (i.e., link-loca
scope or another pre-configured scope), send the Cl2.22 EPSEM
Resol ve Service Request for the purpose of Cl2.22 IP Rel ay
di scovery.

2. Listen for a response froma Cl12.22 |IP Relay; then

A. If no response is received, assign the next w der scope
| evel, then repeat steps (1) and (2) at the newly assigned
scope.

B. If a response is received, then record the scope |level as the

m ni mum scope to use on the node’s Cl12.22 | P Network Segnent.

A Cl12.22 1 Pv6 Node that initiates any EPSEM Servi ce Request SHOULD
use the m ni mum scope necessary to reach its Target Cl12.22 |P Nodes.
A Cl2.22 1 Pv6 Relay SHALL use the gl obal scope for any Cl2.22 Message
destined for the global Internet.

Thi s specification does not preclude the use of the unassi gned scope
val ues defined in [15]; those scope values MAY be used on a private
basis, or through nutual operating agreenents.

For 1Pv4, all Cl12.22 |IP Relays, Cl2.22 IP Master Relays, and al
Cl12.22 1P Nodes configured to support broadcast/multicast SHALL join
the assigned nulticast address of 224.0.2.4. This global address
does not provide for the type of scoping di scussed above for |Pv6,
nor is it conpatible with the adm nistratively scoped IP nulticast
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specification in RFC 2365 [16]. Therefore, a different technique to
l[imt the propagation of Cl12.22 IP Milticast Messages is needed. One
avai |l abl e technique to control IPv4 nulticast scope is through the
use of the Tine-to-Live (TTL) attribute in the |IP packet header

This attribute is not nmanaged by the Cl2.22 protocol

In the inplenentation of this technique, an administrative domain
MUST include at |east one Cl12.22 |IP Relay, and all Cl12.22 |P Nodes in
the adninistrative domain SHOULD be configured with a TTL
sufficiently large to reach that Cl12.22 | P Rel ay.

A Cl2.22 1 Pv4 Node that initiates any Cl2.22 Request Message SHOULD
use the mnimum TTL needed to reach its Target Cl12.22 |P Nodes.

4.7. | P Broadcast

| P broadcast is not generally suitable as a replacement for, or an
alternative to, multicast in a Cl2.22 IP Network Segnent. |IP
broadcast is not supported in IPv6, and it suffers fromlimted scope
in IPv4. This specification, however, does not preclude the use of

I P network directed or linmted/local scope (address 255.255. 255. 255)
broadcast within a controll ed managenent domain (as per RFC 2644
[17]).

4.8. Encoding of Milticast and Broadcast Addresses

ANSI Cl12.22 Tabl es provide BINARY El enents for encoding a broadcast
or multicast Native |IP Address for transport within a Cl2.22 Message.
The encodi ng of these Table Elenents is identical to that defined in
Section 4.3, "Encoding of Native |IP Addresses". These fields SHALL
be used as shown in Figure 2.
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| P Address (ADDR), Port (P), Transport (T)

Addr ess
Lengt h Cct et
0 1
012345678901234561738

| Pv4 s S S e o o i I S e SR
Br oadcast 4 | BADDR4 |

e T T o e e i o e S S T T T e
| Pv4 I i S S el i i i S N
Br oadcast 6 | BADDR4 | P |
+Por t s S S e o o i I S e SR
| Pv4 et I i le S i e e S N it NI S S N
Br oadcast 7 | BADDRA | P | T]|
+Port +Tr anspor t B T i i oo R S R T S S I i
| Pv4 s S S e o o i I S e SR
Mul ti cast 4 | MADDR4 |

e T T o e e i o e S S T T T e
| Pv4 I i S S el i i i S N
Mul ti cast 6 | MADDR4 | P |
+Por t s S S e o o i I S e SR
| Pv4 et I i le S i e e S N it NI S S N
Mul ti cast 7 | MADDR4 | P | T|
+Port +Tr anspor t B T i i oo R S R T S S I i
| Pv6 e T T S S e it oI S NI R S R R
Mul ti cast 16 MADDRG6

e T T o e e i o e S S T T T e
| Pv6 B S S ik s S N S S e e
Mul ti cast 18 MADDRG6 | P |
+Por t s S S e o o i I S e SR
| Pv6 et I i le S i e e S N it NI S S N
Mul ti cast 19 | MADDR6 | P |T|
+Port +Tr anspor t B T i i oo R S R T S S I i

Figure 2: Encodi ng of Broadcast/Milticast Native |P Addresses

The 1 Pv4 and | Pv6 nmulticast addresses -- MADDR4 and MADDRG,
respectively -- are those assigned by | ANA for use by ANSI Cl2.22.
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When a broadcast/nulticast Native | P Address is encoded in the ANS|
Cl2.19 Tabl es’ BINARY data El ements, the size of the Native Address
El ement transmtted is defined by ACT_NETWORK TBL. NATI VE_ADDRESS_LEN
(see Table 121 of [1], and [2]). This is the actual number of octets
that are placed inside the Cl12.19 BINARY Elenment. This value is
common to all of the Cl12.22 Node's interfaces, including those that
are not | P based (thus not conformng to this specification). For
this reason, the ACT_NETWORK TBL. NATI VE_ADDRESS LEN MAY be greater
than, and SHALL NOT be snmaller than, the actual |ength needed to
encode a broadcast/multicast Native |IP Address per Figure 2. \Wen
this is the case, the Cl2.22 Native |IP Address SHALL be padded with
zero (0) to fill the Table's BINARY data El enment.

The 1 Pv4 network directed broadcast address can be conputed by
performng a bitwi se OR between the bit conpl ement of the subnet nask
of the target |P subnet and the |IP address of any host on that IP
subnet .

5. | P Message Transport

This section defines a Cl2.22 Node's usage of the Connection-Oriented
(CO and Connectionless (CL) transport |ayer protocols -- TCP and
UDP, respectively.

5.1. Cl2.22 Connection Types and TCP/UDP Transport Moddes

A C12.22 1P Node’'s use of TCP and UDP is based on its registered
capabilities as defined in its configuration paraneters (flags) and
as expressed in the Node's accepted registration attributes [1]:

CL Flag = <connecti on-type>. CONNECTI ONLESS MODE SUPPORTED;
CL Accept Flag = <connection-type>. ACCEPT_CONNECTI ONLESS;
CO Fl ag = <connecti on-type>. CONNECTI ON_MODE_SUPPCORTED; and
CO Accept Flag = <connection-type>. ACCEPT_CONNECTI ONS

The mappi ng of the connection-type paraneters to the |P-based

transport variants that a Cl2.22 Node MAY support is defined in
Tabl e 1.
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| C | CO
| Flag | Flag
Ll
| o | O
I 0 | 1
I 0 | 1
I 0 | 1
I 0 | 1
I 1 | 0
I 1| O
I 1 0
I 1 0
I 1 1
I I
I 1 | 1
I I
I 1 1
I I
I 1 1
I I
I I
S R, S R,
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Fl ag
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| P Transport Mbde Supported

I nvalid

TCP, Active- OPEN

TCP, Passive- and Active- OPEN
Invalid

Invalid

UDP, Active- OPEN

I nvalid

UDP, Passive- and Acti ve- OPEN
I nvalid

UDP, Active-OPEN, TCP
Acti ve- OPEN

UDP, Active-OPEN, TCP,

Passi ve- and Acti ve- OPEN

UDP, Passive- and
Active-OPEN, TCP, Active-OPEN
UDP, Passive- and

Active- OPEN; TCP, Passive-
and Acti ve- OPEN

Table 1. Cl12.22 Node Paranmeters to I P Transport Mappi ng

Every C12.22 | P Node MJUST support at
CL operating capabilities (as advertised in Decade 12, "Node Network
[1], where avail abl e,
Cl2.22 Registration Service [1]).

Control Tabl es”

5.2. | P Message Transport Details

5.2.1. TCP and UDP Port Use

Ceneral rul es:

1. A Cl2.22 | P Node that

2. A Cl2.22 | P Node that

Moi se & Brodkin

| east one of the unicast CO or

and as registered using the

i mpl ements [CL Accept=1] SHALL receive
i ncomi ng UDP C12.22 Messages on its registered Native | P Address
(I P address and port nunber).

i mpl enents [ CO Accept=1] SHALL receive
i ncom ng TCP connections on its registered Native |IP Address (IP
address and port nunber).

| nf or mat i ona

[ Page 15]



RFC 6142 ANSI Cl12.22/1 EEE 1703/ MC12.22 Over |P March 2011

5.

2.

3. ACl2.22 IP Relay that forwards a UDP Cl2.22 Message to a Cl2.22
| P Node on the Cl12.22 | P Network Segnent SHALL send the Cl2.22
Message to the Cl12.22 | P Node's registered Native I P Address (IP
address and port numnber).

4, A Cl2.22 |IP Relay that forwards a TCP Cl2.22 Message to a Cl2.22
| P Node on the Cl2.22 I P Network Segrment MAY use an established
TCP connection to that Cl12.22 I P Node, or it SHALL establish a
new TCP connection to the Cl12.22 |IP Node’'s registered Native |IP
Address (I P address and port nunber).

5. A Cl2.22 I P Node that inmplements [CL=1] SHOULD set the source
port nunber in outbound UDP Cl2.22 Messages to its registered
port nunber. Wen the target UDP Cl12.22 | P Node is reachable
using direct messaging (as defined in [1]), the Cl2.22 |IP Node
MAY set the source port nunber to a UDP port nunber that is
different than its registered port nunber.

6. Wien the registered Native I P Address of a Cl12.22 | P Node does
not include the OPTIONAL port nunber, then port 1153 SHALL be
assuned and used as the regi stered port numnber.

7. Al C12.22 I P Nodes SHOULD use port 1153 in their Native IP
Addr ess when registering.

2. Active-OPEN UDP Mbde (CL=1, CL Accept=0)

A Cl12.22 1P Node that supports this nmode SHALL NOT monitor for
unsolicited incom ng Cl2.22 Messages via UDP. As a result, the
Cl12.22 1P Node is incapable of receiving unsolicited Cl2.22 Messages
usi ng UDP

The C12.22 | P Node MAY enter the Active-OPEN UDP state by initiating
an unsolicited UDP transmi ssion to a Target Cl12.22 |IP Node, which is
expected to i nplenent the Passive-OPEN UDP node.

Cl12.22 | P Nodes SHOULD use their registered UDP port nunber, or if
not yet registered, then they SHOULD use port 1153 as the source port
nunber for all UDP Cl12.22 | P Messages.
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5.2.3. Passive-OPEN UDP Mbde (CL=1, CL Accept=1)

A Cl12.22 I P Node that operates in this node SHALL be capabl e of
receiving solicited and unsolicited Cl2.22 Messages from other Cl2.22
| P Nodes. The Cl12.22 Node MAY change the port nunber that it
nonitors by using the <native-address> paranmeter of the ANSI Cl2.22
Regi stration Service. The Cl12.22 |IP Node MAY initiate unsolicited
Active- OPEN UDP transm ssions to other Cl12.22 | P Nodes that inplenent
t he Passi ve- OPEN UDP node.

VWhen operating in this node, the Cl12.22 I P Nodes SHALL use their
regi stered UDP port nunber as the source port nunber for all UDP
Cl2.22 | P Messages.

Al Cl2.22 I P Relays SHALL support the Passive-OPEN UDP node. Cl12.22
Aut henti cation Hosts and Cl12.22 Notification Hosts that inplenent UDP
SHALL support the Passive-OPEN UDP node. For all other Cl12.22 IP
Nodes, the Passive-OPEN UDP node is the RECOMVENDED npde when

i mpl enenti ng UDP

5.2.4. Active-OPEN TCP Mdde (CO=1, CO Accept =0)

A Cl12.22 1P Node that supports this nmode SHALL NOT monitor for

i nbound TCP connections. As a result, the node is incapable of
accepting incom ng connections via TCP. The Cl2.22 |P Node MAY
initiate TCP connections to Target Cl12.22 | P Nodes, which are
expected to inplenent the Passive-OPEN TCP node.

In this node, Cl2.22 Messages exchanged by a pair of associated
Cl12.22 1 P Nodes can only be comruni cated t hrough any of the TCP
connections that were initiated by the Cl2.22 I P Node that inplenents
this node. The loss or closure of a connection SHALL NOT
automatically result in the term nation of the Cl2.22 associations
bet ween the peer nodes. |In order to continue exchangi ng Cl2.22
Messages wi thout |oss of association, the initiating Cl2.22 | P Node
MAY re-establish new TCP connections with the peer node, or use

exi sting connections to the peer node. The termination of the Cl2.22
Application associations is dependent upon Cl12.22 Application tinmeout
attributes and Cl12.22 |ink nanagenent services (such as Procedure 25,
"Network Interface Control" [1]).
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5.2.5. Passive-OPEN TCP Mbde (CO=1, CO Accept=1)

A Cl12.22 I P Node that operates in this node SHALL nonitor and accept
i ncom ng TCP connections. The Cl12.22 Node NMAY change the port nunber
that it nonitors by using the <native-address> parameter of the ANSI
Cl2.22 Registration Service. The Cl12.22 IP Node MAY initiate Active-
OPEN TCP connections to other Cl12.22 | P Nodes that inplenent the
Passi ve- OPEN TCP node.

In this node, Cl2.22 Messages exchanged by a pair of associated
Cl12.22 1P Nodes can arrive through any of the TCP connections that
were established by either node. The loss or closure of a connection
SHALL NOT automatically result in the ternination of the Cl2.22
associ ati ons between the peer nodes. In order to continue exchanging
Cl2. 22 Messages without | oss of association, either Cl2.22 | P Node
MAY re-establish new TCP connections with the peer node, or use

exi sting connections to the peer node. The term nation of the Cl2.22
Application associations is dependent upon Cl12.22 Application tineout
attributes and Cl12.22 |ink managenent services (such as Procedure 25,
"Network Interface Control" [1]).

Al Cl2.22 IP Relays SHALL support the Passive-OPEN TCP node. Cl12.22
Aut henti cation Hosts and Cl12.22 Notification Hosts that inplenent TCP
SHALL support Passive-OPEN TCP node. For all other Cl12.22 |P Nodes,
Passi ve- OPEN TCP node is the RECOMMENDED node when inpl enmenting TCP

5.2.6. TCP and Cl12.22 Message Directionality

Cl12.22 |1 P Nodes MAY use TCP in one of two ways: bi-directiona
traffic flow or uni-directional traffic flow.

When TCP connections are used, any new or established TCP connection
between the two C12.22 | P Nodes MAY be used equivalently by the
Cl12.22 1P Nodes to send and to receive Cl2.22 Messages. This is the
RECOMMVENDED and default mode of operation because ANSI Cl2. 22
requires the transport network to be reliable and connectionl ess (per
connectionl ess-node ACSE). For this reason, ANSI Cl2.22 defines
peer-to-peer application associations and not peer-to-peer

connecti ons.

It is known that sonme Cl12.22 inplenentations have been depl oyed in
which TCP is used for uni-directional traffic flow For these types
of inplenentations, an established TCP connection SHALL be used by
the initiator of that connection to send Cl2.22 Messages and by the
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target node (that accepted the connection) to receive Cl2.22
Messages. |If a Cl2.22 I P Node wi shes to send a Cl2.22 Message to a
peer Cl12.22 IP Node, it MJST establish and use a new TCP connecti on
or use an existing TCP connection that it had previously initiated,
for its outbound uni-directional traffic flow

For increased interoperability, the initiator of the connection
SHOULD accept incom ng Cl2.22 Messages on that connection in case the
target node attenpts to use the connection for bi-directional traffic
flow.

Uni -directional use of TCP is a special npode of operation; it is NOT
RECOMVENDED because nultipl e one-way channel conmunication is not
descri bed by ANSI Cl12.22, and it utilizes one-half of the TCP
connection capability. As a result, it doubles the nunber of TCP
connections used to communi cate Cl2.22 Messages and thus coul d becone
a burden when a | arge nunber of connections are required.

5.3. Using I P Broadcast/Milticast

A Cl12.22 I P Node’s use of broadcast/multicast is based on its
capabilities as defined in its configuration paraneters (flags) and
as expressed in the Node's accepted registration attributes [1]
(<connecti on-type>. BROADCAST _AND MULTI CAST_SUPPORTED). The nmappi ng
of the Cl12.22 | P Node's Broadcast/Milticast paraneter (flag) to IP
broadcast/nul ti cast usage is defined in Table 2.

Cl12. 22 Broadcast and |P Broadcast/Milticast Supported
Mul ticast Supported

Fl ag
0 The Cl12.22 | P Node does not accept |IP
broadcast, and it does not accept |IP multicast
nessages.
1 The C12.22 I P Node accepts both I P broadcast
(IPv4 only) and I P multicast nessages (IPv4d
and | Pv6).

Tabl e 2: Cl2.22 to | P Broadcast/Milticast Mapping

If a C12.22 I P Node is configured to accept |P broadcast and

nmul ticast nessages, it SHALL join the "All Cl222 Nodes" multi cast
group (see Section 4.6, "IP Milticast", above), and SHALL use the
default port 1153. In addition, it SHALL accept |IP network directed
or limted (local scope) broadcast nessages sent to port 1153. Note
that successful communi cation using network directed broadcast
requires configuration of network routers, which by default SHALL NOT
forward directed broadcasts as per RFC 2644 [17].
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5.

4. Transport Protocol Decisions

5.4.1. Unicast Versus Milticast Versus Broadcast

5.

5.

5.

An initiating Cl2.22 I P Node MAY send any Cl2.22 Message using UDP or
TCP. However, in accordance with Section 5.3.2.4.12, "Resolve
Service", of ANSI Cl2.22, it is RECOMENDED that the Cl2.22 Resol ve
Request Message be transported using UDP/IP nulticast when the Native
| P Address of the Target Cl2.22 Node is not known. The use of UDP/IP
multicast is preferred over the use of IP network directed or limted
broadcast; therefore, when UDP/IP nulticast is supported, its use is
RECOMVENDED over network broadcast.

4.2. Sending Large Cl12.22 APDUs Usi ng UDP

4.

5.

VWen sending via UDP a |large Cl2.22 Message that exceeds the path
MIU, the sender SHALL segment the ACSE APDU in accordance with the
ANSI Cl12.22 Dat agram Segnentati on and Reassenbly algorithm such that
the size of the resulting | P datagram does not exceed the path MU
and thus avoids UDP packet fragmentation. The fundamental issue with
fragmentation exists for both IPv4 and | Pv6. Section 3.2 of RFC 5405
[18] provides additional guidelines for determ ning the appropriate
UDP nmessage size. Wen the path MIU is not known, the sender SHALL
follow the guidelines stipulated in Section 3.2 of RFC 5405 [18]: for
| Pv4, use the smaller of 576 bytes and the first-hop MIU [19], and
for 1Pv6, use 1280 bytes [20]. Sending |arge APDUs via UDP may | ead
to network congestion. For nore information on avoidi ng network
congestion see Section 5.6, "Congestion Control"

3. Choi ce of Protocol for Cl2.22 Response APDUs

When a Target C12.22 | P Node receives a Cl2.22 Request Message from
an initiating Cl12.22 I P Node, it SHALL send a Cl2.22 Response Message
using the same transport protocol (i.e., TCP to TCP, UDP to UDP).

In the case of UDP, the target SHALL send the Cl2.22 Response Message
to the source | P address and port numnber.

Quality of Service

The ANSI Cl12.22 standard provides a configuration parameter in the
APDU s <cal ling-AE-qualifier> URGENT attribute to mark a nessage as
urgent. There are nunerous | P-based technol ogi es that enable
enhanced | evel s of nessage delivery and quality of service. This
speci fication does not define the technology to be used to send
urgent nessages over |P.
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5.6. Congestion Contro

Desi gners of unicast applications that inplenent the upper |ayers of
Cl12. 22 nessagi ng over UDP SHOULD fol |l ow the congestion contro
guidelines in Section 3.1 of RFC 5405 [ 18].

For the transnission of Cl2.22 Messages that are greater than what
the TCP initial wi ndow would be over a given Internet path, TCP
SHOULD be used rather than UDP as the transport protocol. TCP' s
initial w ndow depends on the maxi num segnent size (MSS), which in
turn depends on the path MIU, and is conputed according to formul a
(1) in RFC 3390 [21]. For unknown path MIUs, the snallest allowable
MBS MUST be used, and the C12.22 Application SHOULD assune the
maxi mum C12. 22 Message size to be 2048 bytes. By using TCP, the
Cl12.22 Application benefits fromthe built-in TCP congestion contro
mechani sm

When UDP is the preferred transport nmechanism or when UDP multicast
or broadcast are the preferred nodes of communication, then the

Cl12. 22 Application SHOULD use Cl12.22 acknow edged Messages that are
smaller than TCP's initial wi ndow over the return path, as conputed
by formula (1) in [21] and descri bed above. The size of the Cl2.22
Message MAY be managed through the use of ANSI Cl2.22 EPSEM Parti a
Tabl e Read/ Wite Service Requests and Responses.

6. Security Considerations

The ANSI C12.22 Application Layer Security is defined in

Section 5.3.4.13, "Cl2.22 Security Mechanisnm', of the ANSI Cl2.22
standard. The security nechanisns include provisions for nessage
privacy and authentication, playback rejection, and nessage
acceptance wi ndows, as well as ANSI C12.19 [2] rol e-based data access
and secured register mechani sms. The ANSI Cl12.22 Application Layer
default security nechani sm provides three options to choose from when
sendi ng Cl2. 22 Messages:

1. Sending cleartext nessages over the Cl12.22 Network [1], [5],
which MAY result in altered Cl2.22 Messages and exposure to
password sniffing attacks, as described in RFC 3552 [22].

2. Sending of authenticated plaintext messages over the Cl2.22
Network [1], [5], which MAY result in password sniffing attacks
as described in RFC 3552 [22].

3. Sending of authenticated ciphertext over the Cl12.22 Network,
providing for message and peer node authentication and privacy.
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When option 1 is used, then it is RECOWENDED t hat the network or
transport |ayer provide authentication and confidentiality service.
When option 2 is used, then it is RECOMENDED that the network or
transport |ayer provide confidentiality services. Wen option 3 is
used, then no additional network or transport |ayer security services
are necessary.

Addi tional transport or network | ayer security protocols are not
required by ANSI Cl12.22, but they MAY be provided transparently by
Cl12.22 1P Network Segment integrators (e.g., in Cl2.22 |P Relays) in
order to inprove on the security provisions cited above. However,
any added transport security (e.g., Transport Layer Security (TLS)
RFC 5246 [27]) or IP security (e.g., |Psec, RFC 4302 [25], RFC 4303
[26], RFC 5996 [28]) features SHALL act only to enhance (i.e., not be
a substitute for, or an alteration of) the interoperable ANSI Cl2.22
and ANSI Cl12.19 security provisions, and SHALL NOT corrupt and SHALL
NOT alter the Cl2.22 Message as presented by the Cl2.22 Application
Layer.

The ANSI Cl12.22 [1] and ANSI Cl12.19 [2] standards provide for the
transm ssion of keys and their storage in Cl2.19 End Devices (e.qg.
nmeters and head-end systens). The key nanagenment protocol (when and
how keys are exchanged) is not described in the ANSI Cl12.22 [1] and
ANSI Cl12.19 [2] standards, except to state that keys MAY not be
readabl e froma Cl12.19 End Device (in response to a Read Service
Request). It is RECOMMENDED that all Cl12.22 Nodes encrypt user

i nformation el enent key fields and passwords. It is al so RECOMVENDED
that all Cl12.22 Nodes mask user information el enent key fields and
password fields of EPSEM Read Service Responses (e.g., by replacing
all key and password bytes with zeros (0x00) or spaces (0x20)).

Legacy depl oyments exist that are not connected to the Internet, so
there are sone inplenentations that do not include security. It is
likely that multi-homed Cl12.22 Nodes with interfaces to the Internet
will exist in future deployments, so security mechani sms MJST be used
by those Cl2.22 Nodes to ensure Cl2.22 Message aut hentication and
confidentiality.
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7.

9.

9.

| ANA Consi der ati ons

UDP and TCP port 1153, which is used for Cl12.22 conmmuni cati on over
IP, is registered with | ANA

Section 4.6, "IP Miulticast"”, defines the use of nulticast. The
following multicast addresses have been regi stered by | ANA for use by
the ANSI Cl12.22 standard:

IPv4 -- "All Cl1222 Nodes" address 224.0.2.4
[Pv6 -- "All Cl1222 Nodes" address FFOX: :204
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