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Protecting the Router Control Plane
Abst r act

This menmo provides a method for protecting a router’s control plane
fromundesired or malicious traffic. |In this approach, al
legitimate router control plane traffic is identified. Once
legitimate traffic has been identified, a filter is deployed in the
router’s forwarding plane. That filter prevents traffic not
specifically identified as legitimate fromreaching the router’s
control plane, or rate-linits such traffic to an acceptable |evel.

Note that the filters described in this meno are applied only to
traffic that is destined for the router, and not to all traffic that
i s passing through the router.
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Modern router architecture design maintains a strict separation of
forwardi ng and router control plane hardware and software. The
router control plane supports routing and managenment functions. It
is generally described as the router architecture hardware and

sof tware conponents for handling packets destined to the device
itself as well as building and sendi ng packets originated |ocally on
the device. The forwarding plane is typically described as the
router architecture hardware and software conponents responsible for
recei ving a packet on an incomng interface, performng a | ookup to
identify the packet’s I P next hop and determ ne the best outgoing
interface towards the destination, and forwardi ng the packet out
through the appropriate outgoing interface.

Visually, this architecture can be represented as the router’s
control plane hardware sitting on top of, and interfacing with, the
forwardi ng plane hardware with interfaces connecting to other network
devices. See Figure 1
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Figure 1. Router Control Plane Protection

Typically, forwarding plane functionality is realized in high-
performance Application Specific Integrated Crcuits (ASICs) that are
capabl e of handling very high packet rates. By contrast, the router
control plane is generally realized in software on general - purpose
processors. Wile software instructions run on both planes, the
router control plane hardware is usually not optim zed for high-speed
packet handling. Gven their differences in packet-handling
capabilities, the router’s control plane hardware is nore susceptible
to bei ng overwhel ned by a Deni al -of -Service (DoS) attack than the
forwarding plane’s ASICs. It is inperative that the router contro

pl ane remain stable regardl ess of traffic load to and fromthe device
because the router control plane is what drives the programing of
the forwarding pl ane.

The router control plane also processes traffic destined to the
router, and because of the w der range of functionality is nore
susceptible to security vulnerabilities and a nore likely target for
a DoS attack than the forwardi ng pl ane.

It is advisable to protect the router control plane by inplenenting
nmechani sns to filter conpletely or rate-limt traffic not required at
the control plane level (i.e., unwanted traffic). "Router contro

pl ane protection" is the concept of filtering or rate-limting
unwanted traffic that would be diverted fromthe forwardi ng plane up
to the router control plane. The closer the filters and rate
l[imters are to the forwarding plane and line-rate hardware, the nore
effective the protection is and the nore resistant the systemis to
DoS attacks. This nmeno denobnstrates one exanple of how to deploy a
policy filter that satisfies a set of sanple traffic-nmatching,
filtering, and rate-limting criteria.
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Note that the filters described in this nmeno are applied only to
traffic that is destined for the router, and not to all traffic that
i s passing through the router.

2. Applicability Statenent

The nethod described in Section 3 and depicted in Figure 1
illustrates how to protect the router control plane from unwanted
traffic. Recognizing that depl oyment scenarios will vary, the exact
i npl enentation is not generally applicable in all situations. The
categorization of legitimate router control plane traffic is
critically inportant in a successful inplenentation

The examples given in this meno are sinplified and mnimalistic,
designed to illustrate the concept of protecting the router’s contro
pl ane. Fromthem operators can extrapol ate specifics based on their
uni que configuration and environment. This document is about
semantics, and Appendi x A exenplifies syntax. For additional router
vendor inplenentations, or other converged devices, the syntax should
be translated to the respective | anguage in a manner that preserves
the semanti cs.

Additionally, the need to provide the router control plane with
isolation, stability, and protection agai nst rogue packets has been
i ncorporated into router designs for sone tine. Consequently, there
may be ot her vendor or inplenentation specific router control plane
protection mechani snms that are active by default or always active.
Those approaches may apply in conjunction with, or in addition to,
the met hod described in Section 3 and illustrated in Appendices A1l
and A. 2. Those inplenentations should be considered as part of an
overall traffic managenent plan but are outside the scope of this
document .

This method is applicable for I1Pv4 as well as |IPv6 address famlies,
and the legitimate traffic exanple in Section 3.1 provides exanpl es
for both.

3. Method

In this nenmo, the authors denonstrate how a filter protecting the
router control plane can be deployed. In Section 3.1, a sanple
router is introduced, and all traffic that its control plane nust
process is identified. |In Section 3.2, filter design concepts are

di scussed. Cisco (Cisco |ICS software) and Juni per (JUNOS)

i mpl enentati ons are provided in Appendices A 1 and A 2, respectively.
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3. 1.

Legitimate Traffic

In this exanple, the router control plane nust process traffic (i.e.
traffic destined to the router and not through the router) per the
following criteria:

o

o

Dugal

Drop all | P packets that are fragments (see Section 3.3)

Permit ICVMP and I CWPv6 traffic fromany source, rate-linited to
500 kbps for each category

Permt OSPF traffic fromrouters within subnet 192.0.2.0/24 and
OSPFv3 traffic from |1 Pv6 Link-Local unicast addresses (fe80::/10)

Permit internal BGP (iBGP) traffic fromrouters within subnets
192.0.2.0/ 24 and 2001: db8: 1::/48

Permt external BGP (eBGP) traffic from eBGP peers 198.51. 100. 25,
198.51.100. 27, 198.51.100.29, and 198.51.100.31; and |Pv6 peers
2001: db8: 100: : 25, 2001: db8:100::27, 2001:db8:100::29, and
2001: db8: 100: : 31

Permit DNS traffic fromDNS servers within subnet 198.51.100. 0/ 30
and 2001: db8: 100: 1::/64

Permit NTP traffic from NTP servers within subnet 198.51.100. 4/ 30
and 2001: db8: 100: 2::/64

Permit Secure SHell (SSH) traffic from network nanagement stations
wi thin subnet 198.51.100.128/25 and 2001: db8: 100: 3: : / 64

Permit Sinple Network Managenent Protocol (SNWP) traffic from
net wor k management stations within subnet 198.51.100.128/25 and
2001: db8: 100: 3: : / 64

Permt RADI US aut hentication and accounting replies from RADI US
servers 198.51.100.9, 198.51.100.10, 2001: db8:100::9, and
2001: db8: 100:: 10 that are listening on UDP ports 1812 and 1813
(I'nternet Assigned Numbers Authority (I ANA) RADI US ports). Note
that this does not accommpdate a server using the original UDP
ports of 1645 and 1646
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o Permt all other IPv4 and IPv6 traffic that was not explicitly
mat ched in a class above, rate-linmted to 500 kbps, and drop above
that rate for each category

o Permt non-IP traffic (e.g., Connectionless Network Service
(CLNS), Internetwork Packet Exchange (IPX), PPP Link Contro
Protocol (LCP), etc.), rate-limted to 250 kbps, and drop al
remai ning traffic above that rate

The characteristics of legitimate traffic will vary fromnetwork to
network. To illustrate this, a router inplenenting the DHCP rel ay
function can rate-limt inbound DHCP traffic fromclients and
restrict traffic fromservers to a list of known DHCP servers. The
list of criteria above is provided for exanple only.

3.2. Filter Design

Afilter is installed on the forwarding plane. This filter counts
and applies the actions to the categories of traffic described in
Section 3.1. Because the filter is enforced in the forwarding pl ane,
it prevents traffic from consuning bandwi dth on the interface that
connects the forwarding plane to the router control plane. The
counters serve as an inportant forensic tool for the analysis of
potential attacks, and as an inval uabl e debuggi ng and troubl eshooti ng
aid. By adjusting the granularity and order of the filters, nore
granul ar forensics can be perfornmed (i.e., create a filter that

mat ches only traffic allowed froma group of I P addresses for a given
protocol followed by a filter that denies all traffic for that
protocol). This would allow for counters to be monitored for the

al l owed protocol filter, as well as any traffic matching the specific
protocol that didn't originate fromthe explicitly all owed hosts.

In addition to the filters, rate linmters for certain classes of
traffic are also installed in the forwarding plane as defined in
Section 3.1. These rate limters help further control the traffic
that will reach the router control plane for each filtered class as
well as all traffic not natching an explicit class. The actual rates
sel ected for various classes are network depl oynent specific;
analysis of the rates required for stability shoul d be done
periodically. It is inmportant to note that the nost significant
factor to consider regarding the traffic profile going to the router
control plane is the packets per second (pps) rate. Therefore,
careful consideration nust be given to determ ne the maxi mum pps rate
that could be generated froma given set of packet size and bandw dth
usage scenari os.
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Syntactically, these filters explicitly define "allowed" traffic
(including | P addresses, protocols, and ports), define acceptable
actions for these acceptable traffic profiles (e.g., rate-limt or
simply permt the traffic), and then discard all traffic destined to
the router control plane that is not within the specifications of the
policy definition.

In an actual production environment, predicting a conplete and
exhaustive list of traffic necessary to reach the router’s contro

pl ane for day-to-day operation nay not be as obvious as the example
descri bed herein. One recommended nethod to gauge this set of
traffic is to allowall traffic initially, and audit the traffic that
reaches the router control plane before applying any explicit filters
or rate limts. See Section 3.3 below for nore discussion of this

t opi c.

The filter design provided in this docunment is intentionally l[imted
to attachnment at the local router in question (e.g., a "service-
policy" attached to the "control-plane" in Csco IGS, or a firewall
filter attached to the "l o0" interface in JUNOCS). Wile virtually
all production environnents utilize and rely heavily upon edge
protection or interface filtering, these methods of router protection
are beyond the intended scope of this docunment. Additionally, the
protocol s thenselves that are allowed to reach the router contro

pl ane (e.g., OSPF, RSVP, TCP, SNMP, DNS, NTP, and inherently, SSH
TLS, ESP, etc.) may have cryptographic security nethods applied to
them and the nmethod of router control plane protection provided
herein is not a replacenent for those cryptographic nethods.

3.3. Design Trade-Ofs

In designing the protection nethod, there are two i ndependent parts
to consider: the classification of traffic (i.e., which traffic is
mat ched by the filters), and the policy actions taken on the
classified traffic (i.e., drop, permt, rate-limt, etc.).

There are different levels of granularity utilized for traffic
classification. For example, allowing all traffic fromspecific
source | P addresses versus allowing only a specific set of protocols
fromthose specific source | P addresses will each affect a different
subset of traffic.

Simlarly, the policy actions taken on the classified traffic have
degrees of inpact that nmay not becone i nmedi ately obvious. For
exanpl e, discarding all I1CWP traffic will have a negative inpact on
the operational use of ICMP tools such as ping or traceroute to debug
network issues or to test deployment of a new circuit. Expanding on
this, in a real production network, an astute operator could define
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varying rate limts for I1CVMP such that internal traffic is granted
uni nhi bited access to the router control plane, while traffic from
external addresses is rate-linmited. Operators should pay specia
attention to the new functionality and roles that |CMPv6 has in the
overal |l operation of |1Pv6 when designing the rate-limt policies.
Exanmpl e functions include Nei ghbor Discovery (ND) and Milticast

Li stener Discovery version 2 (M.Dv2).

It is inportant to note that both classification and policy action
deci si ons are acconpani ed by respective trade-offs. Two exanpl es of
these trade-of f decisions are operational conplexity at the expense
of policy and statistics-gathering detail, and tighter protection at
the expense of network supportability and troubl eshooting ability.

Two types of traffic that need special consideration are | P fragnents
and | P optioned packets:

o For network depl oynents where IP fragnentation is necessary, a
bl anket policy of dropping all fragnents destined to the router
control plane may not be feasible. However, many depl oyments
al  ow network configurations such that the router control plane
shoul d never see a fragmented datagram Since many attacks rely
on | P fragnmentation, the exanple policy included herein drops al
fragnents destined to the router control plane.

o Simlarly, some deploynents nmay choose to drop all |P optioned
packets. Ohers may need to | oosen the constraint to allow for
protocols that require I P optioned packets such as the Resource
Reservation Protocol (RSVP). The design trade-off is that
dropping all | P optioned packets protects the router from attacks
that | everage mal formed options, as well as attacks that rely on
the slow path processing (i.e., software processing path) of IP
opti oned packets. For network depl oynents where the protocols do
not use IP options, the filter is sinpler to design in that it can
drop all packets with any IP option set. However, for networks
utilizing protocols relying on IP options, the filter to identify
the legitimte packets is nore conplex. |If the filter is not
designed correctly, it could result in the inadvertent blackholing
of traffic for those protocols. This docunment does not include
filter configurations for IP optioned packets; additiona
expl anations regarding the filtering of packets based on the IP
options they contain can be found in [IP-OPTI ONS-FI LTER] .
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The goal of the nmethod for protecting the router control plane is to
m nimze the possibility for disruptions by reducing the vul nerabl e
surface, which is inversely proportional to the granularity of the
filter design. The finer the granularity of the filter design (e.qg.
filtering a nore targeted subset of traffic fromthe rest of the
policed traffic, or isolating valid source addresses into a different
class or classes), the smaller the probability of disruption

In addition to the traffic that matches explicit classes, care should
be taken on the policy decision that governs the handling of traffic
that would fall through the classification. Typically, that traffic
is referred to as traffic that gets matched in a default class. It
may al so be traffic that matches a bl anket protocol specific class
where previous classes that have nore granul ar classification did not
match all packets for that specific protocol. The ideal policy would
have explicit classes to match only the traffic specifically required
at the router control plane and would drop all other traffic that
does not match a predefined class. As npbst vendor inplenentations
permt all traffic hitting the default class, an explicit drop action
woul d need to be configured in the policy such that the traffic
hitting that default class would be dropped, versus being pernmitted
and delivered to the router control plane. This approach requires
rigorous traffic pattern identification such that a default drop
policy does not break existing device functionality. The approach
defined in this docunment allows the default traffic and rate-limts
it as opposed to dropping it. This approach was chosen as a way to
give the operator time to evaluate and characterize traffic in a
producti on scenario prior to dropping all traffic not explicitly

mat ched and permtted. However, it is highly recomrended that after
nonitoring the traffic matching the default class, explicit classes
be defined to catch the legitimate traffic. After all legitimte
traffic has been identified and explicitly allowed, the default class
shoul d be configured to drop any remaining traffic.

Additionally, the baselining and nonitoring of traffic flows to the
router’s control plane are critical in determning both the rates and
granularity of the policies being applied. It is also inportant to
validate the existing policies and rules or update them as the
network evolves and its traffic dynam cs change. Sone possibl e ways
to achieve this include individual policy counters that can be
exported or retrieved, for exanple via SNWP, and | ogging of filtering
actions.

Finally, the use of flow based behavioral analysis or conmand-Iline
interface (CLI) functions to identify what client/server functions a
gi ven router’s control plane handl es would be very useful during
initial policy devel opnment phases, and certainly for ongoing forensic
anal ysi s.
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3.4. Additional Protection Considerations

In addition to the design described in this document of defining
"allowed" traffic (i.e., identifying traffic that the control plane
must process) and limting (e.g., rate-limting or blocking) the
rest, the router control plane protection nmethod can be applied to
thwart specific attacks. In particular, it can be used to protect
agai nst TCP SYN fl oodi ng attacks and ot her Deni al -of - Servi ce attacks
that starve router control plane resources.

4. Security Considerations

The filters described in this docunment |eave the router susceptible
to discovery fromany host in the Internet. |f network operators
find this risk objectionable, they can reduce the exposure to

di scovery with ICVP by restricting the sub-networks from which | CWP
Echo requests and potential traceroute packets (i.e., packets that
woul d trigger an | CVP Ti ne Exceeded reply) are accepted, and
therefore to which sub-networks | CVMP responses (I CVMP Echo Reply and
Ti me Exceeded) are sent. A simlar concern exists for ICWPv6 traffic
but on a broader |evel due to the additional functionalities

i mpl enented in ICMPv6. Filtering recomendati ons for | CMPv6 can be
found in [RFC4890]. Mdreover, different rate-limting policies my
be defined for internally (e.g., fromthe Network Qperations Center
(NOC)) versus externally sourced traffic. Note that this docunent is
not targeted at the specifics of I1CMP filtering or traffic filtering
designed to prevent device discovery.

The filters described in this document do not block unwanted traffic
havi ng spoofed source addresses that match a defined traffic profile
as discussed in Section 3.1. Network operators can mitigate this

ri sk by preventing source address spoofing with filters applied at
the network edge. Refer to Section 5.3.8 of [RFC1812] for nore

i nformati on regardi ng source address validation. Oher methods al so
exist for limting exposure to packet spoofing, such as the
Generalized Tinme to Live (TTL) Security Mechanism (GITSM [ RFC5082]
and Ingress Filtering [ RFC2827] [ RFC3704].

The ICVWP rate limter specified for the filters described in this
docunent protects the router fromfloods of 1CW traffic; see
Sections 3.1 and 3.3 for details. However, during an |ICWP fl ood,
sone legitimte ICVP traffic may be dropped. Because of this, when
operators discover a flood of ICWP traffic, they are highly notivated
to stop it at the source where the traffic is being originated.
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Addi ti onal considerations pertaining to the usage and handling of

traffic that utilizes the IP Router Alert Options can be found in

[ RTR- ALERT- CONS], and additional IP options filtering expl anations
can be found in [IP-OPTIONS-FI LTER].

The treatnent of exception traffic in the forwardi ng pl ane and the
generation of specific nessages by the router control plane al so
require protection froma DoS attack. Specifically, the generation
of |1 CMP Unreachabl e nessages by the router control plane needs to be
rate-limted, either inplicitly within the router’s architecture or
explicitly through configuration. Wen possible, different |CW
Destination Unreachabl e codes (e.g., "fragmentati on needed and DF
set") or "Packet Too Big" nmessages can receive a different rate-
l[imting treatnment. Continuous benchmarki ng of router-generated | CWP
traffic should be done before applying rate linmts such that
sufficient headroomis included to prevent inadvertent Path Maxi mum
Transm ssion Unit Discovery (PMIUD) bl ackhol e scenarios during nornma
operation. It is also recommended to deploy explicit rate limters
where possible to i nprove troubl eshooting and nonitoring capability.
The explicit rate linmters in a class allow for nmonitoring tools to
detect and report when these rate linmters becone active (i.e., when
traffic is policed). This in turn serves as an indicator that either
the normal traffic rates have increased or "out of policy" traffic
rates have been detected. More thorough analysis of the traffic
flows and rate-linmted traffic is needed to identify which of these
two cases triggered the rate limters. For additional informtion
regardi ng specific ICVP rate-limting, see Section 4.3.2.8 of

[ RFC1812] .

Additionally, the handling of TTL / Hop Linmt expired traffic needs
protection. This traffic is not necessarily addressed to the device,
but it can get sent to the router control plane to process the TTL /
Hop Linmit expiration. For exanple, rate-limting the TTL / Hop Limit
expired traffic before sending the packets to the router contro

pl ane conponent that will generate the ICMP error, and distributing
the sending of ICMP errors to Line Card CPUs, are protection

nmechani sns that mtigate attacks before they can negatively affect a
rate-limted router control plane conponent.
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Appendi x A.  Configuration Exanpl es

The configurations provided bel ow are syntactical representations of
the semantics described in the docunment and should be treated as
non- normati ve.

A.1. Cisco Configuration

Refer to the Control Plane Policing (CoPP) docunent in the G sco |ICOS
Software Feature Cuides (available at <http://ww.cisco.com >) for
nore information on the syntax and options avail abl e when configuring
Control Plane Policing.

IStart: Protecting The Router Control Plane
|

iCbntroI Pl ane Policing (CoPP) Configuration
I

I Access Control List Definitions

|

i p access-1list extended | CW

permit icnp any any

i pv6 access-list | CMPv6

permt icnp any any

i p access-list extended OSPF

permt ospf 192.0.2.0 0.0.0.255 any

i pv6 access-list OSPFv3

permit 89 FE80::/10 any

i p access-list extended |BGP

permt tcp 192.0.2.0 0.0.0.255 eq bgp any
permt tcp 192.0.2.0 0.0.0.255 any eq bgp
i pv6 access-list |BGPv6

permt tcp 2001:DB8:1::/48 eq bgp any
permit tcp 2001:DB8:1::/48 any eq bgp
i p access-list extended EBGP

permt tcp host 198.51.100.25 eq bgp any
permt tcp host 198.51.100.25 any eq bgp
permt tcp host 198.51.100.27 eq bgp any
permt tcp host 198.51.100.27 any eq bgp
permit tcp host 198.51.100.29 eq bgp any
permt tcp host 198.51.100.29 any eq bgp
permt tcp host 198.51.100.31 eq bgp any
permt tcp host 198.51.100.31 any eq bgp
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i pv6 access-1list EBGPv6

permit tcp host 2001: DB8: 100::25 eq bgp any
permt tcp host 2001: DB8:100::25 any eq bgp
permt tcp host 2001: DB8: 100::27 eq bgp any
permt tcp host 2001: DB8: 100::27 any eq bgp
permt tcp host 2001: DB8:100::29 eq bgp any
permt tcp host 2001:DB8:100::29 any eq bgp
permit tcp host 2001: DB8: 100::31 eq bgp any
permt tcp host 2001: DB8:100::31 any eq bgp
i p access-list extended DNS

permt udp 198.51.100.0 0.0.0.252 eq donmai n any
i pv6 access-list DNSv6

permt udp 2001: DB8: 100: 1::/64 eq donai n any
permit tcp 2001: DB8: 100: 1::/64 eq donmai n any
i p access-list extended NTP

permt udp 198.51. 100.4 255. 255. 255. 252 any eq ntp
i pv6 access-list NTPv6

permt udp 2001: DB8:100:2::/64 any eq ntp

i p access-list extended SSH

permt tcp 198.51.100.128 0.0.0.128 any eq 22
i pv6 access-list SSHv6

permt tcp 2001: DB8: 100: 3::/64 any eq 22

i p access-list extended SNWP

permt udp 198.51.100.128 0.0.0.128 any eq snnp
i pv6 access-list SNMPv6

permt udp 2001: DB8: 100: 3::/64 any eq snnp

i p access-1list extended RADI US

permt udp host 198.51.100.9 eq 1812 any
permt udp host 198.51.100.9 eq 1813 any
permt udp host 198.51.100.10 eq 1812 any
permt udp host 198.51.100.10 eq 1813 any

i pv6 access-1ist RADI USv6

permit udp host 2001: DB8:100::9 eq 1812 any
permt udp host 2001: DB8:100::9 eq 1813 any
permt udp host 2001: DB8: 100::10 eq 1812 any
permt udp host 2001: DB8:100::10 eq 1813 any
i p access-list extended FRAGVENTS

permt ip any any fragnments

i pv6 access-list FRAGVENTSv6

permt ipv6é any any fragments

i p access-list extended ALLOTHERI P

permt ip any any

i pv6 access-list ALLOTHERI Pv6

permt ipv6é any any
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|
I'Class Definitions
|
cl ass- map mat ch- any
mat ch access-group
cl ass-map mat ch- any
mat ch access-group
cl ass-map mat ch-any
mat ch access-group
mat ch access- group
cl ass- map mat ch- any
mat ch access-group
mat ch access-group
cl ass-map mat ch-any
mat ch access- group
mat ch access- group
cl ass- map mat ch- any
mat ch access- group
mat ch access- group
cl ass-map mat ch-any
mat ch access- group
mat ch access- group
cl ass- map mat ch- any
mat ch access- group
mat ch access- group
cl ass-map mat ch-any
mat ch access- group
mat ch access- group
cl ass- map mat ch- any
mat ch access- group
mat ch access- group
cl ass-map mat ch-any
mat ch access- group
mat ch access- group
cl ass- map mat ch- any
mat ch access- group
cl ass-map mat ch- any
mat ch access-group

Dugal , et al
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| C\VP

name | CVMP

| CVPv6

nane | CMPv6
OSPF

name OSPF

name OSPFv3

| BGP

name | BGP

nane | BGPv6
EBGP

name EBGP

name EBGPv6
DNS

nanme DNS

nane DNSv6

NTP

name NTP

name NTPv6
SSH

nanme SSH

nane SSHv6
SNMP

name SNWP

name SNMPv6
RADI US

name RADI US
nane RADI USv6
FRAGVENTS

name FRAGVENTS
name FRAGVENTSv6
ALLOTHERI P
nane ALLOTHERI P
ALLOTHERI Pv6
nane ALLOTHERI Pv6

| nf or mat i ona
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|
'Policy Definition
|
pol i cy- map COPP
cl ass FRAGVENTS
drop
class | CWP
pol i ce 500000
conformaction transm t
exceed- action drop
vi ol ate-action drop
cl ass | CMPv6
pol i ce 500000
conformaction transm t
exceed- action drop
vi ol ate-action drop
cl ass OSPF
cl ass | BGP
cl ass EBGP
cl ass DNS
cl ass NTP
cl ass SSH
cl ass SNWP
cl ass RADI US
cl ass ALLOTHERI P
police cir 500000
conformaction transm t
exceed- action drop
vi ol ate-action drop
cl ass ALLOTHERI Pv6
police cir 500000
conformaction transm t
exceed- action drop
vi ol ate-action drop
cl ass cl ass-defaul t
police cir 250000
conformaction transmit
exceed-action drop
vi ol ate-action drop
|

I Control Plane Configuration
!
control -pl ane
servi ce-policy input COPP
|

Prot ect Router

Contro

iEnd: Protecting The Router Control Pl ane

Dugal , et al. I nf or mati ona
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A 2.

Refer to the Firewall

pol

Dugal ,

Juni per Configuration

i cy-options {

Prot ect Router Contr ol

prefix-list |BGP-NEI GHBORS {

192. 0. 2. 0/ 24;

}
prefix-list EBGP-NEI GHBORS {

198. 51. 100. 25/ 32;
198. 51. 100. 27/ 32;
198. 51. 100. 29/ 32;
198. 51. 100. 31/ 32;

}
prefix-1ist RADI US- SERVERS {

198. 51. 100. 9/ 32;
198. 51. 100. 10/ 32;

}
prefix-list |BGPv6-NEI GHBORS {

2001: DB8: 1: :/48;
}

prefix-list EBGPv6- NEI GHBORS {
2001: DB8: 100: : 25/ 128;
2001: DB8: 100: : 27/ 128;
2001: DB8: 100: : 29/ 128;
2001: DB8: 100: : 31/ 128;

}

prefix-list RADI USv6- SERVERS ({
2001: DB8: 100: : 9/ 128;
2001: DB8: 100: : 10/ 128;

et al.

| nf or mat i onal
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Filter Configuration section of the Junos
Software Policy Framework Configuration CGuide (avail able at

<http://ww.j uni per.net/>) for
options avail abl e when configuring Junos firewall

nore information on the syntax and
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firewall {
pol i cer 500kbps {
i f-exceeding {
bandwi dth-1imt 500k;
burst-size-limt 1500;
}

t hen di scard;

}
pol i cer 250kbps {
i f-exceeding {
bandwi dth-1imt 250k;
burst-size-limt 1500;
}

t hen discard;

}
famly inet {
ilter protect-router-control-plane {
termfirst-frag {
from/{

first-fragment;

I
f

then {
count frag-discards;
| og;
di scard;
}
}
termnext-frag {

from{
i s-fragnent;
}

then {
count frag-discards;
| og;
di scard,;
}
}
termicm {

from {
prot ocol icnp;

then {

pol i cer 500kbps;
accept ;

Dugal , et al. I nf or mati ona
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term ospf {
from {
sour ce-address {
192. 0. 2. 0/ 24;
}

prot ocol ospf;

}

then accept;
}
term i bgp-connect {
from{
source-prefix-list {
| BGP- NEI GHBORS

prot ocol tcp;
destinati on-port bgp;
}

then accept;
}
termibgp-reply {
from {
source-prefix-list {
| BGP- NEI GHBORS
}

protocol tcp;

port bgp;
}
then accept;
}
t erm ebgp- connect {
from/{
source-prefix-list {
EBGP- NEI GHBORS
}

protocol tcp;
desti nation-port bgp;

}

then accept;
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term ebgp-reply {
from {
source-prefix-list {
EBGP- NEI GHBORS

}
protocol tcp;
port bgp;
}
then accept;
}
termdns {
from/{
sour ce-address {
198. 51. 100. 0/ 30;
pr ot ocol udp;
port domai n;
}
then accept;
}
termntp {
from/{
sour ce-address {
198. 51. 100. 4/ 30;
prot ocol udp;
destination-port ntp;
}
then accept;
}
termssh {
from {
sour ce-address {
198. 51. 100. 128/ 25;
protocol tcp;
destinati on-port ssh;
}
then accept;
}
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termsnm {
from {
sour ce-address {
198. 51. 100. 128/ 25;

prot ocol udp;
destinati on-port snnp;

}

then accept;

termradius {
from/{
source-prefix-list {
RADI US- SERVERS

pr ot ocol udp;
port [ 1812 1813 ];

then accept;

}
termdefaul t-term {
then {
count copp-exceptions;
| og;
pol i cer 500kbps;
accept ;
}
}

}

famly inet6 {
filter protect-router-control-plane-v6 {
termfragve {
from{
next - header fragment;

}

then {
count frag-v6-discards;
| og;
di scard,;

}

}
Dugal , et al. I nf or mati ona
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termicmpv6é {
from {
next - header icnpve;

then {
pol i cer 500kbps;
accept ;
}
}
term ospfv3 {
from{

sour ce-address {
FE80: : / 10;

next - header ospf;

}

then accept;
}
termi bgpv6-connect {
from {
source-prefix-list {
| BGPv6- NEI GHBORS

next - header tcp;
desti nation-port bgp;
}

then accept;
}
termibgpve-reply {
from/{
source-prefix-list {
| BGPv6- NEI GHBORS

next - header tcp;
port bgp;

then accept;
}
t erm ebgpv6- connect {
from/{
source-prefix-list {
EBGPv6- NEI GHBORS

next - header tcp;
destinati on-port bgp;
}

then accept;
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term ebgpv6e-reply {
from {
source-prefix-list {
EBGPv6- NEI GHBORS

next - header tcp;

port bgp;
}

then accept;

termdnsv6 {
from/{
sour ce-address {
2001: DB8: 100: 1: :/ 64;

next - header [ udp tcp ];
port donmai n;

}

then accept;
}
termnt pv6 {

from/{
sour ce- address {
2001: DB8: 100: 2: : / 64;

next - header udp;
destination-port ntp;

}

then accept;

term sshv6 {
from {
sour ce-address {
2001: DB8: 100: 3: :/ 64;

next - header tcp;
destinati on-port ssh;

}

then accept;
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term snmpv6é {
from {
sour ce-address {
2001: DB8: 100: 3: :/ 64;

next - header udp;
destinati on-port snnp;

}
then accept;
}
termradiusv6 {
from/{
source-prefix-list {
RADI USv6- SERVERS
next - header udp;
port [ 1812 1813 ];
then accept;
}
termdefault-termveé {
then {
pol i cer 500kbps;
count copp-exceptions-v6;
| og;
accept ;
}
}
}
}
famly any {
filter protect-router-control-plane-non-ip {
termrate-limt-non-ip {
then {
pol i cer 250kbps;
accept ;
}
}
}
}

Dugal , et al. I nf or mati onal [ Page 24]



RFC 6192 Protect Router Control Pl ane March 2011

i nterfaces {

00 {
unit 0 {
famly inet {
filter input protect-router-control-plane;
}
famly inet6 {
filter input protect-router-control-plane-v6;
}
fam ly any {
filter input protect-router-control-plane-non-ip;
}
}
}

}
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